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Independent practitioner’s assurance report
To the management of Shanghai Electronic Certificate Authority Co., Ltd. (“SHECA”)
Scope

We have been engaged to perform a reasonable assurance engagement on the accompanying
management’s assertion of SHECA for its Certification Authority (CA) operations at locations as
enumerated in Attachment D, for the period from April 1, 2025 to March 31, 2026 for its CAs as
enumerated in Attachment A, SHECA has:

o disclosed its TLS certificate lifecycle management business practices in its Certificate
Policies/Certification Practice Statements (“CP”/ “CPS”) enumerated in Attachment B, including its
commitment to provide TLS certificates in conformity with the CA/Browser Forum Requirement on

the SHECA website, and provided such services in accordance with its disclosed practices,
¢ maintained effective controls to provide reasonable assurance that:

- the integrity of keys and TLS certificates it manages is established and protected throughout

their lifecycles; and

- TLS subscriber information is properly authenticated (for the registration activities performed by
SHECA),

¢ maintained effective controls to provide reasonable assurance that:
- logical and physical access to CA systems and data is restricted to authorized individuals;
- the continuity of key and certificate management operations is maintained; and

- CA systems development, maintenance, and operations are properly authorized and performed

to maintain CA systems integrity,

in accordance with the WebTrust Principles and Criteria for Certification Authorities — TLS Baseline
v2.2.5.

The CA/Browser Forum Baseline Requirements for the Issuance and Management of Publicly-Trusted
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https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_webtrust-tls-baseline-v225.pdf?rev=9d9dbb9dfbc242aab8afb2e648f0d0f4&hash=DEC564EEAA9FDC7D1CB8DC1D52ED1223
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_webtrust-tls-baseline-v225.pdf?rev=9d9dbb9dfbc242aab8afb2e648f0d0f4&hash=DEC564EEAA9FDC7D1CB8DC1D52ED1223

TLS Server Certificates require the CA to operate controls to adhere to the Network and Certificate
System Security Requirements. The WebTrust Principles and Criteria for Certification Authorities —

Network Security address this requirement and are reported on in a separate report.

Management’s Responsibilities

SHECA’s management is responsible for the management’s assertion, including the fairness of its
presentation, and the provision of its described services in accordance with the WebTrust Principles and
Criteria for Certification Authorities — TLS Baseline v2.2.5.

Our Independence and Quality Management

We have complied with the independence and other ethical requirements of the Code of Ethics for
Professional Accountants as issued by the Hong Kong Institute of Certified Public Accountants (the
“‘HKICPA”), which is founded on fundamental principles of integrity, objectivity, professional competence

and due care, confidentiality and professional behaviour.

Our firm applies Hong Kong Standard on Quality Management 1 as issued by the HKICPA, which
requires the firm to design, implement and operate a system of quality management including policies
or procedures regarding compliance with ethical requirements, professional standards and applicable

legal and regulatory requirements.

Practitioner’s Responsibilities

Itis our responsibility to express an opinion on the management’s assertion based on our work performed.

We conducted our work in accordance with Hong Kong Standard on Assurance Engagements 3000
(Revised) “Assurance Engagements Other Than Audits or Reviews of Historical Financial Information”

issued by the HKICPA. This standard requires that we plan and perform our work to form the opinion.

A reasonable assurance engagement involves performing procedures to obtain sufficient appropriate
evidence whether the management’s assertion of SHECA is fairly stated, in all material respects, in
accordance with the WebTrust Principles and Criteria for Certification Authorities — TLS Baseline v2.2.5.
The extent of procedures selected depends on the practitioner's judgment and our assessment of the
engagement risk. Within the scope of our work we performed amongst others the following procedures:
(1) obtaining an understanding of SHECA’s TLS certificate lifecycle management business practices,

including its relevant controls over the issuance, renewal, and revocation of TLS certificates; (2)



selectively testing transactions executed in accordance with disclosed TLS certificate lifecycle
management business practices; (3) testing and evaluating the operating effectiveness of the controls;

and (4) performing such other procedures as we considered necessary in the circumstances.

The relative effectiveness and significance of specific controls at SHECA and their effect on assessments
of control risk for subscribers and relying parties are dependent on their interaction with the controls, and
other factors present at individual subscriber and relying party locations. We have performed no

procedures to evaluate the effectiveness of controls at individual subscriber and relying party locations.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our

opinion.

Inherent Limitation

Because of the nature and inherent limitations of controls, SHECA'’s ability to meet the aforementioned
criteria may be affected. For example, controls may not prevent, or detect and correct, error, fraud,
unauthorised access to systems and information, or failure to comply with internal and external policies
or requirements. Also, the projection of any opinion based on our findings to future periods is subject to

the risk that changes may alter the validity of such opinion.

Opinion

In our opinion, the management’s assertion of SHECA, for the period from April 1, 2025 to March 31,
2026, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria for
Certification Authorities — TLS Baseline v2.2.5.

Emphasis of Matter

We draw attention to the fact that this report does not include any representation as to the quality of
SHECA'’s services beyond those covered by the WebTrust Principles and Criteria for Certification
Authorities — TLS Baseline v2.2.5, nor the suitability of any of SHECA'’s services for any customer's

intended purpose. Our opinion is not modified in respect of this matter.

Other Matter

SHECA’s management has disclosed 10 incidents (see Attachment C) during the period from April 1,
2025 to March 31, 2026. The remedial actions and the root causes of these incidents undertaken by



SHECA have been posted publicly in the online forums of the Bugzilla site, as well as the online forums

of individual internet browsers that comprise the CA/Browser Forum.
Our opinion is not modified in respect of this matter.
Purpose and Restriction on Use

The management’s assertion was prepared for obtaining and displaying the WebTrust Seal on SHECA
website! using the WebTrust Principles and Criteria for Certification Authorities — TLS Baseline v2.2.5
designed for this purpose. As a result, the management’s assertion of SHECA may not be suitable for
another purpose. This report is intended solely for the management of SHECA in connection with
obtaining and displaying the WebTrust Seal on its website after submitting the report to the related
authority in connection with the WebTrust Principles and Criteria for Certification Authorities — TLS

Baseline v2.2.5.

Our report is not to be used for any other purpose. We do not assume responsibility towards or accept

liability to any other parties for the contents of this report.
Use of the WebTrust seal

SHECA'’s use of the WebTrust for Certification Authorities — TLS Baseline Seal constitutes a symbolic
representation of the contents of this report and it is not intended, nor should it be construed, to update

this report or provide any additional assurance.

V Mw@wha m@w’l’w’;_

PricewaterhouseCoopers
Certified Public Accountants

Hong Kong, June 10, 2026

' The maintenance and integrity of the SHECA website is the responsibility of the management of SHECA, the work carried out by the
assurance provider does not involve consideration of these matters and, accordingly, the assurance provider accepts no responsibility for any
differences between the accompanying management’s assertion of SHECA on which the assurance report was issued or the assurance report
that was issued and the information presented on the website.



Attachment A

The list of CAs and certificates in scope for the period from April 1, 2025 to March 31, 2026 is as follow:

Root CAs
# CA Name Key Type 2;32%% Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
CN = UniTrust Global Root
UniTrust Global . CART 3CA061BOEFDACEES | 81B35EFC42C77947209D76B51B5 | || o o o
1 Root CART RootKey | sha384RSA | 4096 bits | L\ riTrust BB2DE156A2EBBBB6 | E7B122CE78348AE8C4525DC8D4 CART
oocn 3D232381 B30289E5385
CN = UniTrust Global Root
. E45366B7B7A4E9D7C | 78919B35D1C615595A51328A5C5 .
o | UniTrustGlobal | g,y | ShaB84ECD | g, 4 | CARZ CC121E04ACFCCACO | 46083B4D5320724A258695B991F2 | UniTrust Global Root
Root CA R2 SA O = UniTrust CAR2
cocn 1BC72BC F61C4DCC7
UniTrust Global gg A= gggg’?gom' TLS | £349C5A5003582FB63 | 4BABEOE9328D5DAE17936F3DDA UniTrust Global TLS
3 | TLSRSARootCA | RootKey | sha384RSA | 4096 bits A G OCBB369A8BE24C418 | A2442BFBDD0873F92FB8D1FBBD
O = UniTrust RSA Root CA R1
R1 oocn 5DB08 3D9894649AD9
. CN = UniTrust Global TLS
UniTrust Global <ha384ECD . ECC Root CA R2 46E3DAFBDF88838AB | 6C689FCEBO14ATFBOCDEBSA399 | ) r oo o
4 | TLSECCRootCA | RootKey oA 384bits | 5 UniTrust 7AE69966E00526FBB | 6171C15E7286106028532E0210C ECC Root CA R3
R2 e 43D791 EASD9CDA4EQ7
CN = UCA Extended
UCA Extended | Validation Reot D9743AE4303D0DF71 | D43AF9B35473755C9684FC06D7 UCA Extended
5 AL Root Key | sha256RSA | 4096 bits icat 2DC7E5A059F1E349A | D8CB70EE5C28E773FB294EB41E AL
Validation Root O = UniTrust Validation Root
oocn F7E114 E71722924D24
UCA Global G2 CN = UCA Global G2 Root | 81C48CCCF5E430FFA | 9BEA11C976FE014764C1BE56A6
6 Root Root Key | sha256RSA | 4096 bits | O = UniTrust 50C085F8C156721740 | F914B5A560317ABD9988393382E | UCA Global G2 Root
C=CN 1DFDF 5161AA0493C
Cross-signed CAs
# CA Name Key Type Isk:ggztt%ﬁ: Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
UniTrust Global Sionin CON = UniTrust Global TLS | 46E3D4F8DF88838AB | BED6FA47B14DC79C85ED5CACE
7 | TLS ECC Root CA }% 9 | sha384RSA | 384 bits ECC Root OA Ro 7AEG9966E00526FBB | 2C67B2F2F96D2B9054690F28BF2 | UCA Global G2 Root
R2 ey 00 43D791 DFE9A5770DF0
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# CA Name Key Type i:ggﬁttw: Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
O = UniTrust
C=CN
UniTrust Global Sianin gg‘g é’gg%‘;t%wa' TLS | 46E3DAFSDF88838AB | F2384371C93EB284166FDO7A34F
8 | TLS ECC Root CA ﬁe 9 | sha384RSA | 384 bits O Untrrust 7AE69966E00526FBB | 211FAA697B6FC20D4D31F7A8E4 | UCA Global G2 Root
R2 y cocn 43D791 A3283CA3FF1
UniTrust Global Sianin gg N gO”gIthgOba' TLS | E349C5A5003582FB63 | E4AC25DE1B285B3C45358EF 12583
9 | TLS RSA Root CA 9NN | $ha384RSA | 4096 bits | o1 R 0CBB369A86E24C418 | A1AA78DB148D0D294F879833945 | UCA Global G2 Root
Key O = UniTrust
R1 oo N 5DB08 1FC1910542
UniTrust Global Sianin gg N F&’Qgg‘;ﬂg"ba' TLS | E349C5A5003582FB63 | 50404B08111323C691E169573755
10 | TLS RSA Root CA ﬁe 9 | sha384RSA | 4096 bits O o UniTrust 0CBB369A86E24C418 | 6E4AFCDCC87EADD22C5503B6D | UCA Global G2 Root
R1 y oo N 5DB08 03392AADDDF
UCA Global G2 Sianin CN = UCA Global G2 Root | 81C48CCCF5E430FFA | BB61408AED9F530B2EC0545E53 Cortum Trusted
11 Root }9<e 9 | sha256RSA | 4096 bits | O = UniTrust 50C085F8C156721740 | BA2CSEBEAA57D9976447DB1663 Notvork A
y C=CN 1DFDF CED4600CD6B7
UCA Global G2 Sianin CN = UCA Global G2 Root | 81C48CCCF5E430FFA | BFA95C5DF 164B659FA32F6D105 Cortum Trusted
12 Rt ﬁe 9 | sha256RSA | 4096 bits | O = UniTrust 50C085F8C156721740 | 64D7170DDE661A853A782E6AB6 Notvork A
y C=CN 1DFDF 3639433BCB41 W
Sub CAs
# CA Name Key Type i:gg':‘ft‘r“:ﬁ Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
CN = SHECA DV Server
SHECA DV Signing | CaA 653740E0BBF4390520 | D3D4A040BB41ABISAIBESAADI3 | |\ o oo
13 S CA 1A o shad84RSA | 4096 bits | 5L )0 6ABCICAOACB3BBD6 | 814CF7EF219D5819206E947B44D CART
erver Y coon ® 968CAQ CC5BBESE272
CN = SHECA OV Server
SHECA OV Signing | Gata 8CDO2EB2008EE2DEF | 9A3DBOFOFBOFFAFO74A4E0CE10 | || o oo
14 Sorver OA 1A o sha384RSA | 4096 bits | 5L\ or F71F61A105C74A826 | A7C13D350485B1E6CDF5A899BB CART
y cocn E858D1 24DOF499E9BD
CN = SHECA EV Server
SHECA EV Signing | éata 73E36DF62D862F57D | 2F1CA1ASCOD7AESBCTADFCEID | ) o oo
15 Sorver CA 1A o shad84RSA | 4096 bits | 'L\ F69A53687231C85E01 | 4C57EE815F39COF3D1F982E3AC oA R
y o-cn 70216 76D25AB723995
e _ A1221170BEC8665F6 | 69201DC24E4127FFA5B41A0DDF .
16 Sse':/EerC’é AD;’A S'ﬂg'“g ShasgiECD 384 bits gx ; ASHECA DV Server | ECB104CAEDB38EA9 | OA1A005CO0F334B003F1008924C U”'Tr”%AG'sga' Root
y C1F914D BF998E1827C
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Signature

# CA Name Key Type Algorithm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
O = UniTrust
C=CN
CN = SHECA OV Server
- 98CDEC338767F3942 | 8E2CA2825C2039804A7A1CC548 .
17 SHECA OV Signing | sha3B4ECD | 44,y | CA2A 2373810B735BA7C683 | 002EA1DB30ACA89698F0395278F | UniTrust Global Root
Server CA 2A Key SA O = UniTrust CAR2
2 A8259 1602132F611
CN = SHECA EV Server
o 44661C71EF69B7930A | 93E49170D20F54DA701118A5ABD .
18 SS';'E?'S AE\2/A S'&”'”g Sha?’giECD 384 bits 8”1 2Lf‘n.Tr t B5B771D83B114CFA8 | CDDA4FFCF334CDB2D8D80599A U”'Truséf'gga' Root
erve &y ooy e 43D77 B62848C85F80
SHECADVTLS | Sianin 82 :ASHECA DVTLS RSA | 95917E0BCFOC5C108 | FFABEA74895DC0C78C22459747 UniTrust Global TLS
19 e oA 99 | sha3saRSA | 3072bits | Ly AB5944E420C561042 | 2CF6937E0D740EF49DC2256C8E M oopal Tl
y 2o A449EB 75A2A2A15EDE
SHECAEVTLS | Sianin 82 . ASHECA EVTLSRSA | 405c000886462082A0 | B2525A5966CAB8CATF504F0A21F UniTrust Global TLS
20 gning | o1 2384RSA | 3072bits | CA 1A BFB2C6006341036566 | D73847D174F89B48852A3E97058 u
RSA CA 1A Key O = UniTrust RSA Root CA R1
2o 2F04 8E1EAFCT774
CN = SHECA OV TLS
. D8D5D85A1825366A1 | 7F8EF707C2DIA4BTDAEDSFDDC .
21 | SHECAOVILS | Signing | o asirsa | 3072bits | RoA CATA 6C2F72FA40FAA25A4 | BAFAAG4DI9BF297D03F8F01C437 | JniTrust Global TLS
RSA CA 1A Key O = UniTrust RSA Root CA R1
2o 5F1296 5DE74B1C7DE"
CN = SHECA DV TLS RSA
SHECADVTLS | Signing S oS 3CATBDAIC202F617A | B2292EB72A1DB42781A4820BDCT | |\ o o o o
22 sha384RSA | 3072bits | SA 202 595A65CAE73267416C | F65B83378A5A43ADA17D6162FB8
RSA CA 2026 S1 Key O = UniTrust RSA Root CA R1
2o D7624 1DCD661C13
CN = SHECA OV TLS
L F217ECED9B7C74A44 | ABCF1196899441D640701451896 .
23 | SHECAOVITLS | Signing | o 384rsA | 3072bits | ROA CA 2026 ST 5213B1609A33D6A47 | 3A1A3FA26B22A2DCO1710844585 | UniTrust Global TLS
RSA CA 2026 S1 Key O = UniTrust RSA Root CA R1
o C7A1CC 819890CC4B
CN = SHECA EV TLS RSA
. 197CAFE5F58C6BFD7 | BOCBFAGIDSDAF658CF761C2B0C .
24 | SHECAEVTLS | Signing |  agirsa | 3072bits | SA 2026 ST EEBOAAO2D1E78444C | F73B84A00022EF5B977B13E06EC |  nilrust Global TLS
RSA CA 2026 S1 Key O = UniTrust RSA Root CA R1
2o FIFFF7 42B913DE1F1
CN = SHECA DV TLS
. DBGAAFECB474119D5 | D690D8722EABICD761790144952 .
25 | STECADVILS | Sgning | shadBaECD | 3gqpits | 500 TA2A 7BICF3BAEACB43EG | 0653339386AC4939F7ECSCTB195 | LS Giobal TLS
ey oo CRII rus C9BC486 DIC3C95FA4 00
CN = SHECA EV TLS ECC
o 6DBO5COFE4066E456 | 05E4C4B1F258030690E6793C9C1 .
26 | SHECAEVTLS | Signing | sha384ECD | 44, .. | CA2A 43147106EA3F20327D | 3C6F6AE234F68E5C41236FDCY1 | \JniTrust Global TLS
ECC CA 2A Key SA O = UniTrust ECC Root CA R2
2o 3ACBC 9B7F589032F




Signature

# CA Name Key Type Algorithm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
CN = SHECA OV TLS
SHECAOVTLS | Signing | sha384ECD . ECC CA2A DDEB85D841287CE9E | 08BAG4405A3406C97BDCBDOEA4 | )i ot Global TLS
27 B A 9n o 38abits | oo n 5ECO756063A22E1FE | 224E6DD341F3ECO3F1368457DF B R
y Gocn D171C7 A7CACB88BE150
CN = SHECA DV TLS
SHECADVTLS | Signing | sha384ECD | ECC CA 2026 S1 6C1ES109BSFOMFEE | 82CC3368931DFCOECBII27EBBD | )\ ot Global TLS
28 384 bits -C C/ 70F9BACC366452F0C | ACFA04366DD43D81F1343FEB61
ECC CA 2026 S1 Key SA O = UniTrust ECC Root CA R2
2 1231FC BBSE59EGEBDG
CN = SHECA OV TLS
SHECAOVTLS | Signing | sha384ECD | ECC CA 2026 S1 07CCEA101ASESC36F | CF4D8C9I3933C09E1457429DDDE | )\ ot Global TLS
29 384 bits oC C 26664EE5B13D091B1 | 814E88BCESDBICAESAF175660A
ECC CA 2026 S1 Key SA O = UniTrust ECC Root CA R2
2o FE7980 7142C319DDAS8
CN = SHECA EV TLS ECC
SHECAEVTLS | Signing | sha384ECD | cCA2026 S1 C1BAAFOBI1CIDEC7 | 2COBSSDF3E6F26BA133CDO4AET |\ iry ot Global TLS
30 | ot CA 206 o o oA 38abits | g raoo S 86E14C722B965CE22 | B7A62F1DCEFDAC27E7D73A30C B b
y 2o 72E1B9D B25D914786E98
SHECA OV Sin 82 ngECA OV Server | A0F344BA17512C7776 | FBF8BCD413C9733166E85843B46 UCA Extended
31 I9NING | 5ha256RSA | 2048 bits Vol AB4442C5534B16AB5 | 8DD36E727152D9A37815129C0E7 A Extende
Server CA G7 Key O = UniTrust Validation Root
o FODAA 648ECEE639
CN = SHECA Extended
- =S 4D140DEA6B559COCA | 25BFDB1C5FE2CCE051ECE6DFBF
3p | SHECAEXIONASC | SI9NING | shaos6RSA | 2048 bits | o orion SSLCA 6E1BB7BESGA9G6D17 | 2BB24E78C92F969B1BB37867DA L Extended
y oIen 5E7CB5 EDF93D1A7AE7E
SHECA EV Sianin gx g,fHECA BV Server | 54£072FB78669FESC | 7EF3F89456CE636557B20C5DFB3 UCA Extended
33 igning | g a056RSA | 2048 bits | A G3. BF33B8F98465553739 | 7F98C253A0B660D2E9ESE7845C A Ex
Server CA G3 Key O = UniTrust Validation Root
2o COB84 AF9C038C7C1
SHECAEVTLS | Signing gx ZfHECA EVTLS RSA | 6A4EQ9A2D57D507313 | 15F4F5D5A8D6DEDACDD54CEAE UCA Extended
34 sha384RSA | 3072bits | SACT 75FE5B8510789630B8 | 1B367203B7F2CDF416104BA5D64 AE:
RSA CA C1 Key O = UniTrust Validation Root
olen 04877 05AF55AC8045
SHECAEVTLS | Sianin g';‘\ ZZSHECA EVTLSECC | AEAFD7E1680007D18 | E3BF9CA7BC56D03EEBBAES2ES UCA Extended
35 EREV D 99 | shassarsA | 3eabits | AR 75357883EDDF298E3 | FBA47CAFE4198F2A026C8278087 L Extended
y oIen C8983C D82B951E428C
SHECA EV Signing g';'\ EZSHECA BV Server | 458148C0420A9C6F8 | 4216527163AD2CAAB25D3BF48F6
36 | oneeREl g sha256RSA | 2048 bits | ShCo 1FCAFDCD10F184BA | 1A7661D0ABC89B58AB76B23A1E | UCA Global G2 Root
erver ey oo CRII rus AB5AGEA 10999F0769F
Trusthsia RSADY | Sianim CN = TrustAsia RSADV | 9432E0D48ACD1D93E | 074ADD7F1E73EB110ECSE2B78A
37 N 9NNG | sha256RSA | 2048bits | TLS CA- S 75C5372960C5EF1F3 | 92C51CF5A451135B6F7DEFCO19 | UCA Global G2 Root
y O = TrustAsia F67972 EEOD74BFA4DG




Signature

# CA Name Key Type Algorithm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
Technologies, Inc.
C=CN
CN = TrustAsia RSA OV
TrustAsia RSA Sianin TLS CA - S1 F575D48E293E17A8A | D16BA9ACB74FEE4AA8087EE4S2
38 | OvTLS GA. &1 ﬁe 9 | sha256RSA | 2048 bits | O = TrustAsia 9C49EDCE6DB0A344 | E86E7F6F5F55FAC502563973075 | UCA Global G2 Root
y Technologies, Inc. D132AEB 3FE1E705E3C
C=CN
CN = SHECA Global G3
- SsL 9820FOF1D942A6DES | AEFFE4335EE56422E927FA5E95A
39 | SHECAGIOPAIGS | SI9NING | shapserRsA | 2048 bits | O = UniTrust 33F991019003D6868D | E142BIEB35979A7400569AE9BD | UCA Global G2 Root
y S = Shanghai 20181 EAG6CAABC1DC
C=CN
SHECA DV Signing 82 ESHECA DVServer | haE7061B645FAB300 | 778C516DAECT00EES8B3581E41
40 | gorver CA G5 o sha256RSA | 2048 bits | 3L o o 8887A2453AAE11C83 | 1E5CODD478663A5163A29895341 | UCA Global G2 Root
y oo N 04BF6D 507D6E964DD
SHECA OV Sianin 82 ESHECA OVServer | 1379A38D525FD4E98 | 8AB3AOACF289E6EF754BE44923
41 Somvor CA G5 g0 | sha256RSA | 2048bits | SLP0 8921F4358542502F48 | 6843D67F45C191BDDD66484B85 | UCA Global G2 Root
y oocn 78B7E EGEB60556A9AF
CN = Xinnet DV SSL
Sianin e jt%’ﬁemwg{é sk | 9D3AABBBE22127836 | 9C53902F9501F6D8I766999DBE2
42 | Xinnet DV SSL Dowd | sha256RSA | 2048 bits AR A 43FF578DC22B04E6B | AD1A1436420B652535CDC2DC51 | UCA Global G2 Root
y DN CB36D4 CCFE2FFEE68
CN = Xinnet OV SSL
Sianin Sz jt%‘gfmwyé gk | 4B78C0324A2442784E | 3CO7D7EFCBDA58F668C10D4F06
43 | Xinnet OV SSL 9NING | ha256RSA | 2048 bits e R 9F83FODOFE336C7E0 | F90503CCD25D59E2B3F1D58B32 | UCA Global G2 Root
Key BIRAT]
ey D934F 884DIE4E3809
JoySSL DV S SN = JoySSL DV Secre | JASGESBEF40E0A9999 | AAICDO737407EIEIDIDBEB145A
44 | Secure Server CA | ZF09 | sha384RSA | 3072bits | 10 Lol D6DD8129FB79B056B | 2CFD7CD385C28BCF5996AA8D9 | UCA Global G2 Root
G1 y oo C,\}’ 882DED ABDASFC76F3A2
JoySSL OV Sianin SN = JoySSL OViSecure | 6BF2449C86DOCEDED | ODD33FA3B6CA02808D29A5C C4
45 | Secure Server CA Dovd | sha38aRSA | 3072bits | Ll SaCl 85107661B274879234 | 56496AB5015C3604EB21C101406 | UCA Global G2 Root
G1 Y oo e 2CB95 AF2533D998A
CN = KeepTrust DV TLS
KeooTrust DV Sianin RSA CA G2 088BODF30B09662970 | 352582CCC85B3944E3CD2505D9
46 | o Ron OA G2 J9 | sha384RSA | 3072bits | O = Shanghai Huandu Info | 21D02C377300F5A7F4 | 318F22ABEA418BFF29A0FE4D2C | UCA Global G2 Root
ey Tech Co. Ltd. E7E9 0DF280F200E3

C=CN




Signature

# CA Name Key Type Algorithm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
CN = KeepTrust OV TLS
KeepTrust OV Signing . RSA CA G2 . F68D3850B96EABBEF | CD50559A6DC5C704237EABF9AQ
47 TLS RSA CA G2 Key sha384RSA | 3072 bits | O = Shanghai Huandu Info | C50CA91247F1ABCOE | 70B79FOCDFC1A79C3A6AC8CS5E7 | UCA Global G2 Root
Tech Co. Ltd. A39D4D 1E295A065D0A
C=CN
CN = ZoTrus RSA DV SSL
ZoTrus RSA DV Signing . CA G1 EC1EBCB71E092769E | ETEF1AD946214B32AF03CC2879
48 SSL CA G1 Key sha384RSA | 3072 bits | O = ZoTrus Technology FA715E89AA1677C33 | 30D0464ED2C086D7A1447C6E27 UCA Global G2 Root
Limited AAOF5A FC9217D4E16B
C=CN
CN = ZoTrus RSA OV SSL
ZoTrus RSA OV Signing . CA G1 AOFA64A37EB83C7C1 | 3EC123D71DB27AE1DC8F877286
49 SSL CA G1 Key sha384RSA 3072 bits | O = ZoTrus Technology 94C51B7FE6A2BE8SA3 | C222F4167A2AE4FD7BCF370789 UCA Global G2 Root
Limited 9F78A4 EF4A9521B8
C=CN
JoySSL DV Signing | SN~ JoySSLDV Secure | 0783118B837D850F | 9C6DA141CB394CESBY71A23F98
50 sha384RSA 3072 bits _ - D1C4AD9879A5E426D | 8647FF4442E798F0718771B5485A UCA Global G2 Root
Secure Server CA Key O = JoySSL Limited 00A1A4 0CC7402335
C=CN
JoySSL OV Signing | SN~ JoySSL OV Seaure | 21507E5079E680B202 | ACA090CBDBDD35520B22ECCF
51 Secure Server CA Key sha384RSA | 3072 bits 0 = JoySSL Limited COFBC1AFAD8026DC | 7032655BA16A2C800F804B3AAB7 UCA Global G2 Root
C=CN 52B8DD F865FABFC387
CN = KeepTrust DV TLS
KeepTrust DV Signing . RSACAGT 5063446A28FAC2B3D | A879CB01A2661C255B9C2B9BEOD
52 TLS RSA CA G1 Key sha384RSA | 3072 bits | O = Shanghai Huandu Info | 5122D01A63D9B85845 | B20BA74EEA9546E21A82C570E1 UCA Global G2 Root
Tech Co. Ltd. 026CC 77CF5BF4AEDA
C=CN
CN = KeepTrust OV TLS
KeepTrust OV Signing . RSACAGT 04FA1B9DBC05CD575 | FFDOD9EEEAAFBB4C44F71392F2
53 TLS RSA CA G1 Key sha384RSA | 3072 bits | O = Shanghai Huandu Info | CC6518D5CDFE62CD | 0A52E0F65896854933139640722D UCA Global G2 Root
Tech Co. Ltd. 151B0C8 ECFC2D4658
C=CN
CN = ZoTrus RSA DV SSL
Z0Trus RSA DV Signing . CA 7FEF9BOB9EB3F717A | 69C25861236502F0C223443FD85
54 SSL CA Ke sha384RSA | 3072 bits | O = ZoTrus Technology 576BBC7580209DE73 | 1A2FB6ACB745BB814AD72BB2E5S UCA Global G2 Root
y Limited 1544B7 0867C52C3BB
C=CN
CN = ZoTrus RSA OV SSL
Z6Trus RSA OV Signing _ CA E92D57AB2A4455799 | 219C59CCD06D0210ADCF6E8125
55 SSL CA Key sha384RSA 3072 bits | O = ZoTrus Technology E257937123588FCDF1 | 700D1578F69A0670A07FD9DDE99 UCA Global G2 Root
Limited 87AC3 E4AC82524CD

C=CN
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Signature

# CA Name Key Type Algorithm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
CN=CT2DV TLS RSA
CT2DVTLSRsA | Signing ~ |cact | 8955C1DBOB0SF7A83 | 4B316EDFC0780286571E430C0A9
56 CA G1 Key sha384RSA 3072 bits | O = Tianyi Security C51CA3BF98F017B90 | 4231B192B45666AF5DEBEE454F UCA Global G2 Root
Technology Co., Ltd. 098A73 E08E4496383
C=CN
CN=CT20V TLS RSA
CT20VTLSRSA | Signing ~ |cact | 27937BF574A8AF23A7 | A263B7CEFD1490D04FDOEC31D9
57 ke o sha384RSA | 3072bits | O = Tianyi Security F29E2BO3CFACCT7182 | 695BAEE480EES61D12124C2BF8 | UCA Global G2 Root
Technology Co., Ltd. B2EFA EBDBABI3652F
C=CN
SHECA FREEDV | Signing | $FS‘R%'1E(§£‘£$EE DV | F18082839D6BB5C20 | DFDOFBO7A42E81216D6497FBCA
58 | SHECATREED o shadgaRSA | 3072bits | (-5 RSA O ABA43C2D584A9F6F3 | 7BE53D829BBFDBA9188B02D5C8 | UCA Global G2 Root
o EF2DCY CDE29E01CF5C
SHECA FREEDV | Signing | %"S‘E%%Egﬁ g?EE DV | 84BCFE29504A85C08 | 81DB88F4CDE7345B0ECT40E4AT
s | oA R 2y o sha3B4RSA | 3s4bits | oGS O 49FFOF21230812BE73 | 93720163DFOB787FABAOAFSATE | UCA Global G2 Root
2o FOBBC DACEBDC315A6
SHECADVTLS | Signing | ggc‘ CS/';"é%A DVTLS 7E44A7C621F5F30E2 | 1F0570E418FIC89E094CB26EDA
60 et ooy shadB4RSA | 384bits | oo oo, 5293C07F288ECC82F | 71B92BED81ACBB446B2300D398 | UCA Global G2 Root
oIen 7BD482 DDB739AB7A6C
SHECAOVTLS | Signing | ggc_ CSX'E%A OVTLS 2569CCEFDB564A83B | CADA2C937523D42054FBBAAF69
61 sha384RSA | 384 bits -C C/ AC15284500F13D8610 | 4BBOOFC7743C910EE048726241B | UCA Global G2 Root
ECC CA G6 Key O = UniTrust i L e aam
C=CN
DNSPod DVTLS | Signing | gg N g/i\'gﬁ’od DVTLS 4CF1C77BBB5F99192 | AO7A7DEFCD1ED23F36D22AC334
62 ARGV o sha3B4RSA | 3072bits | o vepl | 3F8616FD712F9749C5 | 21F1D973583812C96CA2496DE72 | UCA Global G2 Root
y od, Inc. AE55C 4C4494C0CD2
C=CN
DNSPod DVTLS | Signing | ggc‘ gﬁ'gﬁod DVILS BOA7EB6345ADB8894 | AACCD77057271FF5F605DF8CCS
63 sha384RSA | 384 bits ¢ 0892F8B69930658DAY | Ad4397E71CCETIBEATIBBF1ESS | UCA Global G2 Root
ECC CA G1 Key O = DNSPod, Inc. o sy
C=CN
DNSPod OV TLS |  Signing | gg‘ N g\"gﬁ’o" OVILS 38C22FB4856ABB4A5 | F36592E33FDB6IEY17E33BADEGS
64 NN o sha3B4RSA | 3072bits | o vepl | 1911FE53A7FE2BE11 | 3A4EC20809D5C8B493A1427BA6 | UCA Global G2 Root
y 0d, Inc. 03338F DCO66CB5AE3
C=CN
DNSPod OVTLS |  Signing | CE:EIC_ g/i\lcsaﬁbd OVTLS 586EAG5733443DCE3 | 8CABFFOAE3F079E50208F84E4D
65 oY gn shadB4RSA | 384 bits | oo Ol CED5DEBFA7EO00F0 | A658AB441109686861FFCEE50D4 | UCA Global G2 Root
y » INC. E81B28D A8662C2EEA1

C=CN

1"




Signature

# CA Name Key Type Algorithm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
CN = Keymatic Secure
Keymatic Seoure | o Domain RSA CA G1 8ED096D6ESA4DI35F | F3C9431A163BECE79562093F073
66 | Domain RSA CA ﬁe 9 | sha384RSA | 3072bits | O = PKI(Chongging) 386EBDAOB592E4052 | 4DF6ED05618551CFEEOABA949A | UCA Global G2 Root
G1 y Limited 1BOCBB 77E959D8AAE
C=CN
CN = Keymatic Secure
Keymatic Seoure | o Domain ECC CA G1 C1286B590B198916D7 | BO7D2ACA4F29E2449B5ADB7CC
67 | Domain ECC CA I%e 9 | sha384RSA | 384bits | O = PKI(Chongging) 76E6661E57D4460812 | B31C64C43854044A2DAA2ACE38 | UCA Global G2 Root
G1 y Limited EDDF 788026C684C0C
C=CN
CN = Keymatic Secure
Keymatic Secure | i Business RSA CA G1 5693F449CTE448C3C | 5523644185E21EF943A505A1C43
68 | Business RSA CA o sha384RSA | 3072 bits | O = PKI(Chongging) 3D2BE86397E3336816 | 8167DA1FE7B14BEF2D243E53DE | UCA Global G2 Root
G1 y Limited 3A377 8C2B4263EB7
C=CN
CN = Keymatic Secure
Keymatic Secure Sianin Business ECC CA G1 23368DE013A9BB36D | 75C4AF6628E7D01DD369593EFD
69 | Business ECC CA }%e 9 | sha384RSA | 384bits | O = PKI(Chongging) 76A66E1128EDASF4A | 727E3560ED9DDD67B0432565582 | UCA Global G2 Root
G1 y Limited 3620D5 1BD23281A2B
C=CN
ssiTrus RSADV | Signing gx ég’s'Tr“S RSADVITLS | heEsgeBAC52E63016 | B3ASBED750BCESA08CT5E00128
70 TLS CA G2 o sha384RSA | 3072bits | 5L oot 4E0C142943C3202967 | 0ABAB7954952BC8D12520514CC1 | UCA Global G2 Root
y ssiirus C6891 5CBBOB17039
C=CN
ssTrus ECCDV | Signing g/';' éSS'Tr“S ECCDVTLS | 624679EBA47FFA4CD | 32CAA961415106CF471CEASB15
71 LS on oo Koy sha384RSA | 384bits | 5Lt 98D6FFFDE6D6F7FE4 | C66464A907C99861A297C359D17 | UCA Global G2 Root
oo oN 9E86EQ 4624BADB92F
ssiTrus RSAOV |  Signing g/';' (-;;smus RSAOVITLS | 4eprBes948064E1081 | FOE647B5A2869A3487507A90549
72 LS OA G2 o sha384RSA | 3072bits | 5L oop 8E3C8108C824BB8B3 | AF039896DB8BOFOE7CFO2EF3AB | UCA Global G2 Root
y ssiirus 08F62 567F3EC5E5C
C=CN
welTrus ECC OV | Siamin g';‘\ (‘3255”“‘5 ECCOVTLS | BEE114C1BEF84DA5 | 06B7E611243D2901B964FF6DOCS
73 LS CA Go I% 9 | sha384RSA | 384 bits P E3D4E41FCAOD1F81A | 3A2DB52BA2E1D41E17D74950E1 | UCA Global G2 Root
ey oo éSN rus 90COFEQ 6605D9A2C90
CN = HTTPS Automation
HTTPS Research RSA DV SSL CA
Actomation Signing G1 OFB6A84D71E5B1B38 | 1E426FFOF51EB4C285788B4418D
T4 | e eaA Koy sha384RSA | 3072 bits | O = Shenzhen Yamu FOE72D6BBCO6A147F | 2DAB21097230CED81119BA178A | UCA Global G2 Root
DV SSL CA G1 Ett-:jcurity Technology Co., E4D03B 20AB1AABF67
C=CN
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Signature

# CA Name Key Type Algorithm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
SHECA DV TLS Signing . gx ;\f”ECA DVTLS RSA | p4436EE27886BCD3D | 7CD13B8BIE51BDEEAEQ116D7F8
75 RSA CA A1 Koy sha384RSA | 3072bits | 5L/ o 29B4306B1E605AC26 | 9E3F21EAA3ABA2A20997B2606A | UCA Global G2 Root
o-cn 4FF4T1 3DCC578E7295
SHECAOVTLS | Signing N §:§1CA OVTLS A62103A3BCBAC4FOD | E7B1C6B04BECOA3A2960D3888F
76 RSA CA A1 Koy sha384RSA | 3072bits | O | Trst F7921C0O60F0B9EF6A | 8081880AC214ABBDO1BF9E0362 | UCA Global G2 Root
cocn A24D54 A8354CFCA720
CN = Xinnet DV TLS RSA
sinnet DV TLS Signing CAG2 _ | ACD2DAF4035377A49 | CC379B3FC6555754C1169636492
77 ROA CA G5 Koy sha384RSA | 3072 bits | O = JLFFIMEMISEIEA | A4791509586B4AF73E | 6F828A1FAFED714C9AD92032271 | UCA Global G2 Root
ARAT 0A629 74E7603BBA
C=CN
CN = Xinnet OV TLS RSA
Xinnet OV TLS Signing cAG2 _ | FOCC7EA16B5094862 | DOAEBGGEF3649A73FA1F8A0317
78 RSA CA G2 Koy sha384RSA | 3072 bits | O = LIS EEA | E36D5DCABF23CA04 | DB54C61257A7F4A14D1112BE742 |  UCA Global G2 Root
AHRAT 12D339A B5EB63F6622
C=CN
CN=CT2DV TLS RSA
CA G2
- . 1E47BBAAFFF3BE4E | 474EE178BCCBDD652115707CDC
79 | CT2DYTLOROA S'f'(g';g sha384RSA | 3072 bits 8y;§2£‘cau£$$e°£ nology | D523B9EBB09CIAEDSS | 9251FDF48441C9002220C2AE0DE | UCA Global G2 Root
oLt 9C869A OE33750FBEA
C=CN
CN=CT2 0V TLS RSA
CA G2
- . E39FBOA7343DA2BF5 | 062884FAEA204C09D10E9OFB006
go | CT2 %\2%23 RSA S'ﬁg'“g sha384RSA | 3072 bits 8 Leﬁgg‘; If"‘z‘TCeoC“;nolo 3862085DDB2864CBY | 9E7BCAE4DO3D0316DIF7EFE4E2 | UCA Global G2 Root
y Cy y % | 8a13B2 AFE34226123
o.,Ltd.
C=CN
CN = SNCA OV TLS RSA
SNCA OV TLS Signing ~|eact 64BA97BC602AB679D | FO77E1AF11CFE1E8A12871F9080
81 RSA GA G1 Koy sha384RSA | 3072 bits | O = Shaanxi Digital 1CD1A75AB9B2FOF96 | B6OEFB8B41ESB4A4BI5AB513CD | UCA Global G2 Root
Certificate Authority 9901C8 F650C76B2C2
C=CN
CN = cerschool OV TLS
cerschool OV TLS Signing RSA C//i GL o 1BA3ABSEOD18ECEB | 04E6BOEAF5EC01A370AD3DFD52
82 RSA CA G1 Key sha384RSA | 3072 bits | O=F/REBEMILREINR | A4D493C59E62C92E9 | 7E8BB622E3C28C1484EACDB3D2 | UCA Global G2 Root
AT 959A043 DO6DD8F5244E
C=CN
SanFront DVTLS | Signing CN = SanFront DV TLS 220336E7515302E6CD | 7D7702A277CFEBC283F6F24A2C
83 RSA CA G1 Koy sha384RSA | 3072 bits | RSA CA G1 FA99C51732DA4FCE3 | 17CAOEBA7600096105244AD1913 | UCA Global G2 Root
O = tRPR=FMEFZAR | 4A096 E7BE2E56A29
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Signature

# CA Name Key Type Algorithm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
BIRAF
C=CN
CN = SanFront OV TLS
SanEront OV TLS Signing RSA CAG1 | 4358D15F5255B60A7 | E1C893A5658D63E2BA78CAFF 16
84 RSA CA G1 Key sha384RSA | 3072 bits | O = dtFRFPR=FMLER AR | CODABFEQAFAC9088 | 0B81F9836B6A851F1A3CAA48B3 UCA Global G2 Root
HIRAT 2ACF474 B4E287F0092F
C=CN
CN = SanFront DV TLS
SanEront DV TLS Signing . RSA CA GZ\ L A075642065B87E1C37 | 7C7DA4E281AF24FEF35A6711EC
85 RSA CA G2 Key sha384RSA | 3072 bits | O = EtREREHERNARE | C564AD43A4D54F242 | A55DBFF1C6333709DFC679470F3 | UCA Global G2 Root
FRANE] 934D8 25D1CBD9460
C=CN
CN = SanFront OV TLS
SanEront OV TLS Signing RSA CA G2\ L CD85D5F97A4FSBED4 | 37A7BCAF399CABC24F3ABBEEOA
86 RSA CA G2 Key sha384RSA | 3072 bits | O = tRER=IHEHARE | CE3E171369721B73D | FODDE32AEEEBA1D36AECC958C UCA Global G2 Root
PRAE] 77D01B 7631609FE01A9
C=CN
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Attachment B

The list of SHECA's Certification Practice Statements in scope for the period from April 1, 2025 to March 31, 2026 is as follow:

Policy Name Version

UniTrust Certification Practice Statement

UniTrust Certificate Policy

SHECA TLS CP/CPS V1.2
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https://assets-cdn.sheca.com/documents/UniTrust%20Certification%20Practice%20Statement%20v3.8.2.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20Certification%20Practice%20Statement%20v3.8.1.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20Certification%20Practice%20Statement%20v3.8.0.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20Certification%20Practice%20Statement%20v3.7.9.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20Certificate%20Policy%20v1.6.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20Certificate%20Policy%20v1.5.9.pdf
https://assets-cdn.sheca.com/documents/UniTrust-Certificate-Policy-v1.5.8.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20Certificate%20Policy%20v1.5.7.pdf
https://assets-cdn.sheca.com/documents/CP-CPS-TLS-v1.4-revised.pdf
https://assets-cdn.sheca.com/documents/CP-CPS-TLS-v1.3.pdf
https://assets-cdn.sheca.com/documents/CP-CPS-TLS%20v1.2.pdf
https://assets-cdn.sheca.com/documents/CP-CPS-TLS%20v1.1.pdf
https://assets-cdn.sheca.com/documents/CP-CPS-TLS%20v1.0.pdf

Attachment C

SHECA’s management has disclosed 10 incidents during the period from April 1, 2025 to March 31, 2026. We perform procedures to understand the root cause
disclosed by SHECA, and if facts and circumstances noted in our examination agreed with what has been disclosed. We have also considered the procedures
SHECA has designed and noted if implemented properly and operated effectively, the controls would address the root cause. We did not perform any
procedures subsequent to this report as to the effectiveness of the controls implemented. The list of incidents disclosed publicly during the period from April 1,
2025 to March 31, 2026 is as follow:

Bugzilla ID | Description Status Related to WebTrust | Related to industry
requirements requirements

#1964866 SHECA: OCSP service response error Closed Yes Yes
41976186 SHECA: The stateOrProvinceName and streetAddress of the certificate DN item are issued | Closed Yes Yes
— incorrectly

#2005149 SHECA: CA Certificate not published in DER Encoded Format Closed Yes Yes
#2007089 SHECA: subordinate certificates have not published the complete CRL address in CCADB Closed No Yes
#2015383 SHECA: CRL of root CA not published within 24 hours Closed Yes Yes
#1993357 SHECA: TLS certificate key generation online Closed Yes Yes
#1994051 SHECA: Delayed revocation of TLS certificates affected by bug #1993357 Closed Yes Yes
#2025135 SHECA: Test Website certificate expired Closed No Yes

#1946921 SHECA: DV SSL certificate format is abnormal Closed Yes Yes
#1981380 SHECA: Issuing with OV Policy OID but not an OV cert, duplicate of #1946921 Closed Yes Yes
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https://bugzilla.mozilla.org/show_bug.cgi?id=1964866
https://bugzilla.mozilla.org/show_bug.cgi?id=1978186
https://bugzilla.mozilla.org/show_bug.cgi?id=2005149
https://bugzilla.mozilla.org/show_bug.cgi?id=2007089
https://bugzilla.mozilla.org/show_bug.cgi?id=2015383
https://bugzilla.mozilla.org/show_bug.cgi?id=1993357
https://bugzilla.mozilla.org/show_bug.cgi?id=1994051
https://bugzilla.mozilla.org/show_bug.cgi?id=1993357
https://bugzilla.mozilla.org/show_bug.cgi?id=2025135
https://bugzilla.mozilla.org/show_bug.cgi?id=1946921
https://bugzilla.mozilla.org/show_bug.cgi?id=1981380
https://bugzilla.mozilla.org/show_bug.cgi?id=1946921

Attachment D

The list of CA locations in scope for the period from April 1, 2025 to March 31, 2026 is as follow:

Location Name Location In-Scope for Physical and Environmental Control Testing
Facility 1 Shanghai, China Yes
Facility 2 Shanghai, China Yes
Facility 3 Shanghai, China Yes
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=CN

Shanghai Electronic Certificate Authority Co.,Ltd g’c‘)a[? dhai Electronic Certificate Authority

18" Floor, No.1717, North Sichuan Rd,
Shanghai, China

Tel: (021) 36393199

Fax: (021) 36393200
https://www.sheca.com/

Shanghai Electronic Certificate Authority Co., Ltd. (‘SHECA”) operates the Certification
Authority (CA) services known as its Root and Subordinate CAs (please refer to the

Attachment A) for TLS Baseline Requirements and provides TLS CA services.

The management of SHECA is responsible for establishing and maintaining effective
controls over its TLS CA operations, including its TLS CA business practices
disclosure on its website, TLS key lifecycle management controls, and TLS certificate
lifecycle management controls. These controls contain monitoring mechanisms, and

actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error,
and the circumvention or overriding of controls. Accordingly, even effective controls
can only provide reasonable assurance with respect to SHECA'’s Certification Authority
operations. Furthermore, because of changes in conditions, the effectiveness of

controls may vary over time.

SHECA management has assessed its disclosures of its certificate practices and
controls over its TLS CA services. Based on that assessment, in providing its TLS
Certification Authority (CA) services at Shanghai (including Facility 1, Facility 2 and
Facility 3), China, throughout the period April 1, 2025 to March 31, 2026, SHECA has:

e disclosed its TLS certificate lifecycle management business practices in its
Certificate Policies/Certification Practice Statements (“CP”/ “CPS”) enumerated in
Attachment B, including its commitment to provide TLS certificates in conformity
with the CA/Browser Forum Requirement on the SHECA website, and provided

such services in accordance with its disclosed practices,

e maintained effective controls to provide reasonable assurance that:
o the integrity of keys and TLS certificates it manages is established and

protected throughout their lifecycles; and
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https://www.sheca.com/

o TLS subscriber information is properly authenticated (for the registration
activities performed by SHECA)

¢ maintained effective controls to provide reasonable assurance that:
o logical and physical access to CA systems and data is restricted to authorized
individuals;
o the continuity of key and certificate management operations is maintained; and
o CA systems development, maintenance, and operations are properly

authorized and performed to maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities -
TLS Baseline v2.2.5.

SHECA has disclosed 10 incidents (see Attachment C) during the period from April 1,
2025 to March 31, 2026. The remedial actions and the root causes of these incidents
undertaken by SHECA have been posted publicly in the online forums of the Bugzilla
site, as well as the online forums of individual internet browsers that comprise the

CA/Browser Forum.

%. Cui Jiugiang
General Manager-ef SHanghai Electranic Certificate Authority Co., Ltd
June 10, 2026
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https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_webtrust-tls-baseline-v225.pdf?rev=236c27b6d6254d7da2f379a55a5b7a00&hash=85A757C49309AF43D672D69152FE211E
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_webtrust-tls-baseline-v225.pdf?rev=236c27b6d6254d7da2f379a55a5b7a00&hash=85A757C49309AF43D672D69152FE211E

Attachment A

The list of CAs and certificates covered in the management’s assertion for the period from April 1, 2025 to March 31, 2026 is as follow:

Root CAs
# CA Name Key Type 2;32':{% Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
CN = UniTrust Global Root
UniTrust Global N 3CAOG1BOEFDACGES | 81B3SEFC42C77947200D76B51B5 | || o o o
1 s RootKey | shadB4RSA | 4096bits | oo BB2DE156A2EBBBB6 | E7B122CE78348AESC4525DC8D4 Lo
00 ooy e 3D232381 B30289E5385
CN = UniTrust Global Root
. E45366B7B7A4EID7C | 78919B35D1C615595A51328A5C5 .
g | UniTrustGlobal | ooy | SNASB4ECD | 50, s | CARZ CC121E04ACFCCACO | 46083B4D5320724A2586958991F2 |  UniTrust Global Root
Root CA R2 SA O = UniTrust CAR?2
2o 1BC72BC F61CADCCT
UniTrust Global gg N Fgo“gtTrC“/itg“a' TLS | E34005A5003582FB63 | 4BABEOE9328D5DAE17936F3DDA UniTrust Global TLS
3 | TLSRSARootCA | RootKey | sha384RSA | 4096 bits | oA RC OCBB369ASBE24C418 | A2442BFBDD0873F92FB8D1FBBD
O = UniTrust RSA Root CA R1
R1 2o 5DB08 3D9894649AD9
UniTrust Global Cha384ECD Egc: g:ggzt%oba' TLS | 46E3D4F8DF88838AB | 6C689FCEB014A1FBOCDEB5A399 UniTrust Global TLS
4 | TLSECCRootCA | RootKey o 384 bits | S0° R0t 7AE69966E00526FBB | 6171C15E7286106028532E0210C st Global 1
R2 coon 43D791 EA8DICD4E97
CN = UCA Extended
UCA Extended | g LSA X D9743AE4303D0DF71 | D43AF9B35473755C9684FCO6D7 UCA Extended
5 AE RootKey | sha256RSA | 4096 bits | vodati 2DC7E5A059F1E349A | D8CB70EE5C28E773FB294EB41E AE:
Validation Root O = UniTrust Validation Root
oien F7E114 E71722924D24
UCA Global G2 CN = UCA Global G2 Root | 81C48CCCF5E430FFA | 9BEA11C976FE014764C1BE56AG
6 olob RootKey | sha256RSA | 4096 bits | O = UniTrust 50C085F8C156721740 | F914B5A560317ABD9988393382E | UCA Global G2 Root
C=CN 1DFDF 5161AA0493C
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Cross-signed CAs

# CA Name Key Type 2:ggf|ttlrj\:ﬁ Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
UniTrust Global Sianin EE'C: é’gg%‘;t%c’ba' LS 46E3D4FSDF88838AB | 8ED6FA47B14DC79C85ED5CACE
7 | TLS ECC Root CA ,%e 9 | sha384RSA | 384 bits O = Unirust 7AE69966E00526FBB | 2C67B2F2F96D2B9054690F28BF2 | UCA Global G2 Root
R2 y oo N 43D791 DFE9A5770DF0
UniTrust Global Sianin Egc: gggg’;t%"ba' s 46E3D4FSDF88838AB | F2384371C93EB284166FDO7A34F
8 | TLS ECC Root CA Ee 9 | sha384RSA | 384 bits O = Unirust 7AE69966E00526FBB | 211FAA697B6FC20D4D31F7A8E4 | UCA Global G2 Root
R2 y cocn 43D791 A3283CA3FF1
UniTrust Global Sianin gg N FEO”;tTg’/itg“a' TLS | E349C5A5003582FB63 | E4C25DE1B285B3C45358EF 12583
9 | TLS RSA Root CA 9NING | $ha384RSA | 4096 bits | o ¢ OCBB369A86E24C418 | A1AA78DB148D0D294F879833945 | UCA Global G2 Root
Key O = UniTrust
R1 oo N 5DB08 1FC1910542
UniTrust Global Sianin gg N gggg’;ﬁoba' TLS | E34005A5003582FB63 | 50404B08111323C691E169573755
10 | TLS RSA Root CA }9< . 9 | sha384RSA | 4096 bits 0 & UniTrust 0CBB369A86E24C418 | BE4AFCDCC87EADD22C5503B6D | UCA Global G2 Root
R1 y o-cn 5DB08 03392AADDDF
UCA Global G2 Sianin CN = UCA Global G2 Root | 81C48CCCF5E430FFA | BB61408AED9F530B2EC0545E53 Cortum Trusted
11 Root }% . 9 | sha256RSA | 4096 bits | O = UniTrust 50C085F8C156721740 | BA2CSEBEAA57D9976447DB1663 Notvork A
y C=CN 1DFDF CED4600CD6B7
UCA Global G2 Sianin CN = UCA Global G2 Root | 81C48CCCF5E430FFA | BFA95C5DF164B659FA32F6D105 Cortum Trusted
12 B ﬁe 9 | sha256RSA | 4096 bits | O = UniTrust 50C085F8C156721740 | 64D7170DDE661A853A782E6AB6 s
y C=CN 1DFDF 3639433BCB41 W
Sub CAs
# CA Name Key Type i:ggﬁ‘l‘tm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
CN = SHECA DV Server
SHECA DV Signing 1 CAIA 653740E0BBF4390520 | D3D4A040BB41AGISAIBESAADI3 | | o oo
13 S CAIA o shad84RSA | 4096 bits | L)l 6ABCICAOACB3BBD6 | 814CF7EF219D5819206E947B44D CART
erver ey oo CRII rus 968CAO0 CC5B8E5E272
CN = SHECA OV Server
SHECA OV Signing | Gata 8CDO2EB2008EE2DEF | 9A3DBOFOFBOFFAFO74A4EQCE10 | || o oo
14 Sorver OA 1A o sha384RSA | 4096 bits | 5L \;or F71F61A105C74A826 | A7C13D350485B1E6CDF5A899BB CART
y cocn E858D1 24DOF499E9BD
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Signature

# CA Name Key Type Algorithm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
CN = SHECA EV Server
SHECA EV Signing R EA 73E36DF62D862F57D | 2F1CATASCOD7AESBCTADFCEOD | |\ o oo o
15 | o o sha384RSA | 4096 bits | o o F69A53687231C85E01 | 4C57EE815F39COF3D1F982E3AC o
y Py 70216 76D25AB723995
CN = SHECA DV Server
. A1221170BEC8665F6 | 69201DC24E4127FFA5B41A0DDF .
16 Szl:/i?é e S'&g'”g Sha3§iECD 384 bits 8”1 ZLf‘niTrust ECB104C4EDB38EA9 | OATAO05CO0F334B003F1008924C U”'Trusé/f'gga' Root
y 2o C1F914D BF998E1827C
CN = SHECA OV Server
- 98CDEC338767F3942 | 8E2CA2825C2039804A7A1CC54B .
17 SHECA OV Signing | sha384ECD | 44, o | CA2A 2373810B735BA7C683 | 002EA1DB30ACA489698F039527BF | JMiTrust Global Root
Server CA 2A Key SA O = UniTrust CAR2
olen A8259 1602132F611
CN = SHECA EV Server
- 44661CT1EF69B7930A | 93E49170D20F54DA701118A5ABD .
18 Si':/'i?’é AE\zlA S'Eg'”g Sha3§f\ECD 384 bits 8A= zﬁniTrust B5B771D83B114CFA8 | CDDA4FFCF334CDB2D8D80599A U”'Tr“%f'gga' Root
y G- cN 43D77 B62848C85F80
SHECADVTLS | Sianin gx :ASHECA DVTLS RSA | 95917E0BCFOC5C108 | FFABEA74895DC0C78C22459747 UniTrust Global TLS
19 e oA 99 | sha3gaRSA | 3072bits | LN AB5944E420C561042 | 2CF6937E0D740EFA9DC2256C8E M oopal 1L
y coon A449EB 75A2A2A15EDE
SHEGAEVTLS | Signing gx :ASHECA EVITLS RSA | 405C000886462082A0 | B2525A5966CA68CATF504F0A21F UniTrust Global TLS
20 sha384RSA | 3072bits | SATA BFB2C6006341036566 | D73847D174F89B48852A3E97058
RSA CA 1A Key O = UniTrust RSA Root CA R1
ey 2F04 8E1EAFC774
CN = SHECA OV TLS
- D8D5D85A1825366A1 | 7F8EF707C2DIA4B7DAEDSFDDC .
21 | SHECAOVILS | Signing | o agipsa | 3072 bits | RSACATA B6C2F72FA40FAA25A4 | BAF4ABADI9BF297D03F8F01C437 | UniTrust Global TLS
RSA CA 1A Key O = UniTrust RSA Root CA R1
2o 5F1296 5DE74B1C7DE1
CN = SHECA DV TLS RSA
- 3CA7BD49C202F617A | B2292E872A1D842781A4820BDC .
22 | SHECADVILS | Signing | agirsa | 3072bits | SA 2026 ST 595A65CAET3267416C | F65B83378A5A43ADA17D6162FBg | Unilrust Global TLS
RSA CA 2026 S1 Key O = UniTrust > RSA Root CA R1
oIen 7624 1DCD661C13
CN = SHECA OV TLS
- F217ECEDIB7C74A44 | ABCF1196899441D640701451896 .
23 | SHECAOVTLS | Signing | agipsa | 3072 bits | RSA CA 2026 S1 5213B1609A33D6A47 | 3A1A3FA26B22A2DC91710844585 | Unilrust Global TLS
RSA CA 2026 S1 Key O = UniTrust RSA Root CA R1
2o C7AICC 819890CC4B
CN = SHECA EV TLS RSA
- 197C4FE5F58C6BFD7 | BOCBFAG9D8DAF658CF761C2B0C .
24 | SHECAEVTLS | Signing | agirsa | 3072bits | SA 2026 ST EEBOAAO2D1E78444C | F73B84A00022EF5B977B13E06EC | nilrust Global TLS
RSA CA 2026 S1 Key O = UniTrust RSA Root CA R1
2o FIFFF7 42B913DE1F1
CN = SHECA DV TLS
. DBBAAFECB474119D5 | DB90D8722EA89CD761790144952 .
25 S'TEEC%A&VZLLS S'f(’g'”g Sha3§iECD 384 bits (E)icuif}ﬁg X 7B1CF3BAEACS43E6 | 0653339386AC4939F7EC5C1B195 Uggggoi'fgi' ;'58
y oI en COBC486 DIC3CI5FA4
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Signature

# CA Name Key Type Algorithm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
CN = SHECA EV TLS ECC
. 6DBO5COFE4066E456 | 05E4CAB1F258030690E6793CICH .
26 | SHECAEVTLS | Signing | shad84ECD | 35,5 | CA2A 43147106EA3F20327D | 3C6F6AE234F68E5C41236FDCY1 |  UniTrust Global TLS
ECC CA 2A Key SA O = UniTrust ECC Root CA R2
2 3ACBC 9B7F589032F
CN = SHECA OV TLS
SHECAOVTLS | Signing | sha384ECD | Eccca2a DDEB85D841287CE9IE | 08BA64405A3406C97BDCBDOEA4 | )i ot Global TLS
27 A on o o 384D | o 5EC9756063A22E1FE | 224E6DD341F3ECI3F1368457DF B R
y Py D171C7 A7CAC88BE150
CN = SHECA DV TLS
SHECADVTLS | Signing | sha384ECD | Ecc CA 2026 S1 6C1ES109BSFOIMFEE | 82CC3368931DFCOECBII2TEBBD | )\ ot Global TLS
28 384 bits -G C/ 70F964CC366452F0C | ACFA04366DD43D81F1343FEB61
ECC CA 2026 S1 Key SA O = UniTrust ECC Root CA R2
2 1231FC BBSE5SOEGEBDG
CN = SHECA OV TLS
SHECAOVTLS | Signing | sha384ECD . ECC CA 2026 S1 07CCEATO1ASESC36F | CF4DBC93933C09E1457429DDDE |\ irr 1ot Global TLS
29 384 bits -C C/ 26664EE5B13D091B1 | 814E88BCESDBICAESAF175660A
ECC CA 2026 S1 Key SA O = UniTrust ECC Root CA R2
2o FE7980 7142C319DDAS
CN = SHECA EV TLS ECC
SHECAEVTLS | Signing | sha384ECD | cA 2026 s1 C1BAAFOB91CIDBCT | 2C0BSSDF3EGF26B4133CDOAAET | ) i ot Global TLS
30 | St Cn St o o o 38abits | o0 86E14C722B965CE22 | B7A62F1DCEFDAC27E7D73A30C s Slonal 15
y oIen 72E1B9D B25D914786E98
SHECA OV Sianin 82 g?HECA OV Server | A0F344BA17512C7776 | FBF8BCD413C9733166E85843B46 UCA Extended
31 igning | o a056RSA | 2048 bits | A C7 AB4442C5534B16AB5 | 8DD36E727152D9A37B15129C0E7 A Ex
Server CA G7 Key O = UniTrust Validation Root
2o FODAA 648ECEE639
CN = SHECA Extended
- =S 4D140DEA6B559COCA | 25BFDB1C5FE2CCE051ECEDFBF
32 \fgggt’;f’gg’f_dgi S'ﬁg'“g sha256RSA | 2048 bits \éaﬂdjrt]'i‘}?ussts" CA 6E1BB7BESGAY66D17 | 2BB24E78CI2F969B1BB37867DA \l/Ja?Q a'fi’;tr?”éjfgt
y oIen 5E7CB5 EDF93D1A7AE7E
SHECA EV S 82 g?HECA BV Server | 54£972FB78669FESC | 7EF3F89456CE636557B20C5DFB3 UCA Extended
33 '9NING | sha256RSA | 2048 bits M BF33B8F98465553739 | 7F98C253A0B660D2EIESE7845C A Exiende
Server CA G3 Key O = UniTrust Validation Root
2o COB84 AF9C038C7C1
SHECAEVTLS | Siorin g';'\ ZfHECA EVTLS RSA | 6A4EQA2D57D507313 | 15F4F5D5A8D6DEDACDD54CEAE UCA Extended
34 gning | ha3garsA | 3072bits | A CT 75FE5B8510789630B8 | 1B367203B7F2CDF416104BA5D64 AE:
RSA CA C1 Key O = UniTrust Validation Root
2lem 04877 05AF55AC8045
SHECAEYV TLS | Sian g/':'\ ZZSHECA EVTLSECC | AEAFD7E1680007D18 | E3BF9CA7BC56D03EEBBAES2ES UCA Extended
35 ECC CA C2 '&2'“9 sha384RSA | 384bits | 100 .o 75357883EDDF298E3 | FBA47CAFE4198F2A026C8278087 Vai dati’(‘) r?anot
y oIen C8983C D82B951E428C
SHECA EV Sionin g/':'\ EZSHECA EV Server 86B148C0420A9C6F8 | 4216527163AD2CAA825D3BF48F6
36 | oHeCAEY 99 | shaps6RSA | 2048bits | o rCl T 1FCAFDCD10F184BA | 1A7661D0OABC89B58AB76B23A1E | UCA Global G2 Root
y 2o AB5ABEA 10999F0769F
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Signature

# CA Name Key Type Algorithm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
CN = TrustAsia RSA DV
TrustAsia RSADV | Signing | TLscA-st 9432E0D48ACD1D93E | 074ADD7F1E73EB110ECSE2B78A
37 | TelSR RSN ooy sha256RSA | 2048 bits | O = TrustAsia 75C5372960C5EF1F3 | 92C51CF5A451135B6F7DEFC019 | UCA Global G2 Root
Technologies, Inc. F67972 EE9D74BFA4D6
C=CN
CN = TrustAsia RSA OV
TrustAsiaRSA | Signing TLS CA - S1 F575D48E293E17A8A | D16BA9ACB74FEE4AAB087EE482
38 | v e, oy sha256RSA | 2048 bits | O = TrustAsia 9CA9EDCEGDBOA344 | E86E7F6F5F55FAC502563973075 | UCA Global G2 Root
Technologies, Inc. D132AEB 3FE1E705E3C
C=CN
CN = SHECA Global G3
SHECA Global G3 | Signing o |ssL 9820FOF1D942A6DES | AEFFE4335EE56422E927FASE95A
39 ol o sha256RSA | 2048 bits | O = UniTrust 33F991019003D6868D | E142BOEB35979A7400569AE9BD | UCA Global G2 Root
S = Shanghai 20181 EA6CAABC1DC
C=CN
SHECA DV Signing | 8: é?HECA DV Server | pgE7061B645FAB300 | 778C516DAEC700EE58B3581E41
40 | oHECA s oy sha256RSA | 2048 bits | o/ o imruet 8887A2453AAE11C83 | 1E5CODDA78663A5163A29895341 | UCA Global G2 Root
ey 04BF6D 507D6E964DD
SHECA OV Signing | gx (‘;SSHECA OVServer | 1370A38D525FDAEYS | 8BAB3AOACF289E6EF754BEA4923
a1 | SHECA OV ooy sha256RSA | 2048 bits | AT 8921F4358542502F48 | 6843D67F45C191BDDD66484B85 | UCA Global G2 Root
2o 78B7E E6E60556A9AF
| Signing | 8N= ﬁ%‘g%gg%%ﬁ* 9D3AASBBE22127836 | 9C53902F9501F6D89766999DBE2
42 | Xinnet DV SSL gn sha2S6RSA | 2048bits | 2o 43FF578DC22B04E6B | AD1A1436420B652535CDC2DC51 | UCA Global G2 Root
y BiREs CB36D4 CCFE2FFEE68
| Signing | 8N= jé%‘g%]%;é%ﬁ* 4B78C0324A2442784E | 3C07D7EFC8DA58F668C10DAF06
43 | Xinnet OV SSL gn sha2S6RSA | 2048 bits | <7 9F83FODOFE336C7E0 | F90503CCD25D59E2B3F1D58B32 | UCA Global G2 Root
y BiREs D934F 884DIEAE3809
JoySSL DV Sianin SN = JoySSL DV Secre | JASGESBEF40E0A9999 | AAICDO737407EIEIDIDBEB145A
44 | Secure Server CA 99 | shasgaRsA | 3072bits | STV CACT D6DD8129FB79B056B | 2CFD7CD385C28BCF5996AA8D9 | UCA Global G2 Root
G1 y oo C,\}’ 882DED AGDA5FC76F3A2
JoySSL OV Sianin SN = JoySSL OViSecure | 6BF2449C86DOCEDED | ODD33FA366CAN2808D29A5C C4
45 | Secure Server CA 9NNG | sha384RSA | 3072bits | oo SRS 85107661B274879234 | 56496AB5015C3604EB21C101406 | UCA Global G2 Root
G1 y coon 2CB95 AF2533D998A
CN = KeepTrust DV TLS
KeopTrust DV Signing | RSACAG2 088BODF30B09662970 | 352582CCC85B3944E3CD2505D9
46 | reeRinS DY ooy sha384RSA | 3072bits | O = Shanghai Huandu Info | 21D02C377300F5A7F4 | 318F22ABEA418BFF29A0FE4D2C | UCA Global G2 Root
Tech Co. Ltd. E7E9 ODF280F200E3

C=CN
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Signature

# CA Name Key Type Algorithm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
CN = KeepTrust OV TLS
KeepTrust OV Signing . RSA CA G2 . F68D3850B96EABBEF | CD50559A6DC5C704237EABF9AQ
47 TLS RSA CA G2 Key sha384RSA | 3072 bits | O = Shanghai Huandu Info | C50CA91247F1ABCOE | 70B79FOCDFC1A79C3A6AC8CS5E7 | UCA Global G2 Root
Tech Co. Ltd. A39D4D 1E295A065D0A
C=CN
CN = ZoTrus RSA DV SSL
ZoTrus RSA DV Signing . CA G1 EC1EBCB71E092769E | ETEF1AD946214B32AF03CC2879
48 SSL CA G1 Key sha384RSA | 3072 bits | O = ZoTrus Technology FA715E89AA1677C33 | 30D0464ED2C086D7A1447C6E27 UCA Global G2 Root
Limited AAOF5A FC9217D4E16B
C=CN
CN = ZoTrus RSA OV SSL
ZoTrus RSA OV Signing . CA G1 AOFA64A37EB83C7C1 | 3EC123D71DB27AE1DC8F877286
49 SSL CA G1 Key sha384RSA 3072 bits | O = ZoTrus Technology 94C51B7FE6A2BE8SA3 | C222F4167A2AE4FD7BCF370789 UCA Global G2 Root
Limited 9F78A4 EF4A9521B8
C=CN
JoySSL DV Signing | SN~ JoySSLDV Secure | 80783118B837D850F | 9C6DA141CB394CESRI71A23F98
50 sha384RSA 3072 bits _ - D1C4AD9879A5E426D | 8647FF4442E798F0718771B5485A UCA Global G2 Root
Secure Server CA Key O = JoySSL Limited 00A1A4 0CC7402335
C=CN
JoySSL OV Signing | SN~ JOySSL OV Seaure | »1507E5079E6808202 | ACA090CBDBDD35520B22ECCF
51 Secure Server CA Key sha384RSA | 3072 bits 0 = JoySSL Limited COFBC1AFAD8026DC | 7032655BA16A2C800F804B3AAB7 UCA Global G2 Root
C=CN 52B8DD F865FABGFC387
CN = KeepTrust DV TLS
KeepTrust DV Signing . RSACAGT 5063446A28FAC2B3D | A879CB01A2661C255B9C2B9BEOD
52 TLS RSA CA G1 Ke sha384RSA | 3072 bits | O = Shanghai Huandu Info | 5122D01A63D9B85845 | B20BA74EEA9546E21A82C570E1 UCA Global G2 Root
y Tech Co. Ltd. 026CC 77CF5BF4AEDA
C=CN
CN = KeepTrust OV TLS
KeepTrust OV Signing . RSACAGT 04FA1B9DBC05CD575 | FFDOD9EEEAAFBB4C44F71392F2
53 TLS RSA CA G1 Key sha384RSA | 3072 bits | O = Shanghai Huandu Info | CC6518D5CDFE62CD | 0A52E0F65896854933139640722D UCA Global G2 Root
Tech Co. Ltd. 151B0C8 ECFC2D4658
C=CN
CN = ZoTrus RSA DV SSL
Z0Trus RSA DV Signing _ CA 7FEF9BOB9EB3F717A | 69C25861236502F0C223443FD85
54 SSL CA Key sha384RSA 3072 bits | O = ZoTrus Technology 576BBC7580209DE73 | 1A2FB6ACB745BB814AD72BB2E5S UCA Global G2 Root
Limited 1544B7 0867C52C3BB
C=CN
CN = ZoTrus RSA OV SSL
Z0Trus RSA OV Signing . CA E92D57AB2A4455799 | 219C59CCD06D0210ADCF6E8125
55 SSL CA Key sha384RSA 3072 bits | O = ZoTrus Technology E257937123588FCDF1 | 700D1578F69A0670A07FD9DDE99 UCA Global G2 Root
Limited 87AC3 E4AC82524CD

C=CN
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Signature

# CA Name Key Type Algorithm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
CN=CT2 DV TLS RSA
CT2DVTLSRSA | Signing ~ |cact | 8955C1DBOB0SF7A83 | 4B316EDFC0780286571E430C0A9
56 CA G1 Key sha384RSA 3072 bits | O = Tianyi Security C51CA3BF98F017B90 | 4231B192B45666AF5DEBEE454F UCA Global G2 Root
Technology Co., Ltd. 098A73 E08E4496383
C=CN
CN=CT20V TLS RSA
CT20VTLSRSA | Signing ~ |cact | 27937BF574A8AF23A7 | A263B7CEFD1490D04FDOEC31D9
57 e oo sha384RSA | 3072 bits | O = Tianyi Security F29E2B03CFACCT7182 | 695BAEE480EES61D12124C2BF8 | UCA Global G2 Root
Technology Co., Ltd. B2EFA EBDBAB93652F
C=CN
SHECA FREEDV | Signing | $FS‘R%1E(§£‘£$EE DV | F18082839D6BB5C20 | DFDOFBO7A42E81216D6497FBCA
58 | S e n o o sha3B4RSA | 3072bits | (> Ron O ABA43C2D584A9F6F3 | 7BE53D829BBFDBA9188B02D5C8 | UCA Global G2 Root
oIk EF2DC9 CDE29E01CF5C
SHECA FREEDV | Signing | %"S‘E%"C':Egﬁ CFEEE DV | 84BCFE29594A85C08 | 81DB88FACDE7345B0EC140E4A1
59 | SHECATREE DY o shadgarsA | 3s4bits | -5 5CC A 49FFOF21230812BE73 | 93720163DFOB787FABAOAFSATE | UCA Global G2 Root
2o F9BBC DACEBDC315A6
SHECADVTLS | Signing | ggc_ CSX'E%A DVILS 7E44ATC621F5F30E2 | 1F0570E418F9C89E094CB26EDA
60 s ooy shadB4RSA | 384bits | oo o0 5293C07F288ECC82F | 71B92BED81ACBBA46B2300D398 | UCA Global G2 Root
2o 7BD482 DDB739AB7A6C
SHECAOVTLS | Signing | ggc_ CS/';"E;%A OVTLS 2569CCEFDB564A83B | C4DA2C937523D42054FBB4AF69
61 e e gn shadB4RSA | 384 bits | oo AC15284500F13D8610 | 4BB9OFC7743C910EE048726241B | UCA Global G2 Root
y niTrust 4FEEO D84C38509D9
C=CN
DNSPod DVTLS |  Signing | gg N g/i\'gﬁ’od DVILS ACF1C77BBB5F99192 | AO7A7DEFCD1ED23F36D22AC334
62 sha384RSA | 3072 bits | R/ 3F8616FD712F9749C5 | 21F1D973583812C96CA2496DE72 | UCA Global G2 Root
RSA CA G1 Key O = DNSPod, Inc. Srees A oaeooest
C=CN
DNSPod DVTLS | Signing | SN ONSFod VLS BOA7EB6345ADB8894 | AACCD77057271FF5F605DF8CCS
63 A gn shadB4RSA | 384 bits | oSl 0892F8B69930658DA9 | A44397E71CCETIBEATIBSFIESS | UCA Global G2 Root
y od, Inc.
2N 733CF 58FCOCD52464
DNSPod OVTLS |  Signing | gg‘ N Ct’/j\"gﬁ"’d OVTLS 38C22FB4856AB84A5 | F36592E33FD86IEY17E33BADEGS
64 sha384RSA | 3072 bits | R 1911FE53A7FE2BE11 | 3A4EC20809D5C8B493A1427BA6 | UCA Global G2 Root
RSA CA G1 Key O = DNSPod, Inc. 03338F DCO66CB5AE3
C=CN
DNSPod OVTLS |  Signing | CE:EIC_ g/i\lcsaﬁbd OVILS 586EAB5733443DCE3 | 8CABFFOAE3F079E50208F84E4D
65 oY oo shadB4RSA | 384 bits | oSl CED5DEBF47E000F0 | A658AB441109686861FFCEE50D4 | UCA Global G2 Root
9 SPod ne. E81B28D AB662C2EEA
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# CA Name Key Type Algorithm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
CN = Keymatic Secure
Keymatic Secure | . Domain RSA CA G1 8EDO96DBESA4DI3EF | F3C9431A163BECE79562093F073
66 | Domain RSA CA 9NN9 | sha384RSA | 3072bits | O = PKI(Chongaing) 386EBDAOB592E4052 | 4DF6ED05618551CFEEOABA949A | UCA Global G2 Root
G1 y Limited 1BOCBB 77E959D8AAE
C=CN
CN = Keymatic Secure
Keymatic Secure | o Domain ECC CA G1 C1286B590B198916D7 | BO7D2ACA4F29E2449B5ADB7CC
67 | Domain ECC CA 9NN9 | sha384RSA | 384 bits | O = PKI(Chongaing) 76E6661E57D4460812 | B31C64C43854044A2DAA2ACE38 | UCA Global G2 Root
G1 y Limited EDDF 788026C684C0C
C=CN
CN = Keymatic Secure
Keymatic Secure | o Business RSA CA G1 5693F449C7E448C3C | 5523644185E21EF943A505A1C43
68 | Business RSA CA 99 | shadgaRSA | 3072bits | O = PKI(Chongaing) 3D2BE86397E3336816 | 8167DA1FE7B14BEF2D243E53DE | UCA Global G2 Root
G1 y Limited 3A377 8C2B4263EB7
C=CN
CN = Keymatic Secure
Keymatic Secure Signing Business ECC CA G1 23368DE013A9BB36D | 75C4AF6628E7D01DD369593EFD
69 | Business ECC CA o sha384RSA | 384 bits | O = PKI(Chongqing) 76A66E1128EDASF4A | 727E3560EDIDDD67B0432565582 | UCA Global G2 Root
G1 y Limited 3620D5 1BD23281A2B
C=CN
esiTrusRSADY | Signing SN o> Trus ROADVITLS | pEE3geBACS2E63016 | B3ASBED750BCESAO8CTSE0012B
70 T gn shadB4RSA | 3072bits | o AE0C142943C3202967 | OABAB7954952BC8D12520514CC1 | UCA Global G2 Root
y sslTrus C6891 5CBBOB17039
C=CN
csTrus ECCDV |  Signing gx (-;;smus ECCDVITLS | 674679EBA47FFA4CD | 32CAA961415106CF471CEA5B15
71 e o sha3B4RSA | 384bits | GrOoo 98DBFFFDEBDBF7FE4 | C66464A907C99861A297C359D17 | UCA Global G2 Root
y ssiirus 9E86E9 4624BADB92F
C=CN
weiTrus RSAGY | Sianin 82 (‘35’5”“‘5 RSAOVTLS | hEDFB68948064E1081 | FOE647B5A2869A3487507A90549
72 s Ry 99 | shadgdRSA | 3072bits | o 8E3C8108C824BB8B3 | AF039896DB8BOFOE7CFI2EF3AB | UCA Global G2 Root
ey O = sslTrus 08F62 567F3EC5E5C
C=CN
ssiTrus ECCOV | Signing g';'\ (‘BZSS'T“’S ECCOVTLS | BEE114C1BEF84DA5 | 06B7E611243D2901B964FF6DOCS
73 s ooy sha3B4RSA | 38abits | GOl E3D4E41FCAODIF81A | 3A2DB52BA2E1DA1E17D74950E1 | UCA Global G2 Root
e 90COFED 6605D9A2C90
CN = HTTPS Automation
HTTPS Research RSA DV SSL CA
TS Signing |6 OFB6AB4D71E5B1B38 | 1E426FFOF51EB4C285788B4418D
74 Research RSA Key sha384RSA 3072 bits O = Shenzhen Yamu FOE72D6BBC06A147F | 2DAB21097230CED81119BA178A UCA Global G2 Root
DV SSL CA G1 Security Technology Co., E4D03B 20AB1AABF67
Ltd.
C=CN
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Signature

# CA Name Key Type Algorithm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
SHECADVTLS | Signing gm ;f”ECA DVTLS RSA | A4436EE27886BCD3D | 7CD13B8BIE5S1BDEEAE0116D7FS
75 RSA CA AT oy sha384RSA | 3072bits | Sl o 20B4306B1E605AC26 | 9E3F21EAA3ABA2A20997B2606A | UCA Global G2 Root
o en AFFATA 3DCC578E7295
SHEGA OVTLS | Signing gg N g‘:if/" OVTLS A62103A3BCBACAFOD | E7B1C6B04B6CIA3A2960D3888F
76 LYW oy sha384RSA | 3072bits | o\ i F7921CO60F0GOEF6A | 8081880AC214ABBDO1BFOE0362 | UCA Global G2 Root
ooen A24D54 A8354CFCA720
CN = Xinnet DV TLS RSA
Xinnet DV TLS Signing CAG2 | ACD2DAF4035377A49 | CC379B3FCE555754C 1169636492
77 ROA CA G5 oy sha384RSA | 3072bits | O = ILERIIMMAELESRAR | A4791509586B4AF73E | 6F828A1FAFED714C9ADI2032271 | UCA Global G2 Root
BIRAT 0A629 74E7603BBA
C=CN
CN = Xinnet OV TLS RSA
Xinnet OV TLS Signing cAG2 _ | FOCC7EA16B5094862 | DOAEBGBEF3649A73FATF8A0317
78 ROA GA G2 oy sha384RSA | 3072bits | O = LEEIMEALEEHA | E36DSDCABF23CA04 | DB54C61257A7FAA14D1112BE742 |  UCA Global G2 Root
BRAT 12D339A B5SEB63F6622
C=CN
CN=CT2DV TLS RSA
CA G2
- . 1E47BBAAFFF3BE4E | 474EE178BCCBDD652115707CDC
79 | CT2DYTLOROA S'ﬁg'}f‘g sha384RSA | 3072 bits 8y;§2£‘cauls$e°£nology D52389E8509C34E958 | 9251FDF48441C9002229C2AEODE | UCA Global G2 Root
A 9C869A 0E33750FBEA
C=CN
CN=CT20V TLS RSA
CA G2
- . E39FBOA7343DA2BF5 | 062884FAEA204C09D10E9OFBO006
go | €12 %\QT&S RSA S'ﬁg';g sha384RSA | 3072 bits 8y‘becrgg‘ci I-’Ii-tey/l(-::l'(:eocnfqlnology 3862085DDB2864CBY | 9E7BCAEADI3D0316DIF7TEFE4E2 | UCA Global G2 Root
8A13B2 AFE34226123
Co. Ltd,
C=CN
CN = SNCA OV TLS RSA
SNCA OV TLS Signing ~|caet 64BA97BCB02AB679D | FO77E1AF11CFE1E8A12871F9080
81 NI ooy sha384RSA | 3072bits | O = Shaanxi Digital 1CD1A75AB9B2FOF96 | B6OEFB8B41ESB4A4BISAB513CD | UCA Global G2 Root
Certificate Authority 9901C8 F650C76B2C2
C=CN
CN = cerschool OV TLS
cerschool OV TLS Sianin RSA CA G1 . 1BA3ABSEOD18ECEB | 04E6BO9EAF5EC01A370AD3DFD52
82 RSA CA G1 }% 9 sha384RSA | 3072 bits | O = BRHEBERIILEAIRE | A4D493C59E62C92E9 | 7TESBB622E3C28C1484EACDB3D2 | UCA Global G2 Root
ey N 959A043 DO6DDBF5244E
C=CN
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Signature

# CA Name Key Type Algorithm Key Size Subject DN Subject Key Identifier | Certificates Thumbprint (SHA256) | Certificate Signed by
CN = SanFront DV TLS
SanEront DV TLS Signing RSACAG! | 220336E7515302E6CD | 7D7702A277CFEBC283F6F24A2C
83 RSA CA G1 Key sha384RSA | 3072 bits | O = tRFR=FMLKIHA | FA99C51732DA4FCE3 | 17CAOEBA7600096105244AD1913 | UCA Global G2 Root
BIRAT] 4A096 E7BE2E56A29
C=CN
CN = SanFront OV TLS
SanFront OV TLS Signing RSACAGT _ | 4358D15F5255B60A7 | E1C893A5658D63E2BA78CAFF16
84 RSA CA G1 Key sha384RSA | 3072 bits | O =JtRFR=FMLEHAR | CODABFE9AFAC9088 | 0B81F9836B6A851F1A3CAA48B3 UCA Global G2 Root
BIRAT] 2ACF474 B4E287F0092F
C=CN
CN = SanFront DV TLS
SanFront DV TLS Signing RSA CA G2\ o A075642065B87E1C37 | 7C7TDA4E281AF24FEF35A6711EC
85 RSA CA G2 Key sha384RSA | 3072 bits | O = tRERZIHERARE | C564AD43A4D54F242 | A55DBFF1C6333709DFC679470F3 | UCA Global G2 Root
NG 934D8 25D1CBD9460
C=CN
CN = SanFront OV TLS
SanFront OV TLS Signing RSACAG2 CD85D5F97A4F8BED4 | 37A7BCAF399CABC24F3ABBGEOA
86 RSA CA G2 Key sha384RSA | 3072 bits | O = kRERZIUERAE | CE3E171369721B73D | FODDE32AEEEBA1D36AECC958C | UCA Global G2 Root
PR 77D01B 7631609FE01A9
C=CN
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Attachment B

The list of SHECA's Certification Practice Statements covered in the management’s assertion for the period from April 1, 2025 to March 31, 2026 is as follow:

Policy Name Version

UniTrust Certification Practice Statement

UniTrust Certificate Policy

SHECA TLS CP/CPS V1.2
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https://assets-cdn.sheca.com/documents/UniTrust%20Certification%20Practice%20Statement%20v3.8.2.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20Certification%20Practice%20Statement%20v3.8.1.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20Certification%20Practice%20Statement%20v3.8.0.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20Certification%20Practice%20Statement%20v3.7.9.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20Certificate%20Policy%20v1.6.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20Certificate%20Policy%20v1.5.9.pdf
https://assets-cdn.sheca.com/documents/UniTrust-Certificate-Policy-v1.5.8.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20Certificate%20Policy%20v1.5.7.pdf
https://assets-cdn.sheca.com/documents/CP-CPS-TLS-v1.4-revised.pdf
https://assets-cdn.sheca.com/documents/CP-CPS-TLS-v1.3.pdf
https://assets-cdn.sheca.com/documents/CP-CPS-TLS%20v1.2.pdf
https://assets-cdn.sheca.com/documents/CP-CPS-TLS%20v1.1.pdf
https://assets-cdn.sheca.com/documents/CP-CPS-TLS%20v1.0.pdf

Attachment C

The list of incidents covered in the management’s assertion for the period from April 1, 2025 to March 31, 2026 is as follow:

BugzillaID | Description Status Related to Related to
WebTrust industry
requirements requirements

#1964866 SHECA: OCSP service response error Closed Yes Yes

41978186 SHECA: The stateOrProvinceName and streetAddress of the certificate DN item are | Closed Yes Yes

~ | issued incorrectly

#2005149 SHECA: CA Certificate not published in DER Encoded Format Closed Yes Yes

49007089 SHECA: subordinate certificates have not published the complete CRL address in Closed No Yes

-~ | CCADB

#2015383 SHECA: CRL of root CA not published within 24 hours Closed Yes Yes

#1993357 SHECA: TLS certificate key generation online Closed Yes Yes

#1994051 SHECA: Delayed revocation of TLS certificates affected by bug #1993357 Closed Yes Yes

#2025135 SHECA: Test Website certificate expired Closed No Yes

#1946921 SHECA: DV SSL certificate format is abnormal Closed Yes Yes

#1981380 SHECA: Issuing with OV Policy OID but not an OV cert, duplicate of #1946921 Closed Yes Yes
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https://bugzilla.mozilla.org/show_bug.cgi?id=1964866
https://bugzilla.mozilla.org/show_bug.cgi?id=1978186
https://bugzilla.mozilla.org/show_bug.cgi?id=2005149
https://bugzilla.mozilla.org/show_bug.cgi?id=2007089
https://bugzilla.mozilla.org/show_bug.cgi?id=2015383
https://bugzilla.mozilla.org/show_bug.cgi?id=1993357
https://bugzilla.mozilla.org/show_bug.cgi?id=1994051
https://bugzilla.mozilla.org/show_bug.cgi?id=1993357
https://bugzilla.mozilla.org/show_bug.cgi?id=2025135
https://bugzilla.mozilla.org/show_bug.cgi?id=1946921
https://bugzilla.mozilla.org/show_bug.cgi?id=1981380
https://bugzilla.mozilla.org/show_bug.cgi?id=1946921

