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INDEPENDENT ASSURANCE REPORT

To the management of Global Digital Cybersecurity Authority Co.,Ltd. (“GDCA”):

We have been engaged, in a reasonable assurance engagement, to report on GDCA management’s assertion that
for its Certification Authority (“CA”) operations at locations as enumerated in Appendix C, throughout the period
1 March 2024 to 28 February 2025 for its CAs as enumerated in Appendix A, GDCA has:

. disclosed its Extended Validation SSL (“EV SSL”) certificate life cycle management business practices in
its Certification Practice Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B,
including its commitment to provide EV SSL certificates in conformity with the CA/Browser Forum
Guidelines on the GDCA website, and provided such services in accordance with its disclosed practices

o maintained effective controls to provide reasonable assurance that:

° the integrity of keys and EV SSL certificates it manages is established and protected throughout
their lifecycles; and

° EV SSL certificate subscriber information is properly authenticated

in accordance with the WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL
v1.8.

GDCA does not escrow its CA keys and does not provide certificate suspension services. Accordingly, our
procedures do not extend to controls that would address those criteria.

GDCA had disclosed an incident (Bug 1888060) on Mozilla’s Bugzilla Platform on 26 March 2024. In the incident,
GDCA had issued 20 SSL/TLS certificates from 15 September to 8 October 2023 with the Basic Constraints
extension included but not set as Critical, the affected certificates including 12 OV certificates, 7 DV certificates,
and 1 EV certificate. As of 5:10PM, 2 April 2024 (UTC+8), all these certificates had either been revoked or expired.
After the mis-issuance, the cause analysis of the incident and the remediations conducted by GDCA have been
illustrated in the process of public discussion. The matter on the public platform has been closed on 5 March 2025.

GDCA had disclosed an incident (Bug 1889062) on Mozilla’s Bugzilla Platform on 2 April 2024. In the incident, As
noted in Bug 1888060, GDCA had issued 20 SSL/TLS certificates with Non-critical Basic Constraints extension from
15 September to 8 October 2023, and as of 5:10PM, 2 April 2024 (UTC+8), all the certificates had either been
revoked or expired. There were 13 certificates which had not been revoked within 5 days since receiving the
Certificate Problem Report, leading to a violation of Baseline Requirements 4.9.1.1. After the revocations delayed,
the cause analysis of the derived incident and the remediations conducted by GDCA have been illustrated in the
process of public discussion. The matter on the public platform has been closed on 2 April 2025.

Certification authority’s responsibilities
GDCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of

its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities -
Extended Validation SSL v1.8.

Page1/10


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
https://bugzilla.mozilla.org/show_bug.cgi?id=1889062
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E

O PrK

INTERNATIONAL

PREEE € 3HFFE AT 19F.-5, No.171, Songde Rd., Sinyi District,
SUN RISE CPAS’ FIRM Taipei City 110, TW.
DFK INTERNATIONAL Tel : +886 2 2346 6168

Fax : +886 2 2346 6068
Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Management (ISQM) 1, Quality Management for Firms that
Perform Audits or Reviews of Financial Statements, or Other Assurance or Related Services Engagements and
accordingly maintains a comprehensive system of quality control including documented policies and procedures
regarding compliance with ethical requirements, professional standards and applicable legal and regulatory
requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of GDCA’s EV SSL certificate lifecycle management business practices, including
its relevant controls over the issuance, renewal, and revocation of EV SSL certificates;

(2) selectively testing transactions executed in accordance with disclosed EV SSL certificate lifecycle management
business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at GDCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, GDCA’s ability to meet the aforementioned criteria may
be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion

In our opinion, throughout the period 1 March 2024 to 28 February 2025, GDCA management’s assertion, as
referred to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria
for Certification Authorities - Extended Validation SSL v1.8.

This report does not include any representation as to the quality of GDCA'’s services beyond those covered by the
WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL v1.8, nor the suitability of

any of GDCA's services for any customer's intended purpose.
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Use of the WebTrust seal

GDCA’s use of the WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL Seal
constitutes a symbolic representation of the contents of this report and it is not intended, nor should it be
construed, to update this report or provide any additional assurance.
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Appendix A
The list of keys and certificates covered in the report is as follow:
. . SHA256 . .
Key Name Key Type Slgna.t ure Key Size SUbjec.t K ey Certificate Certificate Signed
Algorithm Identifier Th . by
umbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F gigjggigiiz GDCA
O = GUANG DONG CERTIFICATE 4096 |4DCEEBOR I 110076720
Root Key sha256RSA ) ALTCCFOE | o mospan| TTUStAUTH
AUTHORITY CO.LTD. bits  [3F65c529 ggg?ilggg 5 RS ROOT
C=CN 886A1351 1) 591p3803
CN = GDCA TrustAUTH R4 EV CodeSigning coc223ns |B82E0146D15
CA 2048 AYDFC522 D3483EE5981 GDCA
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA bit D155654D Egggg;gégg; TrustAUTH
IS
Co, Ltd. ezt |cc3rpr37274| RS ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6FS5344
Validation CodeSigning CA 2048 iggiégg; C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha25eRSA | ° - [P19565¢p DERUCITIN TrustAUTH
IS 7
AUTHORITY CO,LTD. e |176a787E628| RS ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIEIA Siéﬁéii?gil GDCA
O = Global Digital Cybersecurity Authority o 2048 |2D739636 EF79CAEQ7FE
Signing Key| sha256RSA . 727D5D1E TrustAUTH
Co, Ltd. bits  |86r28123 :?}igggﬁggég R5 ROOT
C=CN 69Cr68EA AACD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIE1A igifgggggg GDCA
O = GUANG DONG CERTIFICATE o 2048 |2D739636 5 503335474
Signing Key| sha256RSA 727D5D1E 983272 TrustAUTH
AUTHORITY CO,LTD. bits |ser28123|*44D £
€9CFeaEa |33995A331BE R5 ROOT
C=CN 1A4C4FEOA
CN = GDCA TrustAUTH R4 OV SSL CA COF67ASHE 222222222@2 GDCA
O = Global Digital Cybersecurity Authority | 2048 |BETCO8CO |op g prcgrs3
Signing Key| sha256RSA ) AD04BB48 TrustAUTH
Co,, Ltd. bits |6145p075 |E2642086993
6257A0B3 9A48DCC6D56 R5 ROOT
C=CN B99790A63
CN = GDCA TrustAUTH R4 SSL CA COF67ASE éi;?ﬁiﬁ’gfg; GDCA
O = GUANG DONG CERTIFICATE o 2048 |BETCO8CE | 0pca1E5g3
Signing Key| sha256RSA ADO4BBAS8 |\ ort orspg| TTUStAUTH
AUTHORITY CO. LTD. bits |6145B80F5 8BE§£§C§£8 RS ROOT
C=CN 6257R0B3 B256FEDD7
CN = GDCA TrustAUTH R4 DV SSL CA 7313cE83| 4298 150¢P" GDCA
O = Global Digital Cybersecurity Authority | 2048 |COOC2AR0 | ))pm yspgsc
Signing Key| sha256RSA 2692AE3F TrustAUTH
Co, Ltd. bits 178407485 Zggfgiﬁégggg R5 ROOT
C=CN 30083595141 55535%5
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE ggégggiiggé —
O = Global Digital Cybersecurity Authority L 2048 |0735R8171) 151 ppaR32
Co. Ltd Signing Key| sha256RSA bit 63DBCIOD6 | ormoany| TTUSTAUTH
0., . IS 1E3E639D
C3240E91230 R5 ROOT
C=CN DDCELTD01) 5 p3E7pF
CN = GDCA TrustAUTH R4 EV SSL CA 1E6READE | AORZDO0 ) oA
O = Global Digital Cybersecurity Authority | = 2048 |F52FBFAS | br oo ncraTr
Co. Ltd Signing Key| sha256RSA bit D36CCTCE | mnprip032| TTUSTAUTH
o, . IS |3FDB6C64
04DB36915CE R5 ROOT
C=CN ODCE34L |131F13342
CN = GDCA TrustAUTH R4 Extended | seamang|55324R98325
Validation SSL CA »048 |F52¥BFAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha2s6RSA | ° - [p3eccrcs KEUECERITEN  TrustAUTH
its 4
AUTHORITY CO,LTD. 253?;521 94BTFF849D9|  R5ROOT
CoCN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 | 220 CADOB GDCA
O = Global Digital Cybersecurity Authority L 2048 |80C09990 |y o, 50 appace
Co. Ltd Signing Key| sha256RSA bit 596DD624 | -0 roneopo|  TTUStAUTH
o, Ltd. its |55F2FFCO
B21B3D6B2AB R5 ROOT
C=CN EB2717EC | 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 %ggzgggé GDCA
O = GUANG DONG CERTIFICATE . 2048 |80C09990 b0 s6a5020
Signing Key| sha256RSA i 596DD624 |, o tiacaspp| TTUStAUTH
AUTHORITY CO. LTD. bits  [55F2FFCO 5
£B27175C |2CBBCEFBTAO R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 1164922E jé;gféégg;\g GDCA
O = Global Digital Cybersecurity Authority L 2048 |RO41621C |0 h e 0EFEDD
Signing Key| sha256RSA ) 2084B7D3 TrustAUTH
Co.,, Ltd. bits |ggg1p1cD ggisggggg; RS ROOT
C=CN 8072CTTF | £ 3g1cpB8Ss
CN = GDCA TrustAUTH R4 Plus EV 4n5D705s | B3IAO0IEBED
CodeSigning CA DOCOE870359 GDCA
. . . - 2048 |9BLIEFC3LIng ) arR66665
O = Global Digital Cybersecurity Authority | Signing Key| sha256RSA bit 1F6DS834 |0 s a0g02| TTUStAUTH
its
Co, Ltd. oo |e120769D7F0|  R5 ROOT
C-CN FB4BBOEAE
CN = GDCA TrustAUTH R4 TimeStamp CA E5E795D3 [1PECDTCE 0 GDCA
O = Global Digital Cybersecurity Authority | . 2048 |4800FFBT |y ) aparD36
Co. Ltd Signing Key| sha256RSA bits 02F17810 |oon o cet1pe| TTUStAUTH
o, Ltd. S50FFD10D
Al48AR24CT77 R5 ROOT
C=CN FB7358031)cgrapa7
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CN = BZIPHE RS 1R CA 827n4282 | [ TATASOFELS
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| 0 p3g73pp| BZERIHRS
Root Key sha256RSA . ADFL4CAG6 |- ) -oosprng
Co, Ltd. bits |EB71B58B |* EE & CA
1201F329 080ECF3738C
C=CN 7CAFEBLAE
CN = A R4 EV BR%5 23 CA FA920C85394
. R , 28BOAFAGC ) op3cRapFT7| |
O = Global Digital Cybersecurity Authority | 2048 |7054EASLInn csoncepo|  BERRIHRRS
Signing Key| sha256RSA ) D4B2810E | oo ceap
Co, Ltd. bits 54091602 1R CA
DEEFF386 |EBBEA297DAA
C=CN D147EA76F
CN = B ZrHE R4 OV BRZB2RIEH CA 0B630E58 igig;?gzéii
O = Global Digital Cybersecurity Authority | 2048 |2F1BBOOF fhoannago1s| MZEMHKRS
Signing Key| sha256RSA . 85B257B2| 0 oty
Co, Ltd. bits |4a3131c4 |P211BEEOE 1R CA
2970A1 o |AB27DCDTB15
C=CN BDF83C1D6
CN = B(Z K R4 DV IRSBHRIEH CA 0C2556EA i;}fggz};giigi
O = Global Digital Cybersecurity Authority | 2048 |FD7A04DD |\ o gespp|  EZRAHARS
Signing Key| sha256RSA ) C2AE6239 |0 1 oigo
Co, Ltd. bits 09693113 |7 IPCAE02RY 1R CA
C=CN 8EBESLDS | 66an641
CN = JZ2EI R4 IV BRSZRIES CA FBF66620 | SCDOIBIFIR
O = Global Digital Cybersecurity Authority o 2048 |P2AATB2C|, oo o perg7|  BZALRS
Signing Key| sha256RSA ) 10CBS2E2 |0 505138206
Co, Ltd. bits 5904015 1R CA
3C11E3F7 861622297BF
C=CN 643598961
CN = HZ 1 R4 KIBLZIEH CA 0B1COC1T éggg?g?;zgg
O = Global Digital Cybersecurity Authority | . 2048 |23BDIF261, 01 31550p38|  BERIHRS
Signing Key| sha256RSA i C4928AFC| 7 o = R0s
Co, Ltd. bits |7r77FD16 |22 2200308 1R CA
27097837 |FL5BDDDB71F
C=CN 2BF87E200
CN = HZm R4 E3BIT FIEH CA 5543FAB3 iggﬁggigfgg
O = Global Digital Cybersecurity Authority | 2048 |89FSTEDS | ) prpgra7as| BERHRS
Signing Key| sha256RSA . SADAFEBL |, oo aes
Co, Ltd. bits |258451E2 | 'F01%2 1R CA
Caeapgpy |C2695EB68BB
C=CN 91DOB1BAD
CN = #Z 1 R4 ERITFIEH CA 49EE724E gggé??igzgé
O = Global Digital Cybersecurity Authority | 2048 |PR99640C s sonpoops| BBMHRS
Signing Key| sha256RSA ) E14480ED | 050 b3p12
Co, Ltd. bits |731p35%FC |2A12/DESB 1RCA
8D1213c4 |BS431720763
C=CN 0FCDB0307
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CN = GDCA TrustAUTH E5 ROOT C87CBODA4 Ei%ié??éiéi GDCA
O = Global Digital Cybersecurity Authority 384 |20ASDBS6 oo 01 oa81D
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co,, Ltd. bits |cssag1gg |ACBBBOF1014
opaSppoy |DBBD7782AC0 E5 ROOT
C=CN CC37E9431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 V0010 I22RES GDCA
O = Global Digital Cybersecurity Authority o 256 |26589289 |, o1 rap3B
Signing Key | sha384ECDSA . 93BCI96AC TrustAUTH
Co., Ltd. bits 123444568 ?25222@3%? E5 ROOT
C=CN 4644CTBE | £ 934n9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 1;2?2;252;: GDCA
O = Global Digital Cybersecurity Authority L 256 |02120F01) o), 38p9758
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
Co., Ltd. bits  |6e5aC45D ggg%gggggg E5 ROOT
C=CN 0299R22C |3 hpo34s53a
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 é@é?é?i;iii GDCA
O = Global Digital Cybersecurity Authority | 256 |PD52570A|, -5 00oaRA3D
Signing Key | sha384ECDSA ) 928FC182 TrustAUTH
Co,, Ltd. bits |c4ce15m5 |42716D94ADS
AECE3pFp | PFAFCFTB65 E5 ROOT
C=CN 76AFA6466
CN = GDCA TrustAUTH E4 IV SSL CA SBRIFECE }jgégggggigg GDCA
O = Global Digital Cybersecurity Authority | = 256 |8AZFO02E|, oo ohoRe
Signing Key | sha384ECDSA . 21DDCEED | ) oom) peagrp|  TTUStAUTH
Co.,, Ltd. bits |paAAFB25
70F2D0 67 |C4ETT9F2ED3 E5 ROOT
C=CN D34D0D721
CN = GDCA TrustAUTH E4 CodeSigning CA opscocng [ESABIFAS362
O = Global Digital Cybersecurity Authority 56 [m4n53085 AOF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA |+ |70E31681 |0 0080 CE00l | TrustAUTH
its |2EBFCBI1C
C=CN 05F8BC4A281 E5 ROOT
16C0D760 111 59578FF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 32;222?;3;; GDCA
O = Global Digital Cybersecurity Authority | 256 |7C365592 |41 rrnRoBCS
Signing Key | sha384ECDSA ) 21E343DB TrustAUTH
Co,, Ltd. bits |cacsgan3 |2 AA0SEC3957
BEC34654 |OEODOF2EABD E5 ROOT
C=CN A3289E1E1
CN = GDCA TrustAUTH E4 Primer CA BD90963A ;Sgiiiﬁigi GDCA
O = Global Digital Cybersecurity Authority | 256 |7CC8IC8E |, ot or3mpoD
Signing Key | sha384ECDSA ) 2114AD92 TrustAUTH
Co,, Ltd. bits |1rsa3023|8PF99181157
9n385078 |27396CEB3EY E5 ROOT
C=CN 5040AF547
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CN = GDCATLS ROOT R52 C1C376BF 77AE39E8D12
. . . 4F6BCT47CT74
O = Global Digital Cybersecurity Authority 4096 |8554BSBC| . o oam0s9| GDCATLS
Root Key sha256RSA . 7485FCBA | oo i1g30506
Co,, Ltd. bits |B3c583cCE SD736914467 ROOT R52
C=CN DIFSBEBB |, 7406471
CN = GDCATLS OV CAR42 6C12CD82419
. , ) §0E919)§Z4 0D6ADD67E25
O = Global Digital Cybersecurity Authority | 3072 |315D922D|gr- ncrprar| GDCATLS
Signing Key| sha384RSA i 5593310D |2 42 3715158p
co. Ltd. bits 189978438 | 1 2 opme| ROOTRS2
C=CN SELTC04L e o 96m720
CN = GDCATLSEV CAR42 998C68E2C65
. . , 73BB9BD3 |1 ) cEBBFIADS
O = Global Digital Cybersecurity Authority | 3072 |PS7E6455 | 35ccaa7889| GDCATLS
Signing Key| sha384RSA . AO3EBBF8 | 55 o o)
co. Ltd. bits |7r532008 iBS]fA1:6)43gg(7: ROOTR>2
C=CN EBF21D17 49808285
CN = GDCATLS DV CAR42 29312D4F gggé?giég;;
O = Global Digital Cybersecurity Authority | 3072 |17B4ET215cpncopaoog| GDCATLS
Signing Key| sha384RSA . ACABODAT |0 s r 3,
Co,, Ltd. bits |1aFE439E 5222501840 ROOT R52
C=CN ABOB3080 95008015
CN = GDCA TLS ROOT E52 D50FDF57D3C
.. . . 069953CD EC20EE91256
O = Global Digital Cybersecurity Authority 384 |EE29468A|, 1 ona68c3|  GDCATLS
Root Key | sha384ECDSA ) 9548584F | o rr ey
Co, Ltd. bits  [43635AEE ROOT E52
0AF13904 1F23EF4B183
C=CN 3290BF012
CN = GDCATLS OV CA E42 175cr6CE 01280 TEOD00
O = Global Digital Cybersecurity Authority | 384 |6D73FA04 |, 2l-05837| GDCATLS
Signing Key | sha384ECDSA ) AC3FTETA | S o e 095038
Co, Ltd. bits |EB71838¢C ROOT E52
00335034 | 2BEBFCCDBS4
C=CN SE6F861ES
CN = GDCATLSEV CAE42 BD488893767
. . ) OEDILECL |\ pr139ED36
O = Global Digital Cybersecurity Authority | 384 |CLSE3D68 | o orrecpa| GDCATLS
Signing Key | sha384ECDSA ) EDED2FS7 |00 0 DOBEF
Co., Ltd. bits |046E3DE2 FCETBEADARO ROOT E52
C=CN BBDL9S9A | 1 3pn4a5an7
CN = GDCATLS DV CAE42 A353DDE7 gg;%ggj;;;?
O = Global Digital Cybersecurity Authority | 384 |L8CBE3BB|c . p01p7170| GDCATLS
Signing Key | sha384ECDSA ) ADATEBDS | 5o nrrsomp
Co, Ltd. bits  [7395aBC0 ROOT E52
79F2DADA 678F9AC6881
C=CN 022816235
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Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Release Date
GDCA CPS 6.2 28 February 2025
GDCA CPS 6.1 15 April 2024
GDCA CPS 6.0 31 August 2023
GDCA EV CPS 3.0 28 February 2025
GDCA EV CPS 29 15 April 2024
GDCA EV CPS 2.8 8 May 2023
GDCA CP 33 28 February 2025
GDCA CP 32 15 April 2024
GDCA CP 3.1 31 August 2023
GDCA EV CP 29 28 February 2025
GDCAEV CP 2.8 15 April 2024
GDCAEV CP 2.7 8 May 2023
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https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.2.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV3.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.3.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.2.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.7.pdf

OOY

PEBE § A

SUN RISE CPAS’ FIRM

DFK INTERNATIONAL
Appendix C

Locations in-scope:

el

T NTERNATIONAL

19F.-5, No.171, Songde Rd., Sinyi District,
Taipei City 110, TW.

Tel : +886 2 2346 6168

Fax : +886 2 2346 6068

Location

Function

Guangzhou City, Guangdong, China

Administration and Support

Foshan City (West), Guangdong, China

Datacenter Facility

Foshan City (East), Guangdong, China

Datacenter Facility
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GDCA MANAGEMENT’S ASSERTION

Global Digital Cybersecurity Authority Co. Ltd. (“GDCA”) operates the Certification Authority (CA) services known
as CAs in Appendix A, and provides Extended Validation SSL (“EV SSL”) CA services.

The management of GDCA is responsible for establishing and maintaining effective controls over its EV SSL CA
operations, including its EV SSL CA business practices disclosure on its website, EV SSL key lifecycle management
controls, EV SSL certificate lifecycle management controls. These controls contain monitoring mechanisms, and
actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the circumvention or
overriding of controls. Accordingly, even effective controls can only provide reasonable assurance with respect to
GDCA’s CA operations. Furthermore, because of changes in conditions, the effectiveness of controls may vary over
time.

GDCA management has assessed its disclosures of its EV SSL practices and controls over its EV SSL CA services.
Based on that assessment, in GDCA management’s opinion, in providing its EV SSL CA services at locations as
enumerated in Appendix C, throughout the period 1 March 2024 to 28 February 2025, GDCA has:

o disclosed its EV SSL certificate lifecycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment
to provide EV SSL certificates in conformity with the CA/Browser Forum Requirements on the GDCA
website, and provided such services in accordance with its disclosed practices

o maintained effective controls to provide reasonable assurance that:

° the integrity of keys and EV SSL certificates it manages is established and protected
throughout their lifecycles; and

° EV SSL certificate subscriber information is properly authenticated

in accordance with the WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL -
Version 1.8.

GDCA does not escrow its CA keys and does not provide certificate suspension services. Accordingly, our assertion
does not extend to controls that would address those criteria.

GDCA had disclosed an incident (Bug 1888060) on Mozilla’s Bugzilla Platform on 26 March 2024. In the incident,
GDCA had issued 20 SSL/TLS certificates from 15 September to 8 October 2023 with the Basic Constraints
extension included but not set as Critical, the affected certificates including 12 OV certificates, 7 DV certificates,
and 1 EV certificate. As of 5:10PM, 2 April 2024 (UTC+8), all these certificates had either been revoked or expired.
After the mis-issuance, the cause analysis of the incident and the remediations conducted by GDCA have been
illustrated in the process of public discussion. The matter on the public platform has been closed on 5 March 2025.

GDCA had disclosed an incident (Bug 1889062) on Mozilla’s Bugzilla Platform on 2 April 2024. In the incident, As
noted in Bug 1888060, GDCA had issued 20 SSL/TLS certificates with Non-critical Basic Constraints extension from
15 September to 8 October 2023, and as of 5:10PM, 2 April 2024 (UTC+8), all the certificates had either been
revoked or expired. There were 13 certificates which had not been revoked within 5 days since receiving the
Certificate Problem Report, leading to a violation of Baseline Requirements 4.9.1.1. After the revocations delayed,
the cause analysis of the derived incident and the remediations conducted by GDCA have been illustrated in the
process of public discussion. The matter on the public platform has been closed on 2 April 2025.

Pagel1l/9


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
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s Olobal Digital Cybersecurity Authority Co., Ltd.
GDCA

rsecurity Authority Co.,Ltd.
rk, Shizhan Town, Manhai District, Foshan City, Guangdong Province.
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Appendix A
The list of keys and certificates covered in the management’s assertion is as follow:
] . SHA256 - .
Key Name Key Type Slgna.t ure Key Size SUbjec.t K ey Certificate Certificate Signed
Algorithm Identifier . by
Thumbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F };ngggigiiz GDCA
O = GUANG DONG CERTIFICATE 4096 |4DCEEBIAI, 112076720
Root Key sha256RSA ) Al7CCFOE 5 0 >|  TrustAUTH
AUTHORITY CO, LTD. bits |{3r65c529 g;g?ilggg 5 RS ROOT
C=CN 886A1951 1559103893
CN = GDCA TrustAUTH R4 EV CodeSigning co6223p |BE2E0146D15
CA S04 |RoDFC522 D3483EE5981 GDCA
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA bit D155654D Egggg;gégg; TrustAUTH
its |64762589
Co.,, Ltd. CC3FDF37274 R5 ROOT
C=CN ARBODOT74 EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6F55344
Validation CodeSigning CA 2048 iggiégg; C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha2S6RSA | [p19965¢D Do oeoE2 1 TrustAUTH
ITS 7
AUTHORITY CO,LTD. e l176a787E628| RS ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIEIA 8%%;?;@% GDCA
O = Global Digital Cybersecurity Authority L 2048 |2D739636 00 90aR97FE
Signing Key| sha256RSA 727D5D1E TrustAUTH
Co, Ltd. bits  |86E28123 :Zigggﬁggég R5 ROOT
C=CN 69CTo8Ed AACD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIEIA igifgggggg GDCA
O = GUANG DONG CERTIFICATE . 2048 |2D739636 |5 cp3335474
Signing Key| sha256RSA . J27DSDLE | ige3570k |  TTUSTAUTH
AUTHORITY CO.,LTD. bits |B6E28123
cocpesEd |33995A331BE R5 ROOT
C=CN 1A4CAFEOA
CN = GDCA TrustAUTH R4 OV SSL CA COFG7A5B 222222222@2 GDCA
O = Global Digital Cybersecurity Authority | 2048 |BETCO8C6 | p o prcgrss
Signing Key| sha256RSA AD04BB48 TrustAUTH
Co, Ltd. bits  614580F5 gijgégégggz R5 ROOT
C=CN 6257R0B3 |599790n63
CN = GDCA TrustAUTH R4 SSL CA COF67A5B éi;?éiﬁ'g’fg; GDCA
O = GUANG DONG CERTIFICATE . 2048 |BETCO8CO (0pca1m5as
Signing Key| sha256RSA ) ADO4BBA8 | oo r orape|  TrustAUTH
AUTHORITY CO,LTD. bits [614580F5 8BE§£EC§1§8 RS ROOT
C=CN 6257R0B3 |5y 5 6¥EDDT
CN = GDCA TrustAUTH R4 DV SSL CA 7313cmg3 | /7105150085 GDCA
O = Global Digital Cybersecurity Authority | = 2048 |COOC2AR0 | j)pnspgsc
Signing Key| sha256RSA 2692AE3F TrustAUTH
Co,, Ltd. bits |7p4074p5 |AI6CBA44CES
300B3595 |851FA000823 R5 ROOT
C=CN 41B2535F5
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE gggggggiggé GDCA
O = Global Digital Cybersecurity Authority | = 2048 |0735A8171) 51 ppaR32
Signing Key| sha256RSA ) 63DBCID6 TrustAUTH
Co,, Ltd. bits |1E3Ee30p|EL4L8FFOART
' DDee17p0 |C3240E91230 R5 ROOT
C=CN 159F3E7BF
CN = GDCA TrustAUTH R4 EV SSL CA 1EGAEADE ggﬁggéggigg GDCA
O = Global Digital Cybersecurity Authority | . 2048 |FO2FBFAS | o o peraTr
Signing Key| sha256RSA i D36CC7C6 TrustAUTH
Co,, Ltd. bits |3rppecea |PBOOFFLBO32
' cODCE3417 |04DB36915CE R5 ROOT
C=CN A31F13342
CN = GDCA TrustAUTH R4 Extended
" 1E6ARADE |95324R98325
Validation SSL CA 2048 |F52FBFAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha256RSA | ° - |p3eccice |FELECCT TR TrustAUTH
AUTHORITY CO,LTD. T Eeece loan rrsaoDe | RS ROOT
C=CN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA D3FEEE6L ggggggizggg GDCA
O = Global Digital Cybersecurity Authority o 2048 |80C09990 |00, 27 spmace
Signing Key| sha256RSA . 596DD624 TrustAUTH
Co. Ltd. bits |55F2FFCO ggiggggggig R5 ROOT
C=CN EB271TEC | 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 3 gggzgzg;gi GDCA
O = GUANG DONG CERTIFICATE . 2048 |80C09990 |, ne yenso2
Signing Key| sha256RSA ) 596DD624 | /oy ol acaspp|  TTUStAUTH
AUTHORITY CO.,LTD. bits |55F2FFCO
28271 75C | 2CBBCEFBTA0 R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AE Zg;giééggg\g GDCA
O = Global Digital Cybersecurity Authority | . 2048 |RO4L621C | o 0EFEDD
Signing Key| sha256RSA . 2084B7D3 TrustAUTH
co. Ld. bits  |8881D1CD ggisggggg; R5 ROOT
C=CN 8072CTT¥ | p3g1cpB8s
CN = GDCA TrustAUTH R4 Plus EV
I 4A5D70Fa |SB39A01EBED
CodeSigning CA »048 |OE1FFC31 DOCOE870359 GDCA
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA . 1r6p5834 [FOLAFEO00OS T p AUTH
ot e |osangoss osczioz| T
0., .
C=CN p0475180 FB4BBOE4E
CN = GDCA TrustAUTH R4 TimeStamp CA ESF795D3 éi?gggg;;ig GDCA
O = Global Digital Cybersecurity Authority | 2048 |4860FEBT |0, /o aenFD36
Signing Key| sha256RSA . 02F17810 TrustAUTH
Co,, Ltd. bits [50FFD10D iiigi;giégg RS ROOT
C=CN FB735803 ) gr4p47B
CN = =2/ R5 1R CA 827AL2A2 Qz;zggggggg
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| -oqpae7app| HZALRS
Root K ha256RSA ADF14CA6
ootkey | sha - E146723EE28
Co., Ltd. bits |EB71B58B R CA
1201r329 |0BOECF3738C
C=CN TCAFEBLAE
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CN = HZ I R4 EV RS RIS CA 28BOAF46 |F220085352
O = Global Digital Cybersecurity Authority | 2048 |7654EASL oo ooopcepo|  BZERIERS
Signing Key| sha256RSA . D4B2810E | o e iR
Co, Ltd. bits  [540916D2 R CA
DEEFF38¢ |EBBEA297DAA
C=CN D147EAT6F
CN = B2t R4 OV RS2+ CA 0B630ES58 igigggi;if
O = Global Digital Cybersecurity Authority | . 2048 |2F1BBOOF |\ oarnaga1s| BZERHRS
Signing Key| sha256RSA i 85B257B2| o0 prnaroy
Co,, Ltd. bits |4a3131c4 iR CA
2970a1 o |AB27DCD7B15
C=CN BDF83C1D6
CN = #Z Wt R4 DV RSB ERIEH CA 0C2556EA igigggggfzgg
O = Global Digital Cybersecurity Authority | 2048 |FD7A04DD L pcigg5pp| BERRIHRS
Signing Key| sha256RSA . C2RE6239| o) ostgony
Co,, Ltd. bits 09693113 iR CA
8EBES]Dg |AB2A5108AA3
C=CN D6664A641
CN = BZRHE R4 IV FRSERIES CA FBF66620 |1 2CD0IBIFER
O = Global Digital Cybersecurity Authority | =~ 2048 |P2ARTB2C|, oo o bREE0T7| HZEIRRS
Signing Key| sha256RSA ) 10CBS2E2 |00 50 9138206
Co, Ltd. bits  [59p40a15 R CA
3c11m3p7 |861622297BF
C=CN 643598961
CN = % R4 RIBLZIEH CA 0B1COC1T égggggggzgg
O = Global Digital Cybersecurity Authority o 2048 |23ADOF261, 50 31cc0p3g|  HMZAILRS
Signing Key| sha256RSA . C4928AFC |5 o7 ce3pROS
Co., Ltd. bits |7r77FD16 R CA
27097831 |FL15BDDDB71F
C=CN 2BF87E200
CN = & R4 ZBITFIES CA 5543FAB3 igggggggﬁ};g
O = Global Digital Cybersecurity Authority | 2048 |89FSTEDS oo pppgra7a3| BERRHRRS
Signing Key| sha256RSA . SADAFEBL | 005355
Co., Ltd. bits |258451E2 R CA
C86ABEF7 C2695EB68BB
C=CN 91DOB1BAD
CN = #ZmA R4 ERITFIET CA 49EE724E gggéﬁgigzgz
O = Global Digital Cybersecurity Authority o 2048 |PA99640C| 1 o ihgons|  EZRAILRS
Signing Key| sha256RSA . EL14480ED | 01 oappapt o
Co., Ltd. bits |731Dp35FC RCA
8p4243c4 [B94317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA Eﬁiés?égéi DA
O = Global Digital Cybersecurity Authority 384 |20ASDBS6 oo 0o oag1p
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co., Ltd. bits |c88a6189 égiiiggégég E5 ROOT
C=CN OFASF222| 003789431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 iﬁéiéiééi\ﬁé GDCA
O = Global Digital Cybersecurity Authority | 256 |26589289 |, o1 rap3B
Signing Key | sha384ECDSA ) 93BCI6AC TrustAUTH
Co,, Ltd. bits |234445¢p [F6D386A4142
4ea4copy |26B66ADST1L E5 ROOT
C=CN 6934A9EC3
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CN = GDCA TrustAUTH E4 OV SSL CA 55612pF0 |FA0E436C044
i . . 62120701 |20376287C9A GDCA
O = Global Digital Cybersecurity Authority L 256 C94A38B975B
Signing Key | sha384ECDSA ) ECEF127A TrustAUTH
Co,, Ltd. bits |6m5ac4s5p |EAPF16F0CE3
0290a22c |OFFO79E750D E5 ROOT
C=CN ADD03453A
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 |[A404FBA9SE
- . . 2570 |C8D525DEEAC GDCA
O = Global Digital Cybersecurity Authority | 256 |PPS 47299CABA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co, Ltd. bits  |cac61585 gégz}\ggg%gg E5 ROOT
C=CN AEC63EFB |96 racd66
CN = GDCA TrustAUTH E4 IV SSL CA SBRIFECE ﬁgéggg;igg GDCA
O = Global Digital Cybersecurity Authority | 256 |8RA2FO02E |, porcioporc
Signing Key | sha384ECDSA . 21DDCEED TrustAUTH
Co,, Ltd. bits |paaaFp2s |290B1D6397B
70F2D0 67 |CAET79F2ED3 E5 ROOT
C=CN D34D0OD721
CN = GDCA TrustAUTH E4 CodeSigning CA opocecng [ESABOFRS362
O = Global Digital Cybersecurity Authority Jee |E4AS3085 AOF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA | - |7DE31681 |J0080 200l TrustAUTH
its  |2EBFCBI1C
C=CN 05F8BC4A281 E5 ROOT
16C0D760 111 5957BFF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 32;223;{3;2 GDCA
O = Global Digital Cybersecurity Authority o 256 |7C365592 |41 rnnRoRCS
Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co, Ltd. bits |cscs62D3 Zéﬁgggg;;g; E5 ROOT
C=CN BBC34684 137898181
CN = GDCA TrustAUTH E4 Primer CA BD90963A ;Sgiiiéiigi GDCA
O = Global Digital Cybersecurity Authority | = 256 |7CC8IC8E |, ot or3mpoD
Signing Key | sha384ECDSA . 2114AD92 TrustAUTH
Co, Ltd. bits 17823023 gsggzégg;; E5 ROOT
C=CN IR3BBOEE | 504 0ars47
CN = GDCA TLS ROOT R52 77AE39EBD12
CLC3T6BF | pepc747C74
O = Global Digital Cybersecurity Authority 4096 |B954BSBC|  ornoar0oss| GDCATLS
Root Key sha256RSA ) 7T485SFCBA | 504030566
Co., Ltd. bits |B3c583CE SD736914467 ROOT R52
C=CN DIFSBEBE | ) 7406471
CN = GDCATLS OV CA R42 6C12CD82419
o _ _ 22E9D§Z4 OD6ADD67E25
O = Global Digital Cybersecurity Authority o 3072 |319D922D g pc7prar| GDCATLS
Signing Key| sha384RSA i 5593310D | 2 4271 51pp
Co,, Ltd. bits 89972438 059 ROOT R52
. 3p17c041 |FELBSODIFBC
= ED296E720
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CN = GDCATLSEV CAR42 73BBYRBD3 iggggg?;ggz
O = Global Digital Cybersecurity Authority | = 3072 |PS7E6455|35ccaa7889| GDCATLS
Signing Key| sha384RSA . AO3EBBF8 | 55 o o)
co. Ltd. bits |7r5320D8 iBS?Ag43ggg ROOT RS2
C=CN EBF2ID17 |y 4 9m0n285
CN = GDCATLS DV CAR42 29312D4F g\ggg?giégzg
O = Global Digital Cybersecurity Authority | 3072 |17BAET2L | o copagog| GDCATLS
Signing Key| sha384RSA . ACABODAT |0 o e3a
co. Ltd. bits  |18FE439E | 0 s01gara| ROOT RS2
C=CN AB0B3080 558015
CN = GDCATLS ROOT E52 D50FDF57D3C
.. . . 062923CD EC20EE91256
O = Global Digital Cybersecurity Authority 384 |EE29468A| ) ona68c3| GDCATLS
Root Key | sha384ECDSA . 9548584F | ' o rr e
Co, Ltd. bits 4363588 ROOT E52
0AF13904 1F23EF4B183
C=CN 3290BF012
CN = GDCATLS OV CA E42 175cFecE |5 72B C0D00
O = Global Digital Cybersecurity Authority | 384 |6D73FA04 | 21502837 GDCATLS
Signing Key | sha384ECDSA ) AC3FTETA S o e 095038
Co, Ltd. bits  |B71838C ROOT E52
00335n04 | JBEBFCCDBS4
C=CN SE6F861ES
CN = GDCATLSEV CAE42 BD488893767
. . ) 9EDILBCL |, b pr130ED36
O = Global Digital Cybersecurity Authority | 384 |CLSE3D68 |, o orrccpa| GDCATLS
Signing Key | sha384ECDSA . EDED2F57 | 2441 71 pppEF
Co, Ltd. bits |046E3DE2 e TBEADLRS ROOT E52
C=CN BBD1959A | 1 3pn4san7
CN = GDCATLS DV CAE42 0E114041712
L . , A§5§D§E7 89F7214FDOF
O = Global Digital Cybersecurity Authority | 384 |18C8E3BB. or01p7170| GDCATLS
Signing Key | sha384ECDSA . AO47EBDS | oo mones
Co,, Ltd. bits  |7395a8c0 |2 ngi? . Bgf ROOT E52
C=CN TOF2DADA | 155816235
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Appendix B
Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:
Name Version Release Date

GDCA CPS 6.2 28 February 2025
GDCA CPS 6.1 15 April 2024
GDCA CPS 6.0 31 August 2023
GDCA EV CPS 3.0 28 February 2025
GDCA EV CPS 29 15 April 2024
GDCA EV CPS 2.8 8 May 2023
GDCACP 33 28 February 2025
GDCA CP 32 15 April 2024
GDCA CP 3.1 31 August 2023
GDCAEVCP 29 28 February 2025
GDCAEV CP 2.8 15 April 2024
GDCA EV CP 2.7 8 May 2023
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https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.2.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV3.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.3.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.2.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.7.pdf
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Appendix C

Locations in-scope:

Location

Function

Guangzhou City, Guangdong, China

Administration and Support

Foshan City (West), Guangdong, China

Datacenter Facility

Foshan City (East), Guangdong, China

Datacenter Facility
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. N s INTERNATIONAL
PR E € AT 19F.-5, No.171, Songde Rd., Sinyi District,

SUN RISE CPAS’ FIRM Taipei City 110, TW.

DFK INTERNATIONAL Tel : +886 2 2346 6168
Fax : +886 2 2346 6068

MIUEIERS

(CGER : APXRERESE - EXESHEIRSE - )
B BZRRRERDBIRAEEENE

BAESEE - WG —PRI SRR R BRAS (Global Digital Cybersecurity Authority Co., Ltd. -
PUNEFR “GDCA” ) T 2024 £ 3 H 1 HE 2025 £ 2 A 28 HEE T4 =Pralith s E R FINIE(“CA”) AR SS
HEEMBEIAEWNT 7 SRRIENWEIEWS - RIEEEMEIAE - GDCA B :

o TEMMTAIZAIAIEAE ZREBFINEW SN (cps ) AMNEFRZRIEHBRES (cP ) PIKFE © EV SSL
IEBAa FE SN - BFEEEBTE CA/Browser ICIZMIMERIES 1ML EV SSLIEHARSS - HK
TEIREE R SR 1R AR R AR SS

o BEAIUERING - DURHLIT SEMRIE
BYUFRIFFERENZAM EVSSLIEBEEMBHTHNTEY ; UK
T GDCA Fr#tiTROEAHE/FIR St £ E EV SSLIERRIFENER

o  BEAIUERING - DURHLIT SERIE
Xt CA RS NEUEN 2B EIBOIRT NN DA
RIEFBHMEBERRENESNY | UK
CA RGBT AR - P FIRIERREJRIRINFNIT - DULER CA RARITE

PATF & WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL v1.8 °
GDCA KRIFEHEHA - TREHIEPERERS - B - RIIWFHERRERE2ERIVEN B RES -

GDCA T 2024 £ 3 A 26 HiZFE 1 Mozilla Bugzilla & ER—#E5 4 ( Bug 1888060 ) - FE1ZEHH4 - GDCA £
2023 F 9 A 15 HE 10 A 8 HEAEMA 1 20 1 SSUYTLSIUES - IERERETEARARYT B - BRZEARE =
FMIEHEE 12 1 ov 1EJFJ 7NDVIERF 1 MNEVIES - HZE 2024 F4B2HTF5:10 (UTC+8) - FiA

XU P OREES T - BASHRER - GDCANEHRANAMMBLIEREEARITICEEZPEE

F18 #1118


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060

Y ODFK

INTERNATIONAL

PREEE € 3HFFE AT 19F.-5, No.171, Songde Rd., Sinyi District,
SUN RISE CPAS’ FIRM Taipei City 110, TW.
DFK INTERNATIONAL Tel : +886 2 2346 6168

Fax : +886 2 2346 6068
Bt - IEER AR E EET 2025 & 38 sHEAR -

GDCA T 2024 ©F 4 B 2 Hi%E 7 Mozilla Bugzilla ‘F& ER—HES 4 ( Bug 1889062 ) - %S4 - 1l Bug
1888060 HF Pt - GDCA £ 2023 £ 9 B 15 HE 10 B 8 HEfEMA 1 20 MEBAIFRBERLRY EHY SSL/TLS
IEH - #HE2024F 48 2HTFF5m109 (UTC+8) - FMBIEPESHWEEESITE - 4M - B 13 MEPEW
FNEROAIRER 5 KNERBHE - SBERTEAEK 49.1.1 - HHEERNTESHRER - ERSTURK
GDCA KEUINIE M B E ARITIC T B P B RE M - IbERAHF S FWETHR 2025 F4 5 2 HEAR -

GDCA B951E

GDCA MEBEBEMTRREREERIAE BEERINEMM U RIAE DN GDCA FIRENIRZSERTS
WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL v1.8 FIHIZE °

MRV IT M A E

BNEFRUMHBTEMRERZARHN T ARRMWRW ST EREN ( Code of Ethics for
Professional Accountants) ME ’J BmEK . ZENZEUELEER - B - TWEEAMEE - REMEBRWT
RAWEXRFENZ & - KEFRAEMRBESEEERNE (ISQM) 1 - Bl H 771 5787 #1138 B B M (R IF B 1R AR S
WSHAEFEEE  HEILEPTENREEHRE  EEFSERER TUWiENEREREMEK
B S ERBUR AR -

HitRISRIE

FMNWIRAZERTE L TFROEM EX DA WEERINERREIE - RIBRIEREGEITSEILAENESS
RIMHEPREIE WS ENSE 3000 ST LW FEER Fif 2L EFEIE IS NMERIT 7 EIETAF - M
MESKFATH R AN THENNFHEFLEKINFAAEASEMINEERAENSERIL - 681 :

(1) THE GDCAEVSSLIEBEEIEIE - 8 evsSLIER RN - EMAmHE ;
(2) HEEMXWSBRIEZEEST 7PIRER EVSSLIEBAmnFHER ;

(3)  MAAMTAEZEBENMTHBERYE ; UK

(4) BWTHEHMEIDAADENLILERR -

BOEE - RMFKBWIHEZRR 7 ~ B3N - ARKREIEE SR &M -
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WHEEBERUREMEETESMRAPMBERKBR S NWESE - B0FRABEN R KB 77 hASERZERIN B
FATHEAT A TAE -
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https://bugzilla.mozilla.org/show_bug.cgi?id=1889062
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
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https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
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Bfit 4 —
KINERSENEIENZRASIERIZEAT:
. . SHA256 . .
Key Name Key Type Slgna.t ure Key Size SUbjec.t K ey Certificate Certificate Signed
Algorithm Identifier Th . by
umbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F gigjggigiiz GDCA
O = GUANG DONG CERTIFICATE 4096 |4DCEEBOA|01,50767m0
Root Key sha256RSA ) Al7CCFOE TrustAUTH
AUTHORITY CO.LTD. bits [3r65c529 gg?f?iggggg 25 ROOT
C=CN 886A1351 |, 591p3803
CN = GDCA TrustAUTH R4 EV CodeSigning coc2230s |B82E0146D15
CA 2048 AYDFC522 D3483EE5981 GDCA
.. . . .. E35067F1449
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA bits zigzgggg E562B89E22E| TTUStAUTH
Co.,, Ltd. anBepo7a |CC3FDE37274|  R5ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6FS5344
Validation CodeSigning CA 2048 iggiégg; C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha2SeRSA | ° - [P19565¢p DERUCITIN  TrustAUTH
AUTHORITY CO,LTD. S 16476256911 962987R628| RS ROOT
d AAB6D074
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIEIA Eiéﬁééiiéil GDCA
O = Global Digital Cybersecurity Authority o 2048 |2D739636 EF79CAEQ7FE
Signing Key| sha256RSA . 727D5D1E TrustAUTH
Co, Ltd. bits  |86r28123 :iigggﬁggég R5 ROOT
C=CN 69CF68E4 AACD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIEIA igifgggggg GDCA
O = GUANG DONG CERTIFICATE o 2048 |2D739636 |5 00333547y
Signing Key| sha256RSA i 727D5D1E TrustAUTH
AUTHORITY CO,LTD. bits |per2g123|i44D983272E
! cocrosga |33995A331BE R5 ROOT
C=CN 1A4C4FEOA
CN = GDCA TrustAUTH R4 OV SSL CA COF6TASE 2222@222{2@2 GDCA
O = Global Digital Cybersecurity Authority | 2048 |BETCO8CO |op g prcgrs3
Signing Key| sha256RSA ) AD04BB48 TrustAUTH
Co,, Ltd. bits |6145p0%5 |E2642086993
' 6257a0p3 | 2A48DCCED56 R5 ROOT
C=CN B99790A63
CN = GDCA TrustAUTH R4 SSL CA COF6TASR éi;?éii'g’?g; GDCA
O = GUANG DONG CERTIFICATE o 2048 |BETCO8CE | 0omcrim543
Signing Key| sha256RSA ) ADO4BBAS8 | orrorspe| TTUStAUTH
AUTHORITY CO. LTD. bits |6145B0F5 SBEOARCL12S RS ROOT
C=CN 62578083 B256FEDD7
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CN = GDCA TrustAUTH R4 DV SSL CA 73130883 | A0 oA
O = Global Digital Cybersecurity Authority | . 2048 |COOC2RA0 1) 1o boa3EgsC
Signing Key| sha256RSA 2692AE3F TrustAUTH
Co. Ltd, bits | 78407485 ggfgigggggg R5 ROOT
C=CN 30083595 41B2535F5
CN = GDCA TrustAUTH R4 IV SSL CA 5503AE8E ggéggggiggé GDCA
O = Global Digital Cybersecurity Authority L 2048 |0735R8171) (n)pRaR32
Signing Key| sha256RSA 63DBCID6 TrustAUTH
Co, Ltd. bits | 1E38639D iggigggg;\?g R5 ROOT
C=CN DDCOLTDO 5 9p3p7pF
CN = GDCA TrustAUTH R4 EV SSL CA 1EGAEADE ggéggéggigg -
O = Global Digital Cybersecurity Authority | . 2048 |F52FBFAS | 0o oo neraTr
Signing Key| sha256RSA D36CC7C6 TrustAUTH
Co,, Ltd. bits |3rpBgCea |PPOOFFLBO32
cODCES41 |04DB36915CE R5 ROOT
C=CN A31F13342
CN = GDCA TrustAUTH R4 Extended Lmenmapg |35324508325
Validation SSL CA 048 |F52FBFAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha256RSA | ° . [p3eccics T oeoonel | TrustAUTH
ITS
AUTHORITY CO,LTD. oo |oaprFsaone| RS ROOT
c=CN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA 5DB60C2D6B6
_rL_'S e.ner|c ) D3FEEEGL BECF3144775 GDCA
O = Global Digital Cybersecurity Authority | 2048 |80C09990 |07 3nappace
Signing Key| sha256RSA 596DD624 TrustAUTH
Co,, Ltd. bits |55r2FFco |FE4649D69BO
EB2717EC B21B3D6B2AB R5 ROOT
C=CN A78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEEG1L 3 §§§Z§Z§§§§ GDCA
O = GUANG DONG CERTIFICATE o 2048 |80C09990 11 pgy senson
Signing Key| sha256RSA ) 596DD624 | /o) by o TrustAUTH
AUTHORITY CO,LTD. bits |55r2FFco |281E18C4ASDE
ER2717EC 2CB8C6FBTA0 R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AE fé;giéégggg ——
O = Global Digital Cybersecurity Authority | . 2048 |RO41621C |0 o r 0EFEDD
Signing Key| sha256RSA 2084B7D3 TrustAUTH
Co,, Ltd. bits |gss1picp | fAFDPDOOEB3
8072C77F 0E47C6BBAOF R5 ROOT
C=CN E3E1CDBSS
CN = GDCA TrustAUTH R4 Plus EV sn50705s | 3B39R01EBED
CodeSigning CA S04 |OE1FEC31 DOCOE870359 GDCA
O = Global Digital Cybersecurity Authority | Signing Key| sha256RSA . 1r6p5834 |FOLAFE6066S TrustAUTH
bits 064DE635 EOD5C240802
Co., Ltd. D0475180 |21A0769DTEO | R5ROOT
C=CN FB4BBOE4E
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CN = GDCA TrustAUTH R4 TimeStamp CA ESF795D3 éi?gggggéig CDCA
O = Global Digital Cybersecurity Authority L 2048 |4800FFBT |y ) roparD36
Signing Key| sha256RSA 02F17810 TrustAUTH
ss - [sozroton EEaccite | T
C=CN FB735803 |4 cgE4B47B
CN = =R R5 R CA 827R42A2 ;%%zgggiggi
O = Global Digital Cybersecurity Authority 4096 |[BESCOBBB Jonpsg73pp| HZEIERS
Root Key sha256RSA ADF14CA6 6723EE28
Co, Ltd. bits |ez71B588 |FL4 EE R CA
1201F329 |0B0ECF3738C
C=CN 7CAFEB1AE
CN = Z1Z2R % R4 EV RS SIEH CA 28BOAF46 52020085552
O = Global Digital Cybersecurity Authority | 2048 |7654EASLIpp) soopceno|  MBRIHERS
Signing Key| sha256RSA ) D4B2810E 97ERE64
Co, Ltd. bits |540916p2 |PPD2 /EBOOAE 1R CA
DEEFF38 6 |EBBEA297DAA
C=CN D147EAT6F
CN = BZ K R4 OV RSB ERIEH CA OB630E5S igiiggiéii
O = Global Digital Cybersecurity Authority | 2048 |2FL1B86OF| 1gonnago15| AR
Signing Key| sha256RSA . 85B257B2| 3 1 RrR3E24
Co, Ltd. bits |4a3131c4 1R CA
2970A1 95 |[AB27DCDTBLS
C=CN BDF83C1D6
= HZIH R4 DV BRSZRIEH CA 0C2556EA igiggégiigg
O = Global Digital Cybersecurity Authority | 2048 |FD7A04DD |oropsaggspp| BEREIHRS
Signing Key| sha256RSA C2AE6239
Co,, Ltd. bits |09693113 |°/4DC2C82EF 18 CA
8EBES]Dg |PB2A5108AA3
C=CN D6664A641
CN = HZIH R4 IV RS ZES CA FBF66620 | 0(D03BIF IR
O = Global Digital Cybersecurity Authority | 2048 |D2ARTB2C |, 55 copRRR07|  BZEERHRS
Signing Key| sha256RSA ) 10CBS2E2 | .0 500138206
Co, Ltd. bits |s9pa0a15 |22 1R CA
3C11E3FT 861622297BF
C=CN 643598961
CN = #Z /It R4 RIBERZIEH CA 0B1COCLT égggsgégzgg
O = Global Digital Cybersecurity Authority | 2048 |23RDIF261, .0 11550p3g| EEEIHERS
Signing Key| sha256RSA C4928BAFC |0 - c3DR08
Co, Ltd. bits |7r77FD16 |22 22003DB 1R CA
27097831 |F15BDDDBT1F
C=CN 2BF87E200
CN = =K R4 Z@ITFIEH CA 5543FAB3 ggggigsjgg
O = Global Digital Cybersecurity Authority | = 2048 |89FSTEDS o) pppera7as| BERRHRRS
Signing Key| sha256RSA SADAFEBL | 00000355
Co, Ltd. bits [258451E2 | FDIEA2135 1R CA
Caenpgp |C2695EBGBBB
C=CN 91DOB1BAD
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CN = BZ KA R4 EMITFIES CA 49EE724E gggiéiigggz
O = Global Digital Cybersecurity Authority | . 2048 |PR99640C | soppoops|  BZERIHERS
Signing Key| sha256RSA . E14480ED| 1 ooppr3p1o
Co,, Ltd. bits |731p35FC RCA
8p4243c4 [B94317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT EALS2FD132D
s ' . e enot ImaraET1930n GDCA
O = Global Digital Cybersecurity Authority 384 ASDBS6 | o0 05170810
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co, Ltd. bits |cgsac1sg |FCBBB5F1014
opacppay |[DBBD7782AC0 E5 ROOT
C=CN CC37E9431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 iééfﬁﬁééi‘ié GDCA
O = Global Digital Cybersecurity Authority | 256 [26589289 1., 51 1 pap3n
Signing Key | sha384ECDSA . 93BCI6AC TrustAUTH
Co,, Ltd. bits |234445¢p [F6D386A4142
4ea4copy |26B66AD5T1L E5 ROOT
C=CN 6934A9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 éﬁgségggggi DA
O = Global Digital Cybersecurity Authority | 256 |02120F0L| o,/ 308975R
Signing Key | sha384ECDSA ) ECEF127A TrustAUTH
Co,, Ltd. bits |em5ac4sp |SAPF16F0C63
0299a22 |OFFO79E750D E5 ROOT
C=CN ADD03453A
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 é@é?é?i;iii GDCA
O = Global Digital Cybersecurity Authority | 256 |PP32570R | 2o 59caRA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co, Ltd. bits |cace1585 éﬁgiggigégg E5 ROOT
C=CN AECO3EFB | 6 araca66
CN = GDCA TrustAUTH E4 IV SSL CA SBRIFECS Elggggg;igz CDCA
O = Global Digital Cybersecurity Authority | 256 |8AZFO02E | Cor i spore
Signing Key | sha384ECDSA . 21DDCEED TrustAUTH
Co, Ltd. bits |pAAAFB25 éiﬁgg;g;? E5 ROOT
C=CN T0F2D067\ 3 4pop721
CN = GDCA TrustAUTH E4 CodeSigning CA opocecng [ESABOFRS362
O = Global Digital Cybersecurity Authority c6  |m4R53085 AOF0137C845 GDCA
Co., Ltd. Signing Key| sha384ECDSA | <7~ |7pE31es1|2lBAES82908 ) GiAUTH
ss - msecaic (10220 TR
16CODT60 1 5 9p7ppF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 (9978085258 GDCA
O = Global Digital Cybersecurity Authority L 256 |7©365592 g0, rraRoBCS
Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co, Ltd. bits  \cacs62p3 Zéﬁgggg;i;; ES ROOT
C=CN BBC34684 ) 32898181
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CN = GDCA TrustAUTH E4 Primer CA BD90963A ;ggig??j?;g GDCA
O = Global Digital Cybersecurity Authority | 256 |7CC8ICBE| o p0R3ED2D
Signing Key | sha384ECDSA ] 2114AD92 TrustAUTH
e [t eEstaiisy| T
C=CN 9R3BBOFS |50 0ars547
CN = GDCATLS ROOT R52 C1C376BF Z;?Eégigg%i
O = Global Digital Cybersecurity Authority 4096 |8554BSBC| o oak0s9| GDCATLS
Root Key sha256RSA ) T485FCBA |50 1030566
Co, Ltd. bits  |B3c583CE S 73eolases| ROOTRS2
C=CN DOFSBESE | ) h74c6471
CN = GDCATLS OV CAR42 20F9D874 ggéiggggg;g
O = Global Digital Cybersecurity Authority o 3072 |315D922D|gr- pc7prar| GDCATLS
Signing Key| sha384RSA . 5593310D | 0 yas7157
Co,, Ltd. bits |g997a43p |2A42 BBl ROOTRS52
3517c041 |FE1BS0DIFEC
C=CN ED296E720
CN = GDCATLSEV CAR42 73BBYRBD3 igggggggggz
O = Global Digital Cybersecurity Authority | 3072 |P57E6455 13500447889 GDCATLS
Signing Key| sha384RSA . AO3EBBF8 | > o e o pEC
Co, Ltd. bits |7F5320D8 D1IECl ROOTRS2
- gBr21p17 [FB21A64
C=CN E49E0A285
CN = GDCATLS DV CAR42 29312D4F Zgggg?giégzg
O = Global Digital Cybersecurity Authority | = 3072 |L7B4ET2L1 | o copag20| GDCATLS
Signing Key| sha384RSA . ACABIDAT | oo o e 73a
Co, Ltd. bits |1AFE439E ROOT R52
A80B3080 B22250184FA
C=CN 95C08C15A
CN = GDCATLS ROOT E52 D50FDF57D3C
» _ , 069953CD ) 0EE91256
O = Global Digital Cybersecurity Authority 384 |EE29468A|, 1 oona68c3| GDCATLS
Root Key | sha384ECDSA . 9548584F | o rr e
Co, Ltd. bits  [43635aEE ROOT E52
0AF13904 1F23EF4B183
C=CN 3290BF012
CN = GDCATLS OV CA E42 175cr6CE 012 0 TEOD00
O = Global Digital Cybersecurity Authority | 384 |6DT3FRAO4| Cr1302837| GDCATLS
Signing Key | sha384ECDSA ) AC3FTETA | S o e 095038
Co, Ltd. bits |EB71838C ROOT E52
00335n04 | 2BEBFCCDBS4
C=CN SE6F861ES
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CN = GDCATLSEV CAE42 9ED918CT BD488893767
- _ ' ABBF139ED36
O = Global Digital Cybersecurity Authority | 384 |CLSE3D68 | 0 opascpa| GDCATLS
Signing Key | sha384ECDSA ) EDED2EST |, 0191
Co., Ltd. bits |046E3DE2 3C67B6Z]-D\glzgg ROOT E52
C=CN BED1959A A3BA45AA7T
CN = GDCATLS DV CA E42 0E114041712
- ' . B |89F7214¥DOF
O = Global Digital Cybersecurity Authority | 384 |18C8E3BB. or01p7170| GDCATLS
Signing Key | sha384ECDSA ) AO4TEBDS |, 5g ynpncs
Co., Ltd. bits |7395aBc0 678;;2268?; ROOT E52
C=CN 7OF2DADA (55816235
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Bt 4 —
SEEINE B Z CP/CPSARZ:
Name Version Release Date

GDCA CPS 6.2 28 February 2025
GDCA CPS 6.1 15 April 2024
GDCA CPS 6.0 31 August 2023
GDCA EV CPS 3.0 28 February 2025
GDCA EV CPS 29 15 April 2024
GDCA EV CPS 2.8 8 May 2023
GDCA CP 33 28 February 2025
GDCA CP 32 15 April 2024
GDCA CP 3.1 31 August 2023
GDCA EV CP 29 28 February 2025
GDCAEV CP 2.8 15 April 2024
GDCAEV CP 2.7 8 May 2023
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https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.2.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV3.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.3.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.2.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.7.pdf
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s Olobal Digital Cybersecurity Authority Co., Ltd.
GDCA

BFIANERSHNEEMBAERS

(FPXRERESE - EXBSREIRE )

BB RHBRAT ( Global Digital Cybersecurity Authority Co., Ltd. - M/ N &#R“GDCA” ) ZE L FIAIE
FRZ A ("CA”) - IR IBRIUFSSL(Extended Validation SSL - "EV SSL”)EE FIAEARSS - B —FIR T BRSZFR
BERRIEBAM P LRIES -

GDCA MEIEM ZEATIEXWEV SSL CARRFB B F AP BNV IES] - 81F : IREEV SSL CAWSBHN - EV SSL CA
ZEREMEEAEE - EV SSL CAIEBAEMBEHEIE - ITFPEV SSL CAIEBAEMmBEEEIE - XU EH| a1 3E Wiz Hl
KAMIE SR B ERPEFT R AR R FE 5 -

TAZEFRHEEB ARG - BFARNKRUKENE LB BZEFR BN - EIE - BEBNRERI T NEEX
GDCA ZERIEFINERSFRESEMRIE - IS - BT EGIENRE - ERINER O EEREMAERE -

GDCA BEEREEX FTIZAAIEV SSL CARRS I SHIM 3 58 R 1= Hl #1714 - EF I - GDCA EIBEIAAN -
£2024 %3 A1 HZE2025 F£2 528 HFAGDCA =M =75l s 32 XEV SSL CABRZS HAE] - GDCAE :

o MM —ZCP/CPSH#EEEEV SSLIERBAEmBEHEREE] - S¥FEHKEET CA/Browser iLix
( CA/Browser Forum ) FAERTES|IRHEV SSLIEHRS - FRIBR TR S LERHERRS

o BYUBARIEHINE - DUREIITSEFRIE :
B RIFFEENZAMITFPEVSSLIE B EEmB TN ; DK
F GDCA PR fTROEAHRIEIE XA E EVSSL IFPERIEENER

o BYBMIEHEIMNE - DURHLINSEMRIL
YCA 2L MEIRRNZEMIEHONRTHENATA ;
FREFBHMEBERRFOESM ; UK
o CARGINA A - HEFNRFSIEINENMNGT - DERCA RFRITE

P#5 & WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL - Version 1.8 °
GDCARIEEHRID - MARRHIEBERLRS - B - RIMNPWAERSKEBERRIZENBRIZET -

GDCA T 2024 % 3 B 26 B#%E 1 Mozilla Bugzilla & LR —H#EE 4 ( Bug 1888060 ) - EiZEH+ - GDCA £
2023 F 9 A 15 HE 10 B 8 HEREIMA 7 20 D SSU/TLSUED - IERBBETEARARY E - BRREAIRE =
EAIEREIE 12 DOVIER ~ 7D DVIEPRM 1 DNEVIER - BE 2024 F 482 HF45:10 (UTC+8) - FiA
XU B ER RS - BRASHRER  GDCANSHREEMN A M AMBUIERESEAXRITICTZ PSE
it - EBERARFE EEFmR2025 F 38 sHEAR -

GDCA T 2024 ©F 4 B 2 Hi#%E 7 Mozilla Bugzilla “F& ER—HES 4 ( Bug 1889062 ) - %S4 - 1l Bug
1888060 tHFf#it -+ GDCA £ 2023 £ 9 A 15 HE 10 A 8 HEARIMA 1 20 MNHAIIERBEARART BAY SSL/TLS
£18 #95


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
https://bugzilla.mozilla.org/show_bug.cgi?id=1889062
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
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RANEREANEENBRASIERSIEWT:

SHA256

Signature .. |Subject Key . Certificate Signed
Key Name Key Type . Key Size . Certificate
Algorithm Identifier Thumbprints by
CN = GDCA TrustAUTH R5 ROOT E2C9409F gzgsggiggg GDCA
O = GUANG DONG CERTIFICATE 4096 |4DCEEBIRI) 110076720
Root Key sha256RSA ) ALTCCFOE | onrnicman| TTUStAUTH
AUTHORITY CO.,LTD. bits [3F65c529
s8ea1oc |OF713A13B99 R5 ROOT
C=CN 2891D3893
CN = GDCA TrustAUTH R4 EV CodeSigning co6223p |BE2E0146D15
CA S04 |RoDFCS22 D3483EE5981 GDCA
. . . - 7
O = Global Digital Cybersecurity Authority | Signing Key| sha256RSA bit D155654D Eggg;gégg; TrustAUTH
ITS 7
Co,, Ltd. ngggsi CC3FDF37274 RS ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6F55344
Validation CodeSigning CA 2048 gggﬁggg; C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha2S6RSA | ° - [P19565¢D D a2l TrustAUTH
ITS
AUTHORITY CO,LTD. e [176a787E628| RS ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIEIA 8%23;25@% GDCA
O = Global Digital Cybersecurity Authority | 2048 |2D739636 00 90aR97FE
Signing Key| sha256RSA 7271D5D1E TrustAUTH
Co,, Ltd. bits |pgmog1os |19A82DA8O16
cocresna |R4R0920F307 R5 ROOT
C=CN AACD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA igizggggg; GDCA
O = GUANG DONG CERTIFICATE o 2048 |2D739636 |5 5p3335474
Signing Key| sha256RSA ) J27DSDIE| 083075 TrustAUTH
AUTHORITY CO,.LTD. bits |sem28123 (224D B
cocresna |33995A331BE R5 ROOT
C=CN 1A4C4FEOA
CN = GDCA TrustAUTH R4 OV SSL CA COF67A5B 123 igggggggég GDCA
O = Global Digital Cybersecurity Authority | = 2048 |BETCO8C6| o rrcaps3
Signing Key| sha256RSA AD04BBA48 TrustAUTH
Co., Ltd. bits 161458075 giigégégggz R5 ROOT
C=CN 6257R0B3 1 599790n63
CN = GDCA TrustAUTH R4 SSL CA COF67A5B éi;?ﬁ?ﬁifé; GDCA
O = GUANG DONG CERTIFICATE o 2048 |BETCO8CO| 4 pcrirsa3
Signing Key| sha256RSA . ADO4BBA8 |5 or o rapg| TTUSAUTH
AUTHORITY CO.,LTD. bits |6145B0F5 SREOABCL128 RE ROOT
C=CN 6257R0B3 |5y 5 6¥EDDT
CN = GDCA TrustAUTH R4 DV SSL CA 7313cms3 | /71651 30CH" GDCA
O = Global Digital Cybersecurity Authority | = 2048 |CEO0C2RA0 |, 0o o papose
Signing Key| sha256RSA 2692AE3F TrustAUTH
Co,, Ltd. bits |7p4074p5 |296CBA44CES
300B3595 [851FA000823 R5 ROOT
C=CN 41B2535F5
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE gggggggiggé GDCA
O = Global Digital Cybersecurity Authority | = 2048 |0735A8171) 51 ppaR32
Signing Key| sha256RSA ) 63DBCID6 TrustAUTH
Co,, Ltd. bits |1E3Ee30p|EL4L8FFOART
' DDee17p0 |C3240E91230 R5 ROOT
C=CN 159F3E7BF
CN = GDCA TrustAUTH R4 EV SSL CA 1EGAEADE ggﬁggéggigg GDCA
O = Global Digital Cybersecurity Authority | . 2048 |FO2FBFAS | o o peraTr
Signing Key| sha256RSA i D36CC7C6 TrustAUTH
Co,, Ltd. bits |3rppecea |PBOOFFLBO32
' cODCE3417 |04DB36915CE R5 ROOT
C=CN A31F13342
CN = GDCA TrustAUTH R4 Extended
" 1E6ARADE |95324R98325
Validation SSL CA 2048 |F52FBFAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha256RSA | ° - |p3eccice |FELECCT TR TrustAUTH
AUTHORITY CO,LTD. T Eeece loan rrsaoDe | RS ROOT
C=CN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA D3FEEE6L ggggggizggg GDCA
O = Global Digital Cybersecurity Authority o 2048 |80C09990 |00, 27 spmace
Signing Key| sha256RSA . 596DD624 TrustAUTH
co. Ld. bits |55F2FFCO ggiggggggig R5 ROOT
C=CN EB271TEC | 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 3 gggzgzg;gi GDCA
O = GUANG DONG CERTIFICATE . 2048 |80C09990 |, ne yenso2
Signing Key| sha256RSA ) 596DD624 | /oy ol acaspp|  TTUStAUTH
AUTHORITY CO.,LTD. bits |55F2FFCO
28271 75C | 2CBBCEFBTA0 R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AE Zg;giééggg\g GDCA
O = Global Digital Cybersecurity Authority | . 2048 |RO4L621C | o 0EFEDD
Signing Key| sha256RSA . 2084B7D3 TrustAUTH
co. Ld. bits  |8881D1CD ggisggggg; R5 ROOT
C=CN 8072CTT¥ | p3g1cpB8s
CN = GDCA TrustAUTH R4 Plus EV
I 4A5D70Fa |SB39A01EBED
CodeSigning CA »048 |OE1FFC31 DOCOE870359 GDCA
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA . 1r6p5834 [FOLAFEO00OS T p AUTH
ot e |osangoss osczioz| T
0., .
C=CN p0475180 FB4BBOE4E
CN = GDCA TrustAUTH R4 TimeStamp CA ESF795D3 éi?gggg;;ig GDCA
O = Global Digital Cybersecurity Authority | 2048 |4860FEBT |0, /o aenFD36
Signing Key| sha256RSA . 02F17810 TrustAUTH
Co,, Ltd. bits [50FFD10D iiigi;giégg RS ROOT
C=CN FB735803 ) gr4p47B
CN = =2/ R5 1R CA 827AL2A2 Qz;zggggggg
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| -oqpae7app| HZALRS
Root K ha256RSA ADF14CA6
ootkey | sha - E146723EE28
Co., Ltd. bits |EB71B58B R CA
1201r329 |0BOECF3738C
C=CN TCAFEBLAE
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CN = HZ I R4 EV RS RIS CA 28BOAF46 |F220085352
O = Global Digital Cybersecurity Authority | 2048 |7654EASL oo ooopcepo|  BZERIERS
Signing Key| sha256RSA . D4B2810E | o e iR
Co, Ltd. bits  [540916D2 R CA
DEEFF38¢ |EBBEA297DAA
C=CN D147EAT6F
CN = B2t R4 OV RS2+ CA 0B630ES58 igigggi;if
O = Global Digital Cybersecurity Authority | . 2048 |2F1BBOOF |\ oarnaga1s| BZERHRS
Signing Key| sha256RSA i 85B257B2| o0 prnaroy
Co,, Ltd. bits |4a3131c4 iR CA
2970a1 o |AB27DCD7B15
C=CN BDF83C1D6
CN = #Z Wt R4 DV RSB ERIEH CA 0C2556EA igigggggfzgg
O = Global Digital Cybersecurity Authority | 2048 |FD7A04DD L pcigg5pp| BERRIHRS
Signing Key| sha256RSA . C2RE6239| o) ostgony
Co,, Ltd. bits 09693113 iR CA
8EBES]Dg |AB2A5108AA3
C=CN D6664A641
CN = BZRHE R4 IV FRSERIES CA FBF66620 |1 2CD0IBIFER
O = Global Digital Cybersecurity Authority | =~ 2048 |P2ARTB2C|, oo o bREE0T7| HZEIRRS
Signing Key| sha256RSA ) 10CBS2E2 |00 50 9138206
Co, Ltd. bits  [59p40a15 R CA
3c11m3p7 |861622297BF
C=CN 643598961
CN = % R4 RIBLZIEH CA 0B1COC1T égggggggzgg
O = Global Digital Cybersecurity Authority o 2048 |23ADOF261, 50 31cc0p3g|  HMZAILRS
Signing Key| sha256RSA . C4928AFC |5 o7 ce3pROS
Co., Ltd. bits |7r77FD16 R CA
27097831 |FL15BDDDB71F
C=CN 2BF87E200
CN = & R4 ZBITFIES CA 5543FAB3 igggggggﬁ};g
O = Global Digital Cybersecurity Authority | 2048 |89FSTEDS oo pppgra7a3| BERRHRRS
Signing Key| sha256RSA . SADAFEBL | 005355
Co., Ltd. bits |258451E2 R CA
C86ABEF7 C2695EB68BB
C=CN 91DOB1BAD
CN = #ZmA R4 ERITFIET CA 49EE724E gggéﬁgigzgz
O = Global Digital Cybersecurity Authority o 2048 |PA99640C| 1 o ihgons|  EZRAILRS
Signing Key| sha256RSA . EL14480ED | 01 oappapt o
Co., Ltd. bits |731Dp35FC RCA
8p4243c4 [B94317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA Eﬁiés?égéi DA
O = Global Digital Cybersecurity Authority 384 |20ASDBS6 oo 0o oag1p
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co., Ltd. bits |c88a6189 égiiiggégég E5 ROOT
C=CN OFASF222| 003789431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 iﬁéiéiééi\ﬁé GDCA
O = Global Digital Cybersecurity Authority | 256 |26589289 |, o1 rap3B
Signing Key | sha384ECDSA ) 93BCI6AC TrustAUTH
Co,, Ltd. bits |234445¢p [F6D386A4142
4ea4copy |26B66ADST1L E5 ROOT
C=CN 6934A9EC3
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CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 ggggggggggi GDCA
O = Global Digital Cybersecurity Authority L 256 |62120F01 g 23589755
Signing Key | sha384ECDSA ) ECEF127A TrustAUTH
Co,, Ltd. bits |6m5ac4s5p |EAPF16F0CE3
029002 |OFFO79E750D E5 ROOT
C=CN ADD03453A
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 élggggig;ig GDCA
O = Global Digital Cybersecurity Authority | 256 |PP52570A |, -0 00caRA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co, Ltd. bits  |cac61585 gégz}\ggg%gg E5 ROOT
C=CN AEC63EFB |96 racd66
CN = GDCA TrustAUTH E4 IV SSL CA SBRIFECE ﬁgéggg;igg GDCA
O = Global Digital Cybersecurity Authority | 256 |8RA2FO02E |, porcioporc
Signing Key | sha384ECDSA . 21DDCEED | /g oot ne3g7g|  TTUStAUTH
Co., Ltd. bits |panaFB25
70r2D067 |C4ET79F2ED3 E5 ROOT
C=CN D34D0OD721
CN = GDCA TrustAUTH E4 CodeSigning CA opocecng [ESABOFRS362
O = Global Digital Cybersecurity Authority Jee |E4AS3085 AOF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA | - |7DE31681 |J0080 200l TrustAUTH
Its 2EBFCB1C
C=CN 05F8BC4A281 E5 ROOT
16C0D760 111 5957BFF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 32;223;{3;2 GDCA
O = Global Digital Cybersecurity Authority o 256 |7C365592 |41 rnnRoRCS
Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co, Ltd. bits |cscs62D3 Zéﬁgggg;;g; E5 ROOT
C=CN BBC34684 137898181
CN = GDCA TrustAUTH E4 Primer CA BD90963A ;Sgiiiéiigi GDCA
O = Global Digital Cybersecurity Authority | = 256 |7CC8IC8E |, ot or3mpoD
Signing Key | sha384ECDSA . 2114AD92 TrustAUTH
co. Ld. bits 17823023 gsggzégg;; E5 ROOT
C=CN IR3BBOEE | 504 0ars47
CN = GDCA TLS ROOT R52 C1C376BF Z;@gggggg%i
O = Global Digital Cybersecurity Authority 4096 |B954BSBC|  ornoar0oss| GDCATLS
Root Key sha256RSA ) 7T485SFCBA | 504030566
Co., Ltd. bits |B3c583CE ROOT R52
Dorsppap [ED736914467
C=CN 2D74C6471
CN = GDCA TLS OV CA R42 20E9D874 835332?3;2
O = Global Digital Cybersecurity Authority | = 3072 |315D922D\grnpcoprag| GDCATLS
Signing Key| sha384RSA i 5593310D |7 4257101
Co., Ltd. bits |8997a43p |24 BBl ROOTR52
3F17c041 |FELBSODIFBC
C=CN ED296E720
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CN = GDCATLSEV CAR42 73BBYRBD3 iggggg?;ggz
O = Global Digital Cybersecurity Authority | = 3072 |PS7E6455|35ccaa7889| GDCATLS
Signing Key| sha384RSA . AO3EBBF8 | 55 o o)
co. Ltd. bits |7r5320D8 iBS?Ag43ggg ROOT RS2
C=CN EBF2ID17 |y 4 9m0n285
CN = GDCATLS DV CAR42 29312D4F g\ggg?giégzg
O = Global Digital Cybersecurity Authority | 3072 |17BAET2L | o copagog| GDCATLS
Signing Key| sha384RSA . ACABODAT |0 o e3a
co. Ltd. bits  |18FE439E | 0 s01gara| ROOT RS2
C=CN AB0B3080 558015
CN = GDCATLS ROOT E52 D50FDF57D3C
.. . . 062923CD EC20EE91256
O = Global Digital Cybersecurity Authority 384 |EE29468A| ) ona68c3| GDCATLS
Root Key | sha384ECDSA . 9548584F | ' o rr e
Co, Ltd. bits 4363588 ROOT E52
0AF13904 1F23EF4B183
C=CN 3290BF012
CN = GDCATLS OV CA E42 175cFecE |5 72B C0D00
O = Global Digital Cybersecurity Authority | 384 |6D73FA04 | 21502837 GDCATLS
Signing Key | sha384ECDSA ) AC3FTETA S o e 095038
Co, Ltd. bits  |B71838C ROOT E52
00335n04 | JBEBFCCDBS4
C=CN SE6F861ES
CN = GDCATLSEV CAE42 BD488893767
. . ) 9EDILBCL |, b pr130ED36
O = Global Digital Cybersecurity Authority | 384 |CLSE3D68 |, o orrccpa| GDCATLS
Signing Key | sha384ECDSA . EDED2F57 | 2441 71 pppEF
Co, Ltd. bits |046E3DE2 e TBEADLRS ROOT E52
C=CN BBD1959A | 1 3pn4san7
CN = GDCATLS DV CAE42 0E114041712
L . , A§5§D§E7 89F7214FDOF
O = Global Digital Cybersecurity Authority | 384 |18C8E3BB. or01p7170| GDCATLS
Signing Key | sha384ECDSA . AO47EBDS | oo mones
Co,, Ltd. bits  |7395a8c0 |2 ngi? . Bgf ROOT E52
C=CN TOF2DADA | 155816235
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Name Version Release Date
GDCA CPS 6.2 28 February 2025
GDCA CPS 6.1 15 April 2024
GDCA CPS 6.0 31 August 2023
GDCA EV CPS 3.0 28 February 2025
GDCA EV CPS 29 15 April 2024
GDCA EV CPS 2.8 8 May 2023
GDCA CP 3.3 28 February 2025
GDCA CP 3.2 15 April 2024
GDCACP 3.1 31 August 2023
GDCAEV CP 29 28 February 2025
GDCA EV CP 2.8 15 April 2024
GDCAEV CP 2.7 8 May 2023
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https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.2.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV3.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.3.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.2.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.7.pdf
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