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INDEPENDENT ASSURANCE REPORT

To the management of TrustAsia Technologies, Inc. (“TrustAsia”):

We have been engaged, in a reasonable assurance engagement, to report on TrustAsia management’s assertion
that for its Certification Authority (“CA”) operations at locations as enumerated in Appendix C, throughout the
period 1 August 2023 to 31 July 2024 for its CAs as enumerated in Appendix A, TrustAsia has:

o disclosed its S/MIME certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment to
provide S/MIME certificates in conformity with the CA/Browser Forum Requirements on the TrustAsia
website, and provided such services in accordance with its disclosed practices

o maintained effective controls to provide reasonable assurance that:

° the integrity of keys and S/MIME certificates it manages is established and protected throughout
their lifecycles; and

° S/MIME certificate subscriber information is properly authenticated
o maintained effective controls to provide reasonable assurance that:
° logical and physical access to CA systems and data is restricted to authorized individuals;
° the continuity of key and certificate management operations is maintained; and
° CA systems development, maintenance, and operations are properly authorized and performed to

maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities - S/MIME, v1.0.3.

After the planned new site within the same city as the main datacenter went into operations during the audit period,
TrustAsia had relocated its system resources for production operations from the original data center at Shanghai
(East) to the new site at Shanghai (West) and transported all key materials from the original main site to the new
site as the new secure location hosting the key materials within the scope. Corresponding controls had been
examined for existence and effectiveness physically on site before the new site went into operations and migration
conducted for readiness and compliance.

Certification authority’s responsibilities

TrustAsia’s management is responsible for its assertion, including the fairness of its presentation, and the
provision of its described services in accordance with the WebTrust Principles and Criteria for Certification
Authorities - S/MIME, v1.0.3.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.
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The firm applies International Standard on Quality Management (ISQM) 1, Quality Management for Firms that
Perform Audits or Reviews of Financial Statements, or Other Assurance or Related Services Engagements and
accordingly maintains a comprehensive system of quality control including documented policies and procedures
regarding compliance with ethical requirements, professional standards and applicable legal and regulatory
requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of TrustAsia’s S/MIME certificate lifecycle management business practices,
including its relevant controls over the issuance, renewal, and revocation of S/MIME certificates;

(2) selectively testing transactions executed in accordance with disclosed S/MIME certificate lifecycle
management business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at TrustAsia and their effect on assessments of
control risk for subscribers and relying parties are dependent on their interaction with the controls, and other
factors present at individual subscriber and relying party locations. We have performed no procedures to evaluate
the effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, TrustAsia’s ability to meet the aforementioned criteria
may be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion

In our opinion, throughout the period 1 August 2023 to 31 July 2024, TrustAsia management’s assertion, as
referred to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria

for Certification Authorities - S/MIME, v1.0.3.

This report does not include any representation as to the quality of TrustAsia’s services beyond those covered by

the WebTrust Principles and Criteria for Certification Authorities - S/MIME, v1.0.3, nor the suitability of any of
TrustAsia’s services for any customer's intended purpose.

Use of the WebTrust seal

TrustAsia’s use of the WebTrust for Certification Authorities - S/MIME Certificates Seal constitutes a symbolic
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representation of the contents of this report and it is not intended, nor should it be construed, to update this report
or provide any additional assurance.

Wammh

Anthony Kam & Associates Ltd.

Certified Public Accountants
2105 Wing On Ctr, 111 Connaught Road, HK SAR, China

14 Oct 2024

KAM Hau Choi Anthony
Practising Certificate Number P02558
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Appendix A
The list of keys and certificates covered in the report is as follow:
SHA256
Subject DN Key Type Signature Key Size Subject Key Certificate Certificate
Algorithm Identifier Thumbprints Signed by
05F82DE4B4
. A9ED4B7CD1
CN = TrustAsia Global Root CA G1 24C20F2CCDC TrustAsia
. . Root 0B5154F6B6D|F SACEIBTIB
O = TrustAsia Technologies, Inc. Sha256RSA 4096 bits | par2rossrr1 |P6PBO9D878 | Global Root
C=CN Key 10305 16DD384719
= 5CF737ED29 CAGT
51E7
E67767E9CT
. . 7
CN = TrustAsia Secure Email RSA CA FCB3E33D448 | 25009109 TE TrustAsia
. . Signing . 455D2FF172p|86616590D9
O = TrustAsia Technologies, Inc. Sha256RSA 4096 bits |1 caproeiogp|2REDPCE0974 | Global Root
C=CN Key 306D94A FE6F1F4F1B
= FD71B2A13E CAGI
2C03
EOD3226AEB
. 1163C2E48F
CN = TrustAsia Global Root CA G3 40B4EAF223E TrustAsia
. : Root F38CABOAEST | L onoDo0B4
O = TrustAsia Technologies, Inc. sha384RSA 4096 bits | 7rF22130163|C6431BEBB | Global Root
C=CN Key ADRBCO2 1EACCS5C36B
= 5D5EC50903 CAG3
9A08
C84E9EES522
. . 5DF7B674A5
CN = TrustAsia Secure Email RSA CA G3 EB164C7D748 TrustAsia
. . Signing . 2091c5787¢3|/343C6D489
O = TrustAsia Technologies, Inc. sha384RSA 4096 bits | spopogpro3|2L207EI764 Global Root
C=CN Key C3m0A 010042E40B
= 2C00F94463 CAG3
9CA4
BE4B56CB50
. 56C0136A52
CN = TrustAsia Global Root CA G4 . ASBBAAJTCER 6D;444508D TrustAsia
. . t .
O = TrustAsia Technologies, Inc. 0% Isha384ECDSA 384 bits ;ggggéggigg AA36R0BS4F | Global Root
C=CN Key £71CEDE 42E4AC38E7
= 2AF470E479 CAG4
654C
70342F6C5E
. . OFDYF9ABE3
CN = TrustAsia Secure Email ECC CA G4 Sian 613250574BF| .. 4 000338 TrustAsia
. . nin .
O = TrustAsia Technologies, Inc. '9NNG | oa384ECDSA 384 bits géfgésigggz 1A0CAB4CCS | Global Root
C=cN Key cc3p3AC 60409E1C03
= B626E48B8B CAG4
16DD
C7796BEB62
. C101BB143D
CN = TrustAsia SMIME RSA Root CA Root SOIAARA3CIC] J6onTcoen | TrUstAsia
. . 00 .
O = TrustAsia Technologies, Inc. sha384RSA 4096 bits ;Zgggéé;ggg C616818322 SMIME RSA
C=CN Key 5 6C5BAR 3EF50D6996
= 32D86E03BS Root CA
CC9B
BC2197C0C1
. FF17C55337
CN = TrustAsia SMIME RSA CA 2024 20741B3D532 TrustAsia
Signing 5D2968E2846 | B 099°BIB
O = TrustAsia Technologies, Inc. sha384RSA 4096 bits |57 ¢7m43pp50|20C8CID2TA SMIME RSA
C=CN Key 550784B 0C28F78704
= E00C881F14 Root CA
58AA
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436472C100
. 9A325C54F1
CN = TrustAsia SMIME ECC Root CA Root LOTEOT2B20) ) opppsagn | TrUstAsia
O = TrustAsia Technologies, Inc. 9% |sha3g4ECDSA|  384bits  |ooochOACCTloRaRECCBEO | SMIME ECC
c=CN Key 36623n5 5DE5F099CB
= 70D3FE41EL Root CA
3Cle
E21C0762F0
. 777
CN = TrustAsia SMIME ECC CA 2024 E1B057357F7 |01/ TTABZBO | L i asia
. . Signing £7E7FC8B10g | CEOF 927 3BE
O = TrustAsia Technologies, Inc. sha384ECDSA 384 bits D39AAGDIFOS |20 TABIFBB3 SMIME ECC
C=CN Key 1EBOAR3 D5DD901F60
= 750EF9B53B Root CA
8488
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Appendix B
Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:
Name Version Date
TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service 2.0 23 July 2024
TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service 1.7.2 25 April 2024
1.7.1 | 21 December 2023

TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service

TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service

1.7.0

30 August 2023

TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service

1.6.1

10 February 2023
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Appendix C

Locations in-scope:

Location Function
Shanghai (Central), China Administration and Support
Shanghai (West), China Datacenter Facility
Shanghai (East), China Datacenter Facility
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MANAGEMENT'S ASSERTION

TrustAsia Technologies, Inc. (“TrustAsia”) operates the Certification Authority (CA) services known as CAs in
Appendix A and provides S/MIME CA services.

The management of TrustAsia is responsible for establishing and maintaining effective controls over its
S/MIME CA operations, its S/MIME CA business practices disclosure on its website, S/MIME Kkey lifecycle
management controls, and S/MIME certificate lifecycle management controls. These controls contain
monitoring mechanisms, and actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the circumvention
or overriding of controls. Accordingly, even effective controls can only provide reasonable assurance with
respect to TrustAsia’s Certification Authority operations. Furthermore, because of changes in conditions, the
effectiveness of controls may vary over time.

TrustAsia management has assessed its disclosures of its certificate practices and controls over its S/MIME CA
services. Based on that assessment, in TrustAsia management’s opinion, in providing its S/MIME CA services
atlocations as enumerated in Appendix C, throughout the period 1 August 2023 to 31 July 2024, TrustAsia has:

e disclosed its S/MIME certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment to
provide S/MIME certificates in conformity with the CA/Browser Forum Requirements on the TrustAsia
website, and provided such services in accordance with its disclosed practices

¢ maintained effective controls to provide reasonable assurance that:

° the integrity of keys and S/MIME certificates it manages is established and protected throughout
their lifecycles; and

o S/MIME subscriber information is properly authenticated (for the registration activities performed
by TrustAsia)
¢ maintained effective controls to provide reasonable assurance that:

° logical and physical access to CA systems and data is restricted to authorized individuals;
° the continuity of key and certificate management operations is maintained; and

o CA systems development, maintenance, and operations are properly authorized and performed to
maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities - S/MIME - Version 1.0.3.

After the planned new site within the same city as the main datacenter went into operations during the audit
period, TrustAsia had relocated its system resources for production operations from the original data center
at Shanghai (East) to the new site at Shanghai (West) and transported all key materials from the original main
site to the new site as the new secure location hosting the key materials within the scope. Corresponding
controls had been examined for existence and effectiveness physically on site before the new site went into
operations and migration conducted for readiness and compliance.

“!

o
Mr. Xinyuan Zhali‘A

CEO of TrustA%’a{xeﬁ allo

32/ F, Building B, No.39T*6#iBing Road, Xuhui District, Shanghai, China

14 October 2024
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Appendix A

The list of keys and certificates covered in the management’s assertion is asfollow:

) ) SHA256 o
Subject DN Key Type Signature Key Size Subject Key Certificate Certificate
Algorithm Identifier Thumbprints Signed by
05F82DE4B4
. A9ED4B7CD1 .
CN = TrustAsia Global Root CA G1 24C20F2CCDC b3y cpog73p | TrustAsia
. . Root 0B5154F6B6D
O = TrustAsia Technologies, Inc. Sha256RSA 4096 bits  |par2rossFr1 |PePBOID878 | Global Root
C=CN Key 443DFF4 16DD384719
= 5CF737ED29 CAGT
51E7
E67767E9CT
. . 2E0691497F .
CN = TrustAsia Secure Email RSA CA FCB3E33D448 TrustAsia
. . Signing . 455p2FF172p|00616590D9
O = TrustAsia Technologies, Inc. Sha256RSA 4096 bits || c4ppog1pog|FREDCE0974 Global Root
C=CN Key 3C6D94A FE6F1F4F1B
= FD71B2A13E CAGT
2C03
EOD3226AEB
. 1163C2E48F .
CN = TrustAsia Global Root CA G3 Root 40E4BAF223E )| b oppspsops | TTUStAsia
. . 00 F38CABOAES57
O = TrustAsia Technologies, Inc. sha384RSA 4096 bits  |77F22130163|CC431BETBB | Global Root
C=CN Key ADBBCO 1EACC5C36B
= 5D5EC50903 CAG3
9A08
C84E9EE522
. . SDF7B674A5 .
CN = TrustAsia Secure Email RSA CA G3 o EB164C7D748| -5, 5 o0 rag TrustAsia
. . Signing . A091C5787C3
O = TrustAsia Technologies, Inc. sha384RSA 4096 bits | sp9p9grro13|2L207E9764 | Global Root
C=CN Key CC3B20A 010042E40B
= 2C00F94463 CAG3
9CA4
BE4B56CB50
; 56C0136A52 .
CN = TrustAsia Global Root CA G4 Root ASBBAAITCEB| (1 g50gp | TrustAsia
. . 00 . 32B7FA431DE
O = TrustAsia Technologies, Inc. < sha384ECDSA 384 bits 97835983066 | PAS6A0BSAE | Global Root
: ey 42FE4AC38F7
C=CN F71CBDE 2AF470E479 CAG4
654C
70342F6C5E
. . 0FD9F9ABE3 .
CN = TrustAsia Secure Email ECC CA G4 613250574BF TrustAsia
Signing 3266aE9CgD7 |CLA48D033E
O = TrustAsia Technologies, Inc. sha384ECDSA 384 bits C61337F17E1 | LAOCABACCS Global Root
C=CN Key co3m3nc 60409E1C03
= B626E48B8B CAG4
16DD
C7796BEB62
. C101BB143D
CN = TrustAsia SMIME RSA Root CA 80I1AARASCIC|, oo geng TrustAsia
. . Root . 97F8B1A9645
O = TrustAsia Technologies, Inc. sha384RSA 4096 bits  |gc3pppepags|CeLe818322 | SMIME RSA
C=CN Key S econAD 3EF50D6996
= 32D86E03BS Root CA
CC9B
BC2197C0C1
. FF17C55337
CN = TrustAsia SMIME RSA CA 2024 . 20741B3D532| ) ro055m0p TrustAsia
. . Signing . 5D2968E2846
O = TrustAsia Technologies, Inc. sha384RSA 4096 bits |51 ¢ 7ma3pp5g|20C8CID27A | SMIME RSA
C=CN Key 5507848 0C28F78704
= E00C881F14 Root CA
58AA
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436472C100
CN = TrustAsia SMIME ECC Root CA 31678672B20( o022 | TrustAsia
. . Root DE622A0ACCE |A2BBBS468A
O = TrustAsia Technologies, Inc. sha384ECDSA 384 bits 7E22A75932F | | PAEECCBEOQ SMIME ECC
C=CN Key 3662325 5DE5F099CB
= 70D3FE41E1 Root CA
3C16
E21C0762F0
. 777
CN = TrustAsia SMIME ECC CA 2024 Siani B1B057357FT |00 hsme | TrustAsia
O = TrustAsia Technologies, Inc. 'gning sha384ECDSA 384 bits E;gggi?;gg 251ABIFBB3 SMIME ECC
CoCN Key amonn3 D5DDY01F60
= 750EF9B53B Root CA
8488
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service 2.0 23 July 2024
TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service 1.7.2 25 April 2024
TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service 1.7.1 | 21 December 2023

TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service

1.7.0

30 August 2023

TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service

1.6.1

10 February 2023
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Appendix C

Locations in-scope:

Location

Function

Shanghai (Central), China

Administration and Support

Shanghai (West), China

Datacenter Facility

Shanghai (East), China

Datacenter Facility
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CGER : FPXRERESE - EXESAHEIRE - )
B IHERERE (L8) ARAE

RMNBEZEZE - WH4R A FRIAINITHEESERE ( B8 ) BRAE ( TrustAsia Technologies, Inc. - &R
"TrustAsia” ) T 2023 F 881 HZE 2024 %7 B 31 HEETMHER C st mizEMNE FAERSEE
HEMBEIAEWNT 7 8B RIENEIEWS - IRIBEEEMEIAE « TrustAsia 2 :

. TR B B9 CP/CPS i EE 1 S/MIME IEPRAEan FHEWSZAN - BIHEHEIEETE CA/Browser 115
HAARIES 1R H S/MIME IEBARS - FARIBKEN W SANREAERKRS

o BIUAMEHIMNG - DURHLINSEMRIL
B RIPPRERENZAN S/MIME IEBEE S BRPNTEY ; DK

T TrustAsia PRATTROEMR IS 2t EE S/MIME IEBBRITENER
o BEBRUEHINNG - DURHLIT SEMRIL :

o X CA RHINBIRRZEMYIBIHBI MR T ZNBN DA ;
o REBAMLBEBRIFOESM ; UK
o CARGINAR - APMNRFFRESFNAMT - LIS CA 25805

DA% & WebTrust Principles and Criteria for Certification Authorities - S/MIME, v1.0.3 °
TAREUWEY  ES5EHELOUTE—HMNFTEEL OIRAZER @ TrustAsia BREFIZENRZSRIR
MNRELEEB (R) BUETLEREM EE (A ) FHEEEDL - HERBZEEMENRERIRES O EEZHEIED

L DEASRIHSEEAZBAM BN ZEZMNE - MBIEP/LMRABEFIRT 7 EBE - N IZESEREFEN
B ERT ImesE - MRREEMESSIY -

TrustAsia FIZR(E

TrustAsia WEEBZAGHRRERERATE - SEEKMMNENEMRIATE SR #MA TrustAsia FTIR N RFEER
#5& WebTrust Principles and Criteria for Certification Authorities - S/MIME, v1.0.3 F¥IZE -

Hit MR IT M E

EMNERFHIMABTEREEZZEASH NS T AREAANRY =M EEEN ( Code of Ethics for
Professional Accountants ) HIE REEEXR  ZENEREUELE - 20 - TUEEANMEE - REMERWT
NOERFRENZ £ -

BIEHTE
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BRNASEREMmAEZKNBREERE (ISQM) 1. HEHEFEZENRSZETIE R  EEFIERE
K~ TWANERERARAM BRI X HEWBERME -

HitMRYSEIE
HMNNIRR2ENTEIETIENEM EX TrustAsia WEBRINEAREIE - RMRIEEMRE T SEUEENE
EEKMNEREIEWSENSE 3000 5 "JEYFSERF T ELFUILEUENF" WMERT 7 EIETE -
UEAENZSREA T XIFRTHNNE U R FLBREPMEEATBANEERNENGERIL - 621F :

) 7 TrustAsia S/MIME IEREmBHER - & S/MIME IEHB AW - EMARHE ;
) EENHWSBREZEET FFAREN S/MIME IEBEMBIHEE ;
) MRS ZERDE D AT AR | MUK

) BITEMBIAAMNENEILER -
ARE - HIREWIEREZR D  ESW - AARSIESICRM 7 &4 -
EHRAE R
TrustAsia WNEMEGRIMNABNMMNERY - REX AP RARKE 5 R EG XTGP E0Fm - BUR T
HENEEFRUAREMEETESTNAPNEREB S NER - HAIFRB B AR R STiEslng
RTINS TAE -
& A Rl
BT ARESIA R ASHIRE - TrustAsia e L ERBENCJBERREIFID - AW : =G D BEREEIFARS »
A MIEER 8K - WHRANBERRARENLD - SERAIMNEHEXMENEXK - ILs - NEEAIZ(ED]
FESF AT ERSENRNENSENE -

&ie

FHATIAA - TrustAsia T 2023 FE8 B 1 HZE 2024 £7 B 31 HEAEMWEFANERSHNEENEACERBEE
ARJF5HEFF S WebTrust Principles and Criteria for Certification Authorities - S/MIME, v1.0.3 *

A EF A BIFEEIE WebTrust Principles and Criteria for Certification Authorities - S/MIME, v1.0.3 M SN
SHERRE - S EEZEF Y TrustAsia RSB S E M SRR -

%t Webtrust #RiR 141 B

F2EHTHE
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PR A
KU SN BN SIEBY 2T
) ) SHA256 B
Subject DN Key Type Signature Key Size Subject Key Certificate Certificate
Algorithm Identifier Thumbprints Signed by
05F82DE4B4
. A9ED4B7CD1
CN = TrustAsia Global Root CA G1 24c20F2ccpe TrustAsia
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