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INDEPENDENT ASSURANCE REPORT

To the management of Global Digital Cybersecurity Authority Co.,Ltd. (“GDCA”):

We have been engaged, in a reasonable assurance engagement, to report on GDCA management’s assertion that
for its Certification Authority (“CA”) operations at locations as enumerated in Appendix C, throughout the period
1 March 2024 to 28 February 2025 for its CAs as enumerated in Appendix A, GDCA has:

. disclosed its SSL certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment to
provide SSL certificates in conformity with the CA/Browser Forum Requirements on the GDCA website,
and provided such services in accordance with its disclosed practices

o maintained effective controls to provide reasonable assurance that:

° the integrity of keys and SSL certificates it manages is established and protected throughout their
lifecycles; and

° SSL certificate subscriber information is properly authenticated
. maintained effective controls to provide reasonable assurance that:
° logical and physical access to CA systems and data is restricted to authorized individuals;
° the continuity of key and certificate management operations is maintained; and
° CA systems development, maintenance, and operations are properly authorized and performed to

maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL Baseline v2.8.

GDCA had disclosed an incident (Bug 1888060) on Mozilla’s Bugzilla Platform on 26 March 2024. In the incident,
GDCA had issued 20 SSL/TLS certificates from 15 September to 8 October 2023 with the Basic Constraints
extension included but not set as Critical, the affected certificates including 12 OV certificates, 7 DV certificates,
and 1 EV certificate. As of 5:10PM, 2 April 2024 (UTC+8), all these certificates had either been revoked or expired.
After the mis-issuance, the cause analysis of the incident and the remediations conducted by GDCA have been
illustrated in the process of public discussion. The matter on the public platform has been closed on 5 March 2025.

GDCA had disclosed an incident (Bug 1889062) on Mozilla’s Bugzilla Platform on 2 April 2024. In the incident, As
noted in Bug 1888060, GDCA had issued 20 SSL/TLS certificates with Non-critical Basic Constraints extension from
15 September to 8 October 2023, and as of 5:10PM, 2 April 2024 (UTC+8), all the certificates had either been
revoked or expired. There were 13 certificates which had not been revoked within 5 days since receiving the
Certificate Problem Report, leading to a violation of Baseline Requirements 4.9.1.1. After the revocations delayed,
the cause analysis of the derived incident and the remediations conducted by GDCA have been illustrated in the
process of public discussion. The matter on the public platform has been closed on 2 April 2025.
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Certification authority’s responsibilities

GDCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of

its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL
Baseline v2.8.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Management (ISQM) 1, Quality Management for Firms that
Perform Audits or Reviews of Financial Statements, or Other Assurance or Related Services Engagements and
accordingly maintains a comprehensive system of quality control including documented policies and procedures
regarding compliance with ethical requirements, professional standards and applicable legal and regulatory
requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of GDCA’s SSL certificate lifecycle management business practices, including its
relevant controls over the issuance, renewal, and revocation of SSL certificates, and obtaining an
understanding of GDCA’s network and certificate system security to meet the requirements set forth by the
CA/Browser Forum;

(2) selectively testing transactions executed in accordance with disclosed SSL certificate lifecycle management
business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at GDCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, GDCA’s ability to meet the aforementioned criteria may
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be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion

In our opinion, throughout the period 1 March 2024 to 28 February 2025, GDCA management’s assertion, as
referred to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria
for Certification Authorities — SSL Baseline v2.8.

This report does not include any representation as to the quality of GDCA'’s services beyond those covered by the
WebTrust Principles and Criteria for Certification Authorities — SSL Baseline v2.8, nor the suitability of any of
GDCA’s services for any customer's intended purpose.

Use of the WebTrust seal

GDCA’s use of the WebTrust for Certification Authorities - SSL Baseline Seal constitutes a symbolic representation

of the contents of this report and it is not intended, nor should it be construed, to update this report or provide any
additional assurance.
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Appendix A
The list of keys and certificates covered in the management’s assertion is as follow:
. . SHA256 e .
Key Name Key Type Slgna'ture Key Size Subjec't ‘Key Certificate Certificate Signed
Algorithm Identifier . by
Thumbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F gzgjggig;}\ié GDCA
O = GUANG DONG CERTIFICATE 4096 |4DCEEBOA 0145076720
Root Key sha256RSA ) RLTCCEOE | o nosman| TTUStAUTH
AUTHORITY CO,LTD. bits  |3r65c529
886ea1951 |OF713A13B99 R5 ROOT
C=CN 2891D3893
CN = GDCA TrustAUTH R4 EV CodeSigning coc223ns |B82E0146D15
CA 2048 AYDFC522 D3483EE5981 GDCA
O = Global Digital Cybersecurity Authority | Signing Key| sha256RSA bit D155654D Egggg;gégg; TrustAUTH
ITS 7
Co, Ltd. e lccarpr31274| RS ROOT
C=cN EDD314CDA
CN = GDCA TrustAUTH R4 Extended coc2p3ns [BECOEFSS344
Validation CodeSigning CA 2048 |RODFC522 C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha2S6RSA | ° - [D19565¢D D2 TrustAUTH
ITS
AUTHORITY CO,LTD. e [176a787E628| RS ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOELA giégg;gggg; GDCA
O = Global Digital Cybersecurity Authority | . 2048 |2D739636 |00 gcaRg7FE
Signing Key| sha256RSA 727D5D1E TrustAUTH
Co.,, Ltd. bits |peE28123 49A82DA8916
cocresgd [FAR0920F307 R5 ROOT
C=CN AACD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIEIA igifgggggg GDCA
O = GUANG DONG CERTIFICATE o 2048 |2D739636 | cp3335474
Signing Key| sha256RSA 727DSDIE | 4963572 TrustAUTH
AUTHORITY CO,LTD. bits |eE28123 3393%3313? RS ROOT
C=CN 69CF68E4 |1 7 4carmon
CN = GDCA TrustAUTH R4 OV SSL CA COF67ASE ; 22222222?5 GDCA
O = Global Digital Cybersecurity Authority | . 2048 |BE7CO8CO | o rrcsrs3
Signing Key| sha256RSA AD04BBA48 TrustAUTH
Co, Ltd, bits 1614580%5 gifgégﬁgggz R5 ROOT
C=CN 6257A0B3 B99790A63
CN = GDCA TrustAUTH R4 SSL CA COFETASE ég;ggg;gg; coeh
O = GUANG DONG CERTIFICATE o 2048 |BETCO8CE |0 poa1E543
Signing Key| sha256RSA ADO4BB48 |, 5 TrustAUTH
AUTHORITY CO,LTD. bits |e145R0r5 |34 9EFD2E3F6
6257A0B3 8BE9ABC1128 R5 ROOT
C=CN B256FEDD7
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CN = GDCA TrustAUTH R4 DV SSL CA 7313cmg3 | /7165150085 GDCA
O = Global Digital Cybersecurity Authority | = 2048 |COOC2RRA0 1) 1y pgssmgse
Signing Key| sha256RSA 2692AE3F TrustAUTH
Co,, Ltd. bits |784074p5 |296CBA44CES
300B3595 [851FA000823 R5 ROOT
C=CN 41B2535F5
CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE gggggggiggé GDCA
O = Global Digital Cybersecurity Authority | = 2048 |0735R8171) 151 ppaR32
Signing Key| sha256RSA 63DBCID6 TrustAUTH
Co,, Ltd. bits |1g3me39p|EPA18FFOAAT
DDee17p0 |C3240E91230 R5 ROOT
C=CN 159F3E7BF
CN = GDCA TrustAUTH R4 EV SSL CA 1EGAEADE ggﬁggéggigg GDCA
O = Global Digital Cybersecurity Authority | = 2048 |FO2FBFAS | o o nera Ty
Signing Key| sha256RSA D36CC7C6 TrustAUTH
Co. Ld. bits |3FDB6C64 gﬁggggé?ggé R5 ROOT
C=CN 6O0DCE34L 1) 31713342
CN = GDCA TrustAUTH R4 Extended
" 1EGARADE |55324R98325
Validation SSL CA 2048 |F52FBFAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha256RSA | [p3eccics ELTOEDIDB TrustAUTH
ITS
AUTHORITY CO,LTD. e loaB7EFB49D9 | RS ROOT
N 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA D3FEEEG1L ;E?Sggizgﬁg GDCA
O = Global Digital Cybersecurity Authority o 2048 |80C09990 |oor 3 arpace
Signing Key| sha256RSA 596DD624 TrustAUTH
Co, Ltd. bits |ssr2FFCO ggggggggig R5 ROOT
C=CN EB2717EC | ) 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 j gggzgg;gi —
O = GUANG DONG CERTIFICATE . 2048 |80C09990 1 3pg 1 6a502
Signing Key| sha256RSA i 596DD624 |/ o 1l as TrustAUTH
AUTHORITY CO.LTD. bits |55F2FFco [281ELEC4SDE
FR2717RC |2CBBCEFBTAD R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AF Zé;giééggé\g GDCA
O = Global Digital Cybersecurity Authority L 2048 |R041621C L0 0or oErEDD
Signing Key| sha256RSA 2084B7D3 TrustAUTH
Co., Ltd. bits  8881D1CD ﬁsggggigg R5 ROOT
C=CN 8072CTTF | p3g1cpB8s
CN = GDCA TrustAUTH R4 Plus EV 4n5D70pn |3B39R0IEBED
CodeSigning CA »048 |OE1FFC31 DOCOE870359 GDCA
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA bit 1F6D5834 Eg;?gggggg; TrustAUTH
ITS
Co, Ltd. e 19180769D7F0| RS ROOT
C=CN FB4BBOE4E
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CN = GDCA TrustAUTH R4 TimeStamp CA E5F795D3 éi?gggg;;ig GDCA
O = Global Digital Cybersecurity Authority | . 2048 |4860FFBT | o ) paparD36
Signing Key| sha256RSA . 02F17810 TrustAUTH
Co,, Ltd. bits |50FFp1op [ECAPACCLIEC
FR735803 |PL48RA24CTT R5 ROOT
C=CN 4C8E4B4TB
CN = B Z it RS 1R CA 827A42A2 Ziéiﬁéiiiéi
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| 0 p3g73pp| BZERIHRS
Root Key sha256RSA . ADFLACAC | o 1 cobaping
Co., Ltd. bits |EB71B58B iR CA
1201F329 080ECF3738C
C=CN 7C4FEBLAE
CN = #(Zr R4 EV BRSSEZIEF CA 28BOAFAG gg;iggg;gi
O = Global Digital Cybersecurity Authority | . . 2048 |7654EASL | oo cooncepo|  EIZRATAERS
Signing Key| sha256RSA . D4B2810E | o r664R
Co,, Ltd. bits |540916D2 R CA
DEEFF386 |EBBEA297DAA
C=CN D147EAT6F
CN = HZ Rt R4 OV IR 2EH CA 0B630E5S igigggi;if
O = Global Digital Cybersecurity Authority | 2048 |2F1B86OF| hognnigo1s| BERRIHRRS
Signing Key| sha256RSA . 85B257B2| 0 oty
Co., Ltd. bits |4a3131c4|P311BFB3E iR CA
2970a1 op |AB27DCD7B15
C=CN BDF83C1D6
CN = L R4 DV BRSBERIEH CA 0C2556EA igiggggiigi
O = Global Digital Cybersecurity Authority | . . 2048 |FD7A04DD oo o e ggsmp|  EZRATARS
Signing Key| sha256RSA ) C2AE6239 |0 oigo
Co.,, Ltd. bits |p9693113 |°/4DC2CB2EF 1R CA
8EBE9] DS |AB2A5108AA3
C=CN D6664A641
CN = $Ze R R4 IV BRSBIEH CA FBF66620 | OCDOIBIFIR
O = Global Digital Cybersecurity Authority o 2048 |P2AATB2C|, oo o bperg7|  BZALRS
Signing Key| sha256RSA . 10CBS2E2 | 550138206
Co., Ltd. bits |59p40a15 R CA
3C11FE3F7 861622297BF
C=CN 643598961
CN = HZ B s 1DDCBC25FC8
% ij |.Q4 15 %1E:H CA ' 0B1COC17 £9987B55d 25 )
O = Global Digital Cybersecurity Authority | 2048 |23ADIF261, 005 c50p3g|  HREIAERS
Signing Key| sha256RSA ) CA928AEC| . 00 cc3pR08
Co,, Ltd. bits |[7F77FD16 iR CA
27097831 |F 5BDDDBT1F
C=CN 2BF87E200
= HZiH R4 ZRITFIEH CA 5543FAR3 iggﬁggigigg
O = Global Digital Cybersecurity Authority | = 2048 |89FSTEDS |o)prpgra7as| BERHRS
Signing Key| sha256RSA ) SADAFEBL | o0 0001355
Co.,, Ltd. bits |258451E2 iR CA
C8eARERT |C2695EB6GEBB
C=CN 91DOB1BAD
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CN = i Zmt R4 BREITFIES CA 49EE724E gggéﬁiigzgz
O = Global Digital Cybersecurity Authority | = 2048 |PA99640C| . o oons|  BZRRHARS
Signing Key| sha256RSA ) E14480ED| . 000 hr3p1o
Co,, Ltd. bits |731D35FC RCA
8pa2a3ca |B54317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBOD4 Ei;iés%ggi cbeA
O = Global Digital Cybersecurity Authority 384 |20A5SDBS56 9760517A81D
Root Key | sha384ECDSA ) 97F29730 TrustAUTH
Co,, Ltd. bits |cgsagigo [ACBBBSF1014
opaSppoy |DBBD7782AC0 E5 ROOT
C=CN CC37E9431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 V0010 I22RES GDCA
O = Global Digital Cybersecurity Authority o 256 |26589289 0A2D11F4D3B
Signing Key | sha384ECDSA 93BCI96AC TrustAUTH
co. Ld. bits 123444568 ?25222@3%? E5 ROOT
C=CN 4644CTBE | £ 934n9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 2@2523222;‘: GDCA
O = Global Digital Cybersecurity Authority L 256 |62120F011 5 3859758
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
Co., Ltd. bits  |6E5AC45D ggg%gggggg E5 ROOT
C=CN 0299R22C |3 hpo34s3a
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 é?é?éiiéiii GDCA
O = Global Digital Cybersecurity Authority o 256 |PDS2570R| o500 apas3p
Signing Key | sha384ECDSA 928FC182 TrustAUTH
Co, Ltd. bits  |c4c61585 gggiggggggg E5 ROOT
C=CN AECO3EFB |5 o racd66
CN = GDCA TrustAUTH E4 IV SSL CA SBBLFECE i@é?éiiéi?i GDCA
O = Global Digital Cybersecurity Authority | = 256 |8A2FS02E |, pprod oporC
Signing Key | sha384ECDSA . 21DDCEED |/ o0nipe397p|  TTUSTAUTH
Co, Ltd. bits  |paAAFB25 C4E779F2ED3 E5 ROOT
C=CN 70E2D067 1534 p0p721
CN = GDCA TrustAUTH E4 CodeSigning CA E5ABOFAS362
O = Global Digital Cybersecurity Authority - Soooche laoro137c845|  GDCA
Co., Ltd. Signing Key| sha384ECDSA | =~ |7pE3ies1|SiBAEO82908 ) GiAUTH
R el
16COD760 ) 1 5957pFF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 33;223?;322 GDCA
O = Global Digital Cybersecurity Authority | 256 |7C365592 |01 aroRCS
Co. Ltd Signing Key | sha384ECDSA bits 21E343DB| 0 0cpc3g57|  TTUStAUTH
0., . C8C862D3
6E0DOF2EABD E5 ROOT
C=CN BBC34684 |1 358981m1
CN = GDCA TrustAUTH E4 Primer CA BD90963A ;S;{ii?éji;i GDCA
O = Global Digital Cybersecurity Authority | 256 |/CCBIC8E|, o p0R3ED2D
Signing Key | sha384ECDSA . 2114AD92 | o bog1g1157| TrUStAUTH
Co,, Ltd. bits  [178a3023
9n385078 |27396CEB3EY E5 ROOT
C=CN 5040AF547

Page7/10



PR E G R AR
SUN RISE CPAS’ FIRM
DFK INTERNATIONAL

S riK
T NTERNATIONAL
19F.-5, No.171, Songde Rd., Sinyi District,
Taipei City 110, TW.
Tel : +886 2 2346 6168
Fax : +886 2 2346 6068

CN = GDCATLS ROOT R52 C1C376BF Z;égé:gsg%i
O = Global Digital Cybersecurity Authority 4096 |8554B5BC| L, oroam0s9| GDCATLS
Root Key sha256RSA . T485FCBA | 504030566
Co., Ltd. bits |B3c583CE ROOT R52
Dorsprop |ED736914467
C=CN 2D74C6471
CN = GDCATLS OV CAR42 20E9D874 ggéiggg?é;g
O = Global Digital Cybersecurity Authority | = 3072 |315D922D\grn peprag| GDCATLS
Signing Key| sha384RSA . 5593310D |2 1757101
Co., Ltd. bits [8997a43p | B4R BB ROOT R52
3F17c041 |FELBSODIFBC
C=CN ED296E720
CN = GDCATLSEV CAR42 73BBYRBD3 iggggg?;ggz
O = Global Digital Cybersecurity Authority o 3072 |PS7E6455 | 30-c447889| GDCATLS
Signing Key| sha384RSA . AO3EBBF8 | 55 o
Co., Ltd. bits |7r5320pg |P23PODTLEECH  ROOT R52
EBFo1D17 |PBS1A643067
C=CN E49E0A285
CN = GDCA TLS DV CA R42 29312D4F Zgigé]ﬁiéiié
O = Global Digital Cybersecurity Authority | 3072 |17B4ETZ1 5 cpns9pagog| GDCATLS
Signing Key| sha384RSA ACABODAT | Zo e s
Co., Ltd. bits |1arEa3og |E2PE/EEST34) ROOTR52
AB0B3080 B22250184FA
C=CN 95C08C15A
CN = GDCA TLS ROOT E52 069953CD Eggggggzggg
O = Global Digital Cybersecurity Authority 384 |EE29468A|, 1 noesc3|  GDCATLS
Root Key | sha384ECDSA ) 9548584F | o o\ pEms 77
Co,, Ltd. bits |43635aEE ROOT E52
0RF13904 | LF23EF4B183
C=CN 3290BF012
CN = GDCATLS OV CA E42 175CF6CE g%ig;ggggg
O = Global Digital Cybersecurity Authority | 384 |6D73FA04 |, Ll -05837|  GDCATLS
Signing Key | sha384ECDSA ) 4C3FTETA | 5 o e 198038
Co., Ltd. bits |EB71838C FEOSB ROOT E52
0033BR84 | 98EBFCCDB84
C=CN SE6F861ES
CN = GDCATLS EV CA E42 9ED918C1 igéifii;;i;
O = Global Digital Cybersecurity Authority | 384 |CLSE3D68 | 0 opascpa| GDCATLS
Signing Key | sha384ECDSA ) EDED2FST | o )00y
Co., Ltd. bits |046E3DE2 DDBEF ROOT E52
BBD1950n |3C67TBEADAEY
C=CN A3BA45AA7
CN = GDCATLS DV CAE42 A353DDE7 gg%%ggj%;é?
O = Global Digital Cybersecurity Authority o 384 |18C8E3BB. o000 7170] GDCATLS
Signing Key | sha384ECDSA . AO4TEBDS |, 5g nrncy
Co., Ltd. bits  [7395aBC0 678F2§\268§§ ROOT E52
C=CN TOF2DADA | 155816235
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Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:
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Name Version Release Date
GDCA CPS 6.2 28 February 2025
GDCA CPS 6.1 15 April 2024
GDCA CPS 6.0 31 August 2023
GDCA EV CPS 3.0 28 February 2025
GDCA EV CPS 29 15 April 2024
GDCA EV CPS 2.8 8 May 2023
GDCA CP 33 28 February 2025
GDCA CP 32 15 April 2024
GDCACP 3.1 31 August 2023
GDCA EV CP 29 28 February 2025
GDCAEV CP 2.8 15 April 2024
GDCAEV CP 2.7 8 May 2023
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https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.2.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV3.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.3.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.2.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.7.pdf
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Appendix C

Locations in-scope:
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T NTERNATIONAL

19F.-5, No.171, Songde Rd., Sinyi District,
Taipei City 110, TW.

Tel : +886 2 2346 6168

Fax : +886 2 2346 6068

Location

Function

Guangzhou City, Guangdong, China

Administration and Support

Foshan City (West), Guangdong, China

Datacenter Facility

Foshan City (East), Guangdong, China

Datacenter Facility
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s Olobal Digital Cybersecurity Authority Co., Ltd.
GDCA

GDCA MANAGEMENT’S ASSERTION

Global Digital Cybersecurity Authority Co.,Ltd. (“GDCA”) operates the Certification Authority (“CA”) services
known as CAs in Appendix A and provides SSL CA services.

The management of GDCA is responsible for establishing and maintaining effective controls over its SSL CA
operations, its SSL CA business practices disclosure on its website, SSL key lifecycle management controls, and SSL
certificate lifecycle management controls. These controls contain monitoring mechanisms, and actions are taken
to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the circumvention or
overriding of controls. Accordingly, even effective controls can only provide reasonable assurance with respect to
GDCA’s Certification Authority operations. Furthermore, because of changes in conditions, the effectiveness of
controls may vary over time.

GDCA management has assessed its disclosures of its certificate practices and controls over its CA services. Based
on that assessment, in GDCA management’s opinion, in providing its CA services at locations as enumerated in
Appendix C, throughout the period 1 March 2024 to 28 February 2025, GDCA has:

e disclosed its SSL certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment
to provide SSL certificates in conformity with the CA/Browser Forum Requirements on the GDCA
website, and provided such services in accordance with its disclosed practices

¢ maintained effective controls to provide reasonable assurance that:

° the integrity of keys and SSL certificates it manages is established and protected throughout
their lifecycles; and

° SSL certificate subscriber information is properly authenticated

¢ maintained effective controls to provide reasonable assurance that:
° logical and physical access to CA systems and data is restricted to authorized individuals;
° the continuity of key and certificate management operations is maintained; and

° CA systems development, maintenance, and operations are properly authorized and
performed to maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline — Version 2.8.

GDCA does not escrow its CA keys and does not provide certificate suspension services. Accordingly, our assertion
does not extend to controls that would address those criteria.

GDCA had disclosed an incident (Bug 1888060) on Mozilla’s Bugzilla Platform on 26 March 2024. In the incident,
GDCA had issued 20 SSL/TLS certificates from 15 September to 8 October 2023 with the Basic Constraints
extension included but not set as Critical, the affected certificates including 12 OV certificates, 7 DV certificates,
and 1 EV certificate. As of 5:10PM, 2 April 2024 (UTC+8), all these certificates had either been revoked or expired.
After the mis-issuance, the cause analysis of the incident and the remediations conducted by GDCA have been
illustrated in the process of public discussion. The matter on the public platform has been closed on 5 March 2025.

GDCA had disclosed an incident (Bug 1889062) on Mozilla’s Bugzilla Platform on 2 April 2024. In the incident, As
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https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-ssl-baseline-v2-8_final.pdf
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noted in Bug 1888060, GDCA had issued 20 SSL/TLS certificates with Non-critical Basic Constraints extension from
15 September to 8 October 2023, and as of 5:10PM, 2 April 2024 (UTC+8), all the certificates had either been
revoked or expired. There were 13 certificates which had not been revoked within 5 days since receiving the
Certificate Problem Report, leading to a violation of Baseline Requirements 4.9.1.1. After the revocations delayed,
the cause analysis of the derived incident and the remediations conducted by GDCA have been illustrated in the
process of public discussion. The matter on the public platform has been closed on 2 April 2025.

Mr. Xia
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Appendix A
The list of keys and certificates covered in the management’s assertion is as follow:
] . SHA256 - .
Key Name Key Type Slgna.t ure Key Size SUbjec.t K ey Certificate Certificate Signed
Algorithm Identifier . by
Thumbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F };ngggigiiz GDCA
O = GUANG DONG CERTIFICATE 4096 |4DCEEBIAI, 112076720
Root Key sha256RSA ) Al7CCFOE 5 0 >|  TrustAUTH
AUTHORITY CO, LTD. bits |{3r65c529 g;g?ilggg 5 RS ROOT
C=CN 886A1951 1559103893
CN = GDCA TrustAUTH R4 EV CodeSigning co6223p |BE2E0146D15
CA S04 |RoDFC522 D3483EE5981 GDCA
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA bit D155654D Egggg;gégg; TrustAUTH
its |64762589
Co.,, Ltd. CC3FDF37274 R5 ROOT
C=CN ARBODOT74 EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6F55344
Validation CodeSigning CA 2048 iggiégg; C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha2S6RSA | [p19965¢D Do oeoE2 1 TrustAUTH
ITS 7
AUTHORITY CO,LTD. e l176a787E628| RS ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIEIA 8%%;?;@% GDCA
O = Global Digital Cybersecurity Authority L 2048 |2D739636 00 90aR97FE
Signing Key| sha256RSA 727D5D1E TrustAUTH
Co, Ltd. bits  |86E28123 :Zigggﬁggég R5 ROOT
C=CN 69CTo8Ed AACD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIEIA igifgggggg GDCA
O = GUANG DONG CERTIFICATE . 2048 |2D739636 |5 cp3335474
Signing Key| sha256RSA . J27DSDLE | ige3570k |  TTUSTAUTH
AUTHORITY CO.,LTD. bits |B6E28123
cocpesEd |33995A331BE R5 ROOT
C=CN 1A4CAFEOA
CN = GDCA TrustAUTH R4 OV SSL CA COFG7A5B 222222222@2 GDCA
O = Global Digital Cybersecurity Authority | 2048 |BETCO8C6 | p o prcgrss
Signing Key| sha256RSA AD04BB48 TrustAUTH
Co, Ltd. bits  614580F5 gijgégégggz R5 ROOT
C=CN 6257R0B3 |599790n63
CN = GDCA TrustAUTH R4 SSL CA COF67A5B éi;?éiﬁ'g’fg; GDCA
O = GUANG DONG CERTIFICATE . 2048 |BETCO8CO (0pca1m5as
Signing Key| sha256RSA ) ADO4BBA8 | oo r orape|  TrustAUTH
AUTHORITY CO,LTD. bits [614580F5 8BE§£EC§1§8 RS ROOT
C=CN 6257R0B3 |5y 5 6¥EDDT
CN = GDCA TrustAUTH R4 DV SSL CA 7313cmg3 | /7105150085 GDCA
O = Global Digital Cybersecurity Authority | = 2048 |COOC2AR0 | j)pnspgsc
Signing Key| sha256RSA 2692AE3F TrustAUTH
Co,, Ltd. bits |7p4074p5 |AI6CBA44CES
300B3595 |851FA000823 R5 ROOT
C=CN 41B2535F5
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE gggggggiggé GDCA
O = Global Digital Cybersecurity Authority | = 2048 |0735A8171) 51 ppaR32
Signing Key| sha256RSA ) 63DBCID6 TrustAUTH
Co,, Ltd. bits |1E3E639p|EPA18FFOART
' DpC617D0 |C3240E91230 R5 ROOT
C=CN 159F3E7BF
CN = GDCA TrustAUTH R4 EV SSL CA 1E6AEADE ggﬁggéggigg GDCA
O = Global Digital Cybersecurity Authority | . 2048 |FO2FBFAS | o o peraTr
Signing Key| sha256RSA i D36CC7C6 TrustAUTH
Co,, Ltd. bits |3rppecea |PBOOFFLBO32
! cODCES41 |04DB36915CE R5 ROOT
C=CN A31F13342
CN = GDCA TrustAUTH R4 Extended
" LEGAEADE | 55324298325
Validation SSL CA 2048 |F52FBFAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha2S6RSA | ° . [p3eccics PELTOEDIDB TrustAUTH
AUTHORITY CO,LTD. T 2EDESCe% loanrrrsaops| RS ROOT
C=CN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA D3FEFE61 ;E?gggizggg GDCA
O = Global Digital Cybersecurity Authority L 2048 |80C09990 100, 50 srRace
Signing Key| sha256RSA . 596DD624 TrustAUTH
Co. Ltd. bits |55F2FFCO ggiggggggig R5 ROOT
C=CN EB271TEC | 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 Sgggzgz};gé CDCA
O = GUANG DONG CERTIFICATE . 2048 |8OC09990 1 5na) s6as02
Signing Key| sha256RSA ) 596DD624 | /oy ol acaspp|  TTUStAUTH
AUTHORITY CO.,LTD. bits |55F2FFCO
28271 75C | 2CBBCEFBTA0 R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AF jg;giééggé\g GDCA
O = Global Digital Cybersecurity Authority | . 2048 |RO4L621C | o 0EFEDD
Signing Key| sha256RSA i 2084B7D3 TrustAUTH
Co., Ltd. bits  |8881D1CD ggﬁggggi?g R5 ROOT
C=CN 8072CTT¥ | p3g1cpB8s
CN = GDCA TrustAUTH R4 Plus EV
I 4A5D70Fa |SB39A01EBED
CodeSigning CA »048 |OE1FFC31 DOCOE870359 GDCA
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA . 1r6p5834 [FOLAFEO00OS T p AUTH
i e |osangoss osczioz| T
o, Ltd.
C=CN DO475180 |ppypRoR4AE
CN = GDCA TrustAUTH R4 TimeStamp CA ESF795D3 éi?i?iiﬁ;ié GDCA
O = Global Digital Cybersecurity Authority o 2048 |4860FEBT |0, /o aenFD36
Signing Key| sha256RSA . 02F17810 TrustAUTH
Co,, Ltd. bits [50FFD10D iiigiggiégg RS ROOT
C=CN FB735803 |y cgEaB47B
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CN = HZrH R5 1R CA 827A42A2 ;i?%g\ggiggi
O = Global Digital Cybersecurity Authority 4096 |[BESCOBBBI oo0psg73pp| HZEIERS
Root Key sha256RSA ) ADFLACAG |- 1 oooprog
Co,, Ltd. bits |EB71B58B & CA
1201F329 |0BOECF3738C
C=CN TCAFEBLAE
CN = JZEIt R4 EV RS BIEH CA 28BOAF46 52020085552
O = Global Digital Cybersecurity Authority | = 2048 |7654EAST oo o3opcepo|  BZEERIHRS
Signing Key| sha256RSA ) DAB2810E | o e eaR
Co,, Ltd. bits |540916D2 R CA
DEEFF38 6 |EBBEA297DAA
C=CN D147EAT6F
CN = #ZmHR R4 OV RSB ERIE CA OB630E5S igiigigzéisj
O = Global Digital Cybersecurity Authority | 2048 |2F1BB6OF| 0gannaants| HMZAILRS
Signing Key| sha256RSA . 85B257B2| 20 RFR3E24
Co,, Ltd. bits |4a3131c4 iR CA
2970A1 95 |AB27DCDTBLS
C=CN BDF83C1D6
CN = %t R4 DV AR RIEH CA 0C2556EA igigggggﬁgg
O = Global Digital Cybersecurity Authority | 2048 |FD7RO04DD o1 pcs065mD|  BZERIHERS
Signing Key| sha256RSA C2RE6239 | 07 " oo
Co,, Ltd. bits |09693113 |674DC2C82EF iR CA
8EBES]Dg |PB2A5108AA3
C=CN D6664A641
CN = HZ R R4 IV RS HIES CA FBF66620 | 0(D03BIF IR
O = Global Digital Cybersecurity Authority | 2048 |P2RATB2C|, oo o pRER07| HERIRRS
Signing Key| sha256RSA ) 10CBS2E2 |0 50 9138206
Co,, Ltd. bits |59p40a15 R CA
3C11E3FT 861622297BF
C=CN 643598961
CN = # &R R4 RIBEZIEH CA 0B1COCLT égggigégzgg
O = Global Digital Cybersecurity Authority | = 2048 |23ADIF26 |, 5 21 es0p3g|  ENZATERS
Signing Key| sha256RSA ) C4928AFC |55 o7 c63pROS
Co.,, Ltd. bits |7r77FD16 A663DB 1R CA
27097831 |F15BDDDBT1F
C=CN 2BF87E200
CN = #ZmAR R4 ZBITFIET CA 5543FAB3 %Sgﬁggigsjgg
O = Global Digital Cybersecurity Authority | = 2048 |89FSTEDS o) pppera7as| BERRHRRS
Signing Key| sha256RSA SADAFEBL |, 0000355
Co.,, Ltd. bits |258451g2 |/ FPL8A2135 1R CA
Caenpgp |C2695EBGBBB
C=CN 91DOB1BAD
CN = #ZmA R4 ERITFIET CA 49EE724E gggéﬁiigzgz
O = Global Digital Cybersecurity Authority | . . 2048 |PA99640C L) cihhgop3|  EZATMRS
Signing Key| sha256RSA E14480ED| "0 r3510
Co,, Ltd. bits |731D35FC |°2127PF3BL RCA
8pa2asca |B54317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBOD4 Eﬁéié?féiéi GDCA
O = Global Digital Cybersecurity Authority 384 |20ASDBS6 oo 019081
Root Key | sha384ECDSA ) 97F29730 TrustAUTH
Co,, Ltd. bits |cssag1gg |RCBBBOF1014
opaSppoy |DBBD7782AC0 E5 ROOT
C=CN CC37E9431
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CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 V000 322RES GDCA
O = Global Digital Cybersecurity Authority o 256 |26589289 |, o1 rap3B
Signing Key | sha384ECDSA . 93BCI96AC TrustAUTH
Co. Ld. bits 123444568 ?ggggggg%ﬁ ES ROOT
C=CN 4644CTBE | £ 934n9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 Zglgggggggg: GDCA
O = Global Digital Cybersecurity Authority L 256 |02120F01) o), 38p9758
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
Co. Ltd. bits  |6E5AC45D ggg%gggggg E5 ROOT
C=CN 0299R22C 13 bpo34s53a
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 |[A404FBA9SE
o ) ) C8D525DEEAC GDCA
O = Global Digital Cybersecurity Authority | 256 |PDS2570A| -5 00oaRA3D
Signing Key | sha384ECDSA ) 928FC182 TrustAUTH
Co,, Ltd. bits |c4ce15m5 |42716D94ADS
AECE3pFp | PFAFCFTB65 E5 ROOT
C=CN 76AFA6466
CN = GDCA TrustAUTH E4 IV SSL CA SBRIFECE }jlgggggggigg GDCA
O = Global Digital Cybersecurity Authority | = 256 |BAZFO02E|, oot o hoRe
Signing Key | sha384ECDSA . 21DDCEED TrustAUTH
Co., Ltd. bits |paAAFB25 éig?%g?;;;? ES ROOT
C=CN 70F2D067 | 534p0p721
CN = GDCA TrustAUTH E4 CodeSigning CA opscocng [ESABIFAS362
O = Global Digital Cybersecurity Authority 56 [m4n53085 AOF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA | - |70831681 |0 0080CE00 0 TrustAUTH
its  |2EBFCBI1C
C=CN 05F8BC4A281 E5 ROOT
16COD760 1) 1 59578FF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 32;223?;3;2 GDCA
O = Global Digital Cybersecurity Authority | 256 |7C365592 |41 rrnRoRCS
Signing Key | sha384ECDSA ) 21E343DB TrustAUTH
Co,, Ltd. bits |cacsgan3 |2 AA0SEC3957
BBC346g4 |FEODOF2EABD E5 ROOT
C=CN A3289E1E1
CN = GDCA TrustAUTH E4 Primer CA BD90963A ;ggigggjgg GDCA
O = Global Digital Cybersecurity Authority | 256 |7CC8IC8E |, ot or3mpoD
Signing Key | sha384ECDSA ) 2114AD92 TrustAUTH
Co,, Ltd. bits |1Fga3023 |8PF99181157
9n38507g |27396CEB3EY E5 ROOT
C=CN 5040AF547
CN = GDCA TLS ROOT R52 C1C376BF Z;@Eéjifg%i
O = Global Digital Cybersecurity Authority 4096 |8554BSBC| onaoar0oge| GDCATLS
Root Key sha256RSA i TA8SECBA | 301030566
Co., Ltd. bits |B3c583CE ED736914467 ROOQOT R52
C=CN DOFSBEEB | ) p74c6471
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CN = GDCATLS OV CAR42 20F9D874 ggéi;ggig;g
O = Global Digital Cybersecurity Authority o 3072 |315D922D|gr-upc7prar| GDCATLS
Signing Key| sha384RSA . 5593310D | 0 4239157
Co., Ltd. bits |g997aa3p |1242 BBl ROOTRS52
3p17c0a1 |FELB50DIFBC
C=CN ED296E720
CN = GDCATLS EV CA R42 73BBYBD3 iiiggiiéigé
O = Global Digital Cybersecurity Authority | 3072 |P57E6455 1 390ca47889] GDCATLS
Signing Key| sha384RSA . AO3EBBF8 | 5o e o pRc
Co., Ltd. bits |7F5320D8 613067 ROOQOT R52
C=CN EBF21p17 [AD01A64
= E49E0A285
CN = GDCA TLS DV CA R42 29312D4F Siié?éiéilé
O = Global Digital Cybersecurity Authority | = 3072 |L7BAET2L | onncopagog| GDCATLS
Signing Key| sha384RSA ) ACRBODAT |5 o o034
Co.,, Ltd. bits |1AFE439E g;;g?mw ROOT R52
C=CN A80B3080 95C08C15A
CN = GDCATLS ROOT E52 D5S0FDE57D3C
- _ . 069953CD 55 0EE91256
O = Global Digital Cybersecurity Authority 384 |EE29468A|, 1 oona68c3|  GDCATLS
Root Key | sha384ECDSA ) 9548584F | o oy hEms 77
Co., Ltd. bits |243635AEE ROOT E52
0AF13904 1F23EF4B183
C=CN 3290BF012
CN = GDCA TLS OV CA E42 175cr6CE 012 0 TEOD00
O = Global Digital Cybersecurity Authority | 384 |OD73FRAO4] o 302837 GDCATLS
Signing Key | sha384ECDSA ) 4C3FTETA |5 ot 198038
Co., Ltd. bits |EB71838C FEQ9B ROOT E52
0033Bp84 | 2BEBFCCDBE4
C=CN S5E6F861ES
CN = GDCATLS EV CA E42 9ED918C1 igéifii;ﬁi;
O = Global Digital Cybersecurity Authority | 384 |CLSE3D68 | 0 opascpa| GDCATLS
Signing Key | sha384ECDSA ) EDED2FST | o /)0y
Co., Ltd. bits |046E3DE2 DDBEF ROOT E52
BBD1950n |3C67B6ADAEY
C=CN A3BA45AA7
CN = GDCATLS DV CA E42 0E114041712
o ) ] A3S3DDET g 41951 4FpoF
O = Global Digital Cybersecurity Authority o 384 |18C8E3BB. o000 7170] GDCATLS
Signing Key | sha384ECDSA . AO4TEBDS |, g npncy
Co., Ltd. bits  [7395aBC0 678F2§\268§§ ROOT E52
C=CN TOF2DADA | 55816235
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Appendix B
Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:
Name Version Release Date

GDCA CPS 6.2 28 February 2025
GDCA CPS 6.1 15 April 2024
GDCA CPS 6.0 31 August 2023
GDCA EV CPS 3.0 28 February 2025
GDCA EV CPS 29 15 April 2024
GDCA EV CPS 2.8 8 May 2023
GDCACP 33 28 February 2025
GDCA CP 32 15 April 2024
GDCA CP 3.1 31 August 2023
GDCAEVCP 29 28 February 2025
GDCAEV CP 2.8 15 April 2024
GDCA EV CP 2.7 8 May 2023
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https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.2.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV3.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.3.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.2.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.7.pdf
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Appendix C

Locations in-scope:

Location

Function

Guangzhou City, Guangdong, China

Administration and Support

Foshan City (West), Guangdong, China

Datacenter Facility

Foshan City (East), Guangdong, China

Datacenter Facility
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M LIRS

(CER : XPXRERFESE - EXEFESRERE )
B HZRRRERDBRATEENE

BAESEE - WG —PRI SRR DBRAS (Global Digital Cybersecurity Authority Co., Ltd. -
PURETR "GDCA" ) T 2024 %3 B 1 HZE 2025 £ 2 B 28 HEAE T M4 =Fralith s EMeE FINERS H
BEMBRNERIT 7 SRFRIENSIENS - RIEEEMZIAE - GDCAE :

o TEMMETAIZAIAIEAE ZREBFINEW SN (cps ) ANEAZRIEHBRES (cP ) PiKEE 7 SSL ik
BAFIAWSAN - BFEEEBE CA/Browser ICIZHHRIES IR ssL IEBARS - HkIEE
BRI SSHIN R AR AR SS

o BIBAMIEHIMNE - DURHEINSELRIL
B RIPPAEENZHAAN SSLIEBEEMB R PROTEY ;| LK
T GDCA FRATTRUEMRIEG St EE SSLIEBHIFENER

o BYBAMIEHIMNG - DURHLINSEMRIL
Xt CA 2L MEIRRZEMYIEH O R T EN DA ;
FREBHMEBERRIFOESM ; MUK
CA 24T & - EFNRFSIEINENNNT - MER CA RFRTE

. BUBWIZEHNE - DURHEIBRIEBARR S CA/Browser 1835 ( CA/Browser Forum ) &1 AY [W
BRIUEB ZH5Z £ A E (Network and Certificate System Security Requirements )

DL & WebTrust Principles and Criteria for Certification Authorities — SSL Baseline v2.8 -

GDCA T 2024 % 3 B 26 Hi%E 7 Mozilla Bugzilla ¥& L —# 5% ( Bug 1888060 ) - fEiZEHF -
GDCA 72023 F 9 A 15 HZ 10 B 8 HEEMA 7 20 N SSL/TLS IEH - IEBEETEARLRYT B - BRI
BARE  SEMWIEPSE 12 NOVIER -7 NDVIEBFM I NEVIED - HE 2024 F4H 2B T4 5:10
(UTC+8) - FIAXLIE B EHBHSITH - SRSHRERE - GDCA WEHREMN ARSI ST
ARNE TR PRBENEM - WBRAHFE LR 2025 F£3 A5 HEAR -

F1E H 108


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-ssl-baseline-v2-8_final.pdf
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060

Y ODFK

INTERNATIONAL

PREEE € 3HFFE AT 19F.-5, No.171, Songde Rd., Sinyi District,
SUN RISE CPAS’ FIRM Taipei City 110, TW.
DFK INTERNATIONAL Tel : +886 2 2346 6168

Fax : +886 2 2346 6068

GDCA T 2024 £ 4 B 2 H#%% 7 Mozilla Bugzilla FF& ER—#ESE4 ( Bug 1889062 ) - EiZE4® - Wl Bug
1888060 it - GDCA % 2023 £ 9 H 15 HE 10 B 8 BHEMA Y 20 MEBEFRBEAAERT BH
SSUTLS IEH - #ZE 2024 £4 B2 HTFF5m 1049 (UTC+8) - FRAIEBEH BT - 4m - & 13
MEBERENEBOBRRER 5 RAABH  SBIERTELEK 49.1.1 - BHEERNITESHRER
RESHTUR GDCA R KIER S E AR INICT R PBR M - LR AHTFE LR 2025 F£4 B
2 HEARA -

GDCA W= 1E

GDCA WEEERARMWREREZAE - 8FREKRENEMMHLURINE RGN GDCA PHiRHINRSERTS
WebTrust Principles and Criteria for Certification Authorities — SSL Baseline v2.8 FIAITE -

T MAYIH I RS

BIMNERFERUMHBETEMRBERZARHNSTARRBWRW ST IMEEEN ( Code of Ethics for
Professional Accountants ) IERBREX - ZENZEZUEIER ~ BN » TWEENFEE - mREMERWAT
ANERRNZ £ - XARBERREEETE (ISQM) 1 - Bl A 771 5 R 7 #1136 F 30 B 1R UF 38 1R AT
WSEHILGRIFEEEE - FRILEFZTEHNREZEHE R - GEFEEREXR - TWINEMBRERENEXK
X EMBERFRER -

it SRE

HATWINRE2ENTEIE TEREM X GDCAMEBRINEARELE - HIIBEEMFIHSEILANEES

KON ERESIEWSENS 3000 5 " HEMSES EF T FFHUFILETFINE OMERITTEIETLIE - It
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https://bugzilla.mozilla.org/show_bug.cgi?id=1889062
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-ssl-baseline-v2-8_final.pdf
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B} {4 —
RNERENEIENBRASIERIIZET:
. . SHA256 " .
Key Name Key Type Slgna'ture Key Size Subjec't ‘Key Certificate Certificate Signed
Algorithm Identifier . by
Thumbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F gzgsggigiﬁ CDCA
O = GUANG DONG CERTIFICATE 4096 [4DCEEEIA |40y 059767R9
Root Key sha256RSA ) RLTCCEOE | o osponnsman| TTUStAUTH
AUTHORITY CO,LTD. bits |3re5c529 |FC2BBBOSE
s8ea1oc |OF713A13B99 R5 ROOT
C=CN 2891D3893
CN = GDCA TrustAUTH R4 EV CodeSigning co6223p3 |E82E0146D15
CA J048 |RODECS22 D3483EE5981 GDCA
O = Global Digital Cybersecurity Authority | Signing Key| sha256RSA bit D155654D Egggg;gég;; TrustAUTH
ITS 7
Co, Ltd. e |ccarpE3T274| RS ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6F55344
Validation CodeSigning CA 2048 ggg?igg; C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha2S6RSA | - [P19565¢D D2 TrustAUTH
ITS
AUTHORITY CO,LTD. e [176a787E628| RS ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA Siéiéiiiéi’; GDCA
O = Global Digital Cybersecurity Authority | 2048 |2D739636 00 gcaR97FE
Signing Key| sha256RSA 7277D5D1E TrustAUTH
Co,, Ltd. bits |per2g1a3 |49R82DA8B916
cocresna |R4A0920F307 R5 ROOT
C=CN AACD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOELA igifgggggg GDCA
O = GUANG DONG CERTIFICATE o 2048 |2D739636 | cp3335474
Signing Key| sha256RSA J27DSDIE| 0083075 TrustAUTH
AUTHORITY CO,LTD. bits |sem28123 (244D B
cocresna |33995A331BE R5 ROOT
C=CN 1A4C4FEQOA
CN = GDCA TrustAUTH R4 OV SSL CA COF67A5B 123 igggggggég GDCA
O = Global Digital Cybersecurity Authority | = 2048 |BETCO8CE| 0o rrcgps3
Signing Key| sha256RSA AD04BBA48 TrustAUTH
Co., Ltd. bits |6145B0F5 gijg;gégggé RS ROOT
C=CN 6257R0B31599790n63
CN = GDCA TrustAUTH R4 SSL CA COF6TASE ég;g%g?f;; .
O = GUANG DONG CERTIFICATE . 2048 |BETCO8CO1 () 0pca1r5a3
Signing Key| sha256RSA . ADO4BBA8 |5 orepomapg| TTUSAUTH
AUTHORITY CO.,LTD. bits |6145B0F5 SREOABCL128 RE ROOT
C=CN 6257R0B3 |5y 5 6¥EDDT
CN = GDCA TrustAUTH R4 DV SSL CA 73130883 | A0 eoca
O = Global Digital Cybersecurity Authority | . 2048 |COOC2ARO0 | \ypm 3pgsc
Signing Key| sha256RSA 2692AE3F TrustAUTH
Co., Ltd. bits 178407485 Z;gfgigggggg R5 ROOT
C=CN 300B3595 11825355
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE ggéggggiggé GDCA
O = Global Digital Cybersecurity Authority | 2048 |0735A8171) 051 ppaR32
Co. Ltd Signing Key| sha256RSA bits 63DBCODE | o erroan7| TTUStAUTH
0. Hd. ! éiggfggg C3240E91230 R5 ROOT
C=CN 159F3E7BF
CN = GDCA TrustAUTH R4 EV SSL CA 1EGAEADE ggéggéggigg GDCA
O = Global Digital Cybersecurity Authority | . 2048 |F52FBFAS | 0r oo peraTr
Signing Key| sha256RSA ) D36CC7C6 TrustAUTH
Co,, Ltd. bits |3rppgCea |PPOOFFLBO32
' cOpCES41 |04DB36915CE R5 ROOT
C=CN A31F13342
CN = GDCA TrustAUTH R4 Extended Lmenzapg |75324508325
Validation SSL CA 048 |F52FBFAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha256RSA | ° .~ [p3eccics T oeoonel | TrustAUTH
ITS
AUTHORITY CO,LTD. oo |oasrrsaone| RS ROOT
c=CN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA D3FEEEE] ;gggggﬁggg coeh
O = Global Digital Cybersecurity Authority | 2048 |80C09990 g or 3nappace
Signing Key| sha256RSA i 596DD624 TrustAUTH
Co,, Ltd. bits |55r2FFco |FE4649D69BO
EB2717EC B21B3D6B2AB R5 ROOT
C=CN A78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEEG1L 3 §§§Z§Z§§§§ GDCA
O = GUANG DONG CERTIFICATE o 2048 |80C09990 1 opg 1 y6a502
Signing Key| sha256RSA ) 596DD624 |, o0 ol alaspr|  TTUStAUTH
AUTHORITY CO,LTD. bits  |s5F2FFCO
EB2717EC 2CB8C6FBTA0 R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 11649288 iiiiiééié’éﬁ coeh
O = Global Digital Cybersecurity Authority | . 2048 |RO41621C |0 o r 0EFEDD
Signing Key| sha256RSA ) 2084B7D3 TrustAUTH
Co,, Ltd. bits |gss1picp |/t AFDPDOOEB3
' 8072077p | OE47C6BBAIF R5 ROOT
C=CN E3E1CDBSS
CN = GDCA TrustAUTH R4 Plus EV
_— 4A5D70FA 3B39A01EB6D
CodeSigning CA 5048 |OE1FEC31 DOCOE870359 GDCA
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA ) 1r6p5834 [FOLAFEO00OS T AUTH
bits 064DE635 EOD5C240802
Co., Ltd. 00475180 |21A0769DTEO | R5ROOT
C=CN FB4BBOE4E
CN = GDCA TrustAUTH R4 TimeStamp CA E5F795D3 éi?i?iiﬁ;ié GDCA
O = Global Digital Cybersecurity Authority | . 2048 |4800FFBT | o i paparD36
Co. Ltd Signing Key| sha256RSA bit 02F17810 |0 pacciime| TrUstAUTH
0., . ITS
;gsggégg A148AA24C7T77 R5 ROOT
C=CN 4C8E4B47B
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CN = ¥ ZhH RS 48 CA 71A1A38FF48
Az ﬂ#, 5 , . 827R42A2 151 39002DD5¢C|
O = Global Digital Cybersecurity Authority 4096 |BESCOBBB| 0 0p3873pp| BMZMHRS
Root Key sha256RSA ) ADF14CA6 6723EE28
Co,, Ltd. bits |£B71B58B |FL4 EE & CA
1201320 |0BOECF3738C
C=CN TCAFEBLAE
— 2RI szoey FA920C85394
L RAEV BRSB|[IEY CA 28BOAF46 |, o5 oo )
O = Global Digital Cybersecurity Authority | 2048 |7654EASL oo oo pcepo|  BZERIERS
Signing Key| sha256RSA ) D4B2810E 97ERE64
Co.,, Ltd. bits |54091¢py |PPP2 /EBOGAE iR CA
DEEFF38¢ |EBBEA297DAA
C=CN D147EA76F
CN = B Zr R4 OV RS ERIES CA OB630E5S igiiggiéif
O = Global Digital Cybersecurity Authority | 2048 |2F1BBOOF | oannaga1s| BZERHRS
Signing Key| sha256RSA i 85B257B2| o prpary
Co., Ltd. bits |4a3131c4 & CA
2970a1 op |AB27DCDTB15
C=CN BDF83C1D6
= HZIIH R4 DV BRSZRIEH CA 0C2556EA igigggggﬁgg
O = Global Digital Cybersecurity Authority | 2048 |FD7A04DD L peigg5pp| BERRIHRS
Signing Key| sha256RSA . C2RE6239| %0 ces
Co,, Ltd. bits 09693113 DC2C82EF & CA
8EBES]Dg |AB2A5108AA3
C=CN D6664A641
CN = BZ A R4 IV RS ZBIEH CA FBF66620 é;i?éﬁég%
O = Global Digital Cybersecurity Authority | 2048 |D2AATB2C |, oo o bpER07| BERERIHRRS
Signing Key| sha256RSA ) 10CBS2E2 |00 50 5138206
Co.,, Ltd. bits |s59p4apa1s|>® iR CA
3c11m3p7 |861622297BF
C=CN 643598961
CN = B R4 CA 1DDCBC25FC8
HZ R4 RKIBESZIEP . OBLCOCLT | oo e )
O = Global Digital Cybersecurity Authority | . . 2048 |23AD9F26 |, o 2 c50p3g| EZRAIMRS
Signing Key| sha256RSA . C4928AFC |55 o7 c63pROS
Co,, Ltd. bits |7r77FD16 1R CA
27097831 |F15BDDDB71F
C=CN 2BF87E200
MR A RA EET P 18CDC6E98BE
CN ;ﬁiH—H)’C 34 ELlTF'lE:ﬁ CA . 5543FAB3 17513047128
O = Global Digital Cybersecurity Authority | 2048 |89FSTEDS oo pppgra7a3| BERHRRS
Signing Key| sha256RSA . SADAFEBL | 0051355
Co,, Ltd. bits [258451E2 1R CA
C86ABEF7 C2695EB68BB
C=CN 91DOB1BAD
CN = BZ KA R4 EMITFIES CA 49EE724E gggééiigzgz
O = Global Digital Cybersecurity Authority | . . 2048 |PA99640C| L) cihgop3|  EZATMRS
Signing Key| sha256RSA . E14480ED| . 000 nr3p12
Co,, Ltd. bits |731p35FC RCA
8p4243c4 [B94317A0763
C=CN 0FCDB0307
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CN = GDCA TrustAUTH E5 ROOT c87cBOD4 |EALS2FD132D
- . . >0ASDRS 6 [EAFAET1930A GDCA
O = Global Digital Cybersecurity Authority 384 9760517A81D
Root Key | sha384ECDSA 97F29730 TrustAUTH
CO., Ltd. bits C88A6189 ACBBB5F1014
opacppay |[DBBD7782AC0 E5 ROOT
C=CN CC37E9431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2ES35 iééfﬁﬁééi‘ié GDCA
O = Global Digital Cybersecurity Authority | 256 [26589289 1., 51 1 pap3n
Signing Key | sha384ECDSA . 93BCI6AC TrustAUTH
Co. Ltd. bits 123444568 ?23222@:% E5 ROOT
C=CN 4644CTBF | (934n9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612pF0 |AA0E436C044
. . . 20376287C9A GDCA
O = Global Digital Cybersecurity Authority | 256 |02120F0L| o,/ 308975R
Signing Key | sha384ECDSA ) ECEF127A TrustAUTH
Co,, Ltd. bits |em5ac4sp |8APF16F0C63
0299a22c |OFFO79E750D E5 ROOT
C=CN ADD03453A
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 |A404FB498E
- . . 2570 |C8D525DEEAC GDCA
O = Global Digital Cybersecurity Authority | 256 |PDS 47299CABA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co, Ltd. bits |cace1585 éﬁgiggigégg E5 ROOT
C=CN AECO3EFB |5 o rac466
CN = GDCA TrustAUTH E4 IV SSL CA SBRIFECS Elggggg;igz GDCA
O = Global Digital Cybersecurity Authority | 256 |8RA2FO02E |, borcispore
Signing Key | sha384ECDSA . 21DDCEED TrustAUTH
co. Ld. bits | parAFE25 éiﬁgg;g;? E5 ROOT
C=CN T0F2D067\ 3 4pop721
CN = GDCA TrustAUTH E4 CodeSigning CA opocecng [ESABOFRS362
O = Global Digital Cybersecurity Authority c6  |m4R53085 AOF0137C845 GDCA
Co., Ltd. Signing Key| sha384ECDSA | <7~ |7pE316s1|2lBAEO82908 ) 1 GiAUTH
N bits |2zBECB1C| (002t inoet| 5 ROOT
16C0D760 11 5957BFF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 (9978085258 GDCA
O = Global Digital Cybersecurity Authority o 256 |7C365592 a1 rraRoRCS
Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co., Ltd. bits  \cacs62p3 Zéﬁgggg;i;; ES ROOT
C=CN BBC34684 137898181
CN = GDCA TrustAUTH E4 Primer CA BD9Y0963A ;ggigg;gg\;g .
O = Global Digital Cybersecurity Authority | 256 |7CC8ICBE| o L 0R3ED2D
Signing Key | sha384ECDSA . 2114AD92 TrustAUTH
Co., Ltd. bits  |1r8n3023 gsggzégéégg E5 ROOT
C=CN IR3BBOEE | 504 0nrs47
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CN = GDCA TLS ROOT R52 C1C376BF Z;égé?ggg%i
O = Global Digjtal Cybersecurity Authorit 4096 (8594BSBC |y ennoar089| GDCATLS
Yy y Yy
Root Key sha256RSA ) T485FCBR |30 1030566
Co, Ltd. bits |B3c583CE ROOT R52
Dorsprgp |ED736914467
C=CN 2D74C6471
CN = GDCATLS OV CAR42 20E9D874 ggéiggg?é;g
O = Global Digital Cybersecurity Authority | = 3072 |315D922D\gropcoprag| GDCATLS
Signing Key| sha384RSA . 5593310D |0 1257101
Co,, Ltd. bits |g997a438 1244 BBl ROOTR52
3p17c041 |FELBSODIFBC
C=CN ED296E720
CN = GDCATLS EV CA R42 73BBYBD3 iggggg%ggg
O = Global Digital Cybersecurity Authority | _ 3072 |PS7E®4551h3000g478R9| GDCATLS
Signing Key| sha384RSA . AO3EBBFS |, 0 o pEC
Co, Ltd. bits  |7F5320D8 ROOT R52
ERF21D17 |AB51A643067
C=CN E49E0A285
CN = GDCATLS DV CA R42 29312D4F gggggi%gz;
O = Global Digital Cybersecurity Authority | 3072 |17BAET2L |5 nacopagog| GDCATLS
Signing Key| sha384RSA ) ACRBODAT |5 o o034
Co,, Ltd. bits |1aFE439E ROOT R52
A80B3080 B22250184FA
C=CN 95C08C15A
CN = GDCA TLS ROOT E52 069953CD Eigggggzggg
O = Global Digital Cybersecurity Authority 384 |EE29468A|, . noesc3|  GDCATLS
Root Key | sha384ECDSA . 9548584F | o0 rRsTy
Co, Ltd. bits |43635aEE |°A210DFE ROOT E52
OAF13904 |LF23EF4B183
C=CN 3290BF012
CN = GDCATLS OV CA E42 175CF6CE gigzggggg
O = Global Digital Cybersecurity Authority | 384 |6DT3FAO4| o r1302837| GDCATLS
Signing Key | sha384ECDSA . 4C3FTET4 | o nton 038
Co, Ltd. bits |EB71838C ROOT E52
0033Bp84 | 2BEBFCCDBE4
C=CN SE6F861ES
CN = GDCATLS EV CA E42 BD488893767
- . . 9ED9%8% ABBF139ED36
O = Global Digital Cybersecurity Authority | 384 |CLSE3D6S |, o orascpa| GDCATLS
Signing Key | sha384ECDSA . EDED2F57 | 2441 71 popEF
Co, Ltd. bits  |046E3DE2 ROOT E52
BBD1950n |3C67B6ADAEY
C=CN A3BA45AAT
CN = GDCATLS DV CA E42 A353DDE7 gg%%ggi;;éi
O = Global Digital Cybersecurity Authority o 384 |18C8E3BB|g 001 07170| GDCATLS
Signing Key | sha384ECDSA . AD4TEBDS |50 nnrcopp
Co, Ltd. bits  |7395aBC0 ROOT E52
79F2DADA 678F9AC6881
C=CN 022816235
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B4 —
SBEMAEAZCP/CPShRA:
Name Version Release Date

GDCA CPS 6.2 28 February 2025
GDCA CPS 6.1 15 April 2024
GDCA CPS 6.0 31 August 2023
GDCA EV CPS 3.0 28 February 2025
GDCA EV CPS 29 15 April 2024
GDCA EV CPS 2.8 8 May 2023
GDCA CP 33 28 February 2025
GDCA CP 3.2 15 April 2024
GDCA CP 3.1 31 August 2023
GDCA EV CP 29 28 February 2025
GDCA EV CP 2.8 15 April 2024
GDCAEV CP 2.7 8 May 2023
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https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.2.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV3.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.3.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.2.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.7.pdf
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S (LR ER "cA” - MHFRASIZE T CAPTEEMRIEBMPRIES ) - HiZHssL cABBFINEARS -

GDCARYEEM EATTE XISSL CARR S B I A 4EF ARAVIEH] - 45 : SSLCAMSS MK EE  sSLCAZE R Ean B HH
BIEASSL CAIE BB HEE - XEZFI 58 R S KU IE SR ARV TREFT REVA SR B -

EEERIREEHE AR - 8 ARNKRURNE B BIZEF R IREM - BUE - B EEMAZEH 1 NEEXS
GDCA ZEM B FINMERFBIEHESEMRIL - UE5 - BT EFIMIENE(E - ZHIRNB M o BEBER BIMm A £ -

GDCA EEEE X TR HACARRSZ RO S HLNIE B8 Sz 71 - ETUEITEM - GDCA BIBEIAN « #20245F
3 B1 HZE2025 %2 H28 HFLGDCA FEM =5t s 12 tCARR S HAIE) - GDCAE :

o MY zcp/cPSIERESSLIE B4 B EIRE I - BIHE A EETE CA/Browser 1815 ( CA/Browser
Forum ) ARG5S IRHSSLIEBRS - FHKIEREN WS LERHERKRS

o BEAREGHINE - DURHLITEERIE :
o BUHRIPAEEREMNBHENIT, SSLIEBEE MBI FHTZEN ; MUK

o T GDCA FTATRUEMHRIEIE S LT sSLIEBHFIBZERIER
o BIUAIEEGING - DUREHNSEMRIL
o X CA RFMBURRIZEANYIEREIMRT RN DA
o REFEHMLEBERRMENESY | UK
o CARGINTA - HFMBRERIEZIBRNANT - LIS CA RIITE

L5 & WebTrust Principles and Criteria for Certification Authorities - SSL Baseline - Version 2.8 -
GDCARIEEHAID - MARRHIEBERLRS - B - RIMNWANERSKEBERRIFENBRIZET -

GDCA T 2024 % 3 B 26 B#%E 1 Mozilla Bugzilla FF& LR —HEE 4 ( Bug 1888060 ) - TEiZEH+ - GDCA £
2023 F 9 A 15 HE 10 B 8 HEREIMA 7 20 D SSU/TLSUED - IERBBETEARARY E - BRREAIRE =
EMAIEREIE 12 DOVIER ~ 7D DVIERM 1 DNEVIER - BE 2024 F 482 H T4 5:10 (UTC+8) - FiA
XU BB - BRSHRER  GDCANSHREEMN A M AMBUIERESEAXRITICTZ PSE
it - EERAKFE L2025 38 sHEAR -

GDCA T 2024 ©F 4 B 2 Hi#%E 7 Mozilla Bugzilla ‘F& ER—HES 4 ( Bug 1889062 ) - %S4 - 1l Bug
1888060 HF Pt - GDCA 7£ 2023 £ 9 B 15 HE 10 B 8 HEfEMA 1 20 MEBAIFRBERLRY EHY SSL/TLS
IEH - #E2024F4F2H MF5R107 (UTC+8 ) - FRAIEBEMBEEHESGIH - A1 - B 13 MEBEWENES
BERER 5 KAEKRBE  SHERTELEK 49.1.1 - BEERNTESHRER - RESHLURGDCA
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https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-ssl-baseline-v2-8_final.pdf
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
https://bugzilla.mozilla.org/show_bug.cgi?id=1889062
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
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RNERENEENBRASIEBIIZET:
. . SHA256 - .
Key Name Key Type S|gna.t ure Key Size Subjec.t K ey Certificate Certificate Signed
Algorithm Identifier Th . by
umbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F gzgsgggggg GDCA
O = GUANG DONG CERTIFICATE 4096 |4DCEEBIRI) 110076720
Root Key sha256RSA . ALTCCFOE | ononicman| TTUStAUTH
AUTHORITY CO.,LTD. bits [3F65c529 0713213599 RE ROOT
C=CN 886A1351 1559103893
CN = GDCA TrustAUTH R4 EV CodeSigning co6223p |BE2E0146D15
CA J04g |RODECS22 D3483EE5981 GDCA
- . . - 7
O = Global Digital Cybersecurity Authority | Signing Key| sha256RSA bit D155654D Eggg;gégg; TrustAUTH
ITS 7
Co,, Ltd. ngggsj CC3FDF37274 RS ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6F55344
Validation CodeSigning CA 2048 gggﬁggg; C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha2S6RSA | ° - |P19965¢D 05T TIR | TrustAUTH
IS 7
AUTHORITY CO,LTD. e 17627878628 | RS ROOT
c=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIEIA giigg;gggg; GDCA
O = Global Digital Cybersecurity Authority | 2048 |2D739636 00 90aR97FE
Signing Key| sha256RSA 7271D5D1E TrustAUTH
co. Ld. bits  |B6E28123 f\jigg%?gég R5 ROOT
C=CN 69CF6BE | ) ncD6OF81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOELA igifgggggg GDCA
O = GUANG DONG CERTIFICATE o 2048 |2D739636 |5 cp3335474
Signing Key| sha256RSA ) J27DSDIE| 083075 TrustAUTH
AUTHORITY CO,.LTD. bits |BeE28123 (294D E
cocresna |33995A331BE R5 ROOT
C=CN 1A4C4FEOA
CN = GDCA TrustAUTH R4 OV SSL CA COFGTASR ; ggggggggég GDCA
O = Global Digital Cybersecurity Authority | 2048 |BE7CO8CO | o rrcarss
Signing Key| sha256RSA AD04BB48 TrustAUTH
Co. Ld. bits 161458085 gijgégégggz R5 ROOT
C=CN 6257R0B3 1599790n63
CN = GDCA TrustAUTH R4 SSL CA COFGTASR éi;?ﬁﬁié?é; GDCA
O = GUANG DONG CERTIFICATE o 2048 |BETCO8CO |6 pon1ms543
Signing Key| sha256RSA ADO4BBAB |5 or o rapg| TTUSAUTH
AUTHORITY CO,LTD. bits |6145B0F5 8;2;&&; 25 ROOT
C=CN 6257R0B3 |5y 5 6¥EDDT
CN = GDCA TrustAUTH R4 DV SSL CA 7313cms3 | /22651 30CH" GDCA
O = Global Digital Cybersecurity Authority | = 2048 |CEO0C2RA0 |, 0y o papos e
Signing Key| sha256RSA 2692AE3F TrustAUTH
Co,, Ltd. bits |784074p5 |29 6CBA44CES
300B3595 [851FA000823 R5 ROOT
C=CN 41B2535F5
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE gggggggiggé GDCA
O = Global Digital Cybersecurity Authority | = 2048 |0735A8171) 51 ppaR32
Signing Key| sha256RSA ) 63DBCID6 TrustAUTH
Co,, Ltd. bits |1E3Ee30p|EL4L8FFOART
' DDee17p0 |C3240E91230 R5 ROOT
C=CN 159F3E7BF
CN = GDCA TrustAUTH R4 EV SSL CA 1EGAEADE ggﬁggéggigg GDCA
O = Global Digital Cybersecurity Authority | . 2048 |FO2FBFAS | o o peraTr
Signing Key| sha256RSA i D36CC7C6 TrustAUTH
Co,, Ltd. bits |3rppecea |PBOOFFLBO32
' cODCE3417 |04DB36915CE R5 ROOT
C=CN A31F13342
CN = GDCA TrustAUTH R4 Extended
" 1E6ARADE |95324R98325
Validation SSL CA 2048 |F52FBFAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha256RSA | ° - |p3eccice |FELECCT TR TrustAUTH
AUTHORITY CO,LTD. T Eeece loan rrsaoDe | RS ROOT
C=CN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA D3FEEE6L ggggggizggg GDCA
O = Global Digital Cybersecurity Authority o 2048 |80C09990 |00, 27 spmace
Signing Key| sha256RSA . 596DD624 TrustAUTH
Co. Ltd. bits |55F2FFCO ggiggggggig R5 ROOT
C=CN EB271TEC | 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 3 gggzgzg;gi GDCA
O = GUANG DONG CERTIFICATE . 2048 |80C09990 |, ne yenso2
Signing Key| sha256RSA ) 596DD624 | /oy ol acaspp|  TTUStAUTH
AUTHORITY CO.,LTD. bits |55F2FFCO
28271 75C | 2CBBCEFBTA0 R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AE Zg;giééggg\g GDCA
O = Global Digital Cybersecurity Authority | . 2048 |RO4L621C | o 0EFEDD
Signing Key| sha256RSA . 2084B7D3 TrustAUTH
co. Ld. bits  |8881D1CD ggisggggg; R5 ROOT
C=CN 8072CTT¥ | p3g1cpB8s
CN = GDCA TrustAUTH R4 Plus EV
I 4A5D70Fa |SB39A01EBED
CodeSigning CA »048 |OE1FFC31 DOCOE870359 GDCA
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA . 1r6p5834 [FOLAFEO00OS T p AUTH
ot e |osangoss osczioz| T
0., .
C=CN p0475180 FB4BBOE4E
CN = GDCA TrustAUTH R4 TimeStamp CA ESF795D3 éi?gggg;;ig GDCA
O = Global Digital Cybersecurity Authority | 2048 |4860FEBT |0, /o aenFD36
Signing Key| sha256RSA . 02F17810 TrustAUTH
Co,, Ltd. bits [50FFD10D iiigi;giégg RS ROOT
C=CN FB735803 ) gr4p47B
CN = =2/ R5 1R CA 827AL2A2 Qz;zggggggg
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| -oqpae7app| HZALRS
Root K ha256RSA ADF14CA6
ootkey | sha - E146723EE28
Co., Ltd. bits |EB71B58B R CA
1201r329 |0BOECF3738C
C=CN TCAFEBLAE
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CN = HZ I R4 EV RS RIS CA 28BOAF46 |F220085352
O = Global Digital Cybersecurity Authority | 2048 |7654EASL oo ooopcepo|  BZERIERS
Signing Key| sha256RSA . D4B2810E | o e iR
Co, Ltd. bits  [540916D2 R CA
DEEFF38¢ |EBBEA297DAA
C=CN D147EAT6F
CN = B2t R4 OV RS2+ CA 0B630ES58 igigggi;if
O = Global Digital Cybersecurity Authority | . 2048 |2F1BBOOF |\ oarnaga1s| BZERHRS
Signing Key| sha256RSA i 85B257B2| o0 prnaroy
Co,, Ltd. bits |4a3131c4 iR CA
2970a1 o |AB27DCD7B15
C=CN BDF83C1D6
CN = #Z Wt R4 DV RSB ERIEH CA 0C2556EA igigggggfzgg
O = Global Digital Cybersecurity Authority | 2048 |FD7A04DD L pcigg5pp| BERRIHRS
Signing Key| sha256RSA . C2RE6239| o) ostgony
Co,, Ltd. bits 09693113 iR CA
8EBES]Dg |AB2A5108AA3
C=CN D6664A641
CN = BZRHE R4 IV FRSERIES CA FBF66620 |1 2CD0IBIFER
O = Global Digital Cybersecurity Authority | =~ 2048 |P2ARTB2C|, oo o bREE0T7| HZEIRRS
Signing Key| sha256RSA ) 10CBS2E2 |00 50 9138206
Co, Ltd. bits  [59p40a15 R CA
3c11m3p7 |861622297BF
C=CN 643598961
CN = % R4 RIBLZIEH CA 0B1COC1T égggggggzgg
O = Global Digital Cybersecurity Authority o 2048 |23ADOF261, 50 31cc0p3g|  HMZAILRS
Signing Key| sha256RSA . C4928AFC |5 o7 ce3pROS
Co., Ltd. bits |7r77FD16 R CA
27097831 |FL15BDDDB71F
C=CN 2BF87E200
CN = & R4 ZBITFIES CA 5543FAB3 igggggggﬁ};g
O = Global Digital Cybersecurity Authority | 2048 |89FSTEDS oo pppgra7a3| BERRHRRS
Signing Key| sha256RSA . SADAFEBL | 005355
Co., Ltd. bits |258451E2 R CA
C86ABEF7 C2695EB68BB
C=CN 91DOB1BAD
CN = #ZmA R4 ERITFIET CA 49EE724E gggéﬁgigzgz
O = Global Digital Cybersecurity Authority o 2048 |PA99640C| 1 o ihgons|  EZRAILRS
Signing Key| sha256RSA . EL14480ED | 01 oappapt o
Co., Ltd. bits |731Dp35FC RCA
8p4243c4 [B94317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA Eﬁiés?égéi DA
O = Global Digital Cybersecurity Authority 384 |20ASDBS6 oo 0o oag1p
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co., Ltd. bits |c88a6189 égiiiggégég E5 ROOT
C=CN OFASF222| 003789431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 iﬁéiéiééi\ﬁé GDCA
O = Global Digital Cybersecurity Authority | 256 |26589289 |, o1 rap3B
Signing Key | sha384ECDSA ) 93BCI6AC TrustAUTH
Co,, Ltd. bits |234445¢p [F6D386A4142
4ea4copy |26B66ADST1L E5 ROOT
C=CN 6934A9EC3

$5H H9E



“ AS RN RHIZIRINFBIRASE]

s Olobal Digital Cybersecurity Authority Co., Ltd.

GDCA

CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 ggggggggggi GDCA
O = Global Digital Cybersecurity Authority L 256 |62120F01 g 23589755
Signing Key | sha384ECDSA ) ECEF127A TrustAUTH
Co,, Ltd. bits |6m5ac4s5p |EAPF16F0CE3
029002 |OFFO79E750D E5 ROOT
C=CN ADD03453A
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 élggggig;ig GDCA
O = Global Digital Cybersecurity Authority | 256 |PP52570A |, -0 00caRA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co, Ltd. bits  |cac61585 gégz}\ggg%gg E5 ROOT
C=CN AEC63EFB |96 racd66
CN = GDCA TrustAUTH E4 IV SSL CA SBRIFECE ﬁgéggg;igg GDCA
O = Global Digital Cybersecurity Authority | 256 |8RA2FO02E |, porcioporc
Signing Key | sha384ECDSA . 21DDCEED | /g oot ne3g7g|  TTUStAUTH
Co., Ltd. bits |panaFB25
70r2D067 |C4ET79F2ED3 E5 ROOT
C=CN D34D0OD721
CN = GDCA TrustAUTH E4 CodeSigning CA opocecng [ESABOFRS362
O = Global Digital Cybersecurity Authority Jee |E4AS3085 AOF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA | - |7DE31681 |J0080 200l TrustAUTH
Its 2EBFCB1C
C=CN 05F8BC4A281 E5 ROOT
16C0D760 111 5957BFF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 32;223;{3;2 GDCA
O = Global Digital Cybersecurity Authority o 256 |7C365592 |41 rnnRoRCS
Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co, Ltd. bits |cscs62D3 Zéﬁgggg;;g; E5 ROOT
C=CN BBC34684 137898181
CN = GDCA TrustAUTH E4 Primer CA BD90963A ;Sgiiiéiigi GDCA
O = Global Digital Cybersecurity Authority | = 256 |7CC8IC8E |, ot or3mpoD
Signing Key | sha384ECDSA . 2114AD92 TrustAUTH
co. Ld. bits 17823023 gsggzégg;; E5 ROOT
C=CN IR3BBOEE | 504 0ars47
CN = GDCA TLS ROOT R52 C1C376BF Z;@gggggg%i
O = Global Digital Cybersecurity Authority 4096 |B954BSBC|  ornoar0oss| GDCATLS
Root Key sha256RSA ) 7T485SFCBA | 504030566
Co., Ltd. bits |B3c583CE ROOT R52
Dorsppap [ED736914467
C=CN 2D74C6471
CN = GDCA TLS OV CA R42 20E9D874 835332?3;2
O = Global Digital Cybersecurity Authority | = 3072 |315D922D\grnpcoprag| GDCATLS
Signing Key| sha384RSA i 5593310D |7 4257101
Co., Ltd. bits |8997a43p |24 BBl ROOTR52
3F17c041 |FELBSODIFBC
C=CN ED296E720
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CN = GDCATLSEV CAR42 73BBYRBD3 iggggg?;ggz
O = Global Digital Cybersecurity Authority | = 3072 |PS7E6455|35ccaa7889| GDCATLS
Signing Key| sha384RSA . AO3EBBF8 | 55 o o)
co. Ltd. bits |7r5320D8 iBS?Ag43ggg ROOT RS2
C=CN EBF2ID17 |y 4 9m0n285
CN = GDCATLS DV CAR42 29312D4F g\ggg?giégzg
O = Global Digital Cybersecurity Authority | 3072 |17BAET2L | o copagog| GDCATLS
Signing Key| sha384RSA . ACABODAT |0 o e3a
co. Ltd. bits  |18FE439E | 0 s01gara| ROOT RS2
C=CN AB0B3080 558015
CN = GDCATLS ROOT E52 D50FDF57D3C
.. . . 062923CD EC20EE91256
O = Global Digital Cybersecurity Authority 384 |EE29468A| ) ona68c3| GDCATLS
Root Key | sha384ECDSA . 9548584F | ' o rr e
Co, Ltd. bits 4363588 ROOT E52
0AF13904 1F23EF4B183
C=CN 3290BF012
CN = GDCATLS OV CA E42 175cFecE |5 72B C0D00
O = Global Digital Cybersecurity Authority | 384 |6D73FA04 | 21502837 GDCATLS
Signing Key | sha384ECDSA ) AC3FTETA S o e 095038
Co, Ltd. bits  |B71838C ROOT E52
00335n04 | JBEBFCCDBS4
C=CN SE6F861ES
CN = GDCATLSEV CAE42 BD488893767
. . ) 9EDILBCL |, b pr130ED36
O = Global Digital Cybersecurity Authority | 384 |CLSE3D68 |, o orrccpa| GDCATLS
Signing Key | sha384ECDSA . EDED2F57 | 2441 71 pppEF
Co, Ltd. bits |046E3DE2 e TBEADLRS ROOT E52
C=CN BBD1959A | 1 3pn4san7
CN = GDCATLS DV CAE42 0E114041712
L . , A§5§D§E7 89F7214FDOF
O = Global Digital Cybersecurity Authority | 384 |18C8E3BB. or01p7170| GDCATLS
Signing Key | sha384ECDSA . AO47EBDS | oo mones
Co,, Ltd. bits  |7395a8c0 |2 ngi? . Bgf ROOT E52
C=CN TOF2DADA | 155816235
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Name Version Release Date
GDCA CPS 6.2 28 February 2025
GDCA CPS 6.1 15 April 2024
GDCA CPS 6.0 31 August 2023
GDCA EV CPS 3.0 28 February 2025
GDCA EV CPS 29 15 April 2024
GDCA EV CPS 2.8 8 May 2023
GDCA CP 3.3 28 February 2025
GDCA CP 3.2 15 April 2024
GDCACP 3.1 31 August 2023
GDCAEV CP 29 28 February 2025
GDCA EV CP 2.8 15 April 2024
GDCAEV CP 2.7 8 May 2023
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https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.2.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV3.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.3.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.2.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.7.pdf
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