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KPMG AZSA LLC
AZSA Center Building
1-2 Tsukudo-cho, Shinjuku-ku

Tokyo 162-8551, Japan
Telephone  +81 (3) 3266 7500

Fax +81 (3) 3266 7600
Internet home.kpmgl/jp/azsa
(Translation)

INDEPENDENT ASSURANCE REPORT

August 5, 2025

To Mr. Koki Higashida
President
Japan Registry Services Co., Ltd.

KPMG AZSA LLC

Tokyo Office
Partner, Certified Public Accountant
Masatoshi Shigaki

Scope

We have been engaged, in a reasonable assurance engagement, to report on the management’s assertion of
Japan Registry Services Co., Ltd. (“JPRS”) that for its Certification Authority (CA) operations at Tokyo,
Japan, throughout the period June 7, 2024 to June 6, 2025, for its CAs as enumerated in Appendix A, JPRS
has:

1. disclosed its SSL certificate lifecycle management business practices in its Certification Practice
Statements and Certificate Policies enumerated in Appendix B, including its commitment to provide SSL
certificates in conformity with the CA/Browser Forum Requirements on the JPRS website, and provided
such services in accordance with its disclosed practices

2. maintained effective controls to provide reasonable assurance that:

- the integrity of keys and SSL certificates it manages is established and protected throughout their
lifecycles; and
- SSL subscriber information is properly authenticated (for the registration activities performed by JPRS)

3. maintained effective controls to provide reasonable assurance that:

- logical and physical access to CA systems and data is restricted to authorized individuals;

- the continuity of key and certificate management operations is maintained; and

- CA systems development, maintenance and operations are properly authorized and performed to
maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline v2.8.

KPMG AZSA LLC, a limited liability audit corporation incorporated under the Japanese Certified Public Accountants Law and a member firm of the KPMG global organization of independent
member firms affiliated with KPMG International Limited, a private English company limited by guarantee


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-ssl-baseline-v2-8_final.pdf

kPMG

(Translation)

Certification authority’s responsibilities

JPRS’s management is responsible for its assertion, including the fairness of its presentation, and the
provision of its described services in accordance with the WebTrust Principles and Criteria for Certification
Authorities - SSL Baseline v2.8.

Our independence and quality management

We have complied with the independence and other ethical requirements of the International Ethics
Standards Board for Accountants’ International Code of Ethics for Professional Accountants (including
International Independence Standards) (IESBA Code), which is founded on fundamental principles of
integrity, objectivity, professional competence and due care, confidentiality and professional behavior.

The firm applies International Standard on Quality Management 1, Quality Management for Firms that
Perform Audits or Reviews of Financial Statements, or Other Assurance or Related Services Engagements,
which requires the firm to design, implement and operate a system of quality management including policies
and procedures regarding compliance with ethical requirements, professional standards and applicable legal
and regulatory requirements.

Practitioner’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We
conducted our procedures in accordance with International Standard on Assurance Engagements 3000,
Assurance Engagements Other than Audits or Reviews of Historical Financial Information, issued by the
International Auditing and Assurance Standards Board. This standard requires that we plan and perform our
procedures to obtain reasonable assurance about whether, in all material respects, management’s assertion is
fairly stated, and, accordingly, included:

(1) obtaining an understanding of JPRS’s SSL certificate lifecycle management business practices, including
its relevant controls over the issuance, renewal, and revocation of SSL certificates;

(2) selectively testing transactions executed in accordance with disclosed SSL certificate lifecycle
management business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our
opinion.

The relative effectiveness and significance of specific controls at JPRS and their effect on assessments of
control risk for subscribers and relying parties are dependent on their interaction with the controls, and other
factors present at individual subscriber and relying party locations. We have performed no procedures to
evaluate the effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

There are inherent limitations in the effectiveness of any system of internal control, including the possibility
of human error and the circumvention of controls. For example, because of their nature, controls may not
prevent, or detect unauthorised access to systems and information, or failure to comply with internal and
external policies or requirements. Also, the projection to the future of any conclusions based on our findings
is subject to the risk that controls may become ineffective.

Opinion
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kPMG

(Translation)

In our opinion, throughout the period June 7, 2024 to June 6, 2025, JPRS management’s assertion, as
referred to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and
Criteria for Certification Authorities - SSL. Baseline v2.8.

This report does not include any representation as to the quality of JPRS’s services beyond those covered by
the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline 2.8, nor the suitability of
any of JPRS’s services for any customer’s intended purpose.

Use of the WebTrust seal

JPRS’s use of the WebTrust for Certification Authorities — SSL Baseline Seal constitutes a symbolic
representation of the contents of this report and it is not intended, nor should it be construed, to update this
report or provide any additional assurance.

(The above represents a translation, for convenience only, of the original report issued in the Japanese
language.)
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(Translation)

APPENDIX A
List of CAs in Scope
OV SSL Issuing CAs

CA#1: JPRS Organization Validation Authority - G4

CA#2: JPRS OV RSA CA 2024 G1

CA#3: JPRS OV ECC CA 2024 G1

Other CAs
CA#4: JPRS Domain Validation Authority - G4

CA#5: JPRS DV RSA CA 2024 G1

CA#6: JPRS DV ECC CA 2024 G1




kPMG)

(Translation)
CA Identifying Information for in Scope CAs
CA|[Cert [Subject Issuer Serial Key [Key [Digest INot Before [Not After [SKI SHA256 Fingerprint Policy
#oH AlgoritSize  |Algorithm identifiers
lhm
11 CN = IPRS OU = Security D2B9B17E7B3B |rsaEncr [2048bit [sha256With [Jul 22 May 29 ID535AEC4 [801C522D3AD138E4F05D467EA369C 1CC276078BF284018D0525EBBBC5342C836 223.140.122
o izati c icati 17E9FEE430280 |yption IRSAEncrypt|10:23:28 05:00:39 ID4326E802
reanization ommunication s copsg ion 2020 GMT [2029 GMT [9152AD400
\Validation Authority [RootCA2 1CB4ED23
- G4 O = SECOM Trust B92B38
O = Japan Registry [Systems CO.,LTD.
Services Co., Ltd. C =JP
C =JP
2 |1 CN = JPRS OV RSA [CN = SECOM TLS H7AS911EF8EI [rsaEncr [4096bit [sha384With [Apr 4 Jan 12 F5B655E3D [DAFA254E0173FOFD793A92ECFDF2C72C53EA5A761A73B7A3394C49182EA90933 223.140.122
IB63325130A546yption IRSAEncrypt|05:05:41 00:00:00 IBDC66D6A
CA 2024 Gl RSA Root CA 2024 pycoEg ion 2024 GMT 2039 GMT [031C170DD
O = Japan Registry (O =SECOM Trust 22C7D1BD
Services Co., Ltd.  [Systems Co., Ltd. CAF25D
C =JP C =JP
3 1 CN = IPRS OV ECC [ON = Security IDAFAA46F91Flid- 384bit [ecdsa-with- |Apr 4 Tun 16 7EOE2AAE [90C280369D072F89D9ICIB62640BBF2F28D2F30ECEE9759854031D5C5C53E8D1B6 023.140.122
CA 2024 G1 c ication ECC 30C80CCCI1CCljecPublic SHA384 05:53:50 00:00:00 6A8D400A7
ommunication DCFDD294  [Key 2024 GMT [2031 GMT [BB2116660
O = Japan Registry |[RootCAl 55F1BFAF6
Services Co., Ltd. O = SECOM Trust CEC18
C=1JP Systems CO.,LTD.
C=JP
4 I |oN=JPRS Domain JOU = Security 22B9B17F05E48]rsaEncr 2048bit [sha256With [Jul 22 May29  [7C24CEOD [FI9DSSCDOSA3EA42BD91508073823174DD92370213C177F82531756DATS08AS 1 2.23.140.1.2.1
Validation Authority [C cati IASSE6FSEF198 [yption RSAEncrypt|10:40:53 05:00:39  |A4382DC7
alidation Authority -ommunication 802FFB9 ion 2020 GMT [2029 GMT [B3635EA77
- G4 IRootCA2 8S7A8D1D4
O = Japan Registry |0 = SECOM Trust C2EC715
Services Co., Ltd. Systems CO.,LTD.
C =JP C =JP




kPMG)

(Translation)
CA|Cert [Subject [ssuer Serial Key [Key [Digest Not Before|Not After [SKI SHA256 Fingerprint Policy
#oH AlgoritSize  |Algorithm identifiers
lhm
5 |1 CN = JPRS DV RSA [CN = SECOM TLS H7A5911DF50A frsaEncr [4096bit [sha384With [Apr 4 Jan 12 [A21DF57FC|52361 A6ABC835E7AD4B375F2165055303169DDE9FBEB4FAAF588ED532DDC2DCB  [2.23.140.1.2.1
9BCFBACCCY%4 [yption IRSAEncrypt|04:50:03 00:00:00 IA6D049184
CA 2024 Gl RSA Root CA 2024 g5 1ps7F ion 2024 GMT 039 GMT |686DBS17E
O = Japan Registry [0 = SECOM Trust IA184A9AA
Services Co., Ltd. Systems Co., Ltd. 8CAFD
C=Jp C=JP
6 |1 CN = JPRS DV ECC [CN = Security 1DAFAA4500A [id- 384bit [ecdsa-with- |Apr 4 Jun 16 587C1D258 [IB901D550A5A51F6737279C6021445F051BD293015612A5BAA3F8588829EE69A 2.23.140.1.2.1
CA 2024 G1 c ication ECC CA26353B09C3 [ecPublic] SHA384 05:30:34 00:00:00 6486AEC29
ommunication FOC6B6EBF  [Key 2024 GMT [2031 GMT BABAEF5E
O = Japan Registry |[RootCAl UD7DABF4
Services Co., Ltd. O = SECOM Trust 4050BF
C=1JP Systems CO.,LTD.
C=JP




kPMG

(Translation)
APPENDIX B
Certificate Policy
CA Policy Name Version | Date
CA#1 JPRS CA Certificate Policy 3.80 May 20, 2025
gﬁg JPRS CA Certificate Policy 3.74 March 27, 2025
CA#4 JPRS CA Certificate Policy 3.73 November 7, 2024
CA#5 JPRS CA Certificate Policy 3.72 August 26, 2024
CA#6 | JPRS CA Certificate Policy 3.71 June 5, 2024
Certification Practice Statement
CA Policy Name Version | Date
CA#1 JPRS CA Certification Practice Statement 1.54 May 20, 2025
gﬁzg JPRS CA Certification Practice Statement 1.53 November 7, 2024
CA#4 | JPRS CA Certification Practice Statement 1.52 August 26, 2024
CA#5 - - ;
CA#6 JPRS CA Certification Practice Statement 1.51 June 5, 2024



https://jprs.jp/pubcert/info/repository/JPRS-CP-en.pdf
https://jprs.jp/pubcert/info/repository/archive/JPRS-CP-en.20250327.pdf
https://jprs.jp/pubcert/info/repository/archive/JPRS-CP-en.20241107.pdf
https://jprs.jp/pubcert/info/repository/archive/JPRS-CP-en.20240826.pdf
https://jprs.jp/pubcert/info/repository/archive/JPRS-CP-en.20240605.pdf
https://jprs.jp/pubcert/info/repository/JPRS-CPS-en.pdf
https://jprs.jp/pubcert/info/repository/archive/JPRS-CPS-en.20241107.pdf
https://jprs.jp/pubcert/info/repository/archive/JPRS-CPS-en.20240826.pdf
https://jprs.jp/pubcert/info/repository/archive/JPRS-CPS-en.20240605.pdf

(Translation)

JPRS Management’s Assertion

August 5, 2025

Koki Higashida
President

Japan Registry Services Co., Ltd.

Japan Registry Services Co., Ltd. (“JPRS”) operates the Certification Authority (CA) services
for its CAs as enumerated in Appendix A and provides SSL CA services.

The management of JPRS is responsible for establishing and maintaining effective controls over
its SSL CA operations, including its SSL CA business practices disclosure on its website, SSL
key lifecycle management controls, and SSL certificate lifecycle management controls. These

controls contain monitoring mechanisms, and actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the
circumvention or overriding of controls. Accordingly, even effective controls can only provide
reasonable assurance with respect to JPRS’s Certification Authority operations. Furthermore,

because of changes in conditions, the effectiveness of controls may vary over time.

JPRS management has assessed its disclosures of its certificate practices and controls over its
SSL CA services. Based on that assessment, in JPRS management’s opinion, in providing its
SSL CA services at Tokyo, Japan, throughout the period June 7, 2024 to June 6, 2025, JPRS

has:

1. disclosed its SSL certificate lifecycle management business practices in its Certification
Practice Statements and Certificate Polices enumerated in Appendix B, including its
commitment to provide SSL certificates in conformity with the CA/Browser Forum
Requirements on the JPRS website, and provided such services in accordance with its

disclosed practices

2. maintained effective controls to provide reasonable assurance that:



(Translation)

- the integrity of keys and SSL certificates it manages is established and protected
throughout their lifecycles; and

- SSL subscriber information is properly authenticated (for the registration activities
performed by JPRS)

3. maintained effective controls to provide reasonable assurance that:

- logical and physical access to CA systems and data is restricted to authorized individuals;
- the continuity of key and certificate management operations is maintained; and
- CA systems development, maintenance, and operations are properly authorized and

performed to maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities - SSL

Baseline v2.8.

(The above represents a translation, for convenience only, of the original assertion issued in the

Japanese language.)
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APPENDIX A
List of CAs in Scope

(Translation)

OV SSL Issuing CAs

CA#1: JPRS Organization Validation Authority - G4

CA#2: JPRS OV RSA CA 2024 G1

CA#3: JPRS OV ECC CA 2024 G1

Other CAs

CA#4: JPRS Domain Validation Authority - G4

CA#5: JPRS DV RSA CA 2024 G1

CA#6: JPRS DV ECC CA 2024 G1




CA Identifying Information for in Scope CAs

(Translation)

ICA|Cert [Subject I[ssuer Serial Key [Key |Digest INot Before [Not After [SKI SHA256 Fingerprint Policy
"o IAlgorit[Size  |Algorithm identifiers
lhm
T T |oN=JPRS OU = Security 22B9B17E7B3B [rsaEncr [2048bit [sha256With [Jul 22 May 29 |D535AEC4 [01C522D3ADI138E4F05D467EA369C 1CC276078BF284018D0525EBBBCS342C836  [2.23.140.1.2.2
o izati c icati 17E9FEE430280 [yption RSAEncrypt|10:23:28 05:00:39  |D4326E802
reanization ommumeation o cops9 ion 2020 GMT [2029 GMT [9152AD400
\Validation Authority [RootCA2 1CB4ED23
- G4 O = SECOM Trust IB92B38
O = Japan Registry [Systems CO.,LTD.
Services Co., Ltd. |[C=JP
C =JP
2 1 |cN=JPRS OV RSA ICN = SECOM TLS HK7AS911EFSE! [saEncr [4096bit [sha384With [Apr 4 Jan 12 F5B655E3 D [DAFA254E0173F0FD793A92ECFDF2C72C53EASAT61A73B7A3394C49182EA90933  [2.23.140.1.2.2
IB63325130A546yption IRSAEncrypt|05:05:41 00:00:00 [BDC66D6A
CA 2024 Gl RSA Root CA 2024 |y c6Eg ion 2024 GMT D039 GMT [031C170DD
O = Japan Registry (O =SECOM Trust 22C7D1BD
Services Co., Ltd.  [Systems Co., Ltd. CAF25D
C =JP C=JP
3 |1 CN = JPRS OV ECC [CN = Security 1DAFAA46F91Flid- 384bit |ecdsa-with- |Apr 4 Jun 16 7E9E2AAE [9C280369D072F89D9C9B62640BBF2F28D2F30ECEE9759854031D5C5CS3ES8D1B6 2.23.140.1.2.2
CA 2024 G1 c ication ECC 30C80CCC1CCljecPublic SHA384 05:53:50 00:00:00 6A8D400A7
ommumeation ELL i crpp294 [Key 2024 GMT [2031 GMT [BB2116660
O = Japan Registry [RootCAl 55F1BFAF6
Services Co., Ltd. |0 = SECOM Trust CEC18
C=JpP Systems CO.,LTD.
C=JP
4 [ JoN=IPRS Domain |OU = Security D2B9B17F05E48rsaEncr [2048bit [sha256With [Jul 22 May 29  [7C24CEOD [F19D55CD0SA3EA42BD91508073823174DD92370213C177F82531756DA7508A51 £.23.140.12.1
Validation Authority IC cati IASSE6FSEF198 [yption IRSAEncrypt|10:40:53 05:00:39 IA4382DC7
alidation Authority Communication i) ppgg ion 2020 GMT [2029 GMT [B3635EA77
- G4 IRootCA2 S7A8D1D4
O = Japan Registry (O = SECOM Trust C2EC715
Services Co., Ltd. Systems CO.,LTD.
C=Jp C=Jp




(Translation)

CA|Cert [Subject I[ssuer Serial Key [Key |Digest Not Before|Not After [SKI SHA256 Fingerprint Policy
"o IAlgorit[Size  |Algorithm identifiers
lhm
5 |l |cN=JPRS DV RSA [CN = SECOM TLS W7AS911DF50A |rsaEncr [4096bit [sha384With |Apr 4 [an 12 |A21DF57FC[52361AGABC835E7AD4B375F2165055303169DDEIFBEB4FAAFSSSEDS32DDC2DCB  [2.23.140.1.2.1
9BCFBACCCY%4 [yption IRSAEncrypt|04:50:03 00:00:00 [A6D049184
CA 2024 Gl RSA Root CA 2024 g5 1ps7F ion 2024 GMT 039 GMT |686DBS17E
O = Japan Registry |0 = SECOM Trust IA184A9AA
Services Co., Ltd. Systems Co., Ltd. SCAFD
C=JpP C=1JpP
6 |1 CN = JPRS DV ECC [CN = Security IDAFAA4500A lid- 384bit |ecdsa-with- |Apr 4 Tun 16 587C1D258 [IBO901D550A5A51F6737279C6021445F051BD293015612A5BAA3F8588829EE69A 2.23.140.1.2.1
CA 2024 G1 c ication ECC CA26353B09C3 [ecPublic] SHA384 05:30:34 00:00:00 6486AEC29
ommumication FOC6B6EBF  [Key 2024 GMT [2031 GMT BABAEF5E
O = Japan Registry [RootCAl 4D7DABF4
Services Co., Ltd. O = SECOM Trust 4050BF
C=1JP Systems CO.,LTD.
C=JP




(Translation)

APPENDIX B

Certificate Policy
CA Policy Name Version | Date
CA#l1 JPRS CA Certificate Policy 3.80 May 20, 2025
gﬁzg JPRS CA Certificate Policy 3.74 March 27, 2025
CA#4 JPRS CA Certificate Policy 3.73 November 7, 2024
gﬁzz JPRS CA Certificate Policy 3.72 August 26, 2024

JPRS CA Certificate Policy 3.71 June 5, 2024
Certification Practice Statement
CA Policy Name Version | Date
CA#1 JPRS CA Certification Practice Statement 1.54 May 20, 2025
gﬁzg JPRS CA Certification Practice Statement 1.53 November 7, 2024
CA#4 | JPRS CA Certification Practice Statement 1.52 August 26, 2024
CA#S JPRS CA Certification Practice Statement 1.51 June 5, 2024

CA#6
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