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INDEPENDENT ASSURANCE REPORT

To the management of Global Digital Cybersecurity Authority Co.,Ltd. (“GDCA”):

We have been engaged, in a reasonable assurance engagement, to report on GDCA management’s assertion that
for its Certification Authority (“CA”) operations at locations as enumerated in Appendix C, throughout the period
1 March 2023 to 29 February 2024 for its CAs as enumerated in Appendix A, GDCA has:

. disclosed its SSL certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment to
provide SSL certificates in conformity with the CA/Browser Forum Requirements on the GDCA website,
and provided such services in accordance with its disclosed practices

o maintained effective controls to provide reasonable assurance that:

° the integrity of keys and SSL certificates it manages is established and protected throughout their
lifecycles; and

° SSL certificate subscriber information is properly authenticated
. maintained effective controls to provide reasonable assurance that:
° logical and physical access to CA systems and data is restricted to authorized individuals;
° the continuity of key and certificate management operations is maintained; and
° CA systems development, maintenance, and operations are properly authorized and performed to

maintain CA systems integrity

o maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network
Security v2.6.

GDCA has transported one of its backup sets of key materials from the original backup site in Foshan City (East),
Guangdong, China to an alternative backup site in the same city as the new secure location hosting the transported
backup set of key materials. All backup sets of key materials and corresponding controls have been examined
physically on site during the audit, including the transported one and the controls implemented at the new secure
location.

GDCA had disclosed an incident (Bug 1888060) on Mozilla’s Bugzilla Platform on 26 March 2024. In the incident,
GDCA had issued 20 SSL/TLS certificates from 15 September to 8 October 2023 with the Basic Constraints
extension included but not set as Critical, the affected certificates including 12 OV certificates, 7 DV certificates,
and 1 EV certificate. As of 5:10PM, 2 April 2024 (UTC+8), all these certificates had either been revoked or expired.
After the mis-issuance, the cause analysis of the incident and the remediations conducted by GDCA have been
illustrated in the process of public discussion. The matter on the public platform is still open for discussions and
monitored for status update.
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GDCA had disclosed an incident (Bug 1889062) on Mozilla’s Bugzilla Platform on 2 April 2024. In the incident, As
noted in Bug 1888060, GDCA had issued 20 SSL/TLS certificates with Non-critical Basic Constraints extension from
15 September to 8 October 2023, and as of 5:10PM, 2 April 2024 (UTC+8), all the certificates had either been
revoked or expired. There were 13 certificates which had not been revoked within 5 days since receiving the
Certificate Problem Report, leading to a violation of Baseline Requirements 4.9.1.1. After the revocations delayed,
the cause analysis of the derived incident and the remediations conducted by GDCA have been illustrated in the
process of public discussion. The matter on the public platform is still open for discussions and monitored for
status update.

Certification authority’s responsibilities

GDCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of
its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities - SSL

Baseline with Network Security v2.6.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Control 1, and accordingly maintains a comprehensive system
of quality control including documented policies and procedures regarding compliance with ethical requirements,
professional standards and applicable legal and regulatory requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of GDCA’s SSL certificate lifecycle management business practices, including its
relevant controls over the issuance, renewal, and revocation of SSL certificates, and obtaining an
understanding of GDCA’s network and certificate system security to meet the requirements set forth by the
CA/Browser Forum;

(2) selectively testing transactions executed in accordance with disclosed SSL certificate lifecycle management
business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at GDCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the

effectiveness of controls at individual subscriber and relying party locations.
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Inherent limitations

Because of the nature and inherent limitations of controls, GDCA'’s ability to meet the aforementioned criteria may
be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion

In our opinion, throughout the period 1 March 2023 to 29 February 2024, GDCA management’s assertion, as
referred to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria

for Certification Authorities — SSL Baseline with Network Security v2.6.

This report does not include any representation as to the quality of GDCA'’s services beyond those covered by the
WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security v2.6, nor the
suitability of any of GDCA'’s services for any customer's intended purpose.

Use of the WebTrust seal

GDCA’s use of the WebTrust for Certification Authorities — SSL Baseline with Network Security Seal constitutes a

symbolic representation of the contents of this report and it is not intended, nor should it be construed, to update
this report or provide any additional assurance.

AKAM

Anthony Kam & Associates Ltd.
2105 Wing On Ctr, 111 Connaught Road, HK SAR, China

22 May 2024
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Appendix A
The list of keys and certificates covered in the management’s assertion is as follow:
. . SHA256 . .
Key Name Key Type Signature Key Size Subject Key Certificate Certificate Signed
Algorithm Identifier . by
Thumbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F gzgsggigiiz CDCA
O = GUANG DONG CERTIFICATE 4096 |4PCEESOA |01 05976700
Root Key sha256RSA i RLTCCEOE | o osponnsman| TTUStAUTH
AUTHORITY CO,.LTD. bits |3F65c520 |FC2BBBOSE
s8ea1oc |OF713A13B99 R5 ROOT
C=CN 2891D3893
CN = GDCA TrustAUTH R4 EV CodeSigning co6223p3 |E82E0146D15
CA S04 |RoDFCS22 D3483EE5981 GDCA
O = Global Digital Cybersecurity Authority | Signing Key| sha256RSA bit D155654D Egggg;gég;; TrustAUTH
its 7
Co,, Ltd. ziinggsZ CC3FDF37274 R5 ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6F55344
Validation CodeSigning CA 2048 gggiéggz C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha2SeRSA | ° [019965¢D D a2l TrustAUTH
its
AUTHORITY CO,LTD. e [176a787E628| RS ROOT
c=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA gi%gg;gggg; GDCA
O = Global Digital Cybersecurity Authority | 2048 |2D739636 00 gcaR97FE
Signing Key| sha256RSA ) 727D5D1E TrustAUTH
Co,, Ltd. bits |pgmog1os |19A82DA8O16
cocreaRa |R4R0920F307 R5 ROOT
C=CN AACD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA igizggggg; GDCA
O = GUANG DONG CERTIFICATE . 2048 |2D739636 15 5p3335474
Signing Key| sha256RSA 727DSDIE| 279 TrustAUTH
AUTHORITY CO,LTD. bits |BeE28123 |244D283272E
cocreapa |33995A331BE R5 ROOT
C=CN 1A4CAFEOA
CN = GDCA TrustAUTH R4 OV SSL CA COF67A5B 123 igggggggég GDCA
O = Global Digital Cybersecurity Authority | . 2048 |BETCO8COE Iop o prcsrs3
Signing Key| sha256RSA AD04BBA48 TrustAUTH
Co, Ltd. bits  614580F giféég?gggé R5 ROOT
C=CN 6257R0B3 |599790n63
CN = GDCA TrustAUTH R4 SSL CA COF6TASE ég;g%ﬁ?gg; .
O = GUANG DONG CERTIFICATE o 2048 |BETCO8CO . q pon1R543
Signing Key| sha256RSA . ADO4BBA8 |5 orepomapg| TTUSAUTH
AUTHORITY CO.,LTD. bits |6145B0F5 SREOABCL128 RE ROOT
C=CN 6257A0B3 | 5 5 6FEDDT
CN = GDCA TrustAUTH R4 DV SSL CA 7313cm83 | /72651 30CH" GDCA
O = Global Digital Cybersecurity Authority | 2048 |COOC2ARO0 |y s 3pgsc
Signing Key| sha256RSA 2692AE3F TrustAUTH
co. Ld. bits 178407485 Zggfgiﬁggggg R5 ROOT
C=CN 300B3595 11825355
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CN = GDCA TrustAUTH R4 IV SSL CA 5503aE8E |22 442C8F83A
N _ ' 3C5090CA50C GDCA
O = Global Digital Cybersecurity Authority | 2048 |0735A81711 (oinEap30
Signing Key| sha256RSA ) 63DBCID6 TrustAUTH
Co,, Ltd. bits |1E3E639p|EPA18FFOART
DpC617D0 |C3240E91230 R5 ROOT
C=CN 159F3E7BF
CN = GDCA TrustAUTH R4 EV SSL CA 96A5A2CD398
.rL.J . . IESAEADE 00CFB6A2A83 GDCA
O = Global Digital Cybersecurity Authority | . 2048 |FS2FBEAS| o0 o craTr
Signing Key| sha256RSA i D36CC7C6 TrustAUTH
Co,, Ltd. bits |3rppecea |PBOOFFLBO32
cODCES41 |04DB36915CE R5 ROOT
C=CN A31F13342
CN = GDCA TrustAUTH R4 Extended Lmenmapg |35324508325
Validation SSL CA 2048 |F52FBFAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key| sha256RSA "° |p3eccce [BEOEIEDSDOEI r tAUTH
bits |3rpB6CH4 2}2’4398232%
AUTHORITY CO.LTD. 60DCE341 |2 glgg D R5 ROOT
c=CN D D44
CN = GDCA TrustAUTH R4 Generic CA D3FEEE6L ggggggizggg GDCA
O = Global Digital Cybersecurity Authority o 2048 |80C09990 |00, 27 spmace
Signing Key| sha256RSA 596DD624 TrustAUTH
Co., Ltd. bits |5552FFCO ggiggggggig R5 ROOT
C=CN EB2717EC |1 78mD35¥R
CN = GDCA TrustAUTH R4 Generic CA D3FEEE6L j gggzgzg;gi GDCA
O = GUANG DONG CERTIFICATE o 2048 |80C09990 1, rg) enson
Signing Key| sha256RSA ) 596DD624 | /oy ol acaspp|  TTUStAUTH
AUTHORITY CO. LTD. bits [55F2FFCO
£B27175C |2CBBCEFBTAD R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AF 2253412FDAD
_ . . X 41621C 523108C098 GDCA
O = Global Digital Cybersecurity Authority | . 2048 |20 BBOEEOEFEDD
Signing Key| sha256RSA i 2084B7D3 TrustAUTH
Co., Ltd. bits |s881D1CD ggﬁggggi?g R5 ROOT
C=CN 8072CTTE E3E1CDB88
CN = C-']DC.A TrustAUTH R4 Plus EV sn570pa |3B39R01EEED
Codesigring CA
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA . 1F6D5834 TrustAUTH
oo s [bssvness Eorsczinens| TR
o., Ltd.
C=CN D0475180 | ppypRoR4E
CN = GDCA TrustAUTH R4 TimeStamp CA ESF795D3 éi?ggggggg GDCA
O = Global Digital Cybersecurity Authority | . 2048 |4860FEBT |0, /o aenFD3g
Signing Key| sha256RSA 02F17810 TrustAUTH
Co., Ltd. bits |50FFD10D iiigiggiégg RS ROOT
C=CN FB735803 ) gr4p47B
CN = #Z X R5 1R CA 827A42A2 ;ié%%gggggg
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| -oqpae73pp| HZALRS
Root Key sha256RSA . ADF14CAG |0y 4 eoo3pmog
Co,, Ltd. bits |EB71B58B R CA
1201F329 080ECF3738C
C=CN TCAFEBLAE
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CN = HZ I R4 EV RS RIS CA 28BOAF46 |F220085352
O = Global Digital Cybersecurity Authority | 2048 |7654EASL o ooopcepo|  BEERIHRS
Signing Key| sha256RSA ) D4B2810E | o e iR
Co, Ltd. bits  [540916D2 R CA
DEEFF38¢ |EBBEA297DAA
C=CN D147EAT6F
CN = B2t R4 OV RS2+ CA 0B630ES58 igigggi;if
O = Global Digital Cybersecurity Authority | 2048 |2F1BBOOF | oan0aga1s| BZERHRS
Signing Key| sha256RSA i 85B257B2| o0 prnaroy
Co,, Ltd. bits |4a3131c4 iR CA
2970a1 o |AB27DCD7B15
C=CN BDF83C1D6
CN = #Z Wt R4 DV RSB ERIEH CA 0C2556EA igigggggfzgg
O = Global Digital Cybersecurity Authority | 2048 |FD7A04DD L pcigg5pp| BERRIHRS
Signing Key| sha256RSA ) C2RE6239| o) ostgony
Co,, Ltd. bits 09693113 iR CA
8EBES]Dg |AB2A5108AA3
C=CN D6664A641
CN = BZRHE R4 IV FRSERIES CA FBF66620 |1 2CD0IBIFER
O = Global Digital Cybersecurity Authority | = . 2048 |P2ARTB2C| oo o bREE07| HZREIRRS
Signing Key| sha256RSA ) 10CBS2E2 |00 50 9138206
Co, Ltd. bits  [59p40a15 R CA
3c11m3p7 |861622297BF
C=CN 643598961
CN = % R4 RIBLZIEH CA 0B1COC1T égggggggzgg
O = Global Digital Cybersecurity Authority o 2048 |23ADOF26|, -0 31cc0p3g|  HMZAILRS
Signing Key| sha256RSA ) C4928AFC |5 o7 ce3pROS
Co., Ltd. bits |7r77FD16 R CA
27097831 |FL15BDDDB71F
C=CN 2BF87E200
CN = & R4 ZBITFIES CA 5543FAB3 igggggggﬁ};g
O = Global Digital Cybersecurity Authority | . 2048 |89FSTEDS oo pppgra7a3| BERRHRRS
Signing Key| sha256RSA ) SADAFEBL | 005355
Co., Ltd. bits |258451E2 R CA
C86ABEF7 C2695EB68BB
C=CN 91DOB1BAD
CN = #ZmA R4 ERITFIET CA 49EE724E gggéﬁgigzgz
O = Global Digital Cybersecurity Authority o 2048 |PA99640C| 1 o ihgons|  EZRAILRS
Signing Key| sha256RSA . EL14480ED | 01 oappapt o
Co., Ltd. bits |731Dp35FC RCA
8p4243c4 [B94317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA Eﬁiés?égéi DA
O = Global Digital Cybersecurity Authority 384 |20ASDBS6 oo 0o oag1p
Root Key | sha384ECDSA . 97F29730 TrustAUTH
Co., Ltd. bits |c88a6189 égiiiggégég E5 ROOT
C=CN OFASF222| 003789431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 iﬁéiéiééi\ﬁé GDCA
O = Global Digital Cybersecurity Authority | 256 |26589289 |, o1 rap3B
Signing Key | sha384ECDSA ) 93BCI6AC TrustAUTH
Co,, Ltd. bits |234445¢p [F6D386A4142
4ea4copy |26B66ADST1L E5 ROOT
C=CN 6934A9EC3
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CN = GDCA TrustAUTH E4 OV SSL CA 55612pF0 |FA0E436C044
. . . e2120r07 |20376287C9A GDCA
O = Global Digital Cybersecurity Authority L 256 C94A38B975B
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
Co,, Ltd. bits |grsacasp|84PFLEFOCE3
0290a22c |OFFO79E750D E5 ROOT
C=CN ADD03453A
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 |[A404FBA9SE
- . . 2570 |C8D525DEEAC GDCA
O = Global Digital Cybersecurity Authority | . 256 |PPS 47299CABA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co, Ltd. bits |cace1585 gégz}\ggg%gg E5 ROOT
C=CN AEC63EFB |96 racd66
CN = GDCA TrustAUTH E4 IV SSL CA BA4BSFB3FDS
.rg . . 5B21FE§6 4BE9OEBBAC6 GDCA
O = Global Digital Cybersecurity Authority | . 256 |BA2FI02E |, pprsqop2FC
Signing Key | sha384ECDSA . 21DDCEED TrustAUTH
Co,, Ltd. bits |paaaFp2s |490B1D6397B
70F2D0 67 |CAET79F2ED3 E5 ROOT
C=CN D34D0OD721
CN = GDCA TrustAUTH E4 CodeSigning CA opocecng [ESABOFRS362
O = Global Digital Cybersecurity Authority Jee |E4AS3085 AOF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA | - |70E31681 (33 05000 | TrustAUTH
its |2EBFCBI1C
C=CN 05F8BC4A281 E5 ROOT
16CODT60 1 5 9p7ppF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 [007BOEB1298
- . . 7C365597 |/ 33CBOFFOEA GDCA
O = Global Digital Cybersecurity Authority o 256 8D2FBAE9BCS
Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co., Ltd. bits |c8c862D3 Zéﬁgg?g;ig; ES ROOT
C=CN BBC34684 1) 3289E1E1
CN = GDCA TrustAUTH E4 Primer CA BD90963A ;Sgiiiéiigi GDCA
O = Global Digital Cybersecurity Authority | . 256 |7CC8IC8E |, ot or3mpoD
Signing Key | sha384ECDSA . 2114AD92 TrustAUTH
Co, Ltd. bits  11F8A3023 gsggzégg;; E5 ROOT
C=CN IR3BBOFE |50 0ars547

Page7/9



AKAM

Anthony KAM
& associates Itd
certified public accountants

B = o 2 T A PR F

2105 Wing On Cir, 111 Connaught Rd, Hi 18522246 6288 info@akamcpa.com
Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Release Date

GDCA CPS 6.0 31 August 2023
GDCA CPS 5.9 8 May 2023
GDCA CPS 5.8 25 October 2022
GDCA EV CPS 2.8 8 May 2023
GDCA EV CPS 2.7 25 October 2022
GDCACP 3.1 31 August 2023
GDCA CP 3.0 8 May 2023
GDCACP 29 25 October 2022
GDCAEV CP 2.7 8 May 2023
GDCAEV CP 2.6 25 October 2022
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https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV5.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV5.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.7.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.7.pdf
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
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Appendix C

Locations in-scope:

Location Function
Guangzhou City, Guangdong, China Administration and Support
Foshan City (West), Guangdong, China Datacenter Facility
Foshan City (East), Guangdong, China Datacenter Facility
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GDCA MANAGEMENT’S ASSERTION

Global Digital Cybersecurity Authority Co.Ltd. (“GDCA”) operates the Certification Authority (“CA”) services
known as CAs in Appendix A.

GDCA management has assessed its disclosures of its certificate practices and controls over its CA services. Based
on that assessment, in GDCA management’s opinion, in providing its CA services at locations as enumerated in
Appendix C, throughout the period 1 March 2023 to 29 February 2024, GDCA has:

e disclosed its SSL certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment
to provide SSL certificates in conformity with the CA/Browser Forum Requirements on the GDCA
website, and provided such services in accordance with its disclosed practices

¢ maintained effective controls to provide reasonable assurance that:

° the integrity of keys and SSL certificates it manages is established and protected throughout
their lifecycles; and

° SSL certificate subscriber information is properly authenticated

¢ maintained effective controls to provide reasonable assurance that:

° logical and physical access to CA systems and data is restricted to authorized individuals;
° the continuity of key and certificate management operations is maintained; and
° CA systems development, maintenance, and operations are properly authorized and

performed to maintain CA systems integrity

¢ maintained effective controls to provide reasonable assurance that it meets the Network and
Certificate System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network
Security - Version 2.6.

GDCA does not escrow its CA keys and does not provide certificate suspension services. Accordingly, our assertion
does not extend to controls that would address those criteria.

GDCA has transported one of its backup sets of key materials from the original backup site in Foshan City (East),
Guangdong, China to an alternative backup site in the same city as the new secure location hosting the transported
backup set of key materials. All backup sets of key materials and corresponding controls have been examined
physically on site during the audit, including the transported one and the controls implemented at the new secure
location.

GDCA had disclosed an incident (Bug 1888060) on Mozilla’s Bugzilla Platform on 26 March 2024. In the incident,
GDCA had issued 20 SSL/TLS certificates from 15 September to 8 October 2023 with the Basic Constraints
extension included but not set as Critical, the affected certificates including 12 OV certificates, 7 DV certificates,
and 1 EV certificate. As of 5:10PM, 2 April 2024 (UTC+8), all these certificates had either been revoked or expired.
After the mis-issuance, the cause analysis of the incident and the remediations conducted by GDCA have been
illustrated in the process of public discussion. The matter on the public platform is still open for discussions and
monitored for status update.
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GDCA had disclosed an incident (Bug 1889062) on Mozilla’s Bugzilla Platform on 2 April 2024. In the incident, As
noted in Bug 1888060, GDCA had issued 20 SSL/TLS certificates with Non-critical Basic Constraints extension from
15 September to 8 October 2023, and as of 5:10PM, 2 April 2024 (UTC+8), all the certificates had either been
revoked or expired. There were 13 certificates which had not been revoked within 5 days since receiving the
Certificate Problem Report, leading to a violation of Baseline Requirements 4.9.1.1. After the revocations delayed,
the cause analysis of the derived incident and the remediations conducted by GDCA have been illustrated in the
process of public discussion. The matter on the public platform is still open for discussions and monitored for
status update.

Mr. Xiao Qi
General Mana
Ke Jiao Road, Na

22 May 2024
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Appendix A
The list of keys and certificates covered in the management’s assertion is as follow:
SHA256
Key Name Key Type Signa.t ure Key Size Subjec.t K ey Certificate Certificate Signed
Algorithm Identifier . by
Thumbprints
CN = GDCA TrustAUTH R5 ROOT £2C9409F };ngggigf\:z coca
O = GUANG DONG CERTIFICATE 4096 |4DCEEBOA|4170076720
Root Key sha256RSA ) Al7CCFOE 5 0 >|  TrustAUTH
AUTHORITY CO.LTD. bits  [3Fr65c529 g;g?ilggg 5 RS ROOT
C=CN 886A1951 1) 591p3893
CN = GDCA TrustAUTH R4 EV CodeSigning co6223p |BE2E0146D15
CA 2048 AYDFC522 D3483EE5981 GDCA
O = Global Digital Cybersecurity Authority | Signing Key| sha256RSA % |p155654p [E2206TELAAON 1 tAUTH
9 Yy Yy y gning Key bit E562B89E22E
Its 64762589
Co,, Ltd. CC3FDF37274 R5 ROOT
C=CN ARBODOT74 EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6FS5344
Validation CodeSigning CA 2048 iggiigg; C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha256RSA | [019965¢D Do oeoE2 1 TrustAUTH
ITS
AUTHORITY CO,LTD. e l176a787E628| RS ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIEIA 8%23;?;222 GDCA
O = Global Digital Cybersecurity Authority o 2048 |2D739636 00 90aR97FE
Signing Key| sha256RSA 727D5D1E TrustAUTH
Co, Ltd. bits  |86E28123 iiigggﬁggég R5 ROOT
C=CN 69CF68E4 AACD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIEIA igifgggggg GDCA
O = GUANG DONG CERTIFICATE o 2048 |2D739636 150 553335474
Signing Key| sha256RSA . J27DSDLE | ige3570k |  TTUSTAUTH
AUTHORITY CO. LTD. bits |B6E28123
C9CFEBEA 33995A331BE R5 ROOT
C=CN 1A4C4FEOA
CN = GDCA TrustAUTH R4 OV SSL CA COF67ASE 222222222@2 GDCA
O = Global Digital Cybersecurity Authority | 2048 |BETCO8C6 | p o prcgrss
Signing Key| sha256RSA AD04BB48 TrustAUTH
Co, Ltd. bits  614580F5 gijgégégggz R5 ROOT
C=CN 6257A0B3 1 599790n63
CN = GDCA TrustAUTH R4 SSL CA COF67A5B éi;?éﬁﬁ'g’fg; GDCA
O = GUANG DONG CERTIFICATE o 2048 |BETCO8COE| () nca1rsa3
Signing Key| sha256RSA ) ADO4BBA8 | oo r orape|  TrustAUTH
AUTHORITY CO. LTD. bits |6145B80F5 8BE2£§£1§8 RS ROOT
C=CN 6257A0B3 B256FEDD7
CN = GDCA TrustAUTH R4 DV SSL CA 7313cmg3 | /7105150085 GDCA
O = Global Digital Cybersecurity Authority | = . 2048 |COOC2AR0 | j)pnspgsc
Signing Key| sha256RSA 2692AE3F TrustAUTH
Co,, Ltd. bits |7p4074p5 |AI6CBA44CES
300R3595 |851FA000823 R5 ROOT
C=CN 41B2535F5
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE gggggggiggé GDCA
O = Global Digital Cybersecurity Authority | 2048 |0735A8171) 51 ppaR32
Signing Key| sha256RSA ) 63DBCID6 TrustAUTH
Co,, Ltd. bits |1E3E639p|EPA18FFOART
' DpC617D0 |C3240E91230 R5 ROOT
C=CN 159F3E7BF
CN = GDCA TrustAUTH R4 EV SSL CA 1E6AEADE ggﬁggéggigg GDCA
O = Global Digital Cybersecurity Authority | 2048 |FO2FBFAS | o o peraTr
Signing Key| sha256RSA i D36CC7C6 TrustAUTH
Co,, Ltd. bits |3rppecea |PBOOFFLBO32
! cODCES41 |04DB36915CE R5 ROOT
C=CN A31F13342
CN = GDCA TrustAUTH R4 Extended
" LEGAEADE | 55324298325
Validation SSL CA 2048 |F52FBFAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key| sha256RSA | ° |p3sccice PELTOEDIDB TrustAUTH
AUTHORITY CO,LTD. T 2EDESCe% loanrrrsaops| RS ROOT
C=CN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA D3FEFE61 ;E?gggizggg GDCA
O = Global Digital Cybersecurity Authority o 2048 |80C09990 100, 50 srRace
Signing Key| sha256RSA . 596DD624 TrustAUTH
Co. Ltd. bits |55F2FFCO ggiggggggig R5 ROOT
C=CN EB271TEC | 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 Sgggzgz};gé GDCA
O = GUANG DONG CERTIFICATE . 2048 |8OC09990 1 5na) s6as02
Signing Key| sha256RSA ) 596DD624 | /oy ol acaspp|  TTUStAUTH
AUTHORITY CO.,LTD. bits |55F2FFCO
28271 75C | 2CBBCEFBTA0 R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AF Zg;giééggé\g GDCA
O = Global Digital Cybersecurity Authority | 2048 |RO4L621C | o 0EFEDD
Signing Key| sha256RSA i 2084B7D3 TrustAUTH
Co., Ltd. bits  |8881D1CD ggﬁggggg; R5 ROOT
C=CN 8072CTT¥ | p3g1cpB8s
CN = GDCA TrustAUTH R4 Plus EV
I 4A5D70Fa |SB39A01EBED
CodeSigning CA >048 |OE1FFC31 DOCOE870359 GDCA
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA . 1r6p5834 [FOLAFEO00OS T p AUTH
i s |osapgoss osczioz| T
o, Ltd.
C=CN DO475180 |ppypRoR4AE
CN = GDCA TrustAUTH R4 TimeStamp CA ESF795D3 éi?i?iiﬁéié GDCA
O = Global Digital Cybersecurity Authority o 2048 |4860FEBT |0, /o aenFD3g
Signing Key| sha256RSA ) 02F17810 TrustAUTH
Co,, Ltd. bits [50FFD10D ii?gi;giégg RS ROOT
C=CN FB735803 |y cgEaB47B
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CN = £ ifC R5 1R CA 827A42A2 ;%%zgggiggg
O = Global Digital Cybersecurity Authority 4096 |[BESCOBBBI o onpsg73pp| HZEIERS
Root Key sha256RSA . ADFL4CA6 |10 emsaprog
Co,, Ltd. bits |EB71B583 |© EE 1R CA
1201F329 |0BOECF3738C
C=CN 7CAFEB1AE
CN = Z1Z2R % R4 EV RS SIEH CA 28BOAF46 52020085552
O = Global Digital Cybersecurity Authority | 2048 |7654BASLIpp) soopceno|  EMBRIHERS
Signing Key| sha256RSA i DAB2810E | oo e e 6ar
Co, Ltd. bits  [540916D2 1R CA
DEEFF38 6 |EBBEA297DAA
C=CN D147EA76F
CN = B Zr R4 OV RS ERIES CA OB630E5S igiigigzéisj
O = Global Digital Cybersecurity Authority | = . 2048 |2FL1BBGOF| o oornago1s| HZRAIMERS
Signing Key| sha256RSA 85B257B2| 3 1 RrR3E24
Co, Ltd. bits |4a3131c4 |P2L1BFBE 1R CA
2970A1 95 |AB27DCDTBLS
C=CN BDF83C1D6
CN = B Z i R4 DV RSB &RIEH CA 0C2556FA %gigglggiz\gg
O = Global Digital Cybersecurity Authority | 2048 |FD7A04DD |oropoaggspp| BEREIHRS
Signing Key| sha256RSA i C2RE6239| %/ (s
Co, Ltd. bits (09693113 |°/2DC2CH2ER 1R CA
8EBES]Dg |PB2A5108AA3
C=CN D6664A641
CN = HZ R R4 IV RS HIES CA FBF66620 | 0(D03BIF IR
O = Global Digital Cybersecurity Authority | 2048 |D2ARTB2C |, 550 pRrR07|  BEERHRS
Signing Key| sha256RSA i 10CBS2E2 | .0 500138206
Co, Ltd. bits |59p40a15 1R CA
3C11E3FT 861622297BF
C=CN 643598961
CN = #Z /It R4 RIBERZIEH CA 0B1COCLT égggigégzgg
O = Global Digital Cybersecurity Authority | . 2048 |23RDIF261, 000 cegp3g| HZRIMLRS
Signing Key| sha256RSA ) C4928BAFC |0 - c3DR08
Co, Ltd. bits |7r77FD16 |22 22003DB 1R CA
27097831 |F15BDDDBT1F
C=CN 2BF87E200
CN = B Zmt R4 Z3BIT FIEH CA 5543FAB3 %Sgﬁggigsjgg
O = Global Digital Cybersecurity Authority | = . 2048 |89FSTEDS o) pppera7as| BERHRRS
Signing Key| sha256RSA ) SADAFEBL |, 0000355
Co, Ltd. bits |258451E2 | FP192 1R CA
Caenpgp |C2695EBGBBB
C=CN 91DOB1BAD
CN = B(Z KA R4 EMATFIES CA 49EE724E gggéﬁiigzgz
O = Global Digital Cybersecurity Authority | = . 2048 |PA99640C L) ciihgop3|  EZATMRS
Signing Key| sha256RSA ) E14480ED| "0 r3510
Co, Ltd. bits |731p35%FC |2A127DESB 1RCA
8pa2asca |B54317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT EA152FD132D
- _ , oo IRaFaET19308 GDCA
O = Global Digital Cybersecurity Authority 384 9760517A81D
Root Key | sha384ECDSA ) 97F29730 ACBBB5F1014| TrustAUTH
Co,, Ltd. bits |cssa6189
opaSppoy |DBBD7782AC0 E5 ROOT
C=CN CC37E9431
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CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 V000 322RES GDCA
O = Global Digital Cybersecurity Authority o 256 263892891, 501 1Fap3s
Signing Key | sha384ECDSA . 93BCI96AC TrustAUTH
Co., Ltd. bits 123444568 ?ggggggg%ﬁ E5 ROOT
C=CN 4644CTBE | £ 934n9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 Zglgggggggg: GDCA
O = Global Digital Cybersecurity Authority o 256 |02120F0L| g, 30n975R
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
Co. Ltd. bits |6E5AC4S5D ggg%gggggg E5 ROOT
C=CN 0299R22C 13 bpo34s53a
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 |[A404FBA9SE
N _ ' C8D525DEEAC GDCA
O = Global Digital Cybersecurity Authority | 256 |PDS2570A | -5 00oaRA3D
Signing Key | sha384ECDSA ) 928FC182 TrustAUTH
Co,, Ltd. bits |c4ce15m5 |42716D94ADS
AECE3pFp | PFAFCFTB65 E5 ROOT
C=CN 76AFA6466
CN = GDCA TrustAUTH E4 IV SSL CA SBRIFECE }jlgggggggigg GDCA
O = Global Digital Cybersecurity Authority | . 256 |BAZFO02E|, Lo o hoRe
Signing Key | sha384ECDSA . 21DDCEED | ) oomi peagrp|  TTUStAUTH
Co., Ltd. bits  |paaAFB25 C4E779F2ED3 ES ROOT
C=CN 70F2D067 | 534p0p721
CN = GDCA TrustAUTH E4 CodeSigning CA opscocng [ESABIFAS362
O = Global Digital Cybersecurity Authority 56 [m4m53085 AOF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA | - |70E31681 33 05000 | TrustAUTH
its  |2EBFCBI1C
C=CN 05F8BC4A281 E5 ROOT
16COD760 1) 1 59578FF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 32;?;3?;3;2 GDCA
O = Global Digital Cybersecurity Authority | 256 |7C365592 a1 rnnRoRCS
Signing Key | sha384ECDSA ) 21E343DB TrustAUTH
Co,, Ltd. bits |cacsgan3 |2 AA0SEC3957
BBC346g4 |FEODOF2EABD E5 ROOT
C=CN A3289E1E1
CN = GDCA TrustAUTH E4 Primer CA BD90963A ;gggggj@;g GDCA
O = Global Digital Cybersecurity Authority | 256 |7CCBIC8E |, ot or3mpoD
Signing Key | sha384ECDSA ) 2114AD92 TrustAUTH
Co,, Ltd. bits |1Fga3023 |8PF99181157
9n38507g |27396CEB3EY E5 ROOT
C=CN 5040AF547
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Release Date
GDCA CPS 6.0 31 August 2023
GDCA CPS 59 8 May 2023
GDCA CPS 5.8 25 October 2022
GDCA EV CPS 2.8 8 May 2023
GDCA EV CPS 2.7 25 October 2022
GDCA CP 3.1 31 August 2023
GDCA CP 3.0 8 May 2023
GDCA CP 29 25 October 2022
GDCAEV CP 2.7 8 May 2023
GDCAEV CP 2.6 25 October 2022
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https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV5.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV5.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.7.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.7.pdf
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
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Appendix C

Locations in-scope:

Location

Function

Guangzhou City, Guangdong, China

Administration and Support

Foshan City (West), Guangdong, China

Datacenter Facility

Foshan City (East), Guangdong, China

Datacenter Facility
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MIEIERS

(CGER  APXRERESE - EXFESHERE - )
B HZRRRERDBIRAEEENE

BAESEE - WG —PrI B2 R RDBRAS (Global Digital Cybersecurity Authority Co., Ltd. -
PUREFR "GDCA" ) T 20234 3 A1 HZE 2024 £ 2 B 29 HEAE T M4 =Fralith s E e FINERS H
BEMRINERIT 7 EBFRIENSIENS - RIEEEMFIAE - GDCAE :

o EMHETIZEADNEAE ZBFIAEWSHN (cps ) AMMEAFRIEHRES (CP) PIKEE 1 SsLiE
FEamAERSHN - EFEEEETE CA/Browser ICIZMITERIES IR M ssL IEBARS - HKIEE
BV SN IR AR R ARSS

o BYBAMIEHIMNE - DURHLINSEMRIL
B FRIFPAEERZE A SSLIEBEEMB IR PROTEMY | LK
T GDCA PRITRUEMMRIEIS 2t £ E SSLIEBBIFENER

o BYBAMIEHIMNG - DURHLINSEMRIL
Xt CA 2L MEIRRZEMYIER O RTENA DA ;
FRIEBHMEBERRFVESMY ; MUK
CA R R - FMRIFFRESRRANNT - D4R CA 25 7%E

. B AVIEFING - DUIRESBFRIEBEATS CA/Browser 1835 ( CA/Browser Forum ) & fa Ay W
BRI % 5Z Z L (Network and Certificate System Security Requirements )

DA & WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security
v2.6 -

GDCA ENE—HBAMBRMNRREIERER RS —KREERUEFATRERAMRENENMZENE - ©£F
THHRE - A& MBI R S B EEIIRFT 7EFRE - SFEBHMRARTNEZ 2 it =i
FEHEHE -

F1IEH IR


https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtbr-26-rev-august-2022final.pdf
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtbr-26-rev-august-2022final.pdf
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GDCA T 2024 % 3 B 26 Hi%E 7 Mozilla Bugzilla ¥& L —#5 % ( Bug 1888060 ) - fEiZEHF -
GDCA 7 2023 F 9 B 15 HZ 10 B 8 H#EMA 7 20 N SSL/TLS IEF - IEBEETEARLRYT B - BRI
BARE  SEMMWIEPSE 12 NOVIER -7 NDVIEBFM1INEVIED - HE 2024 F4H 2B T4 5:10
(UTC+8) - FIBXLIE B ERBHESTEH - BASHRERE - GDCA WEHREMN ST AEIIERSTE
AR T RPBEEL - AHFS EHILSEN I IS H WIS ER -

GDCA T 2024 £ 4 B 2 H# 1 Mozilla Bugzilla *F& LAY —FEEH (Bug 1889062 ) - FEiZFEHS - ¥ Bug
1888060 At - GDCA 7£ 2023 £ 9 B 15 HZ 10 B 8 HEfEMA T 20 M5 AR BREAART BH
SSL/TLS IEH - #E 2024 F482HTFF5R109 (UTC+8) - FIAIERESHAEHETE - 4 - B 13
MEBERFNEBDFTRER 5 KNEABE - SBIER TELEK 4911 - BHEERNTTESHEER -
REZHUAK GDCA KRB FIEREEARINIETEPEREM - AHFEE EHEN O HINeH EER
SEH -

GDCA W51t
GDCA MEEEARRREERINE @ EFREKRENZEWNMEUANEPHIN GDCA FrRENRSEBTS

WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security v2.6
HNME -

HiH MRV I M E

BNEFRUMHBTEMREZEZARHNTARRBWRW S IHEE AN ( Code of Ethics for
Professional Accountants ) MIERBREK - ZENZZUEIEE - BN ~ TWEEAMEE - REMERWIT
ANERRN Z £ - B ASEBEEMRTEZKRREZEES] 1 ( International Standard on Quality Control
1)  HELEFEENREEGIT:R  SERFSEREXR - TUAAEMEREREMERN H(ERIET
B -

HitMRYSRIE

BNWIRRZ2ERNTELETFREM EX GDCANEBRNEAREIE - RINNREEMRFIHSEILEENESS
RIWEREILWSENS 3000 S "FEYMSEREI B FEFXIPFIEENS" NRERIT 7 LT - IE
ENEKENH AN THNNFHEFLEIFAAER S EMINEERAENTIERIL - 81 :

(1) TH2 GDCASSLIEREMBHEE - GFF SSLIEP AN - BHABEH - 7 7 GDCA WMEFIEP RS
ZEE2ETE CA/Browser ISIRMAENZEK ;

(2) EFEMRXWRBRIEREBT 7ATIRER SSLIFREmEIREE ;

(3) MR EHEENMITHBERM ; DK

(4) WMTEMBIPAALENEIEER -

HAIMAE - HAPBREIERERZR D ~ BR800 - ARREIEGCRHE 7 EM -
28 #98


https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
https://bugzilla.mozilla.org/show_bug.cgi?id=1889062
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtbr-26-rev-august-2022final.pdf
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtbr-26-rev-august-2022final.pdf
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ZHIRAE

GDCA WNEZERINBMMNEREY - REX AP KRR T BZES XTSRRI - BURT 28
WHEERUREMFETES MR ANARKEGRR - BIFREN B AR T AS IR BT
BT NS TAE -

& A Rl

BT REMEGIE R ASHIRE] - GDCA A LM ZERBEENCBER R IR - A1 : IR CIRERZZIIALS - &
MR - 8B - WRAARERORZAALE - ERAIMNBHEIESRMENER - L5 - XLRZETIEE
SEMANEREEFRNEBNSENE -

&ie

FHMDPAR - GDCA T 2023 F3 B 1 HZE 2024 F£ 2 B 29 HHEMWE FIANERSZHWEEMBEAEEMBEKR
FEFAE WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network

Security v2.6 -

KIREFH A BIEEATTE WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with
Network Security v2.6 MISNARERERSR - ST EAEF X GDCA BRSBMEEHASR -

% Webtrust iR 141 B

£ GDCA M4 £ WebTrust SSL BR B FIAEFRIRZ2ARREABTHN —MRFSHRR - BHAZN 7 TARKIA
NEX ARSI ER R AT H— P RIRIE -
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https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtbr-26-rev-august-2022final.pdf
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtbr-26-rev-august-2022final.pdf
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtbr-26-rev-august-2022final.pdf
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtbr-26-rev-august-2022final.pdf
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B} {4 —
RNERENEENBRASIEBIIZET:
Kev Name Kev Tvpe Signature Kev Size Subject Key c::’?ﬁzcsaie Certificate Signed
Y Y lyp Algorithm Y Identifier . by
Thumbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F ?ngggigiiz CDCA
O = GUANG DONG CERTIFICATE 4096 |4DCEEEIA |40 059767R9
Root Key sha256RSA . ALTCCFOE | ononicman| TTUStAUTH
AUTHORITY CO.,LTD. bits [3F65c529 0713213599 RE ROOT
C=CN 886A1351 1559103893
CN = GDCA TrustAUTH R4 EV CodeSigning co6223p |BE2E0146D15
CA J04g |RODECS22 D3483EE5981 GDCA
- . . I 7
O = Global Digital Cybersecurity Authority | Signing Key| sha256RSA bit D155654D Eggg};gégg; TrustAUTH
ITS
Co,, Ltd. g;gggsj CC3FDF37274 RS ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6F55344
Validation CodeSigning CA 2048 gggﬁggg; C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha256RSA | ° [019965¢D D a2l TrustAUTH
ITS
AUTHORITY CO,LTD. et lL76a787E628| RS ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIEIA giigg;gggg; GDCA
O = Global Digital Cybersecurity Authority | 2048 |2D739636 |00 ocaRg7FE
Signing Key| sha256RSA . 7271D5D1E TrustAUTH
Co., Ltd. bits  |B6E28123 22233%3233 R5 ROOT
C=CN 63CF6BEL | ) pcD6OFST
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA igfjgggggg GDCA
O = GUANG DONG CERTIFICATE . 2048 |2P739636 103335474
Signing Key| sha256RSA 727DSDIE | 66350 TrustAUTH
AUTHORITY CO,.LTD. bits |Ber28123 |444D? B
cocresna |33995A331BE R5 ROOT
C=CN 1A4C4FEOA
CN = GDCA TrustAUTH R4 OV SSL CA COF67A5B 123 igggggggﬁg GDCA
O = Global Digital Cybersecurity Authority | . . 2048 |BE7CO8CO | o rrcarss
Signing Key| sha256RSA AD04BB48 TrustAUTH
Co, Ltd. bits  614580F5 gijgégégggz R5 ROOT
C=CN 6257R0B3 1599790n63
CN = GDCA TrustAUTH R4 SSL CA COF67A5B éi;?ﬁﬁﬁéfé; GDCA
O = GUANG DONG CERTIFICATE . 2048 |BETCO8CO1 () 0psa1r543
Signing Key| sha256RSA ADO4BBAB |5 or o rapg| TTUSAUTH
AUTHORITY CO,LTD. bits |6145B0F5 8;5}2&&; 25 ROOT
C=CN 6257R0B3 |5y 5 6¥EDDT
CN = GDCA TrustAUTH R4 DV SSL CA 7313cms3 | /22651 30CH" GDCA
O = Global Digital Cybersecurity Authority | . 2048 |COOC2RRA0 1) oy pgss3EgsC
Signing Key| sha256RSA 2692AE3F TrustAUTH
Co,, Ltd. bits |784074p5 |29 6CBA44CES
300B3595 [851FA000823 R5 ROOT
C=CN 41B2535F5

$4H H9EH
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CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE gggggggiggé GDCA
O = Global Digital Cybersecurity Authority | 2048 |0735A8171) 51 ppaR32
Signing Key| sha256RSA ) 63DBCID6 TrustAUTH
Co,, Ltd. bits |1E3E639p|EPA18FFOART
DDee17p0 |C3240E91230 R5 ROOT
C=CN 159F3E7BF
CN = GDCA TrustAUTH R4 EV SSL CA 96R5A2CD398
.rL.J . . IESAEADE 00CFB6A2A83 GDCA
O = Global Digital Cybersecurity Authority | 2048 |F32FBEAS |0 e s pcraTr
Co. Ltd Signing Key| sha256RSA bits D36CCTCe | oo nppipo32| TTUStAUTH
o, Ltd.
ggggggji 04DB36915CE| RS ROOT
C=CN A31F13342
CN = GDCA TrustAUTH R4 Extended Lmenmapg |35324508325
Validation SSL CA 2048 |F52FBFAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key| sha256RSA | ° |p3sccice PELTOEDIDB TrustAUTH
its |3FDB6C64
AUTHORITY CO,LTD. cODCES41 |94BTFEB49D9| RS ROOT
C=CN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA D3FEEEG1L 25232522332 GDCA
O = Global Digital Cybersecurity Authority o 2048 |80C09990 100, 50 srRace
Signing Key| sha256RSA . 596DD624 TrustAUTH
Co., Ltd. bits |55F2FFCO ggiggggggig R5 ROOT
C=CN EB2717EC |1 78mD35¥R
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 j 332321??2? GDCA
O = GUANG DONG CERTIFICATE . 2048 |80C09990 1 org 1 y6ns02
Signing Key| sha256RSA ) 596DD624 | /oy ol acaspp|  TTUStAUTH
AUTHORITY CO.,LTD. bits [55F2FFCO
28271 75C | 2CBBCEFBTA0 R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AF Zg;giééggg\g GDCA
O = Global Digital Cybersecurity Authority | 2048 |RO4L621C | o 0EFEDD
Co. Ltd Signing Key| sha256RSA bit 2084B7D3 | o bopoors3|  TTUStAUTH
o, Ltd. its |g8g881D1CD
0E47C6BBAOF R5 ROOT
C=CN 8072CT7F g 3p1cpB8S
CN = GDCA TrustAUTH R4 Plus EV 4n5D70pn |3B39ROIERED
CodeSigning CA DOCOE870359 GDCA
. . . . 2048 |9BLIFEC3LIg) arE66665
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA bit 1F6D5834 | oo ny0g02| TTUStAUTH
its  |064DE635
Co,, Ltd. 91A0769D7F0 R5 ROOT
C=CN DO475180 | pp s ppoR4E
CN = GDCA TrustAUTH R4 TimeStamp CA ESF795D3 éi?i?iiﬁ;ié GDCA
O = Global Digital Cybersecurity Authority o 2048 |4860FEBT |0, /o aenFD3g
Signing Key| sha256RSA ) 02F17810 TrustAUTH
Co., Ltd. bits |50FFD10D iiigiggiégg RS ROOT
C=CN FB7358031)cgpapa7n
CN = HZrE R5 1R CA 827A42A2 ;ié%é\gggggg
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| -oqpae73pp| HZALRS
Root Key sha256RSA . ADF14CAG |0y 4 eoo3pmog
Co., Ltd. bits |EB71B58B 0BOBCE37380 18 CA
C=CN 1201F329 150 4 pppinE
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CN = HZ I R4 EV RS RIS CA 28BOAF46 |F220085352
O = Global Digital Cybersecurity Authority | 2048 |7654EASL o ooopcepo|  BEERIHRS
Signing Key| sha256RSA ) D4B2810E | o e iR
Co, Ltd. bits  [540916D2 R CA
DEEFF38¢ |EBBEA297DAA
C=CN D147EAT6F
CN = B2t R4 OV RS2+ CA 0B630ES58 igigggi;if
O = Global Digital Cybersecurity Authority | 2048 |2F1BBOOF | oan0aga1s| BZERHRS
Signing Key| sha256RSA i 85B257B2| o0 prnaroy
Co,, Ltd. bits |4a3131c4 iR CA
2970a1 o |AB27DCD7B15
C=CN BDF83C1D6
CN = #Z Wt R4 DV RSB ERIEH CA 0C2556EA igigggggfzgg
O = Global Digital Cybersecurity Authority | 2048 |FD7A04DD L pcigg5pp| BERRIHRS
Signing Key| sha256RSA ) C2RE6239| o) ostgony
Co,, Ltd. bits 09693113 iR CA
8EBES]Dg |AB2A5108AA3
C=CN D6664A641
CN = BZRHE R4 IV FRSERIES CA FBF66620 |1 2CD0IBIFER
O = Global Digital Cybersecurity Authority | = . 2048 |P2ARTB2C| oo o bREE07| HZREIRRS
Signing Key| sha256RSA ) 10CBS2E2 |00 50 9138206
Co, Ltd. bits  [59p40a15 R CA
3c11m3p7 |861622297BF
C=CN 643598961
CN = % R4 RIBLZIEH CA 0B1COC1T égggggggzgg
O = Global Digital Cybersecurity Authority o 2048 |23ADOF26|, -0 31cc0p3g|  HMZAILRS
Signing Key| sha256RSA ) C4928AFC |5 o7 ce3pROS
Co., Ltd. bits |7r77FD16 R CA
27097831 |FL15BDDDB71F
C=CN 2BF87E200
CN = & R4 ZBITFIES CA 5543FAB3 igggggggﬁ};g
O = Global Digital Cybersecurity Authority | . 2048 |89FSTEDS oo pppgra7a3| BERRHRRS
Signing Key| sha256RSA ) SADAFEBL | 005355
Co., Ltd. bits |258451E2 R CA
C86ABEF7 C2695EB68BB
C=CN 91DOB1BAD
CN = #ZmA R4 ERITFIET CA 49EE724E gggéﬁgigzgz
O = Global Digital Cybersecurity Authority o 2048 |PA99640C| 1 o ihgons|  EZRAILRS
Signing Key| sha256RSA . EL14480ED | 01 oappapt o
Co., Ltd. bits |731Dp35FC RCA
8p4243c4 [B94317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA Eﬁiés?égéi DA
O = Global Digital Cybersecurity Authority 384 |20ASDBS6 oo 0o oag1p
Root Key | sha384ECDSA . 97F29730 TrustAUTH
Co., Ltd. bits |c88a6189 égiiiggégég E5 ROOT
C=CN OFASF222| 003789431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 iﬁéiéiééi\ﬁé GDCA
O = Global Digital Cybersecurity Authority | 256 |26589289 |, o1 rap3B
Signing Key | sha384ECDSA ) 93BCI6AC TrustAUTH
Co,, Ltd. bits |234445¢p [F6D386A4142
4ea4copy |26B66ADST1L E5 ROOT
C=CN 6934A9EC3
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CN = GDCA TrustAUTH E4 OV SSL CA 55612pF0 |FA0E436C044
. . . e2120r07 |20376287C9A GDCA
O = Global Digital Cybersecurity Authority L 256 C94A38B975B
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
Co,, Ltd. bits |grsacasp|84PFLEFOCE3
0290a22c |OFFO79E750D E5 ROOT
C=CN ADD03453A
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 |[A404FBA9SE
- . . 2570 |C8D525DEEAC GDCA
O = Global Digital Cybersecurity Authority | . 256 |PPS 47299CABA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co, Ltd. bits |cace1585 gégz}\ggg%gg E5 ROOT
C=CN AEC63EFB |96 racd66
CN = GDCA TrustAUTH E4 IV SSL CA BA4BSFB3FDS
.rg . . 5B21FE§6 4BE9OEBBAC6 GDCA
O = Global Digital Cybersecurity Authority | . 256 |BA2FI02E |, pprsqop2FC
Signing Key | sha384ECDSA . 21DDCEED TrustAUTH
Co,, Ltd. bits |paaaFp2s |490B1D6397B
70F2D0 67 |CAET79F2ED3 E5 ROOT
C=CN D34D0OD721
CN = GDCA TrustAUTH E4 CodeSigning CA opocecng [ESABOFRS362
O = Global Digital Cybersecurity Authority Jee |E4AS3085 AOF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA | - |70E31681 (33 05000 | TrustAUTH
its |2EBFCBI1C
C=CN 05F8BC4A281 E5 ROOT
16CODT60 1 5 9p7ppF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 [007BOEB1298
- . . 7C365597 |/ 33CBOFFOEA GDCA
O = Global Digital Cybersecurity Authority o 256 8D2FBAE9BCS
Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co., Ltd. bits |c8c862D3 Zéﬁgg?g;ig; ES ROOT
C=CN BBC34684 1) 3289E1E1
CN = GDCA TrustAUTH E4 Primer CA BD90963A ;Sgiiiéiigi GDCA
O = Global Digital Cybersecurity Authority | . 256 |7CC8IC8E |, ot or3mpoD
Signing Key | sha384ECDSA . 2114AD92 TrustAUTH
Co, Ltd. bits  11F8A3023 gsggzégg;; E5 ROOT
C=CN IR3BBOFE |50 0ars547
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Name Version Release Date
GDCA CPS 6.0 31 August 2023
GDCA CPS 5.9 8 May 2023
GDCA CPS 5.8 25 October 2022
GDCA EV CPS 2.8 8 May 2023
GDCA EV CPS 2.7 25 October 2022
GDCA CP 3.1 31 August 2023
GDCA CP 3.0 8 May 2023
GDCA CP 29 25 October 2022
GDCAEV CP 2.7 8 May 2023
GDCAEV CP 26 25 October 2022
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https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV5.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV5.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.7.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.7.pdf
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
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“ AS RN RHIZIRINFBIRASE]

s Olobal Digital Cybersecurity Authority Co., Ltd.
GDCA

BFIANERSHNEEMBAERS

(FPXRERFSE - EXESHEIRE )

HZRRRER D AR AT ( Global Digital Cybersecurity Authority Co., Ltd. - LA N E#R“GDCA” ) Z & BB FIAIERR
44 ( Certification Authority - DUTNEI#R“CA” - BE—3RI T CAFTBREMRIEB R P LIES ) - FHIRHEBFIA
IEARSS -

GDCA EEEE X TR HEACARRSZ RO S AN B8 Sz 714 - ETUEITM - GDCA BIBEIAN « #£20235F
3 B1 HZE2024 %2 H29 BFAGDCA FEM =5l s 12 ECARR S HAIE) - GDCAL :

o M Zcp/cPSIEESSLIE B4 B EAEIRE I - BIHEFEETE CA/Browser 1815 ( CA/Browser
Forum ) KRGS IRMHSSLIEBRS - FHKIEREN SR HERKRS

o BEAIUEHING - DURHLIT SEMRIE
B RFIEERBEMITF ssLIEBEEmB I RTEN ;| UK
o T GDCA FRHUTRYEMBRIEIG S METE SSLUEBRIBFENER

o BEAEEHING - DURHLIT SERIE
o X CA RGMEIRENEEMIZLDMRTENNDA

o REFEHMLEHERRENESY ;| UK
o CARGINTA - HFMBRERIEHMBRNFNT - LIS CA RIINTE

o  BEBNWEFING - MURHEIEBRIEBIRFTS CA/Browser 1IEIL ( CA/Browser Forum ) &7 BY [ 45
RIUE$H % 451 %Z £ A ( Network and Certificate System Security Requirements )

Il 75 & WebTrust Principles and Criteria for Certification Authorities -~ SSL Baseline with Network Security -

Version 2.6 °
GDCAKRFEEEHTEH - MARHIEBERERS - Bl - BNWIAEIRSEREBE2BRINVENBRIZET -

GDCA B E—HERMRMNRKRBEREB IS —KREUR U EAREERMRENENNLEZUE - £F
THHAE] - FTE R DB EM KRN W EGEEEEIIDHT 7 XMeE - GRERHNMRAFNZE it ar
FEHTEE -

GDCA T 2024 £ 3 A 26 Hi¥FE 1 Mozilla Bugzilla & ER—#E5 4 ( Bug 1888060 ) - fE1ZEH 4 - GDCA £
2023 F 9 A 15 HE 10 B 8 HEREIMA 7 20 D SSU/TLSUED - IERBBETEARARY E - BRREAIRE =
EMAIEREIE 12 DOVIER ~ 7D DVIEPRM 1 DNEVIER - BE 2024 F 482 HF45:10 (UTC+8) - FiA
XEF B O HBHEITH - EREHRER - GDCANEHRANSMMEBLIEREEARITICTEZPEE
it - ARFE LRSI H RS ER -

18 #88


https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtbr-26-rev-august-2022final.pdf
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtbr-26-rev-august-2022final.pdf
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
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GDCA

GDCA T 2024 £ 4 A 2 H#FE 1 Mozilla Bugzilla ¥ & LM —#ES 4 ( Bug 1889062 ) ° HZSH4 - Ul Bug
1888060 F Pt - GDCA 7£ 2023 £ 9 B 15 HZE 10 B 8 HEAEMA 7 20 N BIERBEARLRY B SSL/TLS
IEH - #E2024F4F2H FF5R107 (UTC+8 ) - FRAIEBEMBEEESTH - M - B 13 NMEBEWENES
BARER 5 KNEARBHE  SBIERTELEK 49.1.1 - BEERNTESHERER BRI UKGDCA
KA RIEREEAXRITIC T B P BEEM - AHFE LS NAEITICHBIERSER -
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https://bugzilla.mozilla.org/show_bug.cgi?id=1889062
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060
https://bugzilla.mozilla.org/show_bug.cgi?id=1888060

“ AS RN RHIZIRINFBIRASE]

s Olobal Digital Cybersecurity Authority Co., Ltd.

GDCA
B} {4 —
RNERENEENBRASIEBIIZET:
. . SHA256 - .
Key Name Key Type Slgna.t ure Key Size Subjec.t K ey Certificate Certificate Signed
Algorithm Identifier Th . by
umbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F gzgsgggggg GDCA
O = GUANG DONG CERTIFICATE 4096 |4DCEEBIRI) 110076720
Root Key sha256RSA . ALTCCFOE | ononicman| TTUStAUTH
AUTHORITY CO.,LTD. bits [3F65c529 0713213599 RE ROOT
C=CN 886A1351 1559103893
CN = GDCA TrustAUTH R4 EV CodeSigning co6223p |BE2E0146D15
CA J04g |RODECS22 D3483EE5981 GDCA
- . . I 7
O = Global Digital Cybersecurity Authority | Signing Key| sha256RSA bit D155654D Eggg;gégg; TrustAUTH
ITS 7
Co,, Ltd. ngggsj CC3FDF37274 RS ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BECO6F55344
Validation CodeSigning CA 2048 gggﬁggg; C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key| sha256RSA | ° |p199694D DI | TrustAUTH
IS 7
AUTHORITY CO,LTD. e 17627878628 | RS ROOT
c=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIEIA giigg;gggg; GDCA
O = Global Digital Cybersecurity Authority | . 2048 |2D739636 00 90aR97FE
Signing Key| sha256RSA 7271D5D1E TrustAUTH
co. Ld. bits  |B6E28123 f\jigg%?gég R5 ROOT
C=CN 69CF6BE | ) ncD6OF81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDOELA igifgggggg GDCA
O = GUANG DONG CERTIFICATE o 2048 |2D739636 |5 cp3335474
Signing Key| sha256RSA ) J27DSDIE| 083075 TrustAUTH
AUTHORITY CO,.LTD. bits |BeE28123 (294D E
cocresna |33995A331BE R5 ROOT
C=CN 1A4C4FEOA
CN = GDCA TrustAUTH R4 OV SSL CA COFGTASR ; ggggggggég GDCA
O = Global Digital Cybersecurity Authority | . . 2048 |BE7CO8CO | o rrcarss
Signing Key| sha256RSA AD04BB48 TrustAUTH
Co. Ld. bits 161458085 gijgégégggz R5 ROOT
C=CN 6257R0B3 1599790n63
CN = GDCA TrustAUTH R4 SSL CA COFGTASR éi;?ﬁﬁié?é; GDCA
O = GUANG DONG CERTIFICATE o 2048 |BETCO8CO |6 pon1ms543
Signing Key| sha256RSA ADO4BBAB |5 or o rapg| TTUSAUTH
AUTHORITY CO,LTD. bits |6145B0F5 8;2;&&; 25 ROOT
C=CN 6257R0B3 |5y 5 6¥EDDT
CN = GDCA TrustAUTH R4 DV SSL CA 7313cms3 | /22651 30CH" GDCA
O = Global Digital Cybersecurity Authority | . 2048 |CEO0C2RA0 |, 0y o papos e
Signing Key| sha256RSA 2692AE3F TrustAUTH
Co,, Ltd. bits |784074p5 |29 6CBA44CES
300B3595 [851FA000823 R5 ROOT
C=CN 41B2535F5
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“ AS RN RHIZIRINFBIRASE]
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GDCA

CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE gggggggiggé GDCA
O = Global Digital Cybersecurity Authority | 2048 |0735A8171) 51 ppaR32
Signing Key| sha256RSA ) 63DBCID6 TrustAUTH
Co,, Ltd. bits |1E3E639p|EPA18FFOART
' DDee17p0 |C3240E91230 R5 ROOT
C=CN 159F3E7BF
CN = GDCA TrustAUTH R4 EV SSL CA 1EGAEADE ggﬁggéggigg GDCA
O = Global Digital Cybersecurity Authority | 2048 |FO2FBFAS | o o peraTr
Signing Key| sha256RSA i D36CC7C6 TrustAUTH
Co,, Ltd. bits |3rppecea |PBOOFFLBO32
' cODCE3417 |04DB36915CE R5 ROOT
C=CN A31F13342
CN = GDCA TrustAUTH R4 Extended
" 1E6ARADE |95324R98325
Validation SSL CA 2048 |F52FBFAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key| sha256RSA | ° |p3sccice PR ECERT R TrustAUTH
AUTHORITY CO,LTD. T Eeece loan rrsaoDe | RS ROOT
C=CN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA D3FEEE6L ggggggizggg GDCA
O = Global Digital Cybersecurity Authority o 2048 |80C09990 |00, 27 spmace
Signing Key| sha256RSA . 596DD624 TrustAUTH
Co. Ltd. bits |55F2FFCO ggiggggggig R5 ROOT
C=CN EB271TEC | 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 j gggzgzg;gi GDCA
O = GUANG DONG CERTIFICATE . 2048 |80C09990 |, ne yenso2
Signing Key| sha256RSA ) 596DD624 | /oy ol acaspp|  TTUStAUTH
AUTHORITY CO.,LTD. bits |55F2FFCO
28271 75C | 2CBBCEFBTA0 R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 116492AE Zg;giééggg\g GDCA
O = Global Digital Cybersecurity Authority | 2048 |RO4L621C | o 0EFEDD
Signing Key| sha256RSA i 2084B7D3 TrustAUTH
co. Ld. bits  |8881D1CD ggﬁggggi?g R5 ROOT
C=CN 8072CTT¥ | p3g1cpB8s
CN = GDCA TrustAUTH R4 Plus EV
I 4A5D70Fa |SB39A01EBED
CodeSigning CA >048 |OE1FFC31 DOCOE870359 GDCA
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA . 1r6p5834 [FOLAFEO00OS T p AUTH
ot s |osapgoss osczioz| T
0., .
C=CN p0475180 FB4BBOE4E
CN = GDCA TrustAUTH R4 TimeStamp CA ESF795D3 éi?ggggggg GDCA
O = Global Digital Cybersecurity Authority | . 2048 |4860FEBT |0, /o aenFD3g
Signing Key| sha256RSA ) 02F17810 TrustAUTH
Co,, Ltd. bits [50FFD10D iiigiggiégg RS ROOT
C=CN FB735803 ) gr4p47B
CN = =2/ R5 1R CA 827AL2A2 ;gygéggggg
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| -oqpae73pp| HZALRS
Root K ha256RSA ADF14CA6
ootRey | sha - E146723EE28
Co., Ltd. bits |EB71B58B R CA
1201r329 |0BOECF3738C
C=CN TCAFEBLAE
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“ AS RN RHIZIRINFBIRASE]
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GDCA

CN = HZ I R4 EV RS RIS CA 28BOAF46 |F220085352
O = Global Digital Cybersecurity Authority | 2048 |7654EASL o ooopcepo|  BEERIHRS
Signing Key| sha256RSA ) D4B2810E | o e iR
Co, Ltd. bits  [540916D2 R CA
DEEFF38¢ |EBBEA297DAA
C=CN D147EAT6F
CN = B2t R4 OV RS2+ CA 0B630ES58 igigggi;if
O = Global Digital Cybersecurity Authority | 2048 |2F1BBOOF | oan0aga1s| BZERHRS
Signing Key| sha256RSA i 85B257B2| o0 prnaroy
Co,, Ltd. bits |4a3131c4 iR CA
2970a1 o |AB27DCD7B15
C=CN BDF83C1D6
CN = #Z Wt R4 DV RSB ERIEH CA 0C2556EA igigggggfzgg
O = Global Digital Cybersecurity Authority | 2048 |FD7A04DD L pcigg5pp| BERRIHRS
Signing Key| sha256RSA ) C2RE6239| o) ostgony
Co,, Ltd. bits 09693113 iR CA
8EBES]Dg |AB2A5108AA3
C=CN D6664A641
CN = BZRHE R4 IV FRSERIES CA FBF66620 |1 2CD0IBIFER
O = Global Digital Cybersecurity Authority | = . 2048 |P2ARTB2C| oo o bREE07| HZREIRRS
Signing Key| sha256RSA ) 10CBS2E2 |00 50 9138206
Co, Ltd. bits  [59p40a15 R CA
3c11m3p7 |861622297BF
C=CN 643598961
CN = % R4 RIBLZIEH CA 0B1COC1T égggggggzgg
O = Global Digital Cybersecurity Authority o 2048 |23ADOF26|, -0 31cc0p3g|  HMZAILRS
Signing Key| sha256RSA ) C4928AFC |5 o7 ce3pROS
Co., Ltd. bits |7r77FD16 R CA
27097831 |FL15BDDDB71F
C=CN 2BF87E200
CN = & R4 ZBITFIES CA 5543FAB3 igggggggﬁ};g
O = Global Digital Cybersecurity Authority | . 2048 |89FSTEDS oo pppgra7a3| BERRHRRS
Signing Key| sha256RSA ) SADAFEBL | 005355
Co., Ltd. bits |258451E2 R CA
C86ABEF7 C2695EB68BB
C=CN 91DOB1BAD
CN = #ZmA R4 ERITFIET CA 49EE724E gggéﬁgigzgz
O = Global Digital Cybersecurity Authority o 2048 |PA99640C| 1 o ihgons|  EZRAILRS
Signing Key| sha256RSA . EL14480ED | 01 oappapt o
Co., Ltd. bits |731Dp35FC RCA
8p4243c4 [B94317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA Eﬁiés?égéi DA
O = Global Digital Cybersecurity Authority 384 |20ASDBS6 oo 0o oag1p
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co., Ltd. bits |c88a6189 égiiiggégég E5 ROOT
C=CN OFASF222| 003789431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2E535 iﬁéiéiééi\ﬁé GDCA
O = Global Digital Cybersecurity Authority | 256 |26589289 |, o1 rap3B
Signing Key | sha384ECDSA ) 93BCI6AC TrustAUTH
Co,, Ltd. bits |234445¢p [F6D386A4142
4ea4copy |26B66ADST1L E5 ROOT
C=CN 6934A9EC3
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GDCA

CN = GDCA TrustAUTH E4 OV SSL CA 55612pF0 |FA0E436C044
. . . e2120r07 |20376287C9A GDCA
O = Global Digital Cybersecurity Authority L 256 C94A38B975B
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
Co,, Ltd. bits |grsacasp|84PFLEFOCE3
0290a22c |OFFO79E750D E5 ROOT
C=CN ADD03453A
CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 |[A404FBA9SE
- . . 2570 |C8D525DEEAC GDCA
O = Global Digital Cybersecurity Authority | . 256 |PPS 47299CABA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
Co, Ltd. bits |cace1585 gégz}\ggg%gg E5 ROOT
C=CN AEC63EFB |96 racd66
CN = GDCA TrustAUTH E4 IV SSL CA BA4BSFB3FDS
.rg . . 5B21FE§6 4BE9OEBBAC6 GDCA
O = Global Digital Cybersecurity Authority | . 256 |BA2FI02E |, pprsqop2FC
Signing Key | sha384ECDSA . 21DDCEED TrustAUTH
Co,, Ltd. bits |paaaFp2s |490B1D6397B
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Name Version Release Date
GDCA CPS 6.0 31 August 2023
GDCA CPS 5.9 8 May 2023
GDCA CPS 5.8 25 October 2022
GDCA EV CPS 2.8 8 May 2023
GDCA EV CPS 2.7 25 October 2022
GDCA CP 3.1 31 August 2023
GDCA CP 3.0 8 May 2023
GDCA CP 29 25 October 2022
GDCAEV CP 2.7 8 May 2023
GDCAEV CP 26 25 October 2022
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https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV6.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV5.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPSV5.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.8.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPSV2.7.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.1.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV3.0.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCACPV2.9.pdf
https://www.gdca.com.cn/export/sites/default/customer_service/.content/attachments/GDCAEVCPV2.7.pdf
https://www.gdca.com.cn/customer_service/knowledge_universe/cp_cps/CP/
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