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Independent practitioner’s assurance report
To the management of Shanghai Electronic Certificate Authority Co., Ltd. (“SHECA”)
Scope

We have been engaged to perform a reasonable assurance engagement on the
accompanying management’s assertion of SHECA for its Certification Authority (CA)
operations at Shanghai (including Facility 1 and Facility 2), China for the period from
April 1, 2023 to March 31, 2024 for its CAs as enumerated in Attachment A, SHECA has:

e disclosed its code signing (“CS”) certificate lifecycle management business practices
in its:

UniTrust Certification Practice Statement v3.7.7;

UniTrust Certification Practice Statement v3.7.6;

UniTrust Certification Practice Statement v3.7.5;

UniTrust Certification Practice Statement v3.7.4;

UniTrust Certification Practice Statement v3.7.3;

UniTrust Certification Practice Statement v3.7.2;

UniTrust Certificate Policy vi1.5.5;

UniTrust Certificate Policy v1.5.4;

UniTrust Certificate Policy v1.5.3;

UniTrust Certificate Policy v1.5.2;

UniTrust Certificate Policy v1.5.1; and

UniTrust Certificate Policy v1.5.0,
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including its commitment to provide CS certificates in conformity with the
CA/Browser Forum Requirements on the SHECA website, and provided such
services in accordance with its disclosed practices,

¢ maintained effective controls to provide reasonable assurance that:
o CS subscriber information was properly collected, authenticated (for the
registration activities performed by SHECA) and verified;
o the integrity of keys and CS certificates it manages is established and protected
throughout their life cycles,

e maintained effective controls to provide reasonable assurance that its CS Timestamp
Authority are operated in conformity with CA/Browser Forum Code Sign Working
Group requirements v3.7.0,

e for CAs as enumerated in Attachment B are only in scope for Principle 3: Extended
Validation Code Signing Service Requirements, maintained effective controls to
provide reasonable assurance that:

o EV CS subscriber information was properly collected, authenticated (for the
registration activities performed by SHECA) and verified;

o the integrity of keys and EV CS certificates it manages is established and
protected throughout their life cycles,
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in accordance with the WebTrust Principles and Criteria for Certification Authorities -
Code Signing Baseline Requirements v3.2.

Management’s Responsibilities

SHECA’s management is responsible for the management’s assertion, including the
fairness of its presentation, and the provision of its described services in accordance with
the WebTrust Principles and Criteria for Certification Authorities - Code Signing
Baseline Requirements v3.2.

Our Independence and Quality Management

We have complied with the independence and other ethical requirements of the
International Code of Ethics for Professional Accountants (including International
Independence Standards) issued by the International Ethics Standards Board for
Accountants, which is founded on fundamental principles of integrity, objectivity,
professional competence and due care, confidentiality and professional behaviour.

Our firm applies International Standard on Quality Management 1, which requires the
firm to design, implement and operate a system of quality management including
policies or procedures regarding compliance with ethical requirements, professional
standards and applicable legal and regulatory requirements.

Practitioner’s Responsibilities

It is our responsibility to express an opinion on the management’s assertion based on
our work performed.

We conducted our work in accordance with International Standard on Assurance
Engagements 3000 (Revised) “Assurance Engagements Other Than Audits or Reviews
of Historical Financial Information”. This standard requires that we plan and perform
our work to form the opinion.

A reasonable assurance engagement involves performing procedures to obtain sufficient
appropriate evidence whether the management’s assertion of SHECA is fairly stated, in
all material respects, in accordance with the WebTrust Principles and Criteria for
Certification Authorities - Code Signing Baseline Requirements v3.2. The extent of
procedures selected depends on the practitioner’s judgment and our assessment of the
engagement risk. Within the scope of our work we performed amongst others the
following procedures: (1) obtaining an understanding of SHECA’s CS and EVCS
certificate lifecycle management business practices, including its relevant controls over
the issuance, renewal, and revocation of CS and EVCS certificates, and CS and EVCS
Timestamp Authority certificates; (2) selectively testing transactions executed in
accordance with disclosed CS and EVCS certificate lifecycle management practices; (3)
testing and evaluating the operating effectiveness of the controls; and (4) performing
such other procedures as we considered necessary in the circumstances.

The relative effectiveness and significance of specific controls at SHECA and their effect
on assessments of control risk for subscribers and relying parties are dependent on their
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interaction with the controls, and other factors present at individual subscriber and
relying party locations. We have performed no procedures to evaluate the effectiveness
of controls at individual subscriber and relying party locations.

We believe that the evidence we have obtained is sufficient and appropriate to provide a
basis for our opinion.

Inherent Limitation

Because of the nature and inherent limitations of controls, SHECA'’s ability to meet the
aforementioned criteria may be affected. For example, controls may not prevent, or
detect and correct, error, fraud, unauthorised access to systems and information, or
failure to comply with internal and external policies or requirements. Also, the projection
of any opinion based on our findings to future periods is subject to the risk that changes
may alter the validity of such opinion.

Opinion

In our opinion, the management’s assertion of SHECA, for the period from April 1, 2023
to March 31, 2024, is fairly stated, in all material respects, in accordance with the
WebTrust Principles and Criteria for Certification Authorities - Code Signing Baseline
Requirements v3.2.

Emphasis of Matter

Without modifying our opinion, we draw attention to the fact that this report does not
include any representation as to the quality of SHECA’s services beyond those covered
by the WebTrust Principles and Criteria for Certification Authorities - Code Signing
Baseline Requirements v3.2, nor the suitability of any of SHECA’s services for any
customer's intended purpose.

Other Matter

The UniTrust Global Root CA R1 (Attachment A #9, Attachment B #5) CAs did not issue
certificates during the period April 1, 2023 to March 31, 2024 and were maintained
online to provide revocation status information only.

SHECA’s management has disclosed 2 incidents (see Attachment C) during the period
from April 1, 2023 to March 31, 2024. The remedial actions and the root causes of these
incidents undertaken by SHECA have been posted publicly in the online forums of the
Bugrzilla site, as well as the online forums of individual internet browsers that comprise
the CA/Browser Forum.



Purpose and Restriction on Use

The management’s assertion was prepared for obtaining and displaying the WebTrust
Seal on SHECA website! using the WebTrust Principles and Criteria for Certification
Authorities - Code Signing Baseline Requirements v3.2 designed for this purpose. As a
result, the management’s assertion of SHECA may not be suitable for another purpose.
This report is intended solely for the management of SHECA in connection with
obtaining and displaying the WebTrust Seal on its website after submitting the report to
the related authority in connection with the WebTrust Principles and Criteria for
Certification Authorities - Code Signing Baseline Requirements v3.2.

Our report is not to be used for any other purpose. We do not assume responsibility
towards or accept liability to any other parties for the contents of this report.

Use of the WebTrust seal
SHECA’s use of the WebTrust for Certification Authorities - Code Signing Seal

constitutes a symbolic representation of the contents of this report and it is not intended,
nor should it be construed, to update this report or provide any additional assurance.

Frceesa ]"-4'."{“:’-’: s g /

PricewaterhouseCoopers
Certified Public Accountants

Hong Kong, 24 May 2024

1 The maintenance and integrity of the SHECA website is the responsibility of the management of SHECA; the work
carried out by the assurance provider does not involve consideration of these matters and, accordingly, the assurance
provider accepts no responsibility for any differences between the accompanying management’s assertion of SHECA
on which the assurance report was issued or the assurance report that was issued and the information presented on the
website.



Attachment A
The list of keys and certificates covered in the report is as follow:
. . Certificates .
o | e, | Ker | Simatre | Koy | subjectpy | Siietiey | mhumbprine | Gorificae
(SHA256)
CN =UCA 9BEA11C976FE014
UCA T Root 096 | Global G2 s30bFAGOCyS | 704CIBESOAGFOLe | oy i
1 Global Ke sha256RSA 4bi’?s Root 431:“801 g o1 B5A560317ABD998 G2 Root
G2 Root y O = UniTrust 5 5072174 8393382E5161AA0
01DFDF
C=CN 493C
SHECA CN = SHECA C7E976AA77E9249
RSA Signing 2048 RSA Code 511)C75E6%§7Z)A2(.:Az£ 1C269840B2F1461K UCA Global
2 Code Ke sha256RSA bits Signing CA G3 F807CrA26A1 65147A2BB181EE59 G2 Root
Signing y O = UniTrust B 7C 7;’ A8 AB63BCD86704FE
CAG3 C=CN 74 456
CN = SHECA 8F0C3E06A16E3EA
SHECA P 73C3B39021C
. Code Signing 7C9B15A848076ED
3 Code | Signing | o o-6rsA | 3972 | CAGa BF23BDA23D | | b D AoBeFiAFA | UCA Global
Signing Key bits O = UniT 351F295C58B EDEsB G2 Root
CA G4 = UniTrust C678EE47 274 2B9102191
C=CN FEOF
CN = SHECA
SHECA Global G3 F73DF939A8 E‘:A&%z%?‘gﬂﬁg
Global Signing shas=6RSA 2048 | Code Signing D98754AC778 %O%EX% oF ‘{:15202 UCA Global
4 G3 Code Key 5 bits | O = UniTrust EF5D995EEF 3217417 G2 Root
O _ . 604DDED58D73D6
Signing S = Shanghai 835AB9439
16D844
C=CN
CN = UCA
D43AF9B35473755
UCA Extended D9743AE4303 | (068 FCO6D7DSC | UCA Extended
Extended Root 4096 | Validation DoDF712DC7 s
5 Cy o sha256RSA . B70EE5C28E773FB Validation
Validatio Key bits | Root E5A059F1E34 504EBAIEE 7179202 Root
n Root O = UniTrust 9AF7E114 9454 D27 7229
C=CN 424
SHECA CN = SHECA
RSA RSA Extended D404FAFA4BA2F4
Extended Sienin 2048 Validation SEggggsFF(;%g 26B66CD219C6DA | UCA Extended
6 | Validatio %e & | sha256RSA bijs Code Signing 9122 p 9 6 84F91CoFB7CB584 |  Validation
n Code y CA 4 g’gg 45 29EC8077E2A7643 Root
Signing O = UniTrust 9370755 14D55D
CA C=CN
CN = SHECA DD84169585A2E7A
ES\I,{ES(‘{Z Sienin ora | EV Code 5%%730%11)%5 216AECD4083265A | UCA Extended
7 Sionin %e 8 sha256RSA Sbit75 Signing CA G2 fF2D272C 3 6D 8EB51A64F7C6F19 Validation
o y O = UniTrust 3 EA5%5 43671F8584C73F79 Root
C=CN 9 3 A74
CN = SHECA
SHECA
Extended A392C645B9A5AD
E,’Qtl‘fgifg Sienin boqg | Validation 73‘3?)%262231 6A214F19DE77634 | UCA Extended
8 gming sha256RSA 4 Code Signing 5 52065 6BC7DD6BB15818E Validation
n Code Key bits CA 1CAF2B316B8 886DAC=AEEG6 R
Signing . 7EDA3DB | 433 54 oot
CA O = UniTrust 61852
C=CN
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. . Certificates .
# NKey Key Slgna.ture Key Subject DN SubJec.t Key Thumbprint C(.ertlficate
ame Type Algorithm | Size Identifier (SHA256) Signed by
. CN = UniTrust 81B35EFC42C7794
Uélll;l‘ggls t Root 4096 Global Root Sg‘éggé%%i% 7209D76B51B5E7B UniTrust
9 shaz84RSA . CAR1 122CE78348AE8C4 Global Root
Root CA Key bits . E156A2EBBBB
R O = UniTrust 525DC8D4B30289 CAR1
1 C=CN 63D232381 E5385
CN = SHECA 59E3EF6680BCCo
ngdiA Sienin 096 Code Signing %IB324B6%1;C661113 B1162DED4929D37 UniTrust
0 | oo Bs | shaggqrsa | 4097 | cA1A o 8ol | E698C6A5CBEE07 |  Global Root
Ci L Ag y O = UniTrust EFCA2CD A7 5C03F1173AD653C CAR1
C=CN F91CED
CN = SHECA 03E04A3C2B5200
SHECA .. EV Code 510BE3C14EA BB27C679A372618 UniTrust
EV Code | Signing 4096 A BDFEA38FF4
11 Sionin Ke sha384RSA bits Signing CA 1A EoC C 52BAC7D46F3F371 Global Root
gmng y O = UniTrust | 34-2~97339% | |/ pCA80225AE28 CAR1
CA1A C=CN 0BFC27A9 SE4CFC
UniTrust CN = UniTrust
Global Global Code D6E2F5C7B44 883;;%%9%61?;% UniTrust
- Code Root | sha384ECDS | 384 | Signing ECC | 0515C5A3A5C ]‘3‘3E P ZF% 1Ay | Global Code
Signing Key A bits | Root CA R2 490EFCB8C23 S‘EEE 51:290 . 6%1) Signing ECC
ECC Root O = UniTrust 9503CDB 3D A5§7 3 Root CAR2
CAR2 C=CN
SHECA CN = SHECA 953707AE07AF349 .
R A5576122E3 UniTrust
Code . Code Signing 3 70462E8C02AC3D1
13 | Signing S‘%‘;‘“g Sha381ECDS %?t‘s‘ ECC CA 2A E85§%71;15§711)E0 0049D3684D06338 gilort’iﬂ CE"gg
ECC CA y O = UniTrust | 3 A5C77 A" | 5277F31869508007 | o0 TS
2A C=CN D23
CN = SHECA
SHECA EV Code BFAE7906Egy | D45BD126658352B 1y ip o
EV Code .. A 306EE74185173F17
. Signing | shazg84ECDS | 384 | Signing ECC 76B61D01E45 Global Code
14 Signing K A bi CA oA F B 74A79467A26E9BB .
ECC CA ey its 2A 79986F2698 6AEOED44D86615 Signing ECC
oA O = UniTrust 66DF25E DE5A Root CA R2
C=CN
UniTrust CN = UniTrust
Global Global Code | 60C14C87BDA 22?2%%%@%%@%%%13 UniTrust
15 Qoqe Root shag84RSA 4996 Signing RSA AB27B678E4E FoB3E2F6A6310FD G}obgl Code
Signing Key bits | Root CAR1 A7921C519B4 {FCB4C41E~E1B Signing RSA
RSA Root O = UniTrust 81BA86o | °37 1?4c4 5 Root CA R1
CAR1 C=CN
UniTrust CN = UniTrust 11DO0=CFF2C
Global Global Time C20E70D5E4 9012 2?)%5 188 i g UniTrust
6 Time Root | sha384ECDS | 384 | Stamping ECC | 015590A717B6 738231) e p 6& Global Time
Stamping | Key A bits | Root CA R2 2DDDB5389D 028 g p 9Af§F E21Z Stamping ECC
ECC Root O = UniTrust 7627A1B7 | 324 SA48 3 Root CA R2
CAR2 C=CN
SHECA ’%:In: SHECA 41315BESFDg | OE3FC096DDCC32 UniTrust
Time .. . 05047F9042D5788 .
- Signing | shag84ECDS | 384 | Stamping ECC | C3C65630168 Global Time
17 | Stamping K A bi 2A1144107243C47C .
ey its CA2A 307A0B30EC Stamping ECC
ECCCA O = UniT F106 DE6FFFDE403A5B R
oA 0 = Cgfn rust 097F1069 7CAO4 oot CAR2
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. . Certificates .
o | e, | Ko | Siomawre | Ko | subjearpy | Siieie | mhumbprint | Gortiete
(SHA256)
UniTrust CN = UniTrust " 57DoE6679B0
Global Global Time DA891E9DCg | 1759727009E06579 UniTrust
Ti . 69DD3AFA910E277 .
18 ime Root shag84RSA 4996 Stamping RSA | 0F38DAB089 9C42007AAB206A1 Globgl Time
Stamping Key bits Root CA R1 6CCDC5FDD7 69C66E6E2A3D1 Stamping RSA
RSA Root O = UniTrust 504F155B30 9 Bo 77 Root CA R1
CAR1 C=CN 4
Attachment B
The list of keys and certificates covered in the report is as follow:
. . Certificates .
o | e, | Ko | St | Ko | subjearpy | SIS | humbprin | Gortiete
(SHA256)
CN =UCA
UCA Extended D9743AE4303 D43AF9B35473755
N C9684FCo6D7D8C | UCA Extended
Extended Root 4096 | Validation DoDF712DC7 o
1 T3 sha256RSA . B70EE5C28E773FB Validation
Validatio Key bits | Root E5A059F1E34 20AEBMEE 7179202 Root
n Root O = UniTrust 9AF7E114 94b4 D27 7229
C=CN 4024
SHECA CN = SHECA
RSA RSA Extended D404FAFA4BA2F4
Extended Sienin 2048 Validation SEggggsFF(;%g 26B66CD219C6DA | UCA Extended
2 | Validatio %e & | sha256RSA biﬂs Code Signing 3‘222 p 9 b 84F91CoFB7CB584 |  Validation
n Code y CA (:)398 45 29EC8077E2A7643 Root
Signing O = UniTrust 9370755 14D55D
CA C=CN
CN = SHECA DD84169585A2E7A
S sienin ora | EV Code 5%%(3%‘&13%65 216AECD4083265A | UCA Extended
3 v SMNE | shaos6RSA | 3972 | Signing CA G2 | 424371413 8EB51A64F7C6F19 |  Validation
Signing Key bits . UniT 1F2D22C956D F F R
CA Go O = UniTrust 89EA503 43671F8584C73F79 oot
C=CN A74
CN = SHECA
SHECA
Extended A392C645B9A5AD
E,’Qtl‘fgifg Sinin boug | Validation 732%%262221 6A214F19DE77634 | UCA Extended
4 BN | shas56RSA 4% | Code Signing | ° 52065 | ¢BC7DD6BB15818E |  Validation
n Code Key bits CA 1CAF2B316B8 886DAC=AEEG6 R
Signing . 7EDA3DB | 433 54 oot
CA O = UniTrust 61852
C=CN
. CN = UniTrust 81B35EFC42C7794
Uélllgggls t Root 096 Global Root Sg‘éggé%%]g) 7209D76B51B5E7B UniTrust
5 shag84RSA | 499° | cAR1 122CE78348AE8C4 | Global Root
Root CA Key bits . E156A2EBBBB
R1 O = UniTrust 63D232381 525DC8D4B30289 CAR1
C=CN E5385
CN = SHECA 03E04A3C2B5200
];P]I ggﬁe Sienin 096 EV Code %gggggéﬁ? BB27C679A372618 UniTrust
6 | gioris %e & | sha384RSA 4bit9s Signing CA 1A s é 52BAC7D46F3F371 | Global Root
c%x 1Ag y O = UniTrust 3‘2 BFC9273§9 E4ECA80225AE28 CAR1
C=CN 789 8E4CFC
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. . Certificates .
o | o | Ko | Shmare | Ko | sueany | SRS | fumbprin | Gertifieae
(SHA256) y
UniTrust CN = UniTrust
Global Global Code D6E2F5C7B44 883%%?;:119%6??;% UniTrust
Code Root sha3zg84ECDS | 384 | Signing ECC 0515C5A3A5C ;ZBE 6858 ZF]‘S LA Global Code
7 Signing Key A bits | Root CA R2 490EFCB8C23 S%EE 35F 290 3F 6:13)D§ Signing ECC
ECC Root O = UniTrust 9503CDB DA517 Root CAR2
CAR2 C=CN
CN = SHECA
BV Cole | o . EVCode | BEAE7906Egy | S50 SCAIa2Y | Unirust
3 Sioni Signing | shag84ECDS | 384 | Signing ECC 76B61D01E45 67A>6E0BB Global Code
sning K A bits | CA 2A 86F2608B | 74A79467A26E9 Signing ECC
ECC CA €y . 799 9 6AEOED44D86615 gning
O = UniTrust 66DF25E Root CAR2
2A DE5A
C=CN
UniTrust CN = UniTrust
Global Global Code | 60C14C87BDA | 0357333A4BBOASD | pypirryst
Code Root haa84RSA 4096 | Signing RSA AB27B678E4E g B5 E2%‘56 A69 L I?D Global Code
9 Signing Key shazoq bits | Root CAR1 A7921C519B4 0 ?I,*“CB C % OE B Signing RSA
RSA Root O = UniTrust 81BAS6o | P37HIAHESEL Root CA R1
CAR1 C=CN 4
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Attachment C - Publicly disclosed incidents

B ki

Publicly Disclosed Link

value

Bugzilla ID | Disclosure
SHECA: UniTrust: Improper DER results in failure to comply
1735908 with RFC 5280 - Encoded sequence component with default Bugzilla Ticket Link

1814288

SHECA: Delayed revocation of intermediate CA certificates

Bugzilla Ticket Link



https://bugzilla.mozilla.org/show_bug.cgi?id=1735908
https://bugzilla.mozilla.org/show_bug.cgi?id=1814288
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FEE: P CRERESE. EXCESRHFEHRE . )
B BB EAEBNEFOERAR (RFR“SHECA”) FHHZE
Yl

BATEEZRAE, XTEMH SHECA T 2023 F 4 H 1 HE 2024 F 3 A 31 H¥E T4 H Fif
CEFE B 1 At 2) 1288 AR A I IEAR S B B E A e ST T & BRARUE R 45 IE
W55 . XFFR s A F TS ARIE AT R 2% E 1, SHECA:

P A RN 25 42 V1 15 A= o JA B B 45 F U F
UniTrustif BAAEN 55 HU v3.7.7;
UniTrustillE A iENL 5 U v3.7.6;
UniTrustifE FiAEsL 5580 va.7.5;
UniTrustil: AR 55 HNvE.7.4;
UniTrustilE A ENL 5 U va.7.3;
UniTrustifE FiAuE L 5580 v3.7.2;
UniTrustif 5 5K # vi.5.5;
UniTrustifE 1556 #5v1.5.4;
UniTrustif 1550 v1.5.3;
UniTrustilf 5550 v1.5.2;
UniTrustilE 5560 v1.5.1; B
UniTrustif 1550 vi.5.0,

O O O O O O O O O O O O e

A5 A EECABILTE (CA/Browser Forum) [{IAHICHE SIS L RS, ik
o 1 58 1l 55 SR AEAH G R 55

o HIAAAEHIMLE], DARALLLH S ELRIL:
o AMHETE (SHECA FrhATHIENHEME) M4 UE+ i & #IE B
o  ARLETEH SRR AU A o A I e

o HIHBIEHINLE], XA 4L B ] 8RR 55 R E £F & CA/Browser Forum Code
Sign Working Group requirements v3.7.0 & ft-4F{RF,

o JFH, XTHRBH TSR E RN SIS A T OESS . S8 AT BRI,
Xt 3 e A U 6 A4 IR AR A 1 5 ARG 25 44 ZOR S LAR & AR ALE :
o fEHMEE (SHECA JrHATIIEMRE) AR 1 R e+ g & (S
By LK
o ATRYEYE S AR R AL 1Y SR I8 UE IR A 452 i A T (1 e B

LATF & WebTrust H A UEAUAS R 4% B il R B 1 b v3.2.
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SHECAR)E B Z S S R E BRI E , B4 H Wi 19 % A DL A E Hh ik (i SHECA
P i i 95 BE 88 77 & WebTrust L7 IAIE - AR 25 44 ZE RS H T bR ifkv3. 2 I E .

BATHIHAL AR B E

ATV 17 B U R b 68 7 4 O 252 2 A PR 2 T VT8 e U v g g o A e
RNV IE PSR . MV TERE T U PSR RE ) N R DR AN
RAFBAMEAT AN EEA N

AR5 PTG E B BN R 1 T, ZMEN DRSS it SRR PT PR
R, 55 IRV TEE SR . BV bR A& F AOVE A AL AR B B B 7

EA TR TE
P TR AT BUE TAF AL AL X BRI KRB

FATHRIE B SR 55 1 2 3000 5 (BT ) —— 1 S W0 5515 J2 o T B ] LSRR 25
EMESS) MIMESAT TR AR M R BATTH RISt T, DUBREIEE L.

A B ORAE R S UENL 5580 S St SRR Y, DR S RN E e B AL T A B K5 T 7F
& WebTrust HLFIAIE - AURSRE 2 BLAERL S o tHARHE v3.2 770 & IEdE. 1EHEH)
SEVERE 7 WU VA 2 T I £ S 7 e B AT T H XUz (R DA o AEFRATT I TARVER A, &
st 7 AHE (10 T SHECA ABSAEAZUET5E dr A 1A B, AR AR A2 15 A
R A, AR ANUET A B, DS ACRS 25 44 I 18] BRATUAA IE 15 55 AH SC 2 15
(2) Mk S BAF R BT 1 i e PG AIE R, (30 WHSAPHl 6% 3)
AT RN AR (4) $UATHABIATI A Z R EIERE T -

SHECA () A R P 1A RVE RN BB, R G P R AR MR P42 sz PP A P 7 2
(RIsAm, R J ) 1) (0 AR ELATE AR A AR 6 TP AR ST (R 2 . AT
A X F P AR 7 BT G 3 iR ] (0 R BEAT AR AT Al A

WAVAE, FAVRIUESE 27850 &A1), AREREUER NIRAL 1A,

1 7 R

13- A B A SR A B PR |, SHECA i 2 LR ER B /I T RE S BIRE M, it 4%
HIPTREARIEBITALG . ARBLEA IERE R SRIE. X ARG alfs B ROREEAG A, B0E e Ak
P B2 ORI E R EEOR . BN, KU AR A TT B 2 S MR AS T A 4 72K SR TR K 225 40

R

ALK, SHECA T 2023 4 4 H 1 HZE 2024 4 3 H 31 H A - IE AR &5 R 8
JEINELE TR BT A& WebTrust LT IAE - AR 25 44 FE i RIS & TH bR v v3.2.
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PARIGE M ERVE, ARG IFAEFEAEME WebTrust H 5 IIE - ACRS 25 44 SEHERLVE
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Mz A
T RIRAAR & T AL ) HANE S
# EHAR | BHM B &4 EERHE FE 1D EFfRL WEBERE
ES KE (SHA256)
CN =UCA 9BEA11C976FE014
UCA Global G2 B1C48CCCEBE | ¢ 01 BES6A6F914
Root 4096 430FFA50C08 UCA Global
1 Global Ke sha256RSA bits Root F8C156721 B5A560317ABD998 G2 Root
G2 Root y O = UniTrust 5 5072174 8393382E5161AA0
01DFDF
C=CN 493C
SHECA CN = SHECA C7E976AA77E9249
RSA 1 sionin 0048 | RSA Code i?c@%iﬁ%g 1C260840B2F1461E | - ;04 g10pa1
2 Code ie & | sha256RSA ity | Signing CAG3 | o K7 “UL | 65147A2BBISIEES9 o Root
Signing y O = UniTrust B 7C 73 A8 AB63BCD86704FE
CAG3 C=CN 7e4 456
CN = SHECA 8F0C3E06A16E3EA
SHECA A 73C3B39021C
Code Signing 3072 Code Signing BF23BDA23D 7C9B15A848076ED UCA Global
3 o sha256RSA . CAGq 15E51DA0B6F1AFA
Signing Key bits O = UniT 351F295C58B EDEsB G2 Root
CAG4 = UniTrust C678EE47 274 2B9102191
C=CN FEOF
CN = SHECA
SHECA Global G3 F73DF939A8 E‘:A&%z%?‘gﬂgg
Global Signing 2048 | Code Signing D98754AC778 92354 4254 UCA Global
4 sha256RSA . s B08A632F7F17602
G3 Code Key bits | O = UniTrust EF5D995EEF G2 Root
O . 604DDED58D73D6
Signing S = Shanghai 835AB9439
16D844
C=CN
CN = UCA
D43AF9B35473755
UCA Extended D9743AE4303 | (068 FCO6D7DSC | UCA Extended
Extended Root 4096 | Validation DoDF712DC7 A
5 Cy o sha256RSA . B70EE5C28E773FB Validation
Validatio Key bits | Root E5A059F1E34 50AEBAIEE 7179202 Root
n Root O = UniTrust 9AF7E114 94b4 D27 7229
C=CN 4024
SHECA CN = SHECA
RSA RSA Extended D404FAFA4BA2F4
Extended Sienin 2048 Validation SEggggsFF(;%g 26B66CD219C6DA | UCA Extended
6 | Validatio | V878 | sha256RSA biﬁs Code Signing ?&22 ° 9 ‘ 84F91CoFB7CB584 |  Validation
n Code y CA (:)398 45 29EC8077E2A7643 Root
Signing O = UniTrust 9370755 14D55D
CA C=CN
CN = SHECA DD84169585A2E7A
S sienin ora | EV Code 5%%730%11)%5 216AECD4083265A | UCA Extended
7 .. gning sha256RSA 307 Signing CA G2 4 7313 8EB51A64F7C6F19 Validation
Signing Key bits 0 = UniT 1F2D22C956D F F R
CA G2 = UniTrust 89EA503 43671F8584C73F79 oot
C=CN A74
CN = SHECA
SHECA
Extended A392C645B9A5AD
Eiﬁ?gi?g Sienin 2048 Validation 732?)%26221;1 6A214F19DE77634 | UCA Extended
8 8N | shas56RSA 4% | Code Signing | ° 52065 | ¢BC7DD6BB15818E |  Validation
n Code Key bits CA 1CAF2B316B8 886DAC=AEEG6 R
Signing . 7EDA3DB | 433 54 oot
CA O = UniTrust 61852
C=CN




FHan | mEM BB &4 B 31Y7E4 FE 1D EFfRL WEBERE
#
ES KE (SHA256)
. CN = UniTrust 81B35EFC42C7794
Ué‘gg:ft Root v06 | Global Root 3%‘2%3]3%]2% 7209D76B51B5E7B |  UniTrust
9 shag8qRSA | 499° | cAR1 122CE78348AE8C4 | Global Root
Root CA Key bits O = Uni E156A2EBBBB
R1 = UniTrust 63D232381 525DC8D4B30289 CAR1
C=CN Es5385
CN = SHECA 59E3EF6680BCCo
ngd(éA Sienin 006 Code Signing ]2)1B324B6‘E%C66lg B1162DED4929D37 UniTrust
10 | g0 EMNE | shag84RSA | 4997 | cA1A 3324 E698C6A5CBEE07 | Global Root
igning Key bits — TTni ACEBF182D7
CA 1A O = UniTrust EFCA2CDA 5C03F1173AD653C CAR1
C=CN F91CED
CN = SHECA 03E04A3C2B5200
Esggg(i Signing 4006 | EV Code %ﬁ)?gigéﬁi BB27C679A372618 |  UniTrust
11 Sionin Ke shaz84RSA bits Signing CA 1A EaC C 52BAC7D46F3F371 Global Root
A y O = UniTrust 3‘2 BF(?273§>9 E4ECA80225AE28 CAR1
C=CN 789 8E4CFC
UniTrust CN = UniTrust
Global Global Code | D6E2F5C7Bag | SoodiSli9S0B47E | ynirrust
12 Code Root sha384ECDS | 384 | Signing ECC 0515C5A3A5C gSE 6358 ZF% 1A4 Global Code
Signing Key A bits | Root CA R2 490EFCB8C23 S%EE Ei: 290 F 631,)D Signing ECC
ECC Root O = UniTrust 9503CDB 3 A5f 3 | RootCAR2
CAR2 C=CN 7
SHECA CN = SHECA 953707AE07AF349 .
Code . Code Signing 3A5576122E3 70462E8C02AC3D1 UniTrust
13 Signing Signing | sha3g84ECDS | 384 ECC CA 2A 85EB715671E 0049D3684D06338 Global Code
Key A bits R E385BF1E3Do Signing ECC
ECCCA O = UniTrust ACTIALA 5277F31869508007 Root CA Ro
2A C=CN 77 D23
CN = SHECA
SHECA EV Code BFAE7906Egy | D45BD1266583528 1 1y im o
EV Code 306EE74185173F17
) Sionin Signing | sha3g84ECDS | 384 | Signing ECC 76B61D01E45 A70467A26FOBB Global Code
4 reccs | Key A bits | CA2A 79986F2698B 76‘2127(‘)9&‘1)7 D8 6961 Signing ECC
O = UniTrust 66DF25E 44 5 | Root CAR2
2A DEsA
C=CN
UniTrust CN = UniTrust
Global Global Code 60C14C87BDA 613&? 7%%316‘%%13%%313 UniTrust
. Code Root | o .o bey | 4096 | SigningRSA | AB27B678E4E. 120135 E29F56 A69 10F9D Global Code
5 Signing Key 354 bits | Root CAR1 A7921C519B4 I%CB C ISE' F1B Signing RSA
RSA Root O = UniTrust 81BAS60 | 237N é‘ 5 Root CA R1
CAR1 C=CN 4
UniTrust CN = UniTrust
Global Global Time C20E70D5E4 902112(9)%5 ?g g icg UniTrust
16 Time Root shazg84ECDS | 384 | Stamping ECC | 015590A717B6 (Z(%S?D E5 6 6F?X Global Time
Stamping Key A bits | Root CAR2 2DDDB5389D 28 I; 6 9A 51(3)F Ezlz Stamping ECC
ECC Root O = UniTrust 7627A1B7 3204 S A:S 3 Root CAR2
CAR2 C=CN
CN = SHECA
SHECA Time 41315BESFDg | OE3FC096DDCC32 | iy ipy o
Time 05047F9042D5788
) Stampin Signing | sha3g84ECDS | 384 | Stamping ECC | C3C65630168 S A1144107242047C Global Time
7 socca | Key A bits | CA2A 307A0B30EC | b 6;‘;‘FD7E S a75 | Stamping ECC
O = UniTrust 097F1069 40345 Root CA R2
2A 7CA04
C=CN
UniTrust CN = UniTrust | DA891E9DC3 UniTrust
g | Global | Root | o oo | 4006 | GlobalTime | OF38DAB08g | £/59727DOF6679B0 | giopa) Time
Time Key 354 bits | Stamping RSA | 6CCDC5FDD7 % 2(;30 AA9B20 6ZZ Stamping RSA
Stamping Root CA R1 504F155B30 | 9-42007 Root CA R1




|
# EHAR | BHM BB &4 R E FE 1D EFfRL WEBERE
ES KE (SHA256)
RSA Root O = UniTrust 69C66E6E2A3D177
CAR1 C=CN 4Bo
% B
N RINIRAR A P FE B HANIE
# R | HHM EHEE 4 EERAE 1D WEHFREL RS RHE
ES KE (SHA256)
CN =UCA
UCA Extended D9743AE4303 | D43AF9B35473755
N C9684FCo6D7D8C | UCA Extended
Extended Root 4096 | Validation DoDF712DCy o
1 D sha256RSA . B70EE5C28E773FB Validation
Validatio Key bits | Root E5A059F1E34 20AEBMEE 7179202 Root
n Root O = UniTrust 9AF7E114 94554 D27 7229
C=CN 424
SHECA CN = SHECA
RSA RSA Extended D404FAFA4BA2F4
Extended | i . boug | Validation SE40005HOAM | 26B66CD219C6DA | UCA Extended
2 Validatio %e 8 sha256RSA bi?s Code Signing 9122 6 9 6 84F91CoFB7CB584 Validation
n Code y CA e300 1> | 29EC8077E2A7643 Root
Signing O = UniTrust 93707E5 14D55D
CA C=CN
CN = SHECA DD84169585A2E7A
ES\EI(]?E& Sienin s | EV Code 5%%(3%‘(‘:11)1785 216AECD4083265A | UCA Extended
3 v SMINE | chaos6RSA | 5972 | Signing CA G2 | F0A37113 8EB51A64F7C6F19 |  Validation
Signing Key bits 0 = UniT 1F2D22C956D 671F8=84C72F R
CA G2 = UniTrust 89FA503 43671F8584C73F79 oot
C=CN A74
CN = SHECA
SHECA
Extended A392C645B9A5AD
Extended | Validation 7498996F6AL | (- AF19DE77634 | UCA Extended
Validatio | Signing 2048 L 5C006252085 S
4 sha256RSA . Code Signing 6BC7DD6BB15818E Validation
n Code Key bits CA 1CAF2B316B8 886DACSAEE66 R
Signing . 7EDA3DB | 433 54 oot
CA O = UniTrust 61852
C=CN
. CN = UniTrust 81B35EFC42C7794
U(r}lllg‘ggls t Root 006 Global Root Sgéglgé%%lz% 7209D76B51B5E7B UniTrust
5 sha384RSA | 199° | cAR: 122CE78348AE8C4 | Global Root
Root CA Key bits . E156A2EBBBB
R1 O = UniTrust 62D222281 525DC8D4B30289 CAR1
C=CN 312323 E5385
CN = SHECA 03E04A3C2B5200
ES\IZ{ES(‘; Sienin vog | EV Code %ﬁ;’?gggé%? BB27C679A372618 |  UniTrust
6 Sienin %e & shazg84RSA 4bi’?s Signing CA 1A EaC é 52BAC7D46F3F371 Global Root
Ci 1Ag y O = UniTrust 3‘; BFC9273§9 E4ECA80225AE28 CAR1
C=CN 789 8E4CFC




||
# EHBR | B AL 4 EEIRFIZ ZEHID IEFHE ERBERE
* KE (SHA256)
UniTrust CN = UniTrust
Global Global Code D6E2F5C7B44 88§§%E9%6?§§§ UniTrust
Code Root sha3zg84ECDS | 384 | Signing ECC 0515C5A3A5C gSE 6858 ZF% 1A4 Global Code
7 | Signing Key A bits | Root CA R2 490EFCB8C23 S‘EEE 5F290 . 65’131) Signing ECC
ECC Root O = UniTrust 9503CDB SD ASf 3 Root CAR2
CAR2 C=CN 7
CN = SHECA
e EV Code BFAE7906Egy | 249DD1200583528 | yypjryyst
.. Signing | sha3g84ECDS | 384 | Signing ECC 76B61D01E45 3 74165173117 Global Code
8 Signing bi 74A79467A26E9BB .
ECC CA Key A its CA 2A ) 79986F2698B 6AEOED44D86615 Signing ECC
O = UniTrust 66DF25E Root CA R2
2A C=CN DE5A
UniTrust CN = UniTrust
Global Global Code 60C14C87BDA 6251’72%3%%B%%32 UniTrust
Code Root 4096 | Signing RSA | AB27B678E4E | 22150M95BEODLI0 | 51101 Code
9 o sha384RSA . FoB3E2F6A6310FD _
Signing Key bits Root CA R1 A7921C519B4 \FCB4C41E~E1B Signing RSA
RSA Root O = UniTrust 81BAS6o | 937 g‘ 5‘ 5 Root CA R1
CAR1 C=CN 4
W3R C — ATFHER T
BugzillaID | #5E AFHE RS
SHECA: UniTrust: Improper DER results in failure to comply
1735908 with RFC 5280 - Encoded sequence component with default Bugzilla Ticket Link
value
1814288 SHECA: Delayed revocation of intermediate CA certificates Bugzilla Ticket Link
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Shanghai Electronic Certificate Authority Co.,Ltd Shanghai Electronic Certficate Authority

Co.,Ltd

18" Floor,

No.1717, North Sichuan Rd, Shanghai,
China

Tel: (021) 36393199

Fax: (021) 36393200
https://www.sheca.com/

PricewaterhouseCoopers
22/F, Prince’s Building, Central, Hong Kong

May 24, 2024
Dear Sirs,

Assertion of Management as to the Disclosure of Business Practices and
Controls over the Certification Authority - Code Signing Operations during
the period from April 1, 2023 through March 31, 2024

Shanghai Electronic Certificate Authority Co., Ltd. (“SHECA”) operates the
Certification Authority (CA) services known as its Root and Subordinate CAs (please
refer to Appendix A), and provides Code Signing (“CS”) CA services.

The management of SHECA is responsible for establishing and maintaining effective
controls over its code signing services, including its code signing business practices
disclosure on its website, code signing key lifecycle management controls, code signing
certificate lifecycle management controls. These controls contain monitoring
mechanisms, and actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error,
and the circumvention or overriding of controls. Accordingly, even effective controls
can only provide reasonable assurance with respect to SHECA'’s Certification Authority
operations. Furthermore, because of changes in conditions, the effectiveness of
controls may vary over time.

SHECA management has assessed its disclosures of its certificate practices and
controls over its CS CA services. Based on that assessment, in SHECA management’s
opinion, in providing its CS CA services at Shanghai (including Facility 1 and Facility 2),
China, throughout the period April 1, 2023 to March 31, 2024, SHECA has:

e disclosed its code signing certificate lifecycle management business practices in its:
UniTrust Certification Practice Statement v3.7.7;
UniTrust Certification Practice Statement v3.7.6;
UniTrust Certification Practice Statement v3.7.5;
UniTrust Certification Practice Statement v3.7.4;
UniTrust Certification Practice Statement v3.7.3;
UniTrust Certification Practice Statement v3.7.2;
UniTrust Certificate Policy vi1.5.5;

UniTrust Certificate Policy v1.5.4;

UniTrust Certificate Policy v1.5.3;

UniTrust Certificate Policy v1.5.2;

O O O OO O OO0 OO0 OO0
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https://www.sheca.com/
https://assets-cdn.sheca.com/documents/SHECA-CPS-v3.7.7%EF%BC%88EN%EF%BC%89.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20Certificate%20Policy%20v1.5.5.pdf

o UniTrust Certificate Policy v1.5.1; and
o UniTrust Certificate Policy v1.5.0,

including its commitment to provide CS certificates in conformity with the
applicable Baseline Requirements for the Issuance and Management of Publicly-
Trusted Code Signing Certificates, and provided such services in accordance with
its disclosed practices,

¢ maintained effective controls to provide reasonable assurance that:
o CS subscriber information was properly collected, authenticated (for the
registration activities performed by SHECA) and verified;
o the integrity of keys and CS certificates it manages is established and protected
throughout their life cycles,

e maintained effective controls to provide reasonable assurance that its CS
Timestamp Authority are operated in conformity with CA/Browser Forum Code
Sign Working Group requirements v3.7.0.

e for CAs as enumerated in Appendix B are only in scope for Principle 3: Extended
Validation Code Signing Service Requirements, maintained effective controls to
provide reasonable assurance that:

o EV CS subscriber information was properly collected, authenticated (for the
registration activities performed by SHECA) and verified;

o the integrity of keys and EV CS certificates it manages is established and
protected throughout their life cycles,

in accordance with the WebTrust Principles and Criteria for Certification Authorities -
Code Signing Baseline Requirements v3.2.

The UniTrust Global Root CA R1 (Appendix A #9, Appendix B #5) CAs did not issue
certificates during the period April 1, 2023 to March 31, 2024 and were maintained
online to provide revocation status information only.

5.4

Mr. Cui Jiugiang
General Manager of Shanghai Electronic Certificate Authority Co., Ltd
/ \
§ S e ‘
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ComRpaiCholf’ ¥
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https://cabforum.org/uploads/Baseline-Requirements-for-the-Issuance-and-Management-of-Code-Signing.v3.7.pdf
https://cabforum.org/uploads/Baseline-Requirements-for-the-Issuance-and-Management-of-Code-Signing.v3.7.pdf
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_code-signing_final_aoda-compliant.pdf?rev=b7ee9effef484a20a01ae966bb02d698&hash=8EA49438D29E57A2253E6667342289E2
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_code-signing_final_aoda-compliant.pdf?rev=b7ee9effef484a20a01ae966bb02d698&hash=8EA49438D29E57A2253E6667342289E2

Appendix A

The list of keys and certificates covered in the management’s assertion is as follow :

. . Certificates .
wer, | Ko | Simatre | Ko | subjearnn | SietKey | mumbprinc | Sortifiene
(SHA256)
CN =UCA 9BEA11C976FE014
81C48CCCF5E
UCA Global G2 764C1BE56A6F914
Global | R | shassersa | 4%%° | Root 430 A50C08 | B5A560317ABDgo8 | Uch %ﬁal
G2 Root y O = UniTrust 5 5072174 8393382E5161AA0
01DFDF
C=CN 493C
SHECA CN = SHECA C7E976AA77E9249
FD7EC87AC27
RSA .. RSA Code 1C269840B2F1461E
Code S‘%‘:ng sha256RSA 2&;‘88 Signing CA G3 7F18C056§7D226‘ﬁ 65147A2BB181EE59 U(C;; g})‘:};al
Signing y O = UniTrust B7C 7;‘ o AB63BCD86704FFE
CAG3 C=CN 744 456
SHECA CN = S'HE'CA 73C3B39021C 8F0C3E06A16E3EA
.. Code Signing 7C9B15A848076ED
Code Signing 3072 BF23BDA23D UCA Global
o sha256RSA . CAG4 15E51DAOB6F1AFA
Signing Key bits . 351F295C58B G2 Root
CAG O = UniTrust C678EE. 274EDE2B9102191
4 C=CN 7oEE47 FEOF
CN = SHECA
SHECA Global G3 F73DFg39A8 | LAASADELOARAY
Global | Signing 2048 | Code Signing | D98754AC778 | 9235452114254 UCA Global
sha256RSA . s B08A632F7F17602
G3 Code Key bits | O = UniTrust EF5D995EEF G2 Root
o _ . 604DDED58D73D6
Signing S = Shanghai 835AB9439
16D844
C=CN
CN =UCA
UCA Extended D9743AE4303 D43AF9B35473755
N C9684FCo6D7D8C | UCA Extended
Extended Root 4096 | Validation DoDF712DC7y ca o
Ca sha256RSA . B70EE5C28E773FB Validation
Validatio Key bits | Root E5A059F1E34 20AEBMEE7179202 Root
n Root O = UniTrust 9AF7E114 94Eb4 Do 717229
C=CN 4024
SHECA CN = SHECA
RSA RSA Extended D404FAFA4BA2F4
Extended | i . boug | Validation SP4000510AM | 26B66CD219C6DA | UCA Extended
Validatio %e & sha256RSA bi?s Code Signing 3122 6 9 6 84F91CoFB7CB584 Validation
n Code y CA 392245 | 29EC8077E2A7643 Root
Signing O = UniTrust 9370755 14D55D
CA C=CN
CN = SHECA DD84169585A2E7A
ES\EI(]?E& Sienin s | EV Code 5%%70%(‘3]13%5 216AECD4083265A | UCA Extended
v SNINE | chaos6RSA | 5972 | Signing CA G2 | 424378413 8EB51A64F7C6F19 | Validation
Signing Key bits 0 = Uni 1F2D22C956D
CA Go = UniTrust 89EA503 43671F8584C73F79 Root
C=CN A74
CN = SHECA
SHECA
Extended A392C645B9A5AD
Extgndgd L. Validation 7498996F6A1 6A214F19DE77634 | UCA Extended
Validatio | Signing 2048 L 5C006252085 ST
sha256RSA . Code Signing 6BC7DD6BB15818E Validation
n Code Key bits CA 1CAF2B316B8 DAC=AEE R
Signing . JEDA3DB | 4338806DAC54EE66 oot
CA O = UniTrust 61852
C=CN
: CN = UniTrust 81B35EFC42C7794
U(r}lllg‘ggls t Root 006 Global Root Sgéggé%%ﬁg 7209D76B51B5E7B UniTrust
sha3zg84RSA 409 CAR1 122CE78348AE8C4 Global Root
Root CA Key bits . E156A2EBBBB
R1 O = UniTrust 62D222281 525DC8D4B30289 CAR1
C=CN 312323 E5385
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Certificates

Key Key Signature Key . Subject Key . Certificate
# . . Subject DN . Thumbprint .
Name Type Algorithm | Size Identifier (SHA256) Signed by
CN = SHECA 59E3EF6680BCCo
ngd(éA Sienin 096 Code Signing %113324]2%1;%?3 B1162DED4929D37 UniTrust
10 ~o¢ 8NINg | chag84RSA | 499° | ca1A 3324 E698C6A5CBEE07 |  Global Root
Signing Key bits O = Uni ACEBF182D7
CA 1A = UniTrust EFCA2CDA 5C03F1173AD653C CAR1
C=CN F91CED
CN = SHECA 03E04A3C2B5200
SHECA .. EV Code 510BE3CI14EA BB27C679A372618 UniTrust
EV Code | Signing 4096 A BDFEA38FF4
11 Signing Ke sha3z84RSA bits Signing CA 1A 34F2C97339C 52BAC7D46F3F371 Global Root
CA LA y O = UniTrust et E4ECA80225AE28 CAR1
C=CN 789 8E4CFC
UniTrust CN = UniTrust
Global Global Code D6E2F5C7B44 Ssgggiglg%(’?ggg UniTrust
12 Code Root sha3zg84ECDS | 384 | Signing ECC 0515C5A3A5C EBE 688 ZF4D A Global Code
Signing Key A bits | Root CA R2 490EFCB8C23 S%EE 5%290 v 6%1) 4| Signing ECC
ECC Root O = UniTrust 9503CDB 3 As? 3 | Root CAR2
CAR2 C=CN 7
SHECA CN = S'HE‘CA 3A5576122F3 953707AE07AF349 UniTrust
Code .. Code Signing 70462E8C02AC3D1
L Signing | sha3g84ECDS | 384 85EB715671E Global Code
13 Signing . ECCCA2A 0949D3684D06338 .
Key A bits T E385BF1E3Do Signing ECC
ECCCA O = UniTrust ACT7AIA 5277F31869508007 Root CA Ro
2A C=CN 77 D23 00
CN = SHECA
SHECA EV Code BFAE7906Egy | 545BD1266583528 | g ip,
EV Code .. A 306EE74185173F17
. Signing | sha3g84ECDS | 384 | Signing ECC 76B61D01E45 Global Code
14 Signing K A bi CA 2A 86F2608B 74A79467A26E9BB Siening ECC
ECC CA ey its 24 799561269 6AEOED44D86615 | S.80ing
O = UniTrust 66DF25E Root CA R2
2A _ DE5A
C=CN
UniTrust CN = UniTrust
Global Global Code 60C14C87BDA 22?‘35(:3%%13%%32 UniTrust
Code | Root 4096 | Signing RSA | AB27B678E4E | 25795589490 | Global Code
15 L sha384RSA . FoB3E2F6A6310FD .
Signing Key bits Root CA R1 A7921C519B4 1FCB4C41E~E1B Signing RSA
RSA Root O = UniTrust 81BAS6o | 937 l;‘ c4 5 Root CA R1
CAR1 C=CN 4
UniTrust CN = UniTrust
Global Global Time C20E70D5E4 9021122%5(135 gg’cg UniTrust
6 Time Root sha384ECDS | 384 | Stamping ECC | 015590A717B6 ggSZSD E5 6 6F?x Global Time
Stamping | Key A bits | Root CA R2 2DDDB5389D | .o g . 9Aj§F E2g Stamping ECC
ECC Root O = UniTrust 7627A1B7 3204 S A48 3 Root CAR2
CAR2 C=CN
CN = SHECA
S%fn%A Time 41315BESFDS 8E§FC§906D2%CC3§ UniTrust
© | Signing | sha3g84ECDS | 384 | Stamping ECC | C3C65630168 | 0294719042057 Global Time
17 | Stamping K A bi CA oA AOB20EC 2A1144107243C47C S ine ECC
ECC CA ey its 28 307A0B30 DE6FFFDE403A5B | Stamping
O = UniTrust 097F1069 Root CA R2
2A 7CA04
C=CN
UniTrust CN = UniTrust
Global Global Time | DA891EgDC3 | 759727D9E6679BO |y ipy ot
. . 69DD3AFA910E277 .
18 Time Root shaa84RSA 4096 | Stamping RSA | 0F38DAB089 C42007AAB206A1 Global Time
Stamping Key 364 bits | Root CAR1 6CCDC5FDDy 96 é 6 6E2E2 A3D1 Stamping RSA
RSA Root O = UniTrust 504F155B30 | 9 Bo 77 | Root CAR1
CARi C=CN 4
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Appendix B

The list of keys and certificates covered in the management’s assertion is as follow :

Certificates

Key Key Signature Key . Subject Key . Certificate
Name Type Algorithm | Size Subject DN Identifier T?Su;[n;;;;;lt Signed by
CN =UCA
D43AF9B35473755
UCA Extended D9743AE4303 | (68 FCO6D7DSC | UCA Extended
Extended Root 4096 | Validation DoDF712DC7 S
Dy sha256RSA . B70EE5C28E773FB Validation
Validatio Key bits | Root E5A059F1E34 204EBMEE7179202 Root
n Root O = UniTrust 9AF7E114 94554 Do 717229
C=CN 4024
SHECA CN = SHECA
RSA RSA Extended D404FAFA4BA2F4
Extended | i . boug | Validation SE40005T0AA | 26B66CD219C6DA | UCA Extended
Validatio | “'®718 | sha256RSA bifs Code Signing 34&2 2 9 ‘ 84F91COFB7CB584 |  Validation
n Code y CA 392245 | 29EC8077E2A7643 Root
Signing O = UniTrust 93707%5 14D55D
CA C=CN
CN = SHECA DD84169585A2E7A
g\l;lgcéx Sienin ora | EV Code 5%‘;”%‘&?%5 216AECD4083265A | UCA Extended
yLode | SIBMNG | ohass6RSA | 9072 | Signing CA Gz | 422371413 8EB51A64F7C6F19 |  Validation
Signing Key bits O = UniTrust 1F2D22C956D 43671F8584C73F79 Root
CA G2 89EA503
C=CN A74
CN = SHECA
SHECA
Extended A392C645B9A5AD
Extgndgd .. Validation 7498996F6A1 6A214F19DE77634 | UCA Extended
Validatio | Signing 2048 L. 5C006252085 e
sha256RSA . Code Signing 6BC7DD6BB15818E Validation
n Code Key bits CA 1CAF2B316B8 886DACEAEE66 R
Signing . 7EDA3DB 433 54 oot
CA O = UniTrust 61852
C=CN
. CN = UniTrust 81B35EFC42C7794
UélllTrHSt Global Root 3CA061BOEF 7209D76B51B5E7B UniTrust
obal Root 4096 DAC6E8BB2D
sha384RSA . CAR1 122CE78348AE8C4 Global Root
Root CA Key bits i E156A2EBBBB
R1 O = UniTrust 62D222281 525DC8D4B30289 CAR1
C=CN 3b2323 E5385
CN = SHECA 03E04A3C2B5200
SHECA | = EV Code 510BE3CI4EA | pp. 0670A372618 |  UniTrust
EVCode | Signing | o og,prsA | 4990 | Signing cA1a | BDFEASSFF4 | bl D46F3F371 | Global Root
Signing Key bits . 34E2C97339C
CA 1A O = UniTrust OBFC27A9 E4ECA80225AE28 CAR1
C=CN 8E4CFC
UniTrust CN = UniTrust
Global Global Code | D6E2F5C7Bag | SoodsOI9COBA7H | nirrust
Code Root sha384ECDS | 384 | Signing ECC 0515C5A3A5C égE 6358 ZF4D 1A4 Global Code
Signing Key A bits | Root CA R2 490EFCB8C23 S‘EEE 5%290 v 613)]) Signing ECC
ECC Root O = UniTrust 9503CDB 3 AS? 3 | Root CAR2
CAR2 C=CN 7
CN = SHECA
SHECA EV Code BFAE7906Egy | 545BD126658352B UniTrust
EV Code 306EE74185173F17
Sionin Signing | sha3g84ECDS | 384 | Signing ECC 76B61D01E45 A70467A26EOBB Global Code
ECgC ngx Key A bits | CA2A 79986F2698B 76‘2E709§D7 D8 6961 Signing ECC
O = UniTrust 66DF25E 44 5 | RootCAR2
2A DEsA
C=CN
UniTrust CN = UniTrust
Global Global Code 60C14C87BDA 21115;73%3A%1%BCD%313 UniTrust
Code Root h 4096 | Signing RSA AB27B678E4E 56%95bEIDLY9 Global Code
L sha3g84RSA . FoB3E2F6A6310FD .
Signing Key bits Root CA R1 A7921C519B4 1FCB4C41E~E1B Signing RSA
RSA Root O = UniTrust 81BA86o | O37HH é‘ o Root CA R1
CAR1 C=CN 4
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M. (021) 36393199
fEH: (021) 36393200
http://www.sheca.com/
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AR TR 221

2024 F 5 H 24 H
e B IRk IE SIS

Bt 2023 £E 4 A 1 HE| 2024 4F 3 A 31 HHARREE 4 87 ARV 5530 5% 55 F e,
FANEBITEHES N EEE N ERE
(ARG RIESE, EIGHESHIESRE. )

W EIEBIAET OB R AE (Shanghai Electronic Certificate Authority Co., Lid.,
fEIFR“SHECA”) 158 L IMERSHI, AR L T ERS, sk AFIRT
1R 45 BT 0458 PR IE P AT e 15

SHECA 45 HLRE S 5r 4t W AURD 25 44 AR 55 L IR 4R A 2 ds ], Budh: U LE 4
bS5 RN, AR RS A% s B Az iy o 00 PR, AR R 42 Uk 5 A= iy o 30 AR 25 42 Ik 1) K
I 55 I 5 7 i S S B K ] L A A AL A1) B D M L AR AR TR B et
Jiti o

ARAT 4 ) R FL R A PR, BdE A RiR, DAL Ba s i mT Re . PRIk, RIE
AR SHECA 2 MR FIMERSRIEGERIE. AN, d 65
Ak, 3 B4 250 AT REBE IS TR0 1T & A2 ARk

SHECA HJZ CUHIE Mk 554 72 ARAL A 44 H P YE AR S5 48 AT VP4l o JE T LT £,
SHECA® H ZIN N, fE2023%F4 H1H £2024%F3H 31 H it SHECAZE T H FifF (fHik
JiRIE i) $RALRIRALAE 42 B IAIE AR 45 #1], SHECA:

o B FRARKDAE A UE S A A B A EE MY S5 R T
UniTrustifE UM & FU v3.7.7;
UniTrustif A UEN S H v3.7.6;
UniTrustif A EME & va.7.5;
UniTrustif HBAUEN S H v3.7.4;
UniTrustiE BAUENL S v3.7.3;
UniTrustilf BN 5 va.7.2;
UniTrustif 5 5 0% vi.5.5;
UniTrustilk 558 v1.5.4;
UniTrustilE 15551 v1.5.3;
UniTrustif 1550 v1.5.2;

O 0 0O O o0 O O O O O
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https://assets-cdn.sheca.com/documents/SHECA-CPS-v3.7.7%EF%BC%88CN%EF%BC%89.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%20v1.5.5.pdf

o UniTrustilE 5358 vi.5.1; LUK
o UniTrustif 15 5% #% v1.5.0,

AFE K HIECABiRIn (CA/Browser Forum) HJHHICHE SR BSR4 IS5, IR
P (55 S B SR AR R AR 55

o HITARAEHIHE], USRHALLLT S BRI
o faHhEEE (SHECAPHATIEMRIE) MMEEXIEBHIFTEIERS; R
o ALY E PSR UEE A I ) s R

o EMARAEHINLE], XHACHHREA UL SLACHDRE A I 1 BRAR 55 A 75 & CA/Browser

Forum Code Sign Working Group requirements v3.7.0.

o JFH, X THREBAFT RN S NSRS AR AR I8 A R AL,
Xt 1 SR A RS R A4 IR 3R AR AT 1 5 ARG 25 44 ZORGEHE LR & BLARIEE :
o fAHMEE (SHECAFTHATKITENHEAE) AAIDRE A4 1 s U6 EIiE 5 i & 10
fEE; Bk
o AR S AR AL Y SR I U UE AR AR dy YT AR ) S B

LATF & WebTrust 1A IEACAS 25 4% S fE I 6 i b itva. 2.

UniTrust Global Root CA R1 (fff5% A#9, M3 B#5) 7f 2023 & 4 J 1 H % 2024 4 3
H 31 HIABIRAUKUE S, AURFFEZL DS maPIRESE B

VN
Bl ECFEBET O IR A 7 A

EE
HE

5
a
B
gl
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https://cabforum.org/uploads/Baseline-Requirements-for-the-Issuance-and-Management-of-Code-Signing.v3.7.pdf
https://cabforum.org/uploads/Baseline-Requirements-for-the-Issuance-and-Management-of-Code-Signing.v3.7.pdf
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_code-signing_final_aoda-compliant.pdf?rev=b7ee9effef484a20a01ae966bb02d698&hash=8EA49438D29E57A2253E6667342289E2

Mz A

N RIRAE BRI E i B 45 (1 3 PIANIE S

2 pT 1 l T
# | mees | L | memk | L | EHUAE | BHD (SHA226) ERSRE
CN =UCA 9BEA11C976FE014
81C48CCCF5E
UCA Global G2 764C1BE56A6F914
1| Global | R | shazsersa | 499 | Root 430 A50C08 | B5As60317ABDgo8 | Uch %ﬁal
G2 Root y O = UniTrust 5 o 1DSF1§F 74 8393382E5161AA0
C=CN 493C
SHECA CN = SHECA C7E976AA77E9249
FD7EC87AC27
RSA .. RSA Code 1C269840B2F1461E
> Code | VEMME | haosersa | 2048 | signingCa Gz | Ti0007D2AE | 6547A0BB181EESg | UCA gﬁal
Signing y O = UniTrust B7C 73 e AB63BCD86704FE
CAG3 C=CN 74 456
SHECA CN = S'HE'CA ~73C3B39021C 8F0C3E06A16E3EA
.. Code Signing 7C9B15A848076ED
Code Signing 3072 BF23BDA23D UCA Global
3 S sha256RSA . CA G4 15E51DAOB6F1AFA
Signing Key bits . 351F295C58B G2 Root
O = UniTrust 274EDE2B9102191
CA G4 C678EE47
C=CN FEoOF
CN = SHECA
SHECA Global G3 F73DFg39A8 | LoASADBROAZRAY
Global | Signing | oo, | 2048 | CodeSigning | Do8754AC778 | Jo30F°2 2545 | UCA Global
4 G3 Code Key 5 bits | O = UniTrust EF5D995EEF 60 DD%D 78D7 D6 G2 Root
Signing S = Shanghai 835AB9439 4 96073
C=CN 16D844
CN =UCA
UCA Extended D9743AE4303 nggfggggg?ggg UCA Extended
Extended Root 4096 | Validation DoDF712DC7y e
5 R sha256RSA . B70EE5C28E773FB Validation
Validatio Key bits | Root E5A059F1E34 204EBA1EE7179202 Root
n Root O = UniTrust 9AF7E114 94Lb4 D 717229
C=CN 4024
SHECA CN = SHECA
RSA RSA Extended D404FAFA4BA2F4
Extended | i . boug | Validation SP4000510AM | 26B66CD219C6DA | UCA Extended
6 Validatio %e & sha256RSA bi?s Code Signing 91‘22 6 9 6 84F91CoFB7CB584 Validation
n Code y CA A 390 ™ | 20EC8077E2A7643 Root
Signing O = UniTrust 9370785 14D55D
CA C=CN
CN = SHECA DD84169585A2E7A
e | sienin s | EV Code DO07CCADTON | 216AECD4083265A | UCA Extended
- v SNINE | chaos6RSA | 3972 | Signing CA G2 | 424378413 8EB51A64F7C6F19 | Validation
Signing Key bits 0 = Uni 1F2D22C956D
CA Go = UniTrust 89EA503 43671F8584C73F79 Root
C=CN A74
CN = SHECA
SHECA
Extended A392C645B9A5AD
%’;tl?gzi?g Sienin 2048 Validation gégi%zg};g‘;‘; 6A214F19DE77634 | UCA Extended
8 o Code %e & | sha256RSA bits | CodeSigning | >0 Pu0 2L | 6BC7DD6BB15SISE | Validation
Siom y CA “ED A§DB 433886DAC54EE66 Root
gC A 8 O = UniTrust 61852
C=CN
. CN = UniTrust 81B35EFC42C7794
Uggg:ls t Root 4096 Global Root ]‘;’géggé%%lz% 7209D76B51B5E7B UniTrust
9 Root CA Ke shazg84RSA bits CAR1 F1=6A>EBBBB 122CE78348AE8C4 Global Root
R y O = UniTrust 65 Donongs | 525DC8D4B30289 CAR1
C=CN 3b2323 E5385
CN = SHECA 59E3EF6680BCCo
ngdCeA Sienin 096 Code Signing %113324]36%1;%613 B1162DED4929D37 UniTrust
10 ~0d SMNE | cha384RSA | 499° | ca1A 3324 E698C6A5CBEE07 | Global Root
Signing Key bits . ACEBF182D7
O = UniTrust 5C03F1173AD653C CAR1
CA1A EFCA2CDA
C=CN F91CED
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R

=9

EFRE

: ; . T ; . N
# | meem | CL | wemk | L | EHUAE | BHD (SHA226) ERSRE
SHECA CN = SHECA 510BE3C14FA 03E04A3C2B5200 _

EV Code | Signing 4096 EV Code BDFEA3SFF4 BB27C679A372618 UniTrust
11 Sienin Ke sha384RSA bits Signing CA 1A EaC C 52BAC7D46F3F371 Global Root
Ci L Ag y O = UniTrust 3%BF(?2731§9 E4ECA80225AE28 CAR1
C=CN 789 8E4CFC
UniTrust CN = UniTrust
Global Global Code D6E2F5C7B44 883@%1%1;9%61?%% UniTrust
Code Root sha3zg84ECDS | 384 | Signing ECC 0515C5A3A5C 43 784 Global Code
12 o . E4qE68589AFD31A4 .
Signing Key A bits | Root CAR2 490EFCB8C23 8BEEAF202F6DD Signing ECC
ECC Root O = UniTrust 9503CDB 3D AS? 3 Root CAR2
CAR2 C=CN 7
SHECA CN = S.HE'CA 3A5576122F3 953707AE07AF349 UniTrust
Code . Code Signing 70462E8C02AC3D1
o Signing | sha384ECDS | 384 85EB715671E Global Code
13 | Signing Ke A bits | ECCCA2A E385BF1EsDo | 0949D3684D06338 | o0 o Toc
ECC CA y O = UniTrust avorAia | 5277F31869508007 | LSS
2A C=CN 77 D23
CN = SHECA
oo EV Code BFAE7906Egy | 49BD1200583528 | g
.. Signing | sha384ECDS | 384 | Signing ECC 76B61D01E45 3 74165173117 Global Code
14 Eégg‘gi Key A bits | CA 2A 79986F2698B 764;}37(?];‘16)71%%%%?3 Signing ECC
A O = UniTrust 66DF25E DE‘;‘A 5 | RootCAR2
C=CN
UniTrust CN = UniTrust
Global Global Code | 60C14C87BDA | 9357353A4BBCASD | ypiprust
Code Root 4096 | Signing RSA | AB27B678E4E | 22150M9ISBEIDLIO | Code
15 o sha3z84RSA . FoB3E2F6A6310FD L
Signing Key bits Root CA R1 A7921C519B4 \FCB4C41F=E1B Signing RSA
RSA Root O = UniTrust 81BAS6o | 937 Ef c4 5 Root CA R1
CAR1 C=CN 4
UniTrust CN = UniTrust
Global Global Time C20E70D5E4 9011122%525 ggCZ UniTrust
Time Root sha3z84ECDS | 384 | Stamping ECC | 015590A717B6 73873 5 9 Global Time
16 . . 0C8A7D9E5966FA7 .
Stamping Key A bits Root CA R2 2DDDB5389D 284D64A4BF3E2F Stamping ECC
ECC Root O = UniTrust 7627A1B7 3264 S A48 3 Root CAR2
CAR2 C=CN
CN = SHECA
S?fniA Time 41315BESFD8 gEgFC;9o6D2%CC3§ UniTrust
me Signing | sha3g84ECDS | 384 | Stamping ECC | C3C65630168 504719042157 Global Time
17 | Stamping . 2A1144107243C47C .
Key A bits | CA2A 307A0B30EC Stamping ECC
ECCCA O = Uni DE6FFFDE403A5B
oA = UniTrust 097F1069 7CAO4 Root CA R2
C=CN
UniTrust CN = UniTrust
Global Global Time DA891E9DC3 27%95233%13?2?2130 UniTrust
8 Time Root | o .o ney | 4096 | Stamping RSA | OF38DAB089 ‘é 2 (f'o A£B2O 6Z Global Time
Stamping Key 354 bits | Root CAR1 6CCDC5FDD7y % é 6 6EZ)E2 A3D1 Stamping RSA
RSA Root O = UniTrust 504F155B30 9 Bo 77 Root CAR1
CAR1 C=CN 4
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% B

NRIRAE BRI E A P4 1 5 PIANIE S

AR | TEHM EHEE 4 EHEHHA 4 ID HEHFRE g RE
ES KE (SHA256)
CN = UCA
D43AF9B35473755
UCA Extended D9743AE4303 | (0681 rC06D7DSC | UCA Extended
Extended Root 4096 | Validation DoDF712DC7 A
T3 sha256RSA . B70EE5C28E773FB Validation
Validatio Key bits | Root E5A059F1E34 294EB41EE7172292 Root
n Root O = UniTrust 9AF7E114 Do
C=CN 4024
SHECA CN = SHECA
RSA RSA Extended D404FAFA4BA2F4
Extended Sionin 5048 Validation 8Egggl635Pl;€;%0A 26B66CD219C6DA | UCA Extended
Validatio | “'87"8 | sha256RSA bifs Code Signing 94A22 2 9 ‘ 84F91COFB7CB584 |  Validation
n Code y CA 4 393 45 | 29EC8077E2A7643 Root
Signing O = UniTrust 9370755 14D55D
CA C=CN
CN = SHECA DD84169585A2E7A
S sienin ora | EV Code B or | 216AECD4083265A | UCA Extended
e 8NN | chaos6RSA | 9972 | Signing CA Go | 424378413 SEB51A64F7C6F19 |  Validation
1gning Key bits O = UniTrust 1F2D22C956D 43671F8584C73F79 Root
CA G2 89EA503
C=CN A74
CN = SHECA
SHECA
Extended A392C645B9A5AD
EXt?nd?d . Validation 7498996F6A1 6A214F19DE77634 | UCA Extended
Validatio | Signing 2048 L, 5C006252085 ca o
sha256RSA . Code Signing 6BC7DD6BB15818E Validation
n Code Key bits CA 1CAF2B316B8 886DACEAEEG6 R
Signing . 7EDA3DB 433 o4 oot
CA O = UniTrust 61852
C=CN
. CN = UniTrust 81B35EFC42C7794
UélllT;uls t Root 096 Global Root Sﬁéggé%%% 7209D76B51B5E7B UniTrust
oba 00 sha384RSA | 499° | cAR: 122CE78348AES8C4 | Global Root
Root CA Key bits O = Uni E156A2EBBBB
R1 = UniTrust 63D232381 525DC8D4B30289 CAR1
C=CN E5385
CN = SHECA 03E04A3C2B5200
Esggcé* . EV Code 510BE3CI4EA | pp. 06 0A372618 | UniTrust
ode | Signing | g a8 RSA | 4990 | Signing cA1a | BDFEASSFF4 | o op ) Da6FaFs71 | Global Root
Signing Key bits . 34E2C97339C
CA 1A O = UniTrust OBFCavA E4ECA80225AE28 CAR1
C=CN 789 8E4CFC
UniTrust CN = UniTrust
Global Global Code | D6E2F5C7B4q | SoodtOCOBA7E | ynirrust
Code Root | sha384ECDS | 384 | Signing ECC | 0515C5A3A5C ]‘3‘3E P ZF“D 1A, | Global Code
Signing Key A bits | Root CAR2 490EFCB8C23 S%EE 5F290 F6%D Signing ECC
ECC Root O = UniTrust 9503CDB i As? 3 | Root CAR2
CAR2 C=CN 7
CN = SHECA
SHECA EV Code BFAE7906Egy | 545BD126658352B UniTrust
EV Code 306EE74185173F17
Sionin Signing | shazg84ECDS | 384 | Signing ECC 76B61D01E45 A70467A26EOBB Global Code
roccs | Key A bits | CA2A 79986F2698B 7(3&]270913D7 D8 6961 Signing ECC
O = UniTrust 66DF25E 44 5 | RootCAR2
2A DEsA
C=CN
UniTrust CN = UniTrust
Global Global Code | 60C14C87BDA | O307303MBBCASD | yypiryyst
Code Root ha284RSA 4096 | Signing RSA AB27B678E4E % B5 E 91756 A69 P9‘D Global Code
Signing Key shaze4 bits | Root CAR1 A7921C519B4 ob3 2 310 Signing RSA
. 1FCB4C41E5E1B
RSA Root O = UniTrust 81BAS60 | 237 Root CA R1
CAR1 C=CN 4
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