BIREME HISEEEA

& 3— é E;:l E ;2’:\ A T162-8551
RREFHEXEAFE 1&25

HIEPH-EIl
Telephone 03 3266 7500

Fax 03 3266 7600
Internet home.kpmg/jp/azsa
MS7 B EEE ORERE S

2024 48 A 26 H
ta b T A MVAT AR SHE
HATHRE M2 [H2B)

AIREE HFSEAEAN
FOLEHAT

ShF— ARSI %é ﬁ?l_ ‘% ﬁj

#ik

MEEAIE NI, REERD 72D D WebTrust-EV £RFFAAE v1. 8 (the WebTrust Principles and
Criteria for Certification Authorities - Extended Validation SSL v1.8) IZ¥#EHLL T, 2023 4F 6
HTHNG202446 4 6 HE TOHMIZIHNT, A ICRRESAIZEa L BT X PP RAT LKA
SAEORGER (BLF TeA) w9, ) o —bvR GE) (CIF A —EeR) Lwo, ) IZET5
B DRI FENZ OV CHREIRIEESL 21T - 12,

BEHOLBECINIZ, Ea A TR AT LARRKESAHEIZ CA P —E RO\ T, FiiHEHEE
FEhii LT,

. BEa AT AMATLAREASHIT, CA 770 T4 —F LA KT A4 ZHERL L T Extended
Validation SSL (LLF TEV SSLy W9, )FEAZEZRMET 700 a Iy b A NEET EV SSL
FEE T A T A I NVEBROE R RAFEE LY, Ea AT AN AT AXARASHO Y = 7 A
b Ok B IC RO S M- FRAE R E AR L OGEIEAR Y o —I2 TR L, MBI S S5
STH—ERZREMA L T,

2. BAaALRFTAPFIATLARASHIT, FTRICOWTEHEMRRFEL UL 5 720 DAL 72 NS

Hol & HEFE L C U,

- EHS AL BV SSL GEEDA LT )T 4 BHESLS . EDTA 7Y A 7 v EE L TR#
SNTWEZ &,
EV SSLIABIERIZ, (£ L b T2 b Y AT ARBRREHMT 5 BEEHOT-0) BIICR
FEEN TV L,

(A @O T35 CA ORISR ICEEE STV D CA #1-1 1%, 202349 H 30 HIZEEIE <7,

KPMG AZSA LLC, a limited liability audit corporation incorporated under the Japanese Certified Public Accountants Law and a member firm of the KPMG global organization of independent
member firms affiliated with KPMG International Limited, a private English company limited by guarantee.


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E

kPMG

EEROELE

ta AN TANRAT AARASHOREEOEMLIT, FALRD7ZH D WebTrust-EV LREEHE v1. 8
ICHEL L €, REHAODRELZBEEIC/ER TS L. KON, R ECR#E I — 228445
ZEiTh B,

B, MR OREERE

WEERE AL, BEEM., BEME, BEEEMZE L L COREN K ONIEY RV EE., SFRAFERH M Ok ZEM)
BZE & L COITENCRE T 2 AR 2 356 & 3 2 EIE S LBl AR ES OBESH Lo 0
ERR B (EEMSIM AL ST, ) (ERRMmEHRE) OMSIHER O OMORRFEMELCBE T 2
FRE & ST LT,

Fo, HEAENL, BEEREME~R A MEER 1 SAEAL TR, Ziuk, BEMERICBET
HHE, BEMNEMFLE L CORER O SN DESEOERFEOESFICET 5 5t E Tt &
o, MEYRVAY M ATLETY A, WHKONEHTHZ E2ERLTWD,

E(BEREOEME

WEERIEANOBEEL, YEEEAOE L7 TR SO TREFOGREICK L CEREZFRFT
HZ EIZH D,

WMEERIE N, ERREEE - SRAEEYER B R N ATE LT EBRRGEES JLUE 3000 R LM B IEHROEA
NIV E 2 — DI OLRGEER | ITHEIL L CEB L Eh L7, MUekfadtix, YEEEANC, T ToHE
T mIZBW T, BREFORBENBEEICERINTNDENE I NIZHONT, FEMRRIEEZS 5T
OOFRadtE LIS 52 L Z2RDTWD, fiEoT, Fhelcid, (1) EaL bT7 A M RT LI
A&t EV SSL AERAEOFIT, o, K- 2 B 2 NEkkiHl &2 & e BV SSLGERAE T A 75
AT NVEBROERAEREZERT L2 L, (2) Ea L T AN RT AARKSHRBR LT EV
SSLAEHAET A4 7% A 7 WVEEHOZEEIZME > TEMINIZBE 2R EICL VT AT 2L, Q)N
il o3 FHEEAL T 2 S50E LRFli9-2 2 &, (4) YEAEIEAMRIIZIE U CHE LD 7=F Oftho Tt
PETHI EEEATWVD,

WEERIENIT, BREPOREE L 725 Hn ol 7esi il ez AT Lz LW LT 5,

Al F TRV RAT AZRAS T DR E OPERHLH O MR 2247201 & HBME, R OINA
FH LREEOWEREH U A 7 OFHIIC G 2 58I, WERHEH & OMAEER. KOME < OIIAE L1E
THHE OFHESITIC B W TN S £ OMOBERITHEF L T\ D, HEEEE NSERIOIMAHE LFHEE O
FTES AT 31T 2 PR HE I DA 01 2 5Tl 4 2 72 80 D Ffge & 220 L Tur7auy,

PR D[RS

NERREHI DA ZIMEIC 1T, ANBHIR S 2O FREMSCINERREHI O [EhkE 2 &, EADORARSH 5, #ilx
X, ZOMEICE Y, WEHENL, AT 200 HRA~OKREBOT 78 A, AL UINEORY >—
RERA~OBESFEN 2B, BRTDHZENTERWZ ER”ZH D, X, YEAEANOR LFIHEICKE
SLAERROWERA~DTFHNL, NESHEHI NN /2 D AlEMER B D LWV D U A7 DEBEZIT D,

=97

YEEATENIZ, B2 A T A NV RAT ARXKRASHOREE OB ED, SREER D729 D WebTrust-
EV AREIEHLYE v1. 8 IZEE-D W T, 2023 4E6 H 7 AN 202446 H 6 B TOHMIZBWT, +_XCHHE
BRI BWTHEIEIZERINTWVDHD LD D,

ZORFEREEIX, RO 7DD WebTrust-EV ARFEHAE vI. 8 At E L CWHHIFHAE AT, &
I FTABNVAT AARRELEDOY —EADREIZOWT I HERAT I HEO TR, T2, Wi



https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E

kPMG

RABEOEXT AT HEa L T A NV AT AR ESHOY — 20 EHIZ OV T
5 RAT 5 HO TR,

WebTrust 3 —/L D

TahhTANAT L ZKRREHORIR D= D WebTrust-EV REEHEYE S — L OEFIX. Z D
PP EZEONBEZRMANCETR L TWAN, T OREEREEDZE T UTBINI A RiE 2 18295 =
EEBH LI O TIE R, 2O XD R EZ & Tlideu,

Z DL DIER

TaAL TR RN AT LA ESHOREZ L, CAT 70V 74 —F L 52HHKT DA F—% > b
TSN DF L TA T+ —T LT 5D Bugzilla DA N TR EIN-IEREZTH L~ C 224
HIENIBHRL TV D,

Uk



kPMG

fHégk A
*I4: CA

Root CAs

CA#1: Security Communication RootCAl

CA#2: Security Communication RootCA2

EV SSL Issuing CAs

CA#3: SECOM Passport for Web EV 2.0 CA




kPMG

SFECAD TR
CA (Cert |7 ¥=2 ~ PEITH VIUTNEFEESFR=T =Y A T BB RE SR 7 Y = 7 MRED RY v —F7
i LAY X (R T OB [ OKT PRk DESAN Y]l
N FY XA ER

1 [1 IOU = Security OU = Security 00 rsaEncr [2048bit [shalWithRS|Sep 30 Sep 30 IA073499968DC85 [E75E72EDIFS60EEC6EBA800073A43FC3AD19195A392282017895974A99026B6C -
Communication Communication lyption IAEncryptio |04:20:49  |04:20:49  5B65E39B282F57
RoOtCA1 RooOtCAl n 2003 GMT (2023 GMT [9FBD33BC0748
O = SECOM O = SECOM
Trust.net Trust.net
C=JP C=JP

2 N IOU = Security OU = Security 00 rsaEncr 2048bit [sha256With [May 29 May 29 0A85A977650598 513B2CECB810D4CDESDD85391ADFC6C2DD60D87BB736D2B521484AA4TAOEBEFS  [2.23.140.1.2.1
Communication Communication lyption RSAEnNcrypt/05:00:39  |05:00:39  [7C4081F80F972C 2.23.140.1.2.2
Ro0tCA2 Ro0tCA2 ion 2009 GMT [2029 GMT [38F10AEC3CCF 2.23.140.1.1
O = SECOM Trust |0 = SECOM Trust 2.23.140.1.4.1
ISystems CO.,LTD. [Systems CO.,LTD. 2.23.140.1.5.1.3
C=JP C=JP

3 [ CN = SECOM OU = Security 22B9B0C9 rsaEncr [2048bit [sha256With [Dec 16 Dec 16 164BFB0C97388A [E1F2E95000F815E11C81490430B5D02C8D81D0D256C85DF68B516D6C27761926 2.23.140.1.1
Passport for Web EV|Communication lyption RSAEnNcrypt/07:04:09  [07:04:09  |185A54A146CF89
2.0 CA ROOtCA2 ion 2014 GMT 2024 GMT [2447CCC476B3
O = SECOM Trust |O = SECOM Trust
ISystems CO.,LTD. [Systems CO.,LTD.
C=JP C=JP

3 R CN = SECOM OU = Security 22B9B19D60F2 [rsaEncr [2048bit [sha256With |Aug 30 May 29 164BFB0OC97388A 39B6E3B388F749521DF2B354182EBACD87D4BF36439BFAF0202E5596 CFC2CAA4 2.23.140.1.1
Passport for Web EV|Communication IA361D7FATE9Syption RSAEnNcrypt/04:35:47  [05:00:39  [185A54A146CF89
2.0 CA RO0tCA2 7C63BD5C ion 2023 GMT [2029 GMT [2447CCCA476B3

O = SECOM Trust
Systems CO.,LTD.
C=JP

O = SECOM Trust
Systems CO.,LTD.
C=JP




kPMG

f+é% B
FEAERY o—
CA CP %4 Version | Hft

CA#1 Security Communication RootCA T\ CA HFFFHERY o — 6. 05 2024/4/1

CA#2
Security Communication RootCA T/ CA HEFHHERY o — 6. 04 2024/1/24
Security Communication RootCA Tz CA FHEFFHERY o — 6.03 2023/7/11
Security Communication RootCA T/ CA HEFHHERY o — 6. 02 2023/5/17

CA#1 Security Communication RootCA # A L AKX ¥ —EZXHGEH | 5.09 2024/1/24

CA#2 ERY—
Security Communication RootCA # A AAHX L 7H—E ZXHFEFHA | 5. 08 2023/5/17
FRY v —

CA#3 ¥ a ANZAR— K for Web EV BRGEEEFHERY o — 3.04 2024/4/1
Y a LN AR— K for Web EV ZREF/EEFHERY o — 3.03 2023/9/14
T a /N AR— bk for Web EV RGFRREAERY o — 3.02 2023/8/28
¥ a A/NAR— b for Web EV iRGEEEFHERY o — 3.01 2023/5/17

T R
CA CPS 4, Version | Hft

CA#1 Security Communication RootCA ZFRGFIEHHIE 6. 04 2024/4/1

CA#2
Security Communication RootCA EFREFiEHIRE 6. 03 2024/1/24
Security Communication RootCA FRIFIEHAE 6. 02 2023/5/17

CA#3 2 AEE R AR ARG R 2.19 2024/4/1
2 X 7RG AR RN E AR 2.18 2023/5/17



https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-0605.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-0604.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-0603.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-0602.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP2-0509.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP2-0509.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP2-0508.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP2-0508.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-0304.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-0303.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-0302.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-0301.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-0604.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-0603.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-0602.pdf
https://repo1.secomtrust.net/spcpp/cps/archive/SECOM-CPS-0219.pdf
https://repo1.secomtrust.net/spcpp/cps/archive/SECOM-CPS-0218.pdf

iz C

PR

NBHY o

SECOM: Certificates Issued with lower case value in
subject:countryName

https://bugzilla. moz
illa. org/show_bug. cg
1?1d=1896596



https://bugzilla.mozilla.org/show_bug.cgi?id=1896596
https://bugzilla.mozilla.org/show_bug.cgi?id=1896596
https://bugzilla.mozilla.org/show_bug.cgi?id=1896596

2024 48 A 26 H

A ART AN AT AR S AT

BT ‘)‘3?’.; N8 {;é: Z Bﬁ

0

WA, AR A ISR SN REER (AT TCAl &9, ) ZJEE L. Extended Validation SSL
(LAF TEV SSL) W9, ) CAY—EARZEHL TV 5,

WAEOREF L, 4D Web 4 R TABI LTV EV SSL CA BV 3 AFEBOBR, EV SSL#ET A
T A 7 VEBONERH . M OVEV SSLEEET A 7 A 7 )VEB ORI 2 5T 2410 EV SSL
CA DERIZDOWT, AN EHHl 2L L, MR 5 2 L ICEERH D, T b OWNERHILE=
2V T OB EE AL TEY, SN K EEET 2720 OITERR L5,

WEBFEHICIL. ABR7e I A D AREMECINERHEH OBk & G ORARH L, 16> T, AR
PERHEH] & W2 &b Htho CA DIEFAIC OV THEMRERIEARILT 5 b O TL2 ey, S5, K
WO E D . NEHEHIOAZPEITRR & & I T 25603 8 5,

BHOREF L, HD EV SSL CA h—E 2 GRR) (BT DREE TR OB/ & WELHLH 2 RF At
L7z, Z Ol o< Lo EH OB R TIX, BEEED72® D WebTrust-EV fRAEFHE v1. 8 (the
WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL
v1.8) IZHEHLL T, 202346 H 7 BN 5 202446 4 6 HE TOWIEIZIHBWT, EV SSL CA H—E 2D
LB LT, TRioFEA FEM LT,

. CAZ S9N T3 —FGLHA RTA AZHEPLL T EV SSL ZFEAZ RS 57~ a3 v h AV &
Eie EV SSL GFHET 4 79 A4 J VEHO BV R AFEE & %H®WI7%4thﬁBzﬁﬁé
NI FBAE I E RN OGEHERY O — I CTR/R L, SR SN FEBINE > T —E R 224t
LTCuW=,

2. TRACOWTHEM R Z 20T 5 72 O F 072 NS 2 HERF L Tz,
- EETL8EL EV O SSL GEIEDA LT T U T 4 DSRENLE I, DT A T A 7 VA U iR
ShTnwi=z &,
EV SSL A EHRIZ,  (CHAEAMT O BEEHO720) WENIFRIESh T\ Z &,


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E

LI, CA 790 T — T LB T DA X =y NTTOUVFDF L TA L T4 —TFTLThHD
Bugzilla %A N TAB I TWAIERAHE: CITEHHEH L T\ 5,

18 A @ T%}5: CA OFRBIIE R 1T SN TV D CA #1-1 1%, 202349 H 30 FIZEEIE LT,



ek A
XHECA

Root CAs

CA#1: Security Communication RootCAl

CAH2: Security Communication RootCA2

EV SSL Issuing CAs

CA#3: SECOM Passport for Web EV 2.0 CA




%8 CA DFRBIIE R

CA [Cert (M7 ¥ =2 &  PEITH VIUTNEGFR=T RN AT o F S RE R 7 Y = 7 MR RY v —F7
i LY R |2 DT OUDBM 0T ek SEVAN 3
PN Y XN +
1 [1 OU = Security OU = Security 00 rsaEncr [2048bit shalWithRS|Sep 30 Sep 30 IA073499968DC85 [E75E72EDIFS60EECEEBAB800073A43FC3AD19195A392282017895974A99026B6C -
Communication ICommunication lyption IAEncryptio [04:20:49  |04:20:49  |5B65E39B282F57
RootCAl RootCA1 n 2003 GMT [2023 GMT [9FBD33BC0748
O = SECOM O = SECOM
ITrust.net [Trust.net
C=JP cC=JP
2 [ OU = Security OU = Security 00 rsaEncr [2048bit [sha256With [May 29 May 29 0A85A977650598 [513B2CECB810D4CDESDD85391ADFC6C2DD60D87BB736D2B521484AA47TAOEBEF6  [2.23.140.1.2.1
Communication ICommunication lyption RSAEnNcrypt/05:00:39  [05:00:39  [7C4081F80F972C 2.23.140.1.2.2
RootCA2 RootCA2 ion 2009 GMT [2029 GMT (38F10AEC3CCF 2.23.140.1.1
O = SECOM Trust [0 = SECOM Trust 2.23.140.1.4.1
Systems CO.,LTD. [Systems CO.,LTD. 2.23.140.1.5.1.3
C=JP cC=JP
3 [ CN = SECOM OU = Security 22B9B0C9 rsaEncr [2048bit [sha256With [Dec 16 Dec 16 164BFB0C97388A [E1F2E95000F815E11C81490430B5D02C8D81D0D256C85DF68B516D6C27761926 2.23.140.1.1
Passport for Web EV|[Communication lyption RSAEnNcrypt/07:04:09  [07:04:09  |185A54A146CF89
2.0 CA RoOtCA2 ion 2014 GMT 2024 GMT [2447CCC476B3
O = SECOM Trust |0 = SECOM Trust
Systems CO.,LTD. [Systems CO.,LTD.
cC=JP C=JP
3 2 CN = SECOM OU = Security 22B9B19D60F?2 [rsaEncr [2048bit [sha256With |Aug 30 May 29 164BFB0C97388A [39B6E3B388F749521DF2B354182EBACD87D4BF36439BFAF0202E5596CFC2CAA4 2.23.140.1.1
Passport for Web EV|{Communication IA361D7FAT7E95yption RSAEnNcrypt/04:35:47  [05:00:39  |185A54A146CF89
2.0 CA RoOtCA2 7C63BD5C ion 2023 GMT 2029 GMT [2447CCC476B3
O = SECOM Trust |0 = SECOM Trust
Systems CO.,LTD. [Systems CO.,LTD.
cC=JP C=JP




R Y o —

fhix B

CA CP %4 Version | Bff

CA#1 Security Communication RootCA T/ CA HEFHHERY o — 6. 05 2024/4/1

CAH2
Security Communication RootCA T\ CA HFFFHERY o — 6. 04 2024/1/24
Security Communication RootCA T/ CA HEFHHERY o — 6. 03 2023/7/11
Security Communication RootCA Tz CA FHEFIHENRY o — 6.02 2023/5/17

CAf1 Security Communication RootCA # A LAAHX L 7H—E ZXHIEHA | 5. 09 2024/1/24

CAH2 ER o—
Security Communication RootCA ¥ A AAHX 7 ¥ —E XHHEHA | 5.08 2023/5/17
ERY o—

CA#3 T a ANZAR— bk for Web EV BREFREFAERY o — 3. 04 2024/4/1
Y a LN AR— K for Web EV ZREFJREEHERY o — 3.03 2023/9/14
a2 LN AR— K for Web EV ZBEF/EEFBHERY o — 3.02 2023/8/28
3 LS ZAR— |k for Web EVFREFFFFAERY > — 3.01 2023/5/17

TH B
CA CPS 4 Version | Hft

CA#1 Security Communication RootCA FREFIEHHE 6. 04 2024/4/1

CA#2
Security Communication RootCA FRGIEIEFHLE 6. 03 2024/1/24
Security Communication RootCA FRFIEMHLE 6. 02 2023/5/17

CA#3 o NE-EREF AR AR E AR 2.19 2024/4/1
£ o ARG R E A B R 2.18 2023/5/17



https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-0605.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-0604.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-0603.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-0602.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP2-0509.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP2-0509.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP2-0508.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP2-0508.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-0304.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-0303.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-0302.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-0301.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-0604.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-0603.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-0602.pdf
https://repo1.secomtrust.net/spcpp/cps/archive/SECOM-CPS-0219.pdf
https://repo1.secomtrust.net/spcpp/cps/archive/SECOM-CPS-0218.pdf

fhix C

PR

NP

SECOM: Certificates Issued with lower case value in
subject:countryName

https://bugzilla. moz

illa. org/show_bug. cg

171d=1896596

IV


https://bugzilla.mozilla.org/show_bug.cgi?id=1896596
https://bugzilla.mozilla.org/show_bug.cgi?id=1896596
https://bugzilla.mozilla.org/show_bug.cgi?id=1896596

KPMG AZSA LLC
AZSA Center Building
1-2 Tsukudo-cho, Shinjuku-ku

Tokyo 162-8551, Japan

Telephone +81 (3) 3266 7500
Fax +81 (3) 3266 7600
Internet home.kpmg/jp/azsa

(Translation)

INDEPENDENT ASSURANCE REPORT
August 26, 2024

To Mr. Shinnosuke Kabasawa
Executive Officer
SECOM Trust Systems Co., Ltd.

KPMG AZSA LLC

Tokyo Office
Partner, Certified Public Accountant
Masatoshi Shigaki

Scope

We have been engaged, in a reasonable assurance engagement, to report on the management’s assertion of
SECOM Trust Systems Co., Ltd. (“STS”) that for its Certification Authority (CA) operations at Tokyo,
Japan, throughout the period June 7, 2023 to June 6, 2024 for its CAs as enumerated in Appendix A, STS
has:

1. disclosed its extended validation SSL (“EV SSL”) certificate lifecycle management business practices in
its Certification Practice Statements and Certificate Policies enumerated in Appendix B, including its
commitment to provide EV SSL certificates in conformity with the CA/Browser Forum Guidelines on
the STS website, and provided such services in accordance with its disclosed practices

2. maintained effective controls to provide reasonable assurance that:

- the integrity of keys and EV SSL certificates it manages is established and protected throughout their
lifecycles; and

- EV SSL subscriber information is properly authenticated (for the registration activities performed by
STS)

in accordance with the WebTrust Principles and Criteria for Certification Authorities — Extended Validation
SSL v1.8.

Appendix A, #1-1 CAs was revoked on September 30, 2023.

KPMG AZSA LLC, a limited liability audit corporation incorporated under the Japanese Certified Public Accountants Law and a member firm of the KPMG global organization of independent
member firms affiliated with KPMG International Limited, a private English company limited by guarantee.
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(Translation)

Certification authority’s responsibilities

STS’s management is responsible for its assertion, including the fairness of its presentation, and the
provision of its described services in accordance with the WebTrust Principles and Criteria for Certification
Authorities — Extended Validation SSL v1.8.

Our independence and quality control

We have complied with the independence and other ethical requirements of the International Ethics
Standards Board for Accountants’ International Code of Ethics for Professional Accountants (including
International Independence Standards) (IESBA Code), which is founded on fundamental principles of
integrity, objectivity, professional competence and due care, confidentiality and professional behavior.

The firm applies International Standard on Quality Management 1 which requires the firm to design,
implement and operate a system of quality management including policies and procedures regarding
compliance with ethical requirements, professional standards and applicable legal and regulatory
requirements.

Practitioner’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We
conducted our procedures in accordance with International Standard on Assurance Engagements 3000,
Assurance Engagements Other than Audits or Reviews of Historical Financial Information, issued by the
International Auditing and Assurance Standards Board. This standard requires that we plan and perform our
procedures to obtain reasonable assurance about whether, in all material respects, management’s assertion is
fairly stated, and, accordingly, included:

(1) obtaining an understanding of STS’s EV SSL certificate lifecycle management business practices,
including its relevant controls over the issuance, renewal, and revocation of EV SSL certificates;

(2) selectively testing transactions executed in accordance with disclosed EV SSL certificate lifecycle
management practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our
opinion.

The relative effectiveness and significance of specific controls at STS and their effect on assessments of
control risk for subscribers and relying parties are dependent on their interaction with the controls, and other
factors present at individual subscriber and relying party locations. We have performed no procedures to
evaluate the effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

There are inherent limitations in the effectiveness of any system of internal control, including the possibility
of human error and the circumvention of controls. For example, because of their nature, controls may not
prevent, or detect unauthorised access to systems and information, or failure to comply with internal and
external policies or requirements. Also, the projection to the future of any conclusions based on our findings
is subject to the risk that controls may become ineffective.
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(Translation)

Opinion

In our opinion, throughout the period June 7, 2023 to June 6, 2024, STS management’s assertion, as referred
to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria for
Certification Authorities — Extended Validation SSL v1.8.

This report does not include any representation as to the quality of STS’s CA services beyond those covered
by the WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL v1.8 , nor
the suitability of any of STS’s services for any customer’s intended purpose.

Use of the WebTrust seal

STS’s use of the WebTrust for Certification Authorities — Extended Validation SSL Seal constitutes a
symbolic representation of the contents of this report and it is not intended, nor should it be construed, to
update this report or provide any additional assurance.

Other Matters

STS ’s management has disclosed to us the information enumerated in Appendix C, that have been posted
publicly on Bugzilla’s site which is the online forums of individual internet browsers that comprise the
CA/Browser Forum.

(The above represents a translation, for convenience only, of the original report issued in the Japanese
language.)
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(Translation)

APPENDIX A
List of CAs in Scope

Root CAs
CA#1: Security Communication RootCAl

CA#2: Security Communication RootCA2

EV SSL Issuing CAs
CA#3: SECOM Passport for Web EV 2.0 CA




KkPMG

CA Identifying Information for in Scope Cas

(Translation)

O = SECOM Trust
Systems CO.,LTD.
cC=JP

O = SECOM Trust
Systems CO.,LTD.
C=JP

C |Cert|Subject Issuer Serial Key |Key |Digest [Not Not SKI SHA256 Fingerprint Policy

A AlgoriSize |Algorith Before |After identifiers
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APPENDIX B

Certificate Policy

(Translation)

CA

Policy Name

Version

Date

CA#1
CA#2

Security Communication RootCA Subordinate CA Certificate
Polic

L

6.05

April 1, 2024

Security Communication RootCA Subordinate CA Certificate
Polic

:

6.04

January 24, 2024

Security Communication RootCA Subordinate CA Certificate
Polic

:

6.03

July 11, 2023

Security Communication RootCA Subordinate CA Certificate
Polic

:

6.02

May 17, 2023

CA#1
CA#2

Security Communication RootCA Time-Stamp Service Certificate

Polic

L

5.09

January 24, 2024

Security Communication RootCA Time-Stamp Service Certificate

Polic

:

5.08

May 17, 2023

CA#3

SECOM Passport for Web EV Certification Authority Certificate
Polic

:

3.04

April 1, 2024

SECOM Passport for Web EV Certification Authority Certificate
Polic

:

3.03

September 14, 2023

SECOM Passport for Web EV Certification Authority Certificate
Polic

L

3.02

August 28, 2023

SECOM Passport for Web EV Certification Authority Certificate
Polic

:

3.01

May 17, 2023

Certification Practice Statement

CA

Policy Name

Version

Date

CA#1
CA#2

Security Communication RootCA Certification Practice
Statement

6.04

April 1, 2024

Security Communication RootCA Certification Practice
Statement

6.03

January 24, 2024

Security Communication RootCA Certification Practice
Statement

6.02

May 17, 2023

CA#3

SECOM Digital Certification Infrastructure Certification
Practice Statement

2.19

April 1,2024

SECOM Digital Certification Infrastructure Certification
Practice Statement

2.18

May 17, 2023
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(Translation)

APPENDIX C
Disclosure Publicly Disclosed Link
SECOM: Certificates Issued with lower case value in https://bugzilla.mozilla.or
subject:countryName g/show_bug.cqi?id=1896
596
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(Translation)

STS MANAGEMENT’S ASSERTION

August 26, 2024

Shinnosuke Kabasawa
Executive Officer
SECOM Trust Systems Co., Ltd.

SECOM Trust Systems Co., Ltd. (“STS”) operates the Certification Authority (CA) services for its CAS as
enumerated in Appendix A and provides Extended Validation SSL (“EV SSL”’) CA services.

The management of STS is responsible for establishing and maintaining effective controls over its EV SSL
CA operations, including its EV SSL CA business practices disclosure on its website, EV SSL key lifecycle
management controls, and EV SSL certificate lifecycle management controls. These controls contain
monitoring mechanisms, and actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the
circumvention or overriding of controls. Accordingly, even effective controls can only provide reasonable
assurance with respect to STS’s Certification Authority operations. Furthermore, because of changes in
conditions, the effectiveness of controls may vary over time.

STS management has assessed its disclosures of its certificate practices and controls over its EV SSL CA
services. Based on that assessment, in STS management’s opinion, in providing its EV SSL CA services at
Tokyo, Japan, throughout the period June 7, 2023 to June 6, 2024, STS has:

1. disclosed its EV SSL certificate lifecycle management business practices in its Certification Practice
Statements and Certificate Policies enumerated in Appendix B, including its commitment to provide EV

SSL certificates in conformity with the CA/Browser Forum Guidelines on the STS website, and provided
such services in accordance with its disclosed practices

2. maintained effective controls to provide reasonable assurance that:
- the integrity of keys and EV SSL certificates it manages is established and protected throughout their
lifecycles; and



(Translation)

- EV SSL subscriber information is properly authenticated (for the registration activities performed by
STS)

in accordance with the WebTrust Principles and Criteria for Certification Authorities — Extended Validation
SSL v1.8.

STS has enumerated the information to Appendix C, that have been posted publicly on Bugzilla’s site which

is the online forums of individual internet browsers that comprise the CA/Browser Forum.

Appendix A, #1-1 CAs was revoked on September 30, 2023.

(The above represents a translation, for convenience only, of the original assertion issued in the Japanese
language.)
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(Translation)

APPENDIX A
List of CAs in Scope
Root CAs
CA#1: Security Communication RootCAL

CA#2: Security Communication RootCA2

EV SSL Issuing CAs
CA#3: SECOM Passport for Web EV 2.0 CA
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(Translation)

C [Cert|Subject Issuer Serial Key [Key |Digest |Not Not SKI SHA256 Fingerprint Policy
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(Translation)

APPENDIX B

Certificate Policy

CA Policy Name Version | Date

CA#1 Security Communication RootCA Subordinate CA Certificate 6.05 April 1, 2024
CA#2 Polic

:

Security Communication RootCA Subordinate CA Certificate 6.04 January 24, 2024
Polic

:

Security Communication RootCA Subordinate CA Certificate 6.03 July 11, 2023
Polic

:

Security Communication RootCA Subordinate CA Certificate 6.02 May 17, 2023
Polic

:

CA#1 Security Communication RootCA Time-Stamp Service Certificate 5.09 January 24, 2024
CA#2 Polic

L

Security Communication RootCA Time-Stamp Service Certificate 5.08 May 17, 2023
Polic

:

CA#3 SECOM Passport for Web EV Certification Authority Certificate 3.04 April 1,2024
Polic

:

SECOM Passport for Web EV Certification Authority Certificate 3.03 September 14, 2023
Polic

:

SECOM Passport for Web EV Certification Authority Certificate 3.02 August 28, 2023
Polic

L

SECOM Passport for Web EV Certification Authority Certificate 3.01 May 17, 2023
Polic

:

Certification Practice Statement

CA Policy Name Version | Date

CA#1 Security Communication RootCA Certification Practice 6.04 April 1, 2024
CA#2 | Statement

Security Communication RootCA Certification Practice 6.03 January 24, 2024
Statement

Security Communication RootCA Certification Practice 6.02 May 17,2023
Statement

CA#3 SECOM Digital Certification Infrastructure Certification 2.19 April 1, 2024
Practice Statement

SECOM Digital Certification Infrastructure Certification 2.18 May 17, 2023
Practice Statement
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(Translation)

APPENDIX C
Disclosure Publicly Disclosed Link
SECOM: Certificates Issued with lower case value in https://bugzilla.mozilla.or
subject:countryName a/show_bug.cqi?id=1896
596
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