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Co., Ltd. Co., Ltd. 9016
C=JP c=JP (SHA256)
3F034BB5704D44B2D08545A0205
7DE93EBF3905FCE721ACBC730C
06DDAEES04E
41 CN = SecureSign ~ |CN = SecureSign 01 rsaEncr [2048Bit shalWithRS[20094£4 A8 H [20294F4 A 8H [5BF84D4FB2A586D43A (SHAL) -
RootCA1l1l RootCAll lyption s IAENcryption|(13:56:47 13:56:47 D2F1639AA0BEQ9F657 [3BC49F48F8F373A09C1EBDF85B
O = Japan O = Japan B7DE B1C365C7D811B3
Certification Certification
Services, Inc. Services, Inc. (SHA256)
C=JP C=JP BFOFEEFB9E3A581ADS5SFOEODB75
89985743D261085C4D314F6F5D72
59AA421612




@

cC=Jp

93397E182492A7E7C582BADFEQ4
348E6FA985CBA19AFDE16FD740

FF03857367C

cybertrust
CACert 7=/ k FATE VU TNEEF=T =B 4L 7T MVWENHAROBRE AR O 7Y =7 b T —FkiRE RNY)—FT V= k-
# o LAV X (FY XL G T GlIEE vl
2N
5 [1 CN = Cybertrust  [CN = SecureSign  [4D8247384ADF |id- 384Bits [ecdsa-with- 202046 22 F [20304£6 422 H (3DD29719E5391699EE6 [(SHAL) 2.23.140.1.2.2
Japan SureServer CA| Root CA15 541F88340F492 |ecPublic SHA384 18:45:15 18:45:15 BB01B7AC6F3FACAF5 |A07043D2965389E4EF90EBEAEA3)
G8 O = Cybertrust Japan [8553224B6C48F |Key F703 19996A9877819
O = Cybertrust Japan (Co., Ltd. E2
Co., Ltd. c=JpP (SHA256)
c=JP 93D931D5F95411998705B148532F
4E16FBCFO0F3318DFF9B6A0765E
D749C8FDO0
6 [1 CN = Cybertrust ~ [CN = SecureSign ~ [167DDDA4E7AB |rsaEncr [2048Bit [sha256With 202046 A 22 H [20304:6 422 H BE3C286393A4E4850F5 [(SHAL) 2.23.140.1.2.2
Japan SureServer CA| Root CA12 D348B6A105BClyption [s RSAENCrypt|16:42:05 16:42:05 489DD69B23C52674AB [FODDEC1E1FCF62CE4FADO4EDC
G7 O = Cybertrust Japan 9CA24ACE745F ion 5A4 44109A9504F4784
O = Cybertrust Japan (Co., Ltd. 2B6CB
Co., Ltd. c=JP (SHA256)
C=JP IA2E2C3D73CFF96451325712E212F
IA15C40FD4F2C3F143C1BB619385
365304C02
7 [ CN = JCSI TLSSign [CN = SecureSign  [7540ACF59D07 |rsaEncr [2048Bit [sha256With 2018410 5 11 H 2029454 H8H |D3342FDDF84C99DES4 [(SHAL) 2.23.140.1.2.2
Public CA RootCA11l 1D7ATECAFC2 |yption |s RSAENCcrypt|10:36:33 13:56:47 3F051DB9D9F440D9C0 [5E2EDOEDDO13B5EF5EB2203FAA
O = Cybertrust Japan [O = Japan FB965A7D1141 ion 8BB1 B6F876452FCEC2
Co.,Ltd. Certification 5CD53
C=JP Services, Inc. (SHA256)
C=JP 9253BFB668F3E743A525E48B5F75
0A8A66035F806297C25F8134DC8
IAC9635BD8
8 CN = Cybertrust CN = SecureSign  [756AA35ABAS8 [rsaEncr [4096Bit [Sha384With 202046 H 22 H [2030426 422 H |[EDB8FA2F3D7D25BEE |(SHAL) 2.23.140.1.1
Japan SureServer EV| Root CAl4 847DD5103C33 |yption s RSAENCrypt|17:50:22 17:50:22 354B165CE54A8833B92 [EDEC2820E5CD08CB234D3B2417
CA G9 O = Cybertrust Japan [A37B168FA13A ion FOC7 FEODCDB51D238B
O = Cybertrust Japan (Co., Ltd. 4F715
Co., Ltd. c=JpP (SHA256)
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CACert 7=/ k FATE VU TNEEF=T =B 4L 7T MVWENHAROBRE AR O 7Y =7 b T —FkiRE R —FT V=7 b
# o LAV X (FY XL G T GlIEE vl
2N
9 CN = Cybertrust CN = SecureSign  [7CA3593373BD |id- 384Bits lecdsa-with- [20204:6 H22H [2030456 22 H |AEE4AFDC16E22F8DFB7((SHAL) 2.23.140.1.1
Japan SureServer EV | Root CA15 43AA87416 ABO fecPublic| SHA384 18:39:21 18:39:21 1383F8E2D143B696B93 [FBF4B414FBA71E4F10AA57CF8C
CA G8 O = Cybertrust Japan 439DAC5D0361 [Key IAC8 47697489D59ED1
O = Cybertrust Japan (Co., Ltd. D803
Co., Ltd. c=JpP (SHA256)
c=JP 70C4002EODF2FF51E691654903BE
742D09D5A74A84B15B68FBCDA3
20FBF3DC6B
10 [1 CN = Cybertrust ~ [CN = SecureSign  [2C77F85B12969|rsaEncr [2048Bit [sha256With 202046 A 22 H [20304:6 422 H [7483319BF875CDODCF8|(SHA1) 2.23.140.1.1
Japan SureServer EV| Root CA12 E757EAC8921C [yption s RSAENCcrypt|16:34:38 16:34:38 E84E6D28E9AA6794C2 [99865D3428D04DEFOD3FA29DEF
CA G7 O = Cybertrust Japan [7155089AE35F4 ion AAG BD5905A0B040A7
O = Cybertrust Japan (Co., Ltd. 18
Co., Ltd. c=JP (SHA256)
c=JP 76648FBC40CC4164CEA02422A09
EB4EAD29C67F5E7DD74F691B7F
1A08043472C5
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ek B
AEAER Y v —

CA CP 4 Version EED
CA#4, | JCSI Certificate Policy (JCSIFEHAERY v —) 35 2023/9/13
CA#T | jCSI Certificate Policy (JCSIFEBIER Y v —) 3.6 2024/3/15

JCSI Certificate Policy (JCSIZEREAR U 2 —) 3.7 2024/7/30
CA# Cybertrust Japan Certificate Policy (% /S— K~ Z 2 RFEEARY >—) | 1.18 2023/8/24
CA#3, | Cybertrust Japan Certificate Policy (¥ /3— kF & hFEHERY +—) | 1.19 2024/3/15
CA#5,
CA#6, | Cybertrust Japan Certificate Policy (# 1 /3— K7 X FEHEARY > —) | 1.20 2024/4/15
CA#8

~ Cybertrust Japan Certificate Policy (¥ /S— k7 2 RFEBIERY >—) | 1.21 2024/7/30
CA#10 B R

Cybertrust Japan Certificate Policy (¥4 /S— K7 2 FEEBERY > —) | 1.22 2024/8/20
HEHERE
CA CPS %4 Version H £+
CA#1 | Cybertrust Japan Certification Practice Statement 1.07 2023/8/24
~ (A X— ~ T 2 GRGE R EHHLFE)
CA#10 | Cybertrust Japan Certification Practice Statement 1.08 2024/3/15

(A N— T 2 G iEHHEAR)
Cybertrust Japan Certification Practice Statement 1.09 2024/4/15

(A =k T 2 G iEHHEAR)
Cybertrust Japan Certification Practice Statement 1.10 2024/7/30

(B A X— F T 2 GRGE R BLRE)
Cybertrust Japan Certification Practice Statement 1.11 2024/8/20

(A 23— b 7 A REREREM BLE)
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(Translation)

INDEPENDENT ASSURANCE REPORT
October 31, 2024

To Mr. Mitsuyoshi Tamura
Corporate Officer General Manager
PKI Business Unit

Cybertrust Japan Co., Ltd.

KPMG AZSA LLC

Tokyo Office
Partner, Certified Public Accountant
Masatoshi Shigaki

Scope

We have been engaged, in a reasonable assurance engagement, to report on the management’s assertion of
Cybertrust Japan Co., Ltd.. (“CTJ”) that for its Certification Authority (CA) operations at Hokkaido and
Tokyo, Japan, throughout the period October 16, 2023 to August 23, 2024 for its CAs as enumerated in
Appendix A, CTJ has:

1. disclosed its SSL certificate lifecycle management business practices in its Certification Practice
Statements and Certificate Policies enumerated in Appendix B, including its commitment to provide SSL
certificates in conformity with the CA/Browser Forum Requirements on the CTJ website, and provided
such services in accordance with its disclosed practices

2. maintained effective controls to provide reasonable assurance that:

- the integrity of keys and SSL certificates it manages is established and protected throughout their
lifecycles; and
- SSL subscriber information is properly authenticated (for the registration activities performed by CTJ)

3. maintained effective controls to provide reasonable assurance that:

- logical and physical access to CA systems and data is restricted to authorized individuals;

- the continuity of key and certificate management operations is maintained; and

- CA systems development, maintenance and operations are properly authorized and performed to
maintain CA systems integrity

KPMG AZSA LLC, a limited liability audit corporation incorporated under the Japanese Certified Public Accountants Law and a member firm of the KPMG global organization of independent
member firms affiliated with KPMG International Limited, a private English company limited by guarantee.
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(Translation)

4. maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline with
Network Security v2.7.

Certification authority’s responsibilities

CTJ’s management is responsible for its assertion, including the fairness of its presentation, and the
provision of its described services in accordance with the WebTrust Principles and Criteria for Certification
Authorities - SSL Baseline with Network Security v2.7.

Our independence and quality control

We have complied with the independence and other ethical requirements of the International Ethics
Standards Board for Accountants’ International Code of Ethics for Professional Accountants (including
International Independence Standards) (IESBA Code), which is founded on fundamental principles of
integrity, objectivity, professional competence and due care, confidentiality and professional behavior.

The firm applies International Standard on Quality Management 1, Quality Management for Firms that
Perform Audits or Reviews of Financial Statements, or Other Assurance or Related Services Engagements,
which requires the firm to design, implement and operate a system of quality management including policies
and procedures regarding compliance with ethical requirements, professional standards and applicable legal
and regulatory requirements.

Practitioner’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We
conducted our procedures in accordance with International Standard on Assurance Engagements 3000,
Assurance Engagements Other than Audits or Reviews of Historical Financial Information, issued by the
International Auditing and Assurance Standards Board. This standard requires that we plan and perform our
procedures to obtain reasonable assurance about whether, in all material respects, management’s assertion is
fairly stated, and, accordingly, included:

(1) obtaining an understanding of CTJ’s SSL certificate lifecycle management business practices, including
its relevant controls over the issuance, renewal, and revocation of SSL certificates, and obtaining an
understanding of CTJ’s network and certificate system security to meet the requirements set forth by the
CA/Browser Forum;

(2) selectively testing transactions executed in accordance with disclosed SSL certificate lifecycle
management business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our
opinion.

The relative effectiveness and significance of specific controls at CTJ and their effect on assessments of
control risk for subscribers and relying parties are dependent on their interaction with the controls, and other
factors present at individual subscriber and relying party locations. We have performed no procedures to
evaluate the effectiveness of controls at individual subscriber and relying party locations.


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
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(Translation)

Inherent limitations

There are inherent limitations in the effectiveness of any system of internal control, including the possibility
of human error and the circumvention of controls. For example, because of their nature, controls may not
prevent, or detect unauthorised access to systems and information, or failure to comply with internal and
external policies or requirements. Also, the projection to the future of any conclusions based on our findings
is subject to the risk that controls may become ineffective.

Opinion

In our opinion, throughout the period October 16, 2023 to August 23, 2024, CTJ management’s assertion, as
referred to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and
Criteria for Certification Authorities - SSL Baseline with Network Security v2.7.

This report does not include any representation as to the quality of CTJ’s services beyond those covered by
the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline with Network Security
v2.7, nor the suitability of any of CTJ’s services for any customer’s intended purpose.

Use of the WebTrust seal

CTJ’s use of the WebTrust for Certification Authorities — SSL Baseline with Network Security Seal
constitutes a symbolic representation of the contents of this report and it is not intended, nor should it be
construed, to update this report or provide any additional assurance.

(The above represents a translation, for convenience only, of the original report issued in the Japanese
language.)


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
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APPENDIX A
List of CAs in Scope

(Translation)

Root CAs

CA#1: SecureSign Root CA15

CA#2: SecureSign Root CA14

CA#3: SecureSign Root CA12

CA#4: SecureSign RootCA11

OV SSL Issuing CAs

CA#5: Cybertrust Japan SureServer CA G8

CA#6: Cybertrust Japan SureServer CA G7

CA#7: JCSI TLSSign Public CA

EV SSL Issuing CAs

CA#8: Cybertrust Japan SureServer EV CA G9

CA#9: Cybertrust Japan SureServer EV CA G8

CA#10: Cybertrust Japan SureServer EV CA G7
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CA ldentifying Information for in Scope CAs

(Translation)

C (CertSubject Issuer Serial Key |Key [Digest |Not Not AfterSKI  |Fingerprint Policy identifiers
A # Algor Size |Algorith Before
# ithm m
1 1 CN = SecureSign CN = SecureSign 1615C7C3D849 [id- 384Bits jecdsa-with- |April 8, IApril 8, EB41C8A |(SHAL) —
Root CA15 Root CA15 IA7BE690C8A88ecPublic ISHA384 2020 2045 EFCD59E [CBBA83C8C15A5DF1F9736FCAD7EF2813064A077D
O = Cybertrust Japan [O = Cybertrust Japan EDF070F9DDB |Key 17:32:56 17:32:56 5148F5B
Co., Ltd. Co., Ltd. 73E87 D8BF487 [(SHA256)
cC=JP C=JP 2093412B [E778F0F095FE843729CD1A0082179E5314A9C291442805E1F
D3F4 B1D8FB6B8886C3A
2 [ ICN = SecureSign CN = SecureSign 64DB5A0C204E rsaEncr [4096Bit [Sha384With [April 8, IApril 8, 0693A30 |(SHA1) —
Root CA14 Root CAl4 E8D72977C8502)yption |s RSAEncrypt[2020 2045 IASE28693|DD50COF779B3642E74A2B89DIFD340DDBBFOF24F
O = Cybertrust Japan [O = Cybertrust Japan [TA25A27DD2D ion 16:06:19 16:06:19  [7TAA611D
Co., Ltd. Co., Ltd. F2CB EBEBFC2|(SHA256)
cC=JP C=JP D6F23E4 [4B009C1034494F9AB56BBA3BA1D62731FC4D20D8955ADC
F3A0 EC10A925607261E338
3 1 ICN = SecureSign CN = SecureSign 66F9C7C1LAFEC rsaEncr [2048Bit sha256With |April 8, IApril 8, 5734F374 |(SHA1) -
Root CA12 Root CA12 C251B4ED5397 yption |s RSAEncrypt[2020 2040 ICF044BD [7A221E3DDE1B06AC9EC84770168E3CE5SF76B06F4
O = Cybertrust Japan [O = Cybertrust Japan E6E682C32B1C ion 14:36:46 14:36:46 525E6F14
Co., Ltd. Co., Ltd. 9016 0B62C4C |(SHA256)
c=JP C=JP D92DE9A[3F034BB5704D44B2D08545A02057DE93EBF3905FCE721AC
0AD BC730C06DDAEE904E
4 [ CN = SecureSign CN = SecureSign 01 rsaEncr [2048Bit shalWithRS [April 8, IApril 8, 5BF84D4 |(SHA1L) —
RootCA11 RootCA11 lyption [s IAENCryption(2009 2029 FB2A586 [3BC49F48F8F373A09C1EBDF85BB1C365C7D811B3
O = Japan O = Japan 13:56:47 13:56:47 D43AD2F
Certification Certification 1639AA0 |(SHA256)
Services, Inc. Services, Inc. BEO9F657|BFOFEEFBIE3A581AD5FIEIDB7589985743D261085C4D314
c=JP C=JP B7DE F6F5D7259AA421612
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(Translation)

C |Cert|Subject Issuer Serial Key [Key [Digest |Not Not AfterSKI  [Fingerprint Policy identifiers
A # IAlgor Size |Algorith Before
id ithm m
5 1 CN = Cybertrust CN = SecureSign 4D8247384ADF |id- 384Bits fecdsa-with- June 22, Nune 22, 3DD2971 |(SHA1) 2.23.140.1.2.2
Japan SureServer CA| Root CA15 541F88340F492 ecPublic] ISHA384 2020 2030 9E539169 |A07043D2965389E4EF90EBEAEA319996A9877819
G8 O = Cybertrust Japan [8553224B6C48F |Key 18:45:15  [18:45:15  QEE6BBO
O = Cybertrust Japan [Co., Ltd. E2 1B7AC6F |(SHA256)
Co., Ltd. C=JP BFACAF5(93D931D5F95411998705B148532F4E16FBCF00F3318DFFIB6
c=Jp F703 IA0765ED749C8FDO
6 |1 CN = Cybertrust CN = SecureSign 167DDD4E7AB |rsaEncr [2048Bit sha256With [June 22, Nune 22, BE3C2863|(SHA1) 2.23.140.1.2.2
Japan SureServer CA| Root CA12 D348B6A105BClyption [s RSAENcrypt[2020 2030 93A4E485FODDEC1E1FCF62CE4FADO4EDC44109A9504F4784
G7 O = Cybertrust Japan 9CA24ACE745F ion 16:42:05  [16:42:05  |0F5489D
O = Cybertrust Japan [Co., Ltd. 2B6CB D69B23C |(SHA256)
Co., Ltd. C=JP 52674AB |A2E2C3D73CFF96451325712E212FA15C40FD4F2C3F143C1B
c=Jp 5A4 B619385365304C02
7 [ CN = JCSI TLSSign |CN = SecureSign  [7540ACF59D07 |rsaEncr [2048Bit sha256With [October 11, |April 8, D3342FD |(SHAL) 2.23.140.1.2.2
Public CA RootCA11 1D7A7ECAFC2 yption |[s RSAENcrypt[2018 2029 DF84C99 (5E2EDOEDDO013B5EF5EB2203FAABGF876452FCEC2
O = Cybertrust Japan O = Japan FB965A7D1141 ion 10:36:33  [13:56:47  [DE843F0
Co.,Ltd. Certification 5CD53 51DB9D9 |(SHA256)
Cc=JP Services, Inc. F440D9C [9253BFB668F3E743A525E48B5F750A8A66035F806297C25F8
C=JP 08BB1  [134DC8AC9635BD8
8 |1 CN = Cybertrust CN = SecureSign 756 AA35ABAS8 [rsaEncr [4096Bit [Sha384With June 22, Nune 22, EDB8FA2|(SHAL) 2.23.140.1.1
Japan SureServer EV | Root CAl4 847DD5103C33 yption |s RSAEncrypt[2020 2030 F3D7D25 [EDEC2820E5CD08CB234D3B2417FEODCDB51D238B
CA G9 O = Cybertrust Japan |A37B168FAL3A ion 17:50:22 17:50:22 BEE354B
O = Cybertrust Japan [Co., Ltd. 4F715 165CE54 |(SHA256)
Co., Ltd. C=JP IA8833B9 [93397E182492A7E7C582BADFE04348E6FA985CBA19AFDEL
c=JP 2FOC7  |6FD740FF03857367C
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(Translation)

C |Cert|Subject Issuer Serial Key [Key [Digest |Not Not AfterSKI  [Fingerprint Policy identifiers
A # IAlgor Size |Algorith Before
id ithm m
9 1 CN = Cybertrust CN = SecureSign 7CA3593373BD [id- 384Bits fecdsa-with- June 22, Nune 22, IAEE4FD ((SHA1) 2.23.140.1.1
Japan SureServer EV| Root CA15 43AA87416ABO [ecPublic ISHA384 2020 2030 C16E22F8FBF4B414FBA71E4F10AA57CF8C47697489D59ED1
CA G8 O = Cybertrust Japan 439DAC5D0361 [Key 18:39:21 18:39:21  |DFB7138
O = Cybertrust Japan [Co., Ltd. D803 3F8E2D1 |(SHA256)
Co., Ltd. C=JP 43B696B9[70C4002E0DF2FF51E691654903BE742D09D5A74A84B15B68
c=Jp 3AC8 FBCDA320FBF3DC6B
10 1 CN = Cybertrust CN = SecureSign 2C77F85B12969 rsaEncr [2048Bit [sha256With June 22, Nune 22, 7483319B|(SHA1) 2.23.140.1.1
Japan SureServer EV| Root CA12 E757EACB8921C yption |s RSAENcrypt[2020 2030 F875CDO0 [99865D3428D04DEFOD3FA29DEFBD5905A0B040A7
CA G7 O = Cybertrust Japan [7155089AE35F4 ion 16:34:38  [16:34:38  |DCF8E84
O = Cybertrust Japan [Co., Ltd. 18 E6D28E9 |(SHA256)
Co., Ltd. C=JP IAA6794C [76648FBC40CC4164CEA02422A09EB4AEAD29C67F5E7DD74
c=Jp 2AA6 F691B7FA08043472C5
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(Translation)

APPENDIX B
Certificate Policy
CA Policy Name Version Date
CA#4, | JCSI Certificate Policy 3.5 September 13, 2023
CA#T | jCsl Certificate Policy 3.6 March 15, 2024
JCSI Certificate Policy 3.7 July 30, 2024
C’i#l Cybertrust Japan Certificate Policy 1.18 August 24, 2023
gA#?h Cybertrust Japan Certificate Policy 1.19 March 15, 2024
A#S,
CA#6, | Cybertrust Japan Certificate Policy 1.20 April 15,2024
CA#8
— Cybertrust Japan Certificate Policy 1.21 July 30, 2024
CA#10 e .
Cybertrust Japan Certificate Policy 1.22 August 20, 2024
Certification Practice Statement
CA Policy Name Version Date
CA#1 | Cybertrust Japan Certification Practice Statement 1.07 August 24, 2023
- Cybertrust Japan Certification Practice Statement 1.08 March 15, 2024
CA#10 Cybertrust Japan Certification Practice Statement 1.09 April 15,2024
Cybertrust Japan Certification Practice Statement 1.10 July 30, 2024
Cybertrust Japan Certification Practice Statement 1.11 August 20, 2024
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(Translation)
CTJ MANAGEMENT’S ASSERTION

October 31, 2024

Mr. Mitsuyoshi Tamura

Corporate Officer General Manager
PKI Business Unit

Cybertrust Japan Co., Ltd.

Cybertrust Japan Co., Ltd.. (“CTJ”) operates the Certification Authority (CA) services for its CAs as
enumerated in_Appendix A and provides SSL CA services.

The management of CTJ is responsible for establishing and maintaining effective controls over its SSL CA
operations, including its network and certificate security system controls, its SSL CA business practices
disclosure on its website, SSL key lifecycle management controls, and SSL certificate lifecycle management
controls. These controls contain monitoring mechanisms, and actions are taken to correct deficiencies
identified.

There are inherent limitations in any controls, including the possibility of human error, and the
circumvention or overriding of controls. Accordingly, even effective controls can only provide reasonable
assurance with respect to CTJ’s Certification Authority operations. Furthermore, because of changes in
conditions, the effectiveness of controls may vary over time.

CTJ management has assessed its disclosures of its certificate practices and controls over its CA services.
Based on that assessment, in CTJ management’s opinion, in providing its SSL CA services at Hokkaido and
Tokyo, Japan, throughout the period October 16, 2023 to August 23, 2024, CTJ has:

1. disclosed its SSL certificate lifecycle management business practices in its Certification Practice
Statements and Certificate Policies enumerated in Appendix B, including its commitment to provide SSL

certificates in conformity with the CA/Browser Forum Requirements on the CTJ’s website, and provided
such services in accordance with its disclosed practices
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(Translation)
2. maintained effective controls to provide reasonable assurance that:
- the integrity of keys and SSL certificates it manages is established and protected throughout their

lifecycles; and
- SSL subscriber information is properly authenticated (for the registration activities performed by CTJ)

3. maintained effective controls to provide reasonable assurance that:
- logical and physical access to CA systems and data is restricted to authorized individuals;

- the continuity of key and certificate management operations is maintained; and
- CA systems development, maintenance, and operations are properly authorized and performed to
maintain CA systems integrity

4. maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline with

Network Security v2.7.

(The above represents a translation, for convenience only, of the original assertion issued in the Japanese
language.)


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
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APPENDIX A
List of CAs in Scope

(Translation)

Root CAs

CA#1: SecureSign Root CA15

CA#2: SecureSign Root CA14

CA#3: SecureSign Root CA12

CA#4: SecureSign RootCA11l

OV SSL Issuing CAs

CA#5: Cybertrust Japan SureServer CA G8

CA#6: Cybertrust Japan SureServer CA G7

CA#7: JCSI TLSSign Public CA

EV SSL Issuing CAs

CA#8: Cybertrust Japan SureServer EV CA G9

CA#9: Cybertrust Japan SureServer EV CA G8

CA#10: Cybertrust Japan SureServer EV CA G7
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CA Identifying Information for in Scope CAs

(Translation)

C |Cert|Subject Issuer Serial Key [Key [Digest |Not Not AfterSKI  [Fingerprint Policy identifiers
A # Algor|Size |Algorith Before
il ithm m
1 1 CN = SecureSign CN = SecureSign 1615C7C3D849 |id- 384Bits fecdsa-with- |April 8, IApril 8, EB41C8A |[(SHAL) —
Root CA15 Root CA15 IA7TBE690C8A88ecPublic| ISHA384 2020 2045 EFCD59E [CBBA83C8C15A5DF1F9736FCADTEF2813064A077D
O = Cybertrust Japan [O = Cybertrust Japan EDF070F9DDB |Key 17:32:56  [17:32:56  [5148F5B
Co., Ltd. Co., Ltd. 73E87 D8BF487 |(SHA256)
C=JP C=JP 2093412B |[E778FO0F095FE843729CD1A0082179E5314A9C291442805E1F
D3F4 B1D8FB6B8886C3A
2 1 CN = SecureSign CN = SecureSign 64DB5A0C204E rsaEncr [4096Bit |Sha384With [April 8, April 8, 0693A30 |(SHA1) —
Root CAl4 Root CA14 E8D72977C8502)yption s RSAENcrypt|2020 2045 IASE28693[DD50C0OF779B3642E74A2B89D9FD340DDBBFOF24F
O = Cybertrust Japan [O = Cybertrust Japan [TA25A27DD2D ion 16:06:19 16:06:19  [TAA611D
Co., Ltd. Co., Ltd. F2CB EBEBFC2|(SHA256)
C=JP C=JP D6F23E4 [4B009C1034494F9AB56BBA3BA1D62731FC4D20D8955ADC
F3A0 EC10A925607261E338
3 [ CN = SecureSign CN = SecureSign 66F9C7C1LAFEC |rsaEncr [2048Bit [sha256With [April 8, April 8, 5734F374 |(SHA1) —
Root CA12 Root CA12 C251B4ED5397 |yption s RSAENcrypt|2020 2040 ICF044BD |[7TA221E3DDE1B06AC9EC84770168E3CESF76B06F4
O = Cybertrust Japan [O = Cybertrust Japan [E6E682C32B1C ion 14:36:46  [14:36:46  [525E6F14
Co., Ltd. Co., Ltd. 9016 0B62C4C |(SHA256)
c=JP C=JP D92DE9A 3F034BB5704D44B2D08545A02057DEI3EBF3905FCE721AC
0AD BC730C06DDAEES04E
4 11 ICN = SecureSign CN = SecureSign 01 rsaEncr [2048Bit [shalWithRS [April 8, April 8, 5BF84D4 |(SHA1) —
RootCA11 RootCAl11l lyption |s JAENncryption(2009 2029 FB2A586 [3BC49F48F8F373A09C1EBDF85BB1C365C7D811B3
O = Japan O =Japan 13:56:47 13:56:47 D43AD2F
Certification Certification 1639AA0 |(SHA256)
Services, Inc. Services, Inc. BEO9F657BFOFEEFBIE3A581AD5FIEIDB7589985743D261085C4D314
C=JP C=JP B7DE F6F5D7259AA421612
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(Translation)
C |Cert|Subject Issuer Serial Key [Key [Digest |Not Not AfterSKI  [Fingerprint Policy identifiers
A # Algor|Size |Algorith Before
id ithm m
5 1 CN = Cybertrust CN = SecureSign 4D8247384ADF |id- 384Bits fecdsa-with- [June 22, Nune 22, 3DD2971 |(SHA1) 2.23.140.1.2.2
Japan SureServer CA| Root CA15 541F88340F492 ecPublic ISHA384 2020 2030 9E539169 |A07043D2965389E4EFI0EBEAEA319996A9877819
G8 O = Cybertrust Japan [8553224B6C48F |Key 18:45:15  [18:45:15  QEE6BBO
O = Cybertrust Japan [Co., Ltd. E2 1B7AC6F |(SHA256)
Co., Ltd. C=JP BFACAF5(93D931D5F95411998705B148532F4E16FBCF00F3318DFFIB6
c=JP F703 IA0765ED749C8FDO
6 |1 CN = Cybertrust CN = SecureSign 167DDD4E7AB |rsaEncr [2048Bit sha256With [June 22, Nune 22, BE3C2863|(SHA1) 2.23.140.1.2.2
Japan SureServer CA| Root CA12 D348B6A105BClyption |s RSAENcrypt[2020 2030 93A4E485F9DDEC1E1FCF62CE4AFADO4EDCA44109A9504F4784
G7 O = Cybertrust Japan 9CA24ACE745F ion 16:42:05  [16:42:05  [OF5489D
O = Cybertrust Japan [Co., Ltd. 2B6CB D69B23C |(SHA256)
Co., Ltd. C=JP 52674AB |A2E2C3D73CFF96451325712E212FA15C40FD4F2C3F143C1B
c=JP 5A4 B619385365304C02
7 [ CN = JCSI TLSSign |CN = SecureSign  [7540ACF59D07 |rsaEncr [2048Bit sha256With [October 11, [April 8, D3342FD |(SHA1) 2.23.140.1.2.2
Public CA RootCA1l 1D7A7ECAFC2 |yption s RSAEnNcrypt2018 2029 DF84C99 [SE2EDOEDDO013B5EFSEB2203FAABGF876452FCEC2
O = Cybertrust Japan [O = Japan FB965A7D1141 ion 10:36:33  [13:56:47 DE843F0
Co.,Ltd. Certification 5CD53 51DB9D9 |(SHA256)
c=Jp Services, Inc. F440D9C (9253BFB668F3E743A525E48B5F 750A8A66035F806297C25F8
C=JP 08BB1  [134DC8AC9635BD8
8 |1 CN = Cybertrust CN = SecureSign 756 AA35ABAS8 [rsaEncr [4096Bit [Sha384With June 22, Nune 22, EDB8FA2|(SHAL) 2.23.140.1.1
Japan SureServer EV | Root CAl4 847DD5103C33 yption |s RSAEncrypt[2020 2030 F3D7D25 [EDEC2820E5CD08CB234D3B2417FEODCDB51D238B
CA G9 O = Cybertrust Japan |A37B168FAL3A ion 17:50:22 17:50:22 BEE354B
O = Cybertrust Japan [Co., Ltd. 4F715 165CE54 |(SHA256)
Co., Ltd. C=JP IA8833B9 [93397E182492A7E7C582BADFE04348E6FA985CBA19AFDEL
c=JP 2FOC7  |6FD740FF03857367C
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(Translation)
C |Cert|Subject Issuer Serial Key [Key [Digest |Not Not AfterSKI  [Fingerprint Policy identifiers
A # Algor|Size |Algorith Before
id ithm m
9 1 CN = Cybertrust CN = SecureSign 7CA3593373BD [id- 384Bits fecdsa-with- [June 22, Nune 22, IAEE4FD ((SHA1) 2.23.140.1.1
Japan SureServer EV| Root CA15 43AA87416ABO [ecPublic ISHA384 2020 2030 C16E22F8FBF4B414FBA71E4F10AA57CF8C47697489D59ED1
CA G8 O = Cybertrust Japan 439DAC5D0361 [Key 18:39:21 18:39:21  |DFB7138
O = Cybertrust Japan [Co., Ltd. D803 3F8E2D1 |(SHA256)
Co., Ltd. C=JP 43B696B9[70C4002E0DF2FF51E691654903BE742D09D5A74A84B15B68
c=JP 3AC8 FBCDA320FBF3DC6B
10 1 CN = Cybertrust CN = SecureSign 2C77F85B12969 rsaEncr [2048Bit [sha256With June 22, Nune 22, 7483319B|(SHA1) 2.23.140.1.1
Japan SureServer EV | Root CA12 E757EACB8921C yption |s RSAENcrypt[2020 2030 F875CDO0 (99865D3428D04DEFOD3FA29DEFBD5905A0B040A7
CA G7 O = Cybertrust Japan [7155089AE35F4 ion 16:34:38  [16:34:38  |DCF8E84
O = Cybertrust Japan [Co., Ltd. 18 E6D28E9 |(SHA256)
Co., Ltd. C=JP IAAB794C [76648FBC40CC4164CEA02422A09EBAEAD29C67F5E7DD74
c=JP 2AAG F691B7FA08043472C5
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(Translation)

APPENDIX B
Certificate Policy
CA Policy Name Version Date
CA#4, | JCSI Certificate Policy 3.5 September 13, 2023
CA#T | jCsl Certificate Policy 3.6 March 15, 2024
JCSI Certificate Policy 3.7 July 30, 2024
CA#1 Cybertrust Japan Certificate Policy 1.18 August 24, 2023
CA#3, | Cybertrust Japan Certificate Policy 1.19 March 15, 2024
gﬁzg Cybertrust Japan Certificate Policy 1.20 April 15,2024
CA#8 | Cybertrust Japan Certificate Policy 1.21 July 30, 2024
cA#10 | Cybertrust Japan Certificate Policy 1.22 August 20, 2024
Certification Practice Statement
CA Policy Name Version Date
CA#1 | Cybertrust Japan Certification Practice Statement 1.07 August 24, 2023
- Cybertrust Japan Certification Practice Statement 1.08 March 15, 2024
CA#10 Cybertrust Japan Certification Practice Statement 1.09 April 15,2024
Cybertrust Japan Certification Practice Statement 1.10 July 30, 2024
Cybertrust Japan Certification Practice Statement 1.11 August 20, 2024




