BIREME HISEEEA

& d— é ﬁ /2’:\ A T162-8551
HREFEXEARE 1&E 25

HIEPH-EIl
Telephone 03 3266 7500

Fax 03 3266 7600
Internet home.kpmg/jp/azsa
M7 B EEE ORERE

2024 48 A 26 H
ta b T A MVAT AR SHE
HATHRE M2 [H2B)

AIREE HFSEAEA
FOLEHAT

S—h— AR )§ i)‘a 5 iﬂ
’ - Y™ — \Q
A

MEERTENIZ, AR DT D WebTrust—SSL FEAR B REEHIE v2. 7 (the WebTrust Principles
and Criteria for Certification Authorities - SSL Baseline with Network Security v2.7) [Z#
LT, 202346 H 7 H2H 202446 H 6 HE TOHIMICHWT, kA ICREHINZEa LA RT X
kv AT B AR S OFERER (JAT [CA] &9, ) O —ERX CGRE) LK fCA—tv R &
W, ) BT AREE OB EIC OV TCEEMRIEEL 21T 72,

REFOTBEIC LN, B2 A bT ANV AT A RRASHTAER A ISR Sz CA Y — B R (T
DWW, FREFHZ I L T\,

. BEa AT RAMARATLAREASHIT, CA 790 T4 —F LA KT A AZHERL L T SSL FERA
EERMT L7200y PAV MEELSSLIEAET A 74 7 VEBHOE DX AE S, ko
Ah?%hyz?AfﬁfA&®?I7%4%THﬁB_ﬁﬁéht;mﬁﬁ%ﬁﬁﬁwﬂ%%ﬁ
U —|ZTRR L, YEBIREINTEFEBIHE-> TH—E A2t L Tz,

2. BaAbPTAPVATLARAKRKESIE, TRRICOWTHEEA R RGEZ 2T 5 72D O A2 72 NES
W 2 HERE LT,
BETHEL SSL GERHEDA T U T A NHENL S, TDTA TV A I VBB THR#ES N
Tz &,
SSL MMAFEE WL, (B2 bT7 A MU AT A ZRKEAENT O BEEHEOT-D) WUNIEEE
InTWiEZ L,

3. B ANTABMUATARRKESHIT, FRRICOWTHEENZRRIEE IR 2 72D OF 22N
Huiil 2 MERF LTz,
CAV AT h LT —H OB, M T 7 v A%, ARSI ACHIBEIN W22 &,
H L R EOEBRICE T DA ORERIESHERF S TV 2 &

KPMG AZSA LLC, a limited liability audit corporation incorporated under the Japanese Certified Public Accountants Law and a member firm of the KPMG global organization of independent
member firms affiliated with KPMG International Limited, a private English company limited by guarantee.


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4

kPMG

CA AT LDA T VT 4 ZHERFT 5720, CA AT LR D B3 RS & OSE M 136 b))
WGBS, Efi S TunizZ &,

Fo, BREEFOTREICIE, BT b T A AT ARSI A ICGER STz CA Y —
EAIZHOWT, FreFHHEAZ T L Tz,

4, B A FTABNVAT ARABRRESHIZ, TRICOWTCEHA R 7T 2 720 O F 7 NES
w2 MR LT,

CAT T T +—F LDED D Network and Certificate System Security Requirements (Z
WAELTW-Z &,

ek A O T%15: CA OFRRIEHR | ICFRE STV A CA #1-1 1%, 202349 A 30 HIZEEIE ST,

FEERDOEE

tah hTANAT L ZKRRESHOREEOEFTIT, A D= D WebTrust—SSL A B EE
FAYE v2. TITYELL €, BEF ORI EZEEI/ERT L&, LU fddFECiE# Iz — e X%
Bt s 2 L ich b,

B mBL, MR ONEEHE

WMEERTE NI, BEM. BB, BEEEMZE L U COREN KR ONIE Y AR rEE. STRAFEE M Ok £/
HHZE & U COTENCBIT o BARIRAIZ JLHf & 9 2 [EHE S LB R EER S OWESFH Lo 7o o
ERS B (ERMSIHEEL ST, ) (ERRMESRE) OMSIHE O OMmOREMELCBE T2
HE & 8857 LT,

Fo. HEAENL BEERESE~RX DA MEER 1 SAEALTEBY . Ziu, BEMEICET
LHUE, WEEMRBMZE L L CORER O SN HESFEOERFHEOBFICET 2 it & s 5
o, WE~YRXDAV N AT A ETYA v, BHAKOERTZLZ2ERLTVD,

(B EREOEE

WEERIEANOBFEE, YEEEANOE L 72T E SO TR EF OGN EICx L TER A2 RFT
LT EIZH D,

WEEAE NI, EEREA - RAFEERE SN AER U EB RS EYE 3000 1B £ F O A
XIF L B a—DIAORAEES | (CHEIL L CHEB 2L L7-, Yikfashix, YEEEANC, 7 XCOE
NI BWT, MEEORBRENBEEICFRENTNDENE I NICHONT, FENRREEE5 -
OOFHmEFHBE LEMTHZ EE2RDODTND, o T, Fhicld, (1) Ea s T X M AT A XRE
Ktk SSLEEEORIT, BH. Khiz 2 BT 5 ksl 2 & e SSLAatET A 7491 7 L
BHOEVRALZBR NN T T IV T4 —F 04 RTA A LIy hT—7 LEEHEY 2T
LD T NG 2B R 22 L, (2 B2 T A MR T ARSI L7z SSL
FFHES A T A I VEROE DR AEBIH > CTEBSNT-BEI ZREICIV T A MT528, 3)
PRI S ) 0 3o 3EAE oo & e L9~ 5 2 &0 (4) MBS VE AR BUT S U T L 38D 7= Z Dfhod
Tl EfTH L2 EATND,

WMEERENT, BREPORME L 725 0ol /i il a2 AF Lz Ll LT 5,

AL b T ARV AT L ZRASAEITI T D R E O ERHLHI O A6 ) 22 A0 & RN, K OYIIA
H LA OWERHLH] U A 7 OFHC 5 2 2 8%, NERHH] & O ALER, K OME <« OIMAE L15


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4

kPMG

FE OFITESGPTIZ B W TEIN A Z DM O BERNKF L TV D, HEEAENERIOIARE E5HFE O
FTES AT BT 2 NERFEH DA 2h % FEMi 3 5 720 D Ffee & it L TV R0,

PRI D FR S

WL OB ZMEICIT, ANBH 72 I A DO FREMESCNEFEHI DL & BAORANH 5, Bz
X, ZOMEICE Y, WEHENL, AT 200 HRA~OKRKBOT 78 A, AL UINEORY > —
R RAOMFIEEK 2B, BRATDHIENTERVWI ERH D, X, HEEENOR R FHEIZK
SLFEMOTFRA~DOTFRIL, WNEHEIN N2 D A REENH D LN D U AT DR ELEZ T D,

BA

YEERIENT, B2 A P T A RV AT AZABEASHORER OFRBRED, FEERD7ZHD WebTrust—
SSL HA B AR EEEIYE v2. 7T 1233 T, 202346 H 7 BHAN6 202446 H 6 HE TOHMIZIHBWT,
TRTOEERAIZBWTHEEICERREINTWNDE LD LERO S,

ZORFEREEX., FREER DD D WebTrust—SSL FEARBEALRZEYE v2. 7 234 & L CW D&%
A2 T, Ea A7 A M AT AAEASHLOY —EZADMEIZONW T HRIATHE O TN,
Fo, ORDIBEOBERTHEMICHT HEIL R T A NVAT AXKEASHLOY—EROM A
WZOWTHAHERAT LD TR,

WebTrust < —/L O

Tah b T AR AT A ZXRAESHORIER D=8 D WebTrust-SSL 3 —/LOfEIL, = OIRFEERE
EBONREZRENCE T L TNDLD, 2 ORGEREEOE T LB R 2 i 5 Z & 2B
L7=bDTiEeL, 2O XD 2R E T & TR0,

Z DO TEHR

YA T AR AT ARARREAHOREEIT, CAT T IV T 53— LEWRTIHA L F—F v b
TIIVDF L TFA T+ —TF LT 5 Bugzilla DY A N TR IS ERATTHE LIk C 2248
FIENCTHRARL TV D,

ULk


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4

kPMG

fHégk A
*I4: CA

Root CAs

CAH1: Security Communication RootCAl

CAH2: Security Communication RootCA2

CA#3: Security Communication ECCRootCAl

OV SSL Issuing CAs

CA#4: SECOM Passport for Web SR 3.0 CA

CA#5: NIT Open Domain CA - G7 RSA

CA#6: NIT Open Domain CA - G7 ECC

CA#7: CrossTrust OV CA5

EV SSL Issuing CAs

CA#8: SECOM Passport for Web EV 2.0 CA

Other CAs

CA#9: CrossTrust DV CA5

CAH#10: FujiSSL Public Validation Authority - G3




kPMG

KFRCAD I
CA (Cert V7 ¥ =2~  PEITH VITNEGF—TF—HE A T =B RE IR 7 2 = 7 MRE] RY v —F7
o LTV R A N T VOB O T [T e Vi

N =)D~ S

1 [1 OU = Security OU = Security 00 rsaEncr [2048bit [shalWithRS|Sep 30 Sep 30 IA073499968DC85 [E75E72EDIFS60EECEEB4800073A43FC3AD19195A392282017895974A99026B6C -
Communication Communication lyption IAEncryptio [04:20:49  (04:20:49  |5B65E39B282F57
RoOtCAl RootCAl n 2003 GMT (2023 GMT [9FBD33BC0748
O = SECOM O = SECOM
Trust.net Trust.net
C=JP c=JP

2 [ OU = Security OU = Security 00 rsaEncr 2048bit [sha256With [May 29 May 29 0A85A977650598 [513B2CECB810DACDESDD85391ADFC6C2DD60D87BB736D2B521484AA47TAOEBEFE  [2.23.140.1.2.1
Communication Communication lyption RSAEncrypt/05:00:39  |05:00:39  [7C4081F80F972C 2.23.140.1.2.2
Ro0tCA2 Ro0tCA2 ion 2009 GMT (2029 GMT [38F10AEC3CCF 2.23.140.1.1
O = SECOM Trust [0 = SECOM Trust 2.23.140.1.4.1
Systems CO.,LTD. [Systems CO.,LTD. 2.23.140.1.5.1.3
C=JP C=JP

3 I CN = Security CN = Security 00D65D9BB378[ECDSA [384bit  sha384With Jun 16 Jan 18 861CE7FE2DA5S4 [ETAFBDAS5BD564CA473A36B441AATI9CBAGBEN77440E8288BOFALIESOEABBACALL  [2.23.140.1.2.1
Communication ECC|Communication 812EEB Encrypt ECDSAEnNC 05:15:28  [05:15:28  |A8BO8FE2811FA 2.23.140.1.2.2
RoOtCAl ECC RootCAl ion ryption 2016 GMT [2038 GMT |BEA366F860592F
O = SECOM Trust |0 = SECOM Trust
Systems CO.,LTD. [Systems CO.,LTD.
C=JP c=JP

3 12 CN = Security OU = Security 22B9B1A49DB [ECDSA[384bit [sha384With |Apr 4 May 29 861CE7FE2DA54 [C3EBCEATE6B13AC3EB3A79F05819E67D6893C65642F50DIB5E1647CB26506B8E 2.23.140.1.2.1
Communication ECC|Communication 1D47C2674294 |[Encrypt ECDSAEnNC [06:22:18  [05:00:39  |ASBOSFE2811FA 2.23.140.1.2.2
RootCAl Roo0tCA2 CEE84F8FC  |ion ryption 2024 GMT (2029 GMT |BEA366F860592F

O = SECOM Trust
Systems CO.,LTD.
C=JP

O = SECOM Trust
Systems CO.,LTD.
cC=JP




kPMG

CA (Cert [} 7 Y= b PBEITH VUV TNEG =TT A T = A RE SRy 7 Y = 7 MR RY v—F7
g LAY R (AT VDRE | OT el DESZAN- 1l
BZAUN T A A -
4 1 CN = SECOM OU = Security 22B9B12F4D05 [rsaEncr [2048bit [sha256With [Mar 16 Mar 16 CBEF3DEF8374A [E0SED4A9E4CT773308A93E849861225AE349A92BBD4BACDD4900AD4E73B131100 2.23.140.1.2.2
Passport for Web SR [Communication FOED13 lyption RSAEnNcrypt/05:49:12  [05:49:12  [1A842F03B4036F
3.0 CA Ro0tCA2 ion 2018 GMT [2028 GMT |A6D8294A92736
O = SECOM Trust |O = SECOM Trust
Systems CO.,LTD. [Systems CO.,LTD.
C=JP C=JP
5 [1 CN = NII Open OU = Security 22B9B18587A6 |rsaEncr [2048bit [sha256With [Dec 15 May 29 B0O2EE551EDFC4 [603DB707A584003BED6F1D43DCDAEAEL3CD18D798E827DE2F3A31F3193FCODAC  2.23.140.1.2.2
Domain CA - G7 Communication 9943B5EC368F |yption RSAEnNcrypt/08:46:22  [05:00:39  |ACFA387F113907
RSA RoOtCA2 4CAF68F7 ion 2020 GMT (2029 GMT [62D9D8E94A1E3
O = SECOM Trust |0 = SECOM Trust
Systems CO.,LTD. |Systems CO.,LTD.
C=JP C=JP
6 |1 CN=NII Open CN=Security 0100004C9F5D [ECDSA[384bit |sha384With |Dec 15 Dec 15 6B30200CAEB7C 81CD03067252FFE849B240DCC24566678677E3FSFEDCAC540D7A26CAD2C081C8 2.23.140.1.2.2
Domain CA -G7  [Communication EB113CD4FB41[Encrypt ECDSAEnNc [09:17:38  |09:17:38  [3139BD9A759178
ECC ECC RootCAl C8C9ECT7D ion ryption 2020 GMT [2030 GMT |A5E30C14C5549
O=SECOM Trust |O=SECOM Trust
Systems CO.,LTD. [Systems CO.,LTD.
C=JP C=JP
7 [ CN = CrossTrust OV|OU = Security 22B9B152643B |rsaEncr [2048bit [sha256With |Aug 22 IAug 22 24B7B441D4324F [79C4091B05B15C1683128B7A355E0AAD6G2E1BBBC3ESF3735370C06CCAD1AFB44 2.23.140.1.2.2
CA5 Communication 58B011 lyption RSAENcrypt07:23:58  [07:23:58  |C419FF5E62643B
O = SECOM Trust [RootCA2 ion 2018 GMT (2028 GMT [5E69276117DC
Systems CO.,LTD. |0 =SECOM Trust
C=JP Systems CO.,LTD.
C=JP




kPMG

CA (Cert [} 7 Y= b PBEITH VUV TNEG =TT A T = A RE SRy 7 Y = 7 MR RY v—F7
g LAY R (AT VDRE | OT el Y= 7 ikl
BZAUN T A A -
8 |1 CN = SECOM OU = Security 22B9B0C9 rsaEncr [2048bit [sha256With |Dec 16 Dec 16 164BFB0C97388A [E1F2E95000F815E11C81490430B5D02C8D81D0D256C85DF68B516D6C27761926 2.23.140.1.1
Passport for Web EV|Communication lyption RSAEnNcrypt/07:04:09  [07:04:09  |185A54A146CF89
2.0 CA Ro0tCA2 ion 2014 GMT (2024 GMT [2447CCC476B3
O = SECOM Trust |O = SECOM Trust
Systems CO.,LTD. [Systems CO.,LTD.
C=JP C=JP
8 R CN = SECOM OU = Security 22B9B19D60F?2 [rsaEncr [2048bit [sha256With |Aug 30 May 29 164BFB0C97388A 39B6E3B388F749521DF2B354182EB4ACD87D4BF36439BFAF0202E5596CFC2CAA4 2.23.140.1.1
Passport for Web EV|Communication IA361D7FAT7E95|yption RSAEnNcrypt/04:35:47  [05:00:39  |185A54A146CF89
2.0 CA RoOtCA2 7C63BD5C ion 2023 GMT (2029 GMT [2447CCC476B3
O = SECOM Trust |0 = SECOM Trust
Systems CO.,LTD. |Systems CO.,LTD.
C=JP C=JP
9 1 CN = CrossTrust DV|OU = Security 22B9B15323E5 |rsaEncr [2048bit [sha256With |Aug 22 lAug 22 4F8B70CFA9401C|[18F4368FE93B3CAE025230BCE7EAD340FDI0FB27FIAL0E36FEEBIFCA54F22788 2.23.140.1.2.1
CA5 Communication IAEFDCD lyption RSAENCrypt(07:32:24  07:32:24  |96E5945D77ACD
O = SECOM Trust [RootCA2 ion 2018 GMT [2028 GMT |66F4D2D9BF277
Systems CO.,LTD. |O =SECOM Trust
C=JP Systems CO.,LTD.
C=JP
10 1 CN = FujiSSL Public|OU = Security 22B9B154F33C |rsaEncr [2048bit [sha256With |Aug 22 IAug 22 BCEBD911E0516 [56DA6EFEF1D504134C72EEDC3AE44AATFA11B848820DBFAAB6CABE3SD60EDBO4  2.23.140.1.2.1
IValidation Authority [Communication 5E5E00 lyption RSAEnNcrypt/07:41:02  07:41:02  |46FFFF0744F0D5
- G3 RoOtCA2 ion 2018 GMT (2028 GMT |AAB4A4F2D7827
O = SECOM Trust |0 = SECOM Trust
Systems CO.,LTD. |Systems CO.,LTD.
C=JP C=JP




{18k B
AERAERY v —
CA CP 4 Version | Hft

CA#1 Security Communication RootCA T\ CA HEFFHERY o — 6. 05 2024/4/1

CA#2

CA#3 Security Communication RootCA T\ CA HEFHHERY o — 6. 04 2024/1/24
Security Communication RootCA T\ CA fHFFFHERY o — 6.03 2023/7/11
Security Communication RootCA T/ZL CA HEFRHER Y o — 6. 02 2023/5/17

CA#4 T L XRAAR— | for Web SR ERGF/HFFHER Y 2 — 3. 04 2024/4/1
T a LXZAAR— |k for Web SR FFFHAFAER Y 2 — 3.03 2023/8/28
T a LXZAAR— | for Web SR FFFHAFAER Y 2 — 3.02 2023/5/17

CA#5 EREE GFIHERY o — 1.22 2024/4/1

CAH6 EFERGE GEAEARY v — 1.21 2023/8/28

CA#T ARG FAFAEAR Y — 1. 20 2023/5/17

CA#S T a LXZAR— |k for Web EV ZEFEaFAER Y 32— 3.04 2024/4/1
Y a2 L /RRAKR—F for Web EV BEEEZEHERY > — 3.03 2023/9/14
Y a2 L /RRAKR—F for Web EV BEEEZEHERY > — 3. 02 2023/8/28
Y a2 L /RRAKR—F for Web EV BEEEZEHERY > — 3.01 2023/5/17

CA#9 N AA VEREE GEHERY > — 1.22 2024/4/1

CA#10 RAA RREE GEERY v — 1.21 2023/8/28
N AA VEREE GEHERY > — 1.20 2023/5/17

R

CA CPS 4 Version | HAfT

CA#1 Security Communication RootCA FRgiFiE L E 6. 04 2024/4/1

CA#2

CA#3 Security Communication RootCA FREEIEH I E 6.03 2024/1/24
Security Communication RootCA FRgiFiE L E 6. 02 2023/5/17

CA#4 Y o ARG R SRR AR 2.19 2024/4/1

CA#5

CA#6

CA#7

CA#8 Y o LR R R AR 2.18 2023/5/17

CA#9

CA#10



https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-0605.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-0604.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-0603.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-0602.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/archive/PfWSRCA-CP-0304.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/archive/PfWSRCA-CP-0303.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/archive/PfWSRCA-CP-0302.pdf
https://repo1.secomtrust.net/sppca/cp/archive/ovcp-0122.pdf
https://repo1.secomtrust.net/sppca/cp/archive/ovcp-0121.pdf
https://repo1.secomtrust.net/sppca/cp/archive/ovcp-0120.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-0304.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-0303.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-0302.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-0301.pdf
https://repo1.secomtrust.net/sppca/cp/archive/dvcp-0122.pdf
https://repo1.secomtrust.net/sppca/cp/archive/dvcp-0121.pdf
https://repo1.secomtrust.net/sppca/cp/archive/dvcp-0120.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-0604.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-0603.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-0602.pdf
https://repo1.secomtrust.net/spcpp/cps/archive/SECOM-CPS-0219.pdf
https://repo1.secomtrust.net/spcpp/cps/archive/SECOM-CPS-0218.pdf

{8k C
B RINAY ANBRY U
SECOM: Certificates Issued with lower case value in https://bugzilla. moz
subject:countryName illa. org/show_bug. cg

i?1d=1896596

SECOM: Difference in upper and lower case between CN field https://bugzilla. moz
and SAN illa. org/show_bug. cg
171d=1897346



https://bugzilla.mozilla.org/show_bug.cgi?id=1896596
https://bugzilla.mozilla.org/show_bug.cgi?id=1896596
https://bugzilla.mozilla.org/show_bug.cgi?id=1896596
https://bugzilla.mozilla.org/show_bug.cgi?id=1897346
https://bugzilla.mozilla.org/show_bug.cgi?id=1897346
https://bugzilla.mozilla.org/show_bug.cgi?id=1897346

2024 48 A 26 H

A ART AN AT AR S AT

BT 7?&3% fg Yy

WAHE, MR ACEEESNREEE (LAF TcA] &vwo, ) ZiEE L, SSLGERYy—be 2 (LLF
[SSL CA—E R | &5, ) ZRALL TS,

BHOREFIX, *y hT—27 ROGEHAEL X2 U 7 4 VAT LOWNEKEH, 240 Web 4 T
ANBAL TS SSL CA B VR A FEBOBR, SSLEET A 73 A 7 VEBEONEHEHI, SSLAEAEZ A 7
YA 7 VEBONEHEH 2 5T 44100 SSL CA DIEIZOWT, BRI NEHHI 2L L, HEFF9 5 2

WCEERH D, ZHODONEHHENTE=Z Y v VOB EEATEY , @S- K aEIET
L2 DITHNE S D,

WERFEHNC IR, A7 I 2O REMESCNERFEHI OalkE 7 & BAORARH 5, 1E->T, A7
PERHEH] & W2 &b Htho CA DIEFAIC OV THEMRRIEARILT 5 b DT L2y, 61, K
OENZ LD . NEFERI OFMEFRE & & HICBLT 285 E6 03 H 5,

HhoREFEIL, MO CA P —E 2 OR) IR DFEAFEZF OBRR & WERTH 25 0 L7z, £ oD
FEMIZ ZE S < YHOREF OB AT, HUihid, FEEE D7D O WebTrust-SSL AT LRFEHIE v2. 7
(the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline with
Network Security v2.7) IZHEHLL T, 202346 H 7 H/ 5 202446 H 6 HE CTOHMIZI T, SSL

CAr—EADMLIZBI L T, TRROFHEZE L7,

. CAT TV T+ —FLHA RTA NI T SSLEFHEZ LT 27200 aI v N AV Mg
SSL AEHET A 79 A I NVEHO VR AE G, Ytho v = 7% A b CTHEk B ICREHE S V- RBRE
JEA RN OGEHERY O —IZ TR L, YR SNTERIME > TH—E R 2R L T,

2. TRACOWTHEM R Z 20T 5 72 O F 072 NS 2 HERF L Tz,
EHT 8L SSLAEAEDA VT 7 V)T A DL IS, DT A TH A 7V EE L TREI N
TW=Z &,
SSLMAFE L,  CHEET O BEREF DO-0) WUNIFEIES N TWeZ &,


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4

3. TREICOWTHB 7R ERAEZ #1272 D O 2h 72 NI RE ) & #E R L Tuhie,
CAV AT LT —H~OHBA ., WENT 7 & 2%, KRS EANSHRES T2 &,
Hit L AEAEOE IR T 2 E A OGS HERF STV Z &y
CA VAT LDA T T VT 4 ZHEFFT 5720, CA VAT MR DER%E. PRSF MK ONEH I3 Y)
ARSI, EffiEsh T\ &,

4, CAT7 77UV T3 —TF LNED D Network and Certificate System Security Requirements (Zi
HLTWEZ L2 oW THEB R RREE TR 5 72O OB Zh e kel 2 HEFE L T,

YL, CA 79UV T4 —F LeEgRT DAL=y NT T IV DE L TA L TH—TFT L THD
Bugzilla %A F TABIIN TWAIFHR A FELCIZEEHR L TV 5,

18 A O T%15: CA OFRBIE R 1T STV D CA #1-1 1%, 202349 H 30 FIZEEIE LT,



ek A
XHECA

Root CAs

CAH1: Security Communication RootCAl

CAH2: Security Communication RootCA2

CA#3: Security Communication ECCRootCAl

OV SSL Issuing CAs

CAH4: SECOM Passport for Web SR 3.0 CA

CA#5: NII Open Domain CA - G7 RSA

CA#6: NII Open Domain CA - G7 ECC

CA#7: CrossTrust OV CA5

EV SSL Issuing CAs

CA#8: SECOM Passport for Web EV 2.0 CA

Other CAs

CA#9: CrossTrust DV CA5

CA#10: FujiSSL Public Validation Authority — G3
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INDEPENDENT ASSURANCE REPORT
August 26, 2024

To Mr. Shinnosuke Kabasawa
Executive Officer
SECOM Trust Systems Co., Ltd.

KPMG AZSA LLC

Tokyo Office
Partner, Certified Public Accountant
Masatoshi Shigaki

Scope

We have been engaged, in a reasonable assurance engagement, to report on the management’s assertion of
SECOM Trust Systems Co., Ltd. (“STS”) that for its Certification Authority (CA) operations at Tokyo,
Japan, throughout the period June 7, 2023 to June 6, 2024 for its CAs as enumerated in Appendix A, STS
has:

1. disclosed its SSL certificate lifecycle management business practices in its Certification Practice
Statements and Certificate Policies enumerated in Appendix B, including its commitment to provide SSL
certificates in conformity with the CA/Browser Forum Requirements on the STS website, and provided
such services in accordance with its disclosed practices

2. maintained effective controls to provide reasonable assurance that:

- the integrity of keys and SSL certificates it manages is established and protected throughout their
lifecycles; and
- SSL subscriber information is properly authenticated (for the registration activities performed by STS)

3. maintained effective controls to provide reasonable assurance that:

- logical and physical access to CA systems and data is restricted to authorized individuals;

- the continuity of key and certificate management operations is maintained; and

- CA systems development, maintenance and operations are properly authorized and performed to
maintain CA systems integrity

And, for its CAs as enumerated in Appendix A in scope for Network Security Requirements:

KPMG AZSA LLC, a limited liability audit corporation incorporated under the Japanese Certified Public Accountants Law and a member firm of the KPMG global organization of independent
member firms affiliated with KPMG International Limited, a private English company limited by guarantee.
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4. maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline with
Network Security v2.7.

Appendix A, #1-1 CAs was revoked on September 30, 2023.

Certification authority’s responsibilities

STS’s management is responsible for its assertion, including the fairness of its presentation, and the
provision of its described services in accordance with the WebTrust Principles and Criteria for Certification
Authorities - SSL Baseline with Network Security v2.7.

Our independence and quality control

We have complied with the independence and other ethical requirements of the International Ethics
Standards Board for Accountants’ International Code of Ethics for Professional Accountants (including
International Independence Standards) (IESBA Code), which is founded on fundamental principles of
integrity, objectivity, professional competence and due care, confidentiality and professional behavior.

The firm applies International Standard on Quality Management 1 which requires the firm to design,
implement and operate a system of quality management including policies and procedures regarding
compliance with ethical requirements, professional standards and applicable legal and regulatory
requirements.

Practitioner’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We
conducted our procedures in accordance with International Standard on Assurance Engagements 3000,
Assurance Engagements Other than Audits or Reviews of Historical Financial Information, issued by the
International Auditing and Assurance Standards Board. This standard requires that we plan and perform our
procedures to obtain reasonable assurance about whether, in all material respects, management’s assertion is
fairly stated, and, accordingly, included:

(1) obtaining an understanding of STS’s SSL certificate lifecycle management business practices, including
its relevant controls over the issuance, renewal, and revocation of SSL certificates, and obtaining an
understanding of STS’s network and certificate system security to meet the requirements set forth by the
CA/Browser Forum;

(2) selectively testing transactions executed in accordance with disclosed SSL certificate lifecycle
management business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our
opinion.

The relative effectiveness and significance of specific controls at STS and their effect on assessments of
control risk for subscribers and relying parties are dependent on their interaction with the controls, and other
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factors present at individual subscriber and relying party locations. We have performed no procedures to
evaluate the effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

There are inherent limitations in the effectiveness of any system of internal control, including the possibility
of human error and the circumvention of controls. For example, because of their nature, controls may not
prevent, or detect unauthorised access to systems and information, or failure to comply with internal and
external policies or requirements. Also, the projection to the future of any conclusions based on our findings
is subject to the risk that controls may become ineffective.

Opinion

In our opinion, throughout the period June 7, 2023 to June 6, 2024, STS management’s assertion, as referred
to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria for
Certification Authorities - SSL Baseline with Network Security v2.7.

This report does not include any representation as to the quality of STS’s services beyond those covered by
the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline with Network Security
v2.7, nor the suitability of any of STS’s services for any customer’s intended purpose.

Use of the WebTrust seal

STS’s use of the WebTrust for Certification Authorities — SSL Baseline with Network Security Seal
constitutes a symbolic representation of the contents of this report and it is not intended, nor should it be
construed, to update this report or provide any additional assurance.

Other Matters

STS ’s management has disclosed to us the information enumerated in Appendix C, that have been posted
publicly on Bugzilla’s site which is the online forums of individual internet browsers that comprise the
CA/Browser Forum.

(The above represents a translation, for convenience only, of the original report issued in the Japanese
language.)
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APPENDIX A
List of CAs in Scope
Root CAs
CA#1: Security Communication RootCAl

CA#2: Security Communication RootCA2

CA#3: Security Communication ECCRootCA1l

OV SSL Issuing CAs
CA#4:. SECOM Passport for Web SR 3.0 CA

CA#5: NIl Open Domain CA - G7 RSA

CA#6: NIl Open Domain CA - G7 ECC

CA#7: CrossTrust OV CA5

EV SSL Issuing CAs
CA#8: SECOM Passport for Web EV 2.0 CA

Other CAs
CA#9: CrossTrust DV CA5

CA#10: FujiSSL Public Validation Authority - G3
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O = SECOM Trust |O = SECOM Trust
Systems CO.,LTD. [Systems CO.,LTD.
cC=JP C=JP

3 2 CN = Security IOU = Security 22B9B1A49DB [ECDSA384bit [sha384With|Apr 4 May 29 861CE7FE2DA54 |C3EBCEA7E6B13AC3EB3A79F05819E67D6893C65642F50D9B5E1647CB26506B8E 2.23.140.1.2.1
Communication Communication 1D47C2674294 [Encrypt ECDSAENC(06:22:18  [05:00:39 |A8BOSFE2811FA 2.23.140.1.2.2
ECC RootCA1l RoOtCA2 CEE84F8FC fion ryption 2024 GMT 2029 GMT |BEA366F860592F
O = SECOM Trust |O = SECOM Trust
Systems CO.,LTD. [Systems CO.,LTD.
cC=JP C=JP




kPMG

(Translation)

C [CertSubject Issuer Serial Key [Key |Digest |Not Not SKI SHA?256 Fingerprint Policy
A # Algor|Size |Algorith Before |After identifiers
id ithm m
4 1 CN = SECOM OU = Security 22B9B12F4D05|rsaEncr [2048bit [sha256With [Mar 16 Mar 16 CBEF3DEF8374A|E05SED4AIEACT73308A93E849861225AE349A92BBDABACDD4900ADAE73B131100 2.23.140.1.2.2
Passport for Web  |Communication FOED13 lyption RSAEnNcryp(05:49:12  |05:49:12  |LA842F03B4036F
SR 3.0 CA RootCA2 tion 2018 GMT [2028 GMT |A6D8294A92736
O = SECOM Trust |0 = SECOM Trust
Systems CO.,LTD. [Systems CO.,LTD.
C=JP C=JP
5 |1 CN = NII Open OU = Security 22B9B18587A6 rsaEncr [2048bit [sha256With Dec 15 May 29 BO2EE551EDFC4 [603DB707A584003BED6F1D43DCDAEAE13CD18D798E827DE2F3A31F3193FCODAC 2.23.140.1.2.2
Domain CA - G7  |Communication 9943B5EC368F [yption RSAEncryp(08:46:22  [05:00:39 |ACFA387F11390
RSA RootCA2 4CAF638F7 tion 2020 GMT [2029 GMT [762D9D8EY4ALE
O = SECOM Trust |0 = SECOM Trust 3
Systems CO.,LTD. [Systems CO.,LTD.
C=JP C=JP
6 |1 CN=NII Open CN=Security 0100004C9F5D [ECDSA[384bit |sha384With|Dec 15 Dec 15 6B30200CAEB7C [81CD03067252FFE849B240DCC24566678677E3FSFEDC4C540D7A26CAD2C081C8 2.23.140.1.2.2
Domain CA - G7  |Communication EB113CD4FB4 [Encrypt ECDSAENC|09:17:38  |09:17:38  [3139BD9A759178
ECC ECC RootCA1 1C8C9EC7D |ion ryption 2020 GMT [2030 GMT |ASE30C14C5549
O=SECOM Trust |O=SECOM Trust
Systems CO.,LTD. [Systems CO.,LTD.
C=JP C=JP
7 1 CN = CrossTrust  |OU = Security 22B9B152643B [rsaEncr [2048bit [sha256With [Aug 22 Aug 22 24B7B441D4324F|719C4091B05B15C1683128B7A355E0AAD62E1BBBC3ESF3735370C06CCAD1AFBA4 2.23.140.1.2.2
OV CA5 Communication 58B011 lyption RSAENcryp|07:23:58 |07:23:58 [C419FF5E62643B
O = SECOM Trust |RootCA2 tion 2018 GMT [2028 GMT [5E69276117DC
Systems CO.,LTD. |0 =SECOM Trust
C=JP Systems CO.,LTD.
C=JP




kPMG

(Translation)

C [CertSubject Issuer Serial Key [Key |Digest |Not Not SKI SHA?256 Fingerprint Policy
A # Algor|Size |Algorith Before |After identifiers
id ithm m
8 |1 CN = SECOM OU = Security 22B9B0C9 rsaEncr [2048bit [sha256With Dec 16 Dec 16 164BFB0C97388 [E1F2E95000F815E11C81490430B5D02C8D81D0D256C85DF68B516D6C27761926 2.23.140.1.1
Passport for Web  |Communication lyption RSAEnNcryp(07:04:09 [07:04:09 |A185A54A146CF
EV 2.0 CA RootCA2 tion 2014 GMT [2024 GMT [892447CCC476B3
O = SECOM Trust |0 = SECOM Trust
Systems CO.,LTD. [Systems CO.,LTD.
C=JP C=JP
8 2 CN = SECOM OU = Security 22B9B19D60F2[rsaEncr [2048bit [sha256With|Aug 30 May 29 164BFB0C97388 [39B6E3B388F749521DF2B354182EBACD87D4BF36439BFAF0202E5596CFC2CAA4 2.23.140.1.1
Passport for Web  [Communication IA361D7FATEY lyption RSAEnNcryp(04:35:47  [05:00:39 |A185A54A146CF
EV 2.0 CA RootCA2 57C63BD5C tion 2023 GMT [2029 GMT [892447CCC476B3
O = SECOM Trust |0 = SECOM Trust
Systems CO.,LTD. [Systems CO.,LTD.
C=JP C=JP
9 1 CN = CrossTrust  |OU = Security 22B9B15323ES5 [rsaEncr [2048bit [sha256With |Aug 22 IAug 22 4F8BTOCFA9401 (18F4368FE93B3CAE025230BCE7EAD340FDI0FB27FIAL0E36FEEBIFCA54F22788 2.23.140.1.2.1
DV CA5 Communication IAEFDCD lyption RSAENcryp|07:32:24  |07:32:24  |C96E5945D77AC
O = SECOM Trust |[RootCA2 tion 2018 GMT [2028 GMT |D66F4D2D9BF27
Systems CO.,LTD. |0 = SECOM Trust 7
C=JP Systems CO.,LTD.
C=JP
10 [1 CN = FujiSSL OU = Security 22B9B154F33C [rsaEncr [2048bit [sha256With |Aug 22 Aug 22 BCEBD911E0516 [F6DAGEFEF1D504134C72EEDC3AE44AATFAL1B848820DBFAAB6CABE35D60EDB04 2.23.140.1.2.1
Public Validation  [Communication 5ES5EQ0 lyption RSAEncryp(07:41:02 |07:41:02 46FFFF0744F0D5
Authority - G3 RootCA2 tion 2018 GMT [2028 GMT |AAB4A4F2D7827
O = SECOM Trust |O = SECOM Trust
Systems CO.,LTD. [Systems CO.,LTD.
cC=JP C=JP




kPMG

(Translation)

APPENDIX B
Certificate Policy
CA Policy Name Version Date
CA#H1 Security Communication RootCA Subordinate CA Certificate 6.05 April 1, 2024
CA#2 Policy
CA#3 Security Communication RootCA Subordinate CA Certificate 6.04 January 24, 2024
Policy
Security Communication RootCA Subordinate CA Certificate 6.03 July 11, 2023
Policy
Security Communication RootCA Subordinate CA Certificate 6.02 May 17, 2023
Policy
CA#4 | SECOM Passport for Web SR Certification Authority Certificate | 3.04 April 1, 2024
Policy
SECOM Passport for Web SR Certification Authority Certificate | 3.03 August 28, 2023
Policy
SECOM Passport for Web SR Certification Authority Certificate | 3.02 May 17, 2023
Policy
CA#5 | Organization Validation Certificate Policy 1.22 April 1, 2024
CA#6 | Organization Validation Certificate Policy 1.21 August 28, 2023
CART Organization Validation Certificate Policy 1.20 May 17, 2023
CA#8 SECOM Passport for Web EV Certification Authority Certificate | 3.04 April 1, 2024
Policy
SECOM Passport for Web EV Certification Authority Certificate | 3.03 September 14, 2023
Policy
SECOM Passport for Web EV Certification Authority Certificate | 3.02 August 28, 2023
Policy
SECOM Passport for Web EV Certification Authority Certificate | 3.01 May 17, 2023
Policy
CA#9 | Domain Validation Certificate Policy 1.22 April 1, 2024
CA#10 | Domain Validation Certificate Policy 1.21 August 28, 2023
Domain Validation Certificate Policy 1.20 May 17, 2023
Certification Practice Statement
CA Policy Name Version Date
CA#1 | Security Communication RootCA Certification Practice 6.04 April 1, 2024
CA#2 Statement
CA#3 Security Communication RootCA Certification Practice 6.03 January 24, 2024
Statement
Security Communication RootCA Certification Practice 6.02 May 17, 2023
Statement
CA#H4 SECOM Digital Certification Infrastructure Certification 2.19 April 1, 2024
CA#5 Practice Statement
CA#6
CA#7
CA#8 SECOM Digital Certification Infrastructure Certification 2.18 May 17, 2023
CA#9 Practice Statement
CA#10



https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-EN-0605.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-EN-0605.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-EN-0604.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-EN-0604.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-EN-0603.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-EN-0603.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-EN-0602.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-EN-0602.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/archive/PfWSRCA-CP-EN-0304.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/archive/PfWSRCA-CP-EN-0304.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/archive/PfWSRCA-CP-EN-0303.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/archive/PfWSRCA-CP-EN-0303.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/archive/PfWSRCA-CP-EN-0302.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/archive/PfWSRCA-CP-EN-0302.pdf
https://repo1.secomtrust.net/sppca/cp/archive/ovcp-EN-0122.pdf
https://repo1.secomtrust.net/sppca/cp/archive/ovcp-EN-0121.pdf
https://repo1.secomtrust.net/sppca/cp/archive/ovcp-EN-0120.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-EN-0304.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-EN-0304.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-EN-0303.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-EN-0303.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-EN-0302.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-EN-0302.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-EN-0301.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-EN-0301.pdf
https://repo1.secomtrust.net/sppca/cp/archive/dvcp-EN-0122.pdf
https://repo1.secomtrust.net/sppca/cp/archive/dvcp-EN-0121.pdf
https://repo1.secomtrust.net/sppca/cp/archive/dvcp-EN-0120.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-EN-0604.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-EN-0604.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-EN-0603.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-EN-0603.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-EN-0602.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-EN-0602.pdf
https://repo1.secomtrust.net/spcpp/cps/archive/SECOM-CPS-EN-0219.pdf
https://repo1.secomtrust.net/spcpp/cps/archive/SECOM-CPS-EN-0219.pdf
https://repo1.secomtrust.net/spcpp/cps/archive/SECOM-CPS-EN-0218.pdf
https://repo1.secomtrust.net/spcpp/cps/archive/SECOM-CPS-EN-0218.pdf

(Translation)

APPENDIX C
Disclosure Publicly Disclosed Link
SECOM: Certificates Issued with lower case value in https://bugzilla.mozilla.or
subject:countryName g/show_bug.cqi?id=1896

596

SECOM: Difference in upper and lower case between CN field and SAN https://bugzilla.mozilla.or
g/show_bug.cqi?id=1897
346



https://bugzilla.mozilla.org/show_bug.cgi?id=1896596
https://bugzilla.mozilla.org/show_bug.cgi?id=1896596
https://bugzilla.mozilla.org/show_bug.cgi?id=1896596
https://bugzilla.mozilla.org/show_bug.cgi?id=1897346
https://bugzilla.mozilla.org/show_bug.cgi?id=1897346
https://bugzilla.mozilla.org/show_bug.cgi?id=1897346

(Translation)

STS MANAGEMENT’S ASSERTION

August 26, 2024

Shinnosuke Kabasawa
Executive Officer
SECOM Trust Systems Co., Ltd.

SECOM Trust Systems Co., Ltd. (“STS”) operates the Certification Authority (CA) services for its CAs as
enumerated in Appendix A and provides SSL CA services.

The management of STS is responsible for establishing and maintaining effective controls over its SSL CA
operations, including its network and certificate security system controls, its SSL CA business practices
disclosure on its website, SSL key lifecycle management controls, and SSL certificate lifecycle management
controls. These controls contain monitoring mechanisms, and actions are taken to correct deficiencies
identified.

There are inherent limitations in any controls, including the possibility of human error, and the
circumvention or overriding of controls. Accordingly, even effective controls can only provide reasonable
assurance with respect to STS’s Certification Authority operations. Furthermore, because of changes in

conditions, the effectiveness of controls may vary over time.

STS management has assessed its disclosures of its certificate practices and controls over its CA services.
Based on that assessment, in STS management’s opinion, in providing its SSL CA services at Tokyo, Japan,
throughout the period June 7, 2023 to June 6, 2024, STS has:

1. disclosed its SSL certificate lifecycle management business practices in its Certification Practice
Statements and Certificate Policies enumerated in Appendix B, including its commitment to provide SSL

certificates in conformity with the CA/Browser Forum Requirements on the STS’s website, and provided
such services in accordance with its disclosed practices

2. maintained effective controls to provide reasonable assurance that:



(Translation)

- the integrity of keys and SSL certificates it manages is established and protected throughout their
lifecycles; and
- SSL subscriber information is properly authenticated (for the registration activities performed by STS)

3. maintained effective controls to provide reasonable assurance that:
- logical and physical access to CA systems and data is restricted to authorized individuals;
- the continuity of key and certificate management operations is maintained; and
- CA systems development, maintenance, and operations are properly authorized and performed to
maintain CA systems integrity

4. maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline with

Network Security v2.7.

STS has enumerated the information to Appendix C, that have been posted publicly on Bugzilla’s site which

is the online forums of individual internet browsers that comprise the CA/Browser Forum.

Appendix A, #1-1 CAs was revoked on September 30, 2023.

(The above represents a translation, for convenience only, of the original assertion issued in the Japanese
language.)


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4

(Translation)

APPENDIX A

List of CAs in Scope
Root CAs
CA#1: Security Communication RootCAL

CA#2: Security Communication RootCA2

CA#3: Security Communication ECCRootCA1l

OV SSL Issuing CAs
CA#4: SECOM Passport for Web SR 3.0 CA

CA#5: NIl Open Domain CA - G7 RSA

CA#6: NIl Open Domain CA - G7 ECC

CA#7: CrossTrust OV CA5

EV SSL Issuing CAs
CA#8: SECOM Passport for Web EV 2.0 CA

Other CAs
CA#9: CrossTrust DV CA5

CA#10: FujiSSL Public Validation Authority - G3




CA Identifying Information for in Scope CAs

(Translation)

C (Cer|Subject Issuer Serial Key |Key Digest [Not Not  |SKI SHA256 Fingerprint Policy identifiers
At Algo Size |Algorit Before |After
il rithm hm
1 |1 OU = Security IOU = Security 00 rsaEnc [2048bi [shalWith [Sep 30 Sep 30 IA073499968DC855 [E75E72EDIF560EEC6EB4800073A43FC3AD19195A392282017895974A99026B6C |-
Communication [Communication ryption|t RSAENcry|04:20:49 [04:20:49 |B65E39B282F579F
RootCAl RootCA1l ption 2003 GMT[2023 GMTBD33BC0748
O = SECOM O = SECOM
ITrust.net Trust.net
Cc=JpP C=JpP
2 [l |OU=Security |OU = Security |00 rsaEnc [2048bi [sha256WitMay 29  [May 29  |0A85A9776505987 513B2CECB810DACDE5SDD85391ADFC6C2DD60D87BB736D2B521484AA47A0EB [2.23.140.1.2.1
ICommunication [Communication ryptionft hRSAEncr|05:00:39 [05:00:39 [C4081F80F972C38 [EF6 2.23.140.1.2.2
RootCA2 RootCA2 lyption 2009 GMT[2029 GMT|F10AEC3CCF 2.23.140.1.1
O = SECOM O = SECOM 2.23.140.1.4.1
[Trust Systems Trust Systems 2.23.140.1.5.1.3
CO.,LTD. CO.,LTD.
Cc=JpP C=JP
3 L [CN=Security [CN=Security [00D65D9BB3[ECDS [384bit |sha384WitJun 16  [Jan 18 861CE7TFE2DAS4A [E74FBDAS5BD564CA473A36B441AATI9CBAGBEN77440E8288BOFA1ESOE4BBACAL2.23.140.1.2.1
Communication (Communication [/8812EEB  |AEncr hECDSAE|05:15:28 [05:15:28 [8BOSFE2811FABE [t 2.23.140.1.2.2
ECC RootCA1  |[ECC RootCAl lyption ncryption 2016 GMT[2038 GMT|A366F860592F
O = SECOM O = SECOM
ITrust Systems Trust Systems
CO.,LTD. CO.,LTD.
c=Jp C=JP
3 2 [CN=Security [OU=Security [22B9B1A49D [ECDS [384bit isha384Wit|Apr 4 May 29  [861CE7FE2DA54A [C3EBCEATE6B13AC3EB3A7IF05819E67D6893C65642F50D9BSE1647CB26506B8E 2.23.140.1.2.1
ICommunication [Communication [B1D47C2674 |AEncr hECDSAE|06:22:18 |05:00:39 [8BO8FE2811FABE 2.23.140.1.2.2
ECC RootCA1l  |RootCA2 294CEEB84F8 lyption ncryption 2024 GMT[2029 GMT|A366F860592F
O = SECOM O = SECOM FC
[Trust Systems Trust Systems
CO.,LTD. CO.,LTD.
c=Jp C=JP




(Translation)

C (Cer|Subject Issuer Serial Key |Key Digest [Not Not  |SKI SHA256 Fingerprint Policy identifiers
At Algo Size |Algorit Before |After
W rithm hm
4 [L  |CN=SECOM |OU=Security [22B9B12F4D [rsaEnc [2048bi[sha256WitMar 16 ~ |Mar 16  |[CBEF3DEF8374A1 [E0SED4A9E4C773308A93E849861225AE349A92BBD4BACDD4900ADAE73B13110 [2,23.140.1.2.2
Passport for Web |[Communication [05F9ED13  |ryption]t hRSAENCr|05:49:12 [05:49:12 |A842F03B4036FAG
SR 3.0CA R0OtCA2 lyption 2018 GMT[2028 GMT|D8294A92736
O = SECOM O = SECOM
[Trust Systems Trust Systems
CO.,LTD. CO.,LTD.
C=JP C=JP
5 [L  [CN=NIIOpen [OU=Security [22B9B18587 [rsaEnc [2048bisha256Wit[Dec 15 [May 29 |BO2EE551EDFC4A|603DB707A584003BED6F1D43DCDAEAE13CD18D798E827DE2F3A31F3193FCOD [2,23.140.1.2.2
Domain CA - G7 |[Communication |A69943B5EC [ryption]t hRSAEncr|08:46:22 (05:00:39 |CFA387F11390762 (AC
RSA R00tCA2 368F4ACAF68 lyption 2020 GMT[2029 GMT|D9D8E94A1E3
O = SECOM O = SECOM F7
[Trust Systems Trust Systems
CO.,LTD. CO.,LTD.
C=JP C=JP
6 [L [CN=NIlOpen  [CN=Security 0100004C9F5 [ECDS [384bit sha384Wit|Dec 15 |Dec 15  [6B30200CAEB7C3 [81CD03067252FFE849B240DCC24566678677E3FSFEDCAC540D7A26CAD2C081C8 [2.23.140.1.2.2
Domain CA - G7 |Communication [DEB113CD4FAEnNcr h 09:17:38 [09:17:38 [139BD9A759178A
ECC ECC RootCA1l  [B41C8C9ECT |yption ECDSAEN[2020 GMT[2030 GMT[5E30C14C5549
O=SECOM Trust O=SECOM Trust D cryption
Systems ISystems
CO.,LTD. CO.,LTD.
C=JP C=JP
7 L [CN=CrossTrust [OU = Security  [22B9B152643[rsaEnc [2048bi sha256Wit|Aug 22  |Aug 22  [24B7B441D4324F [79C4091B05B15C1683128B7A355E0AADG2E1BBBC3ESF3735370C06CCAD1AFBA4)2,23.140.1.2.2
OV CA5 Communication [B58B011 ryptionft hRSAEnNcr|07:23:58 [07:23:58 [C419FF5E62643B5
O = SECOM RoOtCA2 lyption 2018 GMT[2028 GMT|E69276117DC
[Trust Systems O = SECOM
CO.,LTD. Trust Systems
C=JP CO.,LTD.
C=JP
8 [L |CN=SECOM [OU=Security [22B9B0CY [rsaEnc [2048bisha256Wit[Dec 16  [Dec 16  [164BFBOC97388A |[E1F2E95000F815E11C81490430B5D02C8D81D0D256C85DF68B516D6C27761926 [2.23.140.1.1
Passport for Web |Communication ryptionft hRSAENcr|07:04:09 [07:04:09 [185A54A146CF892
EV 2.0 CA RooOtCA2 lyption 2014 GMT|2024 GMT{447CCC476B3
O = SECOM O = SECOM
[Trust Systems Trust Systems
CO.,LTD. CO.,LTD.
C=JP C=JP




(Translation)

C (Cer|Subject Issuer Serial Key |Key Digest [Not Not  |SKI SHA256 Fingerprint Policy identifiers
At Algo Size |Algorit Before |After
H## rithm hm
8 2 |CN=SECOM |OU =Security [22B9B19D60 [rsaEnc [2048bi sha256Wit|{Aug 30  [May 29 [164BFB0OC97388A [39B6E3B388F749521DF2B354182EB4CD87DABF36439BFAF0202E5596CFC2CAA4 2.23.140.1.1
Passport for Web |[Communication |[F2A361D7FA [ryptionit hRSAENcr|04:35:47 [05:00:39 [185A54A146CF892
EV 2.0 CA ROOtCA2 7E957C63BD lyption 2023 GMT[2029 GMT447CCC476B3
O = SECOM O = SECOM 5C
[Trust Systems Trust Systems
CO.,LTD. CO.,LTD.
C=JP C=JP
9 [1 |CN=CrossTrust |OU = Security  [22B9B15323E[rsaEnc [2048bi sha256Wit|/Aug 22  |Aug 22  [4F8B70CFA9401C [18F4368FE93B3CAE025230BCE7EAD340FDIOFB27FIAL0E3GFEEBIFCA54F22788 2.23.140.1.2.1
DV CA5 Communication [SAEFDCD  [ryption[t hRSAENcr|07:32:24 [07:32:24 |96E5945D77ACD6
O = SECOM ROOtCA2 lyption 2018 GMT[2028 GMT|6F4D2D9BF277
[Trust Systems O = SECOM
CO.,LTD. Trust Systems
C=Jp CO.,LTD.
C=JP
10 1  [CN=FujiSSL  |OU = Security =~ [22B9B154F33|rsaEnc [2048bi sha256Wit|/Aug 22  |Aug 22  [BCEBD911E05164 [56DA6EFEF1D504134C72EEDC3AE44AATFAL1B848820DBFAABBCABE3SDE0ED [2.23.140.1.2.1
Public Validation [Communication |C5E5EQ00 ryptionit hRSAENCr|07:41:02 [07:41:02 |6FFFF0744FOD5A [B04
IAuthority - G3  [RootCA2 lyption 2018 GMT[2028 GMT|AB4A4F2D7827
O = SECOM O = SECOM
[Trust Systems Trust Systems
CO.,LTD. CO.,LTD.
C=JP C=JP




(Translation)

APPENDIX B
Certificate Policy
CA Policy Name Version | Date
CA#1 | Security Communication RootCA Subordinate CA Certificate 6.05 April 1, 2024
CA#H2 Policy
CA#3 Security Communication RootCA Subordinate CA Certificate 6.04 January 24, 2024
Policy
Security Communication RootCA Subordinate CA Certificate 6.03 July 11, 2023
Policy
Security Communication RootCA Subordinate CA Certificate 6.02 May 17, 2023
Policy
CA#4 | SECOM Passport for Web SR Certification Authority Certificate | 3.04 April 1, 2024
Policy
SECOM Passport for Web SR Certification Authority Certificate | 3.03 August 28, 2023
Policy
SECOM Passport for Web SR Certification Authority Certificate | 3.02 May 17, 2023
Policy
CA#5 | Organization Validation Certificate Policy 1.22 April 1, 2024
CA#6 | Organization Validation Certificate Policy 1.21 August 28, 2023
CA#T Organization Validation Certificate Policy 1.20 May 17, 2023
CA#8 SECOM Passport for Web EV Certification Authority Certificate | 3.04 April 1, 2024
Policy
SECOM Passport for Web EV Certification Authority Certificate | 3.03 September 14, 2023
Policy
SECOM Passport for Web EV Certification Authority Certificate | 3.02 August 28, 2023
Policy
SECOM Passport for Web EV Certification Authority Certificate | 3.01 May 17, 2023
Policy
CA#9 | Domain Validation Certificate Policy 1.22 April 1, 2024
CA#10 | Domain Validation Certificate Policy 1.21 August 28, 2023
Domain Validation Certificate Policy 1.20 May 17, 2023
Certification Practice Statement
CA Policy Name Version | Date
CA#1 | Security Communication RootCA Certification Practice 6.04 April 1, 2024
CA#2 | Statement
CA#3 Security Communication RootCA Certification Practice 6.03 January 24, 2024
Statement
Security Communication RootCA Certification Practice 6.02 May 17, 2023
Statement
CA#4 | SECOM Digital Certification Infrastructure Certification 2.19 April 1, 2024
CA#5 | Practice Statement
CA#6
CA#7
CA#8 SECOM Digital Certification Infrastructure Certification 2.18 May 17, 2023
CA#9 | Practice Statement
CA#10



https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-EN-0605.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-EN-0605.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-EN-0604.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-EN-0604.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-EN-0603.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-EN-0603.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-EN-0602.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCP1-EN-0602.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/archive/PfWSRCA-CP-EN-0304.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/archive/PfWSRCA-CP-EN-0304.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/archive/PfWSRCA-CP-EN-0303.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/archive/PfWSRCA-CP-EN-0303.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/archive/PfWSRCA-CP-EN-0302.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwsr3ca/archive/PfWSRCA-CP-EN-0302.pdf
https://repo1.secomtrust.net/sppca/cp/archive/ovcp-EN-0122.pdf
https://repo1.secomtrust.net/sppca/cp/archive/ovcp-EN-0121.pdf
https://repo1.secomtrust.net/sppca/cp/archive/ovcp-EN-0120.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-EN-0304.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-EN-0304.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-EN-0303.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-EN-0303.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-EN-0302.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-EN-0302.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-EN-0301.pdf
https://repo1.secomtrust.net/spcpp/pfw/pfwev2ca/Contents/archive/PfWEVCA-CP-EN-0301.pdf
https://repo1.secomtrust.net/sppca/cp/archive/dvcp-EN-0122.pdf
https://repo1.secomtrust.net/sppca/cp/archive/dvcp-EN-0121.pdf
https://repo1.secomtrust.net/sppca/cp/archive/dvcp-EN-0120.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-EN-0604.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-EN-0604.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-EN-0603.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-EN-0603.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-EN-0602.pdf
https://repository.secomtrust.net/SC-Root/archive/SCRootCPS-EN-0602.pdf
https://repo1.secomtrust.net/spcpp/cps/archive/SECOM-CPS-EN-0219.pdf
https://repo1.secomtrust.net/spcpp/cps/archive/SECOM-CPS-EN-0219.pdf
https://repo1.secomtrust.net/spcpp/cps/archive/SECOM-CPS-EN-0218.pdf
https://repo1.secomtrust.net/spcpp/cps/archive/SECOM-CPS-EN-0218.pdf

(Translation)

APPENDIX C
Disclosure Publicly Disclosed Link
SECOM: Certificates Issued with lower case value in https://bugzilla.mozilla.or
subject:countryName a/show_bug.cqi?id=1896

596

SECOM: Difference in upper and lower case between CN field and SAN https://bugzilla.mozilla.or
a/show_bug.cqi?id=1897
346



https://bugzilla.mozilla.org/show_bug.cgi?id=1896596
https://bugzilla.mozilla.org/show_bug.cgi?id=1896596
https://bugzilla.mozilla.org/show_bug.cgi?id=1896596
https://bugzilla.mozilla.org/show_bug.cgi?id=1897346
https://bugzilla.mozilla.org/show_bug.cgi?id=1897346
https://bugzilla.mozilla.org/show_bug.cgi?id=1897346



