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INDEPENDENT ASSURANCE REPORT

To the management of China Financial Certification Authority Co., Ltd. (“CFCA”):

We have been engaged, in a reasonable assurance engagement, to report on CFCA management’s assertion that for
its Certification Authority (“CA”) operations as enumerated in Appendix C, throughout the period 1 August 2022
to 31 July 2023 for its CAs as enumerated in Appendix A, CFCA has:

. disclosed its SSL certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment to
provide SSL certificates in conformity with the CA/Browser Forum Requirements on the CFCA website,
and provided such services in accordance with its disclosed practices

o maintained effective controls to provide reasonable assurance that:

° the integrity of keys and SSL certificates it manages is established and protected throughout their
lifecycles; and

° SSL certificate subscriber information is properly authenticated
. maintained effective controls to provide reasonable assurance that:
° logical and physical access to CA systems and data is restricted to authorized individuals;
° the continuity of key and certificate management operations is maintained; and
° CA systems development, maintenance, and operations are properly authorized and performed to

maintain CA systems integrity

o maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network
Security v2.6.
CFCA does not escrow its CA keys, does not provide subscriber key generation services, and does not provide

certificate suspension services. Accordingly, our procedures do not extend to controls that would address those
criteria.

Certification authority’s responsibilities

CFCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of

its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL
Baseline with Network Security v2.6.

Our independence and quality control
We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
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Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Control 1, and accordingly maintains a comprehensive system
of quality control including documented policies and procedures regarding compliance with ethical requirements,
professional standards and applicable legal and regulatory requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of CFCA’s SSL certificate lifecycle management business practices, including its
relevant controls over the issuance, renewal, and revocation of SSL certificates, and obtaining an
understanding of CFCA’s network and certificate system security to meet the requirements set forth by the
CA/Browser Forum;

(2) selectively testing transactions executed in accordance with disclosed SSL certificate lifecycle management
business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at CFCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, CFCA’s ability to meet the aforementioned criteria may
be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion

In our opinion, throughout the period 1 August 2022 to 31 July 2023, CFCA management’s assertion, as referred
to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria for

Certification Authorities — SSL Baseline with Network Security v2.6.
This report does not include any representation as to the quality of CFCA’s services beyond those covered by the

WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security v2.6, nor the
suitability of any of CFCA’s services for any customer's intended purpose.
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Without modified our opinion, we noted the following matters during our procedures:

A reporter had disclosed an incident (Bug 1838371) on Mozilla’s Bugzilla Platform on 13 June 2023. In the
incident, the reporter found a certificate with an OrganizationName which could not match the name of the
domain owner was issued. CFCA explained the mismatch of the OrganizationName coming from the
understanding of the agent applicant role in the registration process. According to the understanding of the
registration department, the name of the agent applicant can be placed in the OrganizationName field of the
certificate as an expression of the accurate business relationship, which is not commonly recognized as a
correct practice for certificate issuance. After communications with the audit practitioner, CFCA agreed on
the mismatch as an issue of certificate inaccuracy which needs remediations. The remediations shall then
commence with proposal drafted in the incident thread (Bug 1838371) on Mozilla’s Bugzilla Platform
following requirements for certificate mis-issuance in CA/Browser Forum Baseline Requirements for the
Issuance and Management of Publicly-Trusted Certificates.

A reporter had disclosed an incident (Bug 1771482) on Mozilla’s Bugzilla Platform on 27 May 2022. In the
incident, the reporter found the pre-certificate issued by CFCA that seems to have the postalCode and the
streetAddress fields swapped. The incident had been acknowledged, processed, and closed on 15 August
2022 in this audit period as disclosed in the thread on Mozilla’s Bugzilla Platform aforementioned.

CFCA found the OCSP issue and reported it as an incident (Bug 1778035) on 4 July 2022 while processing the
incident (Bug 1771482) on Mozilla’s Bugzilla Platform. In the incident, CFCA found OCSP cache data was not
synchronized after a system update applied, which would lead to an incorrect OCSP status response. The
incident had been acknowledged, processed, and closed on 19 April 2023 in this audit period as disclosed in
the thread on Mozilla’s Bugzilla Platform aforementioned.

The incident (Bug 1784820) derived from the incident (Bug 1752685) had been reported 14 August 2022
on Mozilla’s Bugzilla Platform. In the incident, delayed reporting of ICA certificate issuance was addressed.
The incident had been acknowledged, processed, and closed on 30 June 2023 in this audit period as disclosed
in the thread on Mozilla’s Bugzilla Platform aforementioned.

The incident (Bug 1793053) derived from the incident (Bug 1752685) had been reported 30 September 2022
on Mozilla’s Bugzilla Platform. In the incident, ICA certificate of CFCA was found no EKU field allocated. The
incident had been acknowledged, processed, and closed on 30 June 2023 in this audit period as disclosed in
the thread on Mozilla’s Bugzilla Platform aforementioned.

The incident (Bug 1793059) derived from the incident (Bug 1752685) had been reported 30 September 2022
on Mozilla’s Bugzilla Platform. In the incident, the delay of ICA certificate revocation was addressed. The
incident had been acknowledged, processed, and closed on 30 June 2023 in this audit period as disclosed in
the thread on Mozilla’s Bugzilla Platform aforementioned.

Use of the WebTrust seal

CFCA’s use of the WebTrust for Certification Authorities — SSL Baseline with Network Security Seal constitutes a
symbolic representation of the contents of this report and it is not intended, nor should it be construed, to update
this report or provide any additional assurance.
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The list of keys and certificates covered in the management’s assertion is as follow:

Subject DN Key Type Signature Key Size Subject Key C:nﬁfciie Certificate
Algorithm Identifier Thumbprints Signed by
5CC3D78E4E1
e3fe2dfd28d0 |D5E45547A04
CN = CFCABVROOT = _ _ [ObbSbab6a2c4E6873E64F90C|  CFCA EV
S:Cc:lma Financial Certification Authority Root Key sha256RSA 14096 bits bf0622058c93fF9536D1CCC2 ROOT
b2f EF800F355C4(|
S5FD70FD
CC7253EBDE9
5508e2dccc95 [F7E92CBA297
CN=CFCAEVOCA _ o _ |6d1f5ddeb347|BSBADED1B22| CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltse8e916c6c045 ECCEACAS2SE ROOT
C=CN 77c4 201B4DC410F
KUF3504B5E
FO7BBBDEO76
66b3effb5495 |FOB40C57CC4
CN=CFCAOVOCA e _ 187e9aca59656[BEFEDE97CAT | CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltsaee67ded3adOF53B9AE147FO ROOT
C=CN 43d1 35D284CBF53
F3432FB8
DA738A474EE
55200db47d2 [7473C9699EC
CN = CFCADVOCA . . _ lofe2c6dcfodd3BASEBSF483A |  CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 blts1cbf015aa7dc DA9E7988185 ROOT
C=CN 81bd IA05975C4BA0
CO1B39559
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
ICFCA Certificate Policy and Certification Practice Statement for Global Trusted System 44 November 2022
Certification Practice Statement of CFCA Global-Trust System CFCA 43 July 2022
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Locations in-scope:

info@akamcpa.com

Location

Function

Beijing (North), China

Datacenter Facility

Beijing (South), China

Datacenter Facility

Beijing (Central), China

Administration and Support

Chengdu, China

Registrations and Customer Services
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CFCA

REERIAERD
CFCA MANAGEMENT’S ASSERTION

China Financial Certification Authority Co., Ltd. (“CFCA”) operates the Certification Authority (CA) services
known as CAs in Appendix A.

CFCA management has assessed its disclosures of its certificate practices and controls over its CA services.
Based on that assessment, in CFCA management’s opinion, in providing its CA services at locations as
enumerated in Appendix C, throughout the period 1 August 2022 to 31 July 2023, CFCA has:

e disclosed its SSL certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its
commitment to provide SSL certificates in conformity with the CA/Browser Forum Requirements
on the CFCA website, and provided such services in accordance with its disclosed practices

¢ maintained effective controls to provide reasonable assurance that:

° the integrity of keys and SSL certificates it manages is established and protected
throughout their lifecycles; and

° SSL certificate subscriber information is properly authenticated

¢ maintained effective controls to provide reasonable assurance that:

° logical and physical access to CA systems and data is restricted to authorised
individuals;

° the continuity of key and certificate management operations is maintained; and

° CA systems development, maintenance, and operations are properly authorised and

performed to maintain CA systems integrity

¢ maintained effective controls to provide reasonable assurance that it meets the Network and
Certificate System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL. Baseline with
Network Security v2.6.

A reporter had disclosed an incident (Bug 1838371) on Mozilla’s Bugzilla Platform on 13 June 2023. In the incident,
the reporter found a certificate with an OrganizationName which could not match the name of the domain owner was
issued.

A reporter had disclosed an incident (Bug 1771482) on Mozilla’s Bugzilla Platform on 27 May 2022. In the incident,
the reporter found the pre-certificate issued by CFCA that seems to have the postalCode and the streetAddress fields
swapped. The incident had been acknowledged, processed, and closed on 15 August 2022 in this audit period as
disclosed in the thread on Mozilla’s Bugzilla Platform aforementioned.

CFCA found the OCSP issue and reported it as an incident (Bug 1778035) on 4 July 2022 while processing the incident
(Bug 1771482) on Mozilla’s Bugzilla Platform. In the incident, CFCA found OCSP cache data was not synchronized
after a system update applied, which would lead to an incorrect OCSP status response. The incident had been
acknowledged, processed, and closed on 19 April 2023 in this audit period as disclosed in the thread on Mozilla’s
Bugzilla Platform aforementioned.

The incident (Bug 1784820) derived from the incident (Bug 1752685) had been reported 14 August 2022 on Mozilla’s
Bugzilla Platform. In the incident, delayed reporting of ICA certificate issuance was addressed. The incident had been
acknowledged, processed, and closed on 30 June 2023 in this audit period as disclosed in the thread on Mozilla’s
Bugzilla Platform aforementioned.
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The incident (Bug 1793053) derived from the incident (Bug 1752685) had been reported 30 September 2022 on
Mozilla’s Bugzilla Platform. In the incident, ICA certificate of CFCA was found no EKU field allocated. The incident had
been acknowledged, processed, and closed on 30 June 2023 in this audit period as disclosed in the thread on Mozilla’s
Bugzilla Platform aforementioned.

The incident (Bug 1793059) derived from the incident (Bug 1752685) had been reported 30 September 2022 on
Mozilla’s Bugzilla Platform. In the incident, the delay of ICA certificate revocation was addressed. The incident had
been acknowledged, processed, and closed on 30 June 2023 in this audit period as disclosed in the thread on Mozilla’s
Bugzilla Platform aforementioned.

Ms.

President of China Financial Certification Aut
20-3, Pingyuanli, Caishikou South Averue, Xi

27 October 2023
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The list of keys and certificates covered in the management’s assertion is as follow:

Subject DN Key Type Signature Key Size | Subject Key C::;?ciie Certificate
Algorithm Identifier Thumbprints Signed by
5CC3D78E4E1
e3fe2dfd28d0 |D5E45547A04
gN EEFCAF EV Ro,och dheation Authority | Root K ~ [0bbSbab6a2c4E6873E64FI0C|  CFCA EV
- CN|na inancial Certification Authority oot Key sha256RSA 4096 bits) ¢ 00 93flF9536D1CCC2 ROOT
b2f EF800F355C4C
5FD70FD
CC7253EBDE9
5508e2dccc95 [F7E92CBA297
CN=CFCAEVOCA _ o _ l6d1f5ddeb347|BSBADED1B22| CFCA EV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltse8e916c6c045 ECCEACASOSE ROOT
C=CN 77c4 201B4DC410F
AF3504B5E
FO7BBBDEO76
66b3effb5495 [FOB40C57CCA
CN=CFCAOvOocA - . o _ |87e9aca59656 [BEFEDE97CAT| CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltsaee67ded3adOF53B9AE147FO ROOT
C=CN 43d1 35D284CBF53
F3432FB8
DA738A474EE
55200db47d2 [7473C9699EC
CN=Creabvoca = . . _ lofe2c6dcfodd3BASEBSF483A |  CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bI'ES1be01 Saa7dc [DAGE7988185 ROOT
C=CN 81bd IA05975C4BAO
C01B39559
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Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
CFCA Certificate Policy and Certification Practice Statement for Global Trusted System 44 November 2022
Certification Practice Statement of CFCA Global-Trust System CFCA 43 July 2022
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Locations in-scope:

Location

Function

Beijing (North), China

Datacenter Facility

Beijing (South), China

Datacenter Facility

Beijing (Central), China

Administration and Support

Chengdu, China

Registrations and Customer Services
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F7 A 31 HEBETHHER C it mizENE FNERSESEN BAENT 7 SEFRIENESIEWSS - R\
EEMEINE - CFCAE :

o EMHRBIFENPEEFANLPOZIKEEEZEAINEWSMN (cp/CPs) hHKEE 1 SSLIE
BAFEIAWSAN - EFEEEETE CA/Browser ICIZMAHRIESIIRH ssL IEBARS - HikIEE
BRI SSHIN R AR R AR SS
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B RIPPAEENEHEAN SSLIEBELEMB IR PROTEMY ;| LK
T CFCA FRPTREMBREIG S ELEE SSLIEBRIBEENER
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CA 24 & - EFNRFSIEINENNNT - MER CA RFRTE

o B BANEHING - DURHSERIEBIRTTS CA/Browser 1E1L ( CA/Browser Forum ) & 7RI
BRI B £ GTZ £ A E (Network and Certificate System Security Requirements )

A5 & WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security
v2.6 °
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CFCA W33 fE

CFCA WEEBEATHRREBEERIAE  8FHEBKRANENELRIANETHIME CFCA FIRHINRBERFTS
WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security v2.6 FI#IE

it MR IT M E

BNERFRUIMHBTEMEZEZARHNSTARRMWRW I ITEE AN ( Code of Ethics for
Professional Accountants ) MIEREREK - ENZEUEIEEER - B - TWEHTEE - FREMNRWIT
AWERRN Z £ - BT ASEBEERMEZKRREZEES] 1 ( International Standard on Quality Control
1)  AELEFIENREEGT:R  QEFSEREXR  TUAAEMEREREME RN XHCWBEET
2R -

HitMRYSRIE

BNWIRRZ2ERTELETFREM EX CFCA NEEBRINEARREIL - RINREEMRFIHSEIEENESS
EMOEREIEWSAENSE 3000 S "FLMFER Ei S FREUIFIEIENSS" WRERIT 7 EIETAF - It
ENEKEFNH AN THNNFHEFLEGINFAAER S EMNEERAENTIERIL - 81 :

(1) T8 CFCA SSLIER4EmBEHAEIE - 845 SSLIEPRAW - EMMME - 7 7# CFCA WMERIEBZRS
ZE2EERE CA/Browser ICIZMAERNEXK ;

(2) ZEEMKWSBIEEREBT TR ER SSLIER4EmERER ;

(3) ML IZEFENMTHRARY ; DR

@) PITEMBEIMANNENSIERER -

HAIMAE - WAPBREIERZR D ~ BH28 - ARREIESCRHE 7 EM -

EHRAE R

CFCA HNEREHRIMN BN MMERY - REXN AP RABRKE TS RG] X QT4 T = Er 200 - BUR T8
WHEEERUREMEETE MR MRS NESE - B1FHRBENH KB RASRERIN B
AT TAE -

E B PR

BT AEMERF R AFHIRE - CFCA AR EME KRN TBERREIFM - Bl  ZEHICJBERKBITALS - X

MR - 8B - N RARERORRZAADE - ERAIMNBHIESRMENEK - L5 - XLRZETIEE
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FATAAN - CFCAT 2022 £#8 H1 HZE 2023 F£7 H 31 HHAEMN B FIANERSHNEEM B AEEMBERA
EF & WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security
v2.6 °

KIREFH A BIEEATTE WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with
Network Security v2.6 ISMNIFIEARAERSRR - SUEDIZ X CFCA RSB EE SR -

FEABEERAER T, RAVEREF PiEE 2 LU S5

e 202346 H 13 H, —#iEiRk#ELE Mozilla ¥y Bugzilla ‘& 38 7k $4F (Bug 1838371) . 7i¥
fhr, SEARE R BUUR FIE B AL 4 PR 5384 I 7 # i 4 FRASUL S . CFCA fi# B¢ OrganizationName
FIASVE e 2 AR R HA i AN AR Ml AR v (0 6 B AR T ARAR S T T A B AR, T LUK i
A TIAEUE ) OrganizationName F-BtHr, AEA#ERIR 55 % RIKIL, T8 & AP N ZUESS
MUK HER S . £S5 %R )G, CFCA [FIERAILECALIE A ER I 08, A . (s
Jitiv )\ Mozilla 1) Bugzilla *F& i sE{F4 2 (Bug 1838371) it B JH2 T 46 F CA/MI B85 1R 1Al
RANE B A SAZAETET A FE LB SR P IR B AR MU AL B 2K .

o 202245 H 27 H, —#i#f#HE Mozilla (¥ Bugzilla V& L4 7 —FF (Bug 1771482) . i
frepr, AR KL T CRFCA MUK I BUIESS, HMEBUwm i M E 7 B e 1. R E T 2022 4F 8
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AEEHREANSEOBRSIERIIZMT:

SHA256
Subject DN Key Type Signature Key Size | Subject Key Certificate Certificate
Algorithm Identifier Thumbprints Signed by
5CC3D78E4E1

e3fe2dfd28d0 [D5E45547A04
Obb5bab6a2c4E6873E64F90C| CFCAEV
bf062a058c93f[F9536D1CCC2 ROOT
b2f EF800F355C4C]
5FD70FD

CN = CFCA EV ROOT

O = China Financial Certification Authority Root Key sha256RSA 4096 bits
C=CN

CC7253EBDE9
5508e2dccc95 [F7E92CBA297
6d1f5ddeb347B5BADED1B22| CFCAEV
e8e916¢6c045 [ESCEACA525E ROOT
77c4 201B4DC410F
4F3504B5E

CN = CFCAEV OCA
O = China Financial Certification Authority ~ [Signing Key | sha256RSA 2048 bits
C=CN

FO7BBBDEO076
66b3effb5495 [F9B40C57CC4
87e9aca59656 BEFEDE97CA1 CFCAEV
aee67ded3adO|F53B9AE147F0 ROOT
43d1 35D284CBF53
F3432FB8

CN = CFCA OV OCA
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bits
C=CN

DA738AA47AEE
55200db47d2 [7473C9699EC
Ofe2c6dcfodd3BABEB5F483A | CFCAEV
1cbf015aa7dc [DA967988185 ROOT
81bd IA05975C4BA0
CO1B39559

CN = CFCA DV OCA
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bits
C=CN
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CFCA

hE RIS
CFCA B FIANERRSHEEM BIAERS
(XPXRERESE - EXBESRAIRE )

PEERIANEFOBRAE (LUNER " CFCA" ) BEBFINERSIAME (LUNER "CA" - MR A 55
7 CAFREREMNRIEBMPRIES ) - FRHEBFINERS -

CFCA EERENFHRHAVE FIANERS I S MK E RAEHIA TR - ETUTEHE - CFCA BERIAN - &
2022 £8 A1 HZE 2023 £7 H 31 Hih CFCA &Mtk C PRI 2 CA BlRSS5HAE - CFCAE :

o TEMIHER B IENITEESFIAET OLEIREEEZBEFIAMEWSAN (CPS ) AT EEFIA
TR OIERRE (CP) BiEE 7 SSLIEPREMmBIBRWSIAN - S ¥EFEEZTE CA/Browser 18
IRHHERIES IR HE SSLIEBARSS - FAMIBIRER W SHNIRHAERIRS

o BEAEERINSG - DURHELUT SR
B RIPPREENZRANNT P SSLIEBEEMEHPNTEY ; DK
T CFCA FRrTRUEMHRFIa 2 th £ E SSLIEBHIBTENES,;

o BEAEERINSG - DURHELUT SR
Xt CA RSB ZEMYIZLD MR T RN DA
REBHAMLBEBRFOESM ; DK
CA RGIWFT & - P NRFFREINENANMNT - LR CA ZATE

o BEUBANZAIG - DRESERIERESS CA/Browser IR ATHNERIEBRLALZE
e

U5 & WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network

Security v2.6 -

202346 H 13 H, —#&i#Rk#F1E Mozilla i) Bugzilla & b3k 7 —i@$F (Bug 1838371) . fEF i,
AR R DU IE S I G4 AR 5 3804 i A 3 R A4 AR AN LIS

2022 %5 H 27 H, —4&i#k&7E Mozilla 1) Bugzilla ¥ & E4Fe 17—t (Bug 1771482) . fE5ifi,

R E R T CFCA MUK I PIESS, K Wl g A A7 E bk 7 B B | o i 2T 2022 4F 8 H 15 HAEARH
THEIN AR RIBIA . BRG], —fn B3k Mozilla Bugzilla & _E# 7 frid
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https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtbr-26-rev-august-2022final.pdf?rev=7c3e5bfd8ae949b3b142ae55d67f6788&hash=68F7AEEED6971DEA8ADDC9956D432D48
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216wtbr-26-rev-august-2022final.pdf?rev=7c3e5bfd8ae949b3b142ae55d67f6788&hash=68F7AEEED6971DEA8ADDC9956D432D48
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CFCA %L T OCSP [, J+T 2022 47 A 4 H1E Moxzilla ) Bugzilla & FAFdift ((Bug 1771482)
e HARE Jydift (Bug 1778035) o fEFHr, CFCA K3 OCSP FAFHHETE N H R4 ja K FL, K5
HUORIER OCSP AE PRGN . ZFFC T 2023 £ 4 A 19 HEAS HHHABREHIA. LB H, —wk
& Mozilla Bugzilla - & F MG frid .

JREF (Bug 1752685) Ky (Bug 1784820) ¥ 2022 4 8 J 14 H1E Moxzilla () Bugzilla “1- & i
e AR —F o, ICAIEPAUA R ERERGE VL E. ZHEFCT 2023 4 6 F 30 HAEAR T A5 215
N AEBEAISCH], 1 B3R Mozilla ) Bugzilla ~F- & G5 i 45 i fR IR EE -

JRE M (Bug 1752685) Myt (Bug 1793053) &7 2022 4= 9 H 30 HE Mozilla ¥ Bugzilla ¥ & _Eil
o FEX—FEr, ICAIERR EKU &2 H ARBACE . ZH 42T 2023 42 6 H 30 HAEARH IHAAB R
AEFRANSCH], —4n bid Mozilla () Bugzilla *F- & bl B4 & IR EE -

JEEFAE (Bug 1752685) % (Bug 1793059) 232022 4£ 9 H 30 H1E Moxzilla ) Bugzilla ¥ & i
o R —FE, ICAIEBRAHERERAE 7B, ZF DT 2023 4 6 H 30 HAEAH tH N 15 21
N AEFAISCH], —fn B3R Mozilla ) Bugzilla ~F- & MG T~ B4 ik B EE .
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SHA256
Key Type Signature Key Size | Subject Key Certificate Certificate
Algorithm Identifier Thumbprints Signed by
5CC3D78E4E1
e3fe2dfd28d0 |[D5E45547A04
gN :CEFCAF EV RQOITC cheation Authority | Rootk _ Obb5bab6a2c4E6873E64FI0C|  CFCAEV
- CN|na inancial Certification Authority oot Key sha256RSA 4096 bits), coc 06 93lF9536D1CCC2 ROOT
b2f EF800F355C4C
5FD70FD
CC7253EBDE9
5508e2dccc95 |F7E92CBA297
CN=CFCAEVOCA = . o . ld1f5ddeb347|B5SBADED1B22| CFCAEV
O = China Financial Certification Authority ~ |Signing Key | sha256RSA 2048 bltse8e916c6c045 ECCEACABISE ROOT
C=CN 77c4 201B4DCA10F
4F3504B5E
FO7BBBDEO76
66b3effb5495 FIBA0C57CC4
CN=CFCAOVOCA _ .  I87e9aca59656 [BEFEDE97CAT | CFCAEV
O = China Financial Certification Authority ~ |Signing Key | sha256RSA 2048 bltsaee67ded3adOF53B9AE147FO ROOT
C=CN 43d1 35D284CBF53
F3432FB8
DA738A474EE
55200db47d2 [7473C9699EC
CN=CFCADVOCA , o _ lofe2c6dcfodd3BABEBSFA83A |  CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltS1beO1 caa7dc [DAIE7988185 ROOT
C=CN 81bd A05975C4BAO
C01B39559
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