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Independent practitioner’s assurance report

To the management of Shanghai Electronic Certificate Authority Co., Ltd. (“SHECA”)

Scope

We have been engaged to perform a reasonable assurance engagement on the
accompanying management’s assertion of SHECA for its Certification Authority (CA)
operations at Shanghai (including Facility 1 and Facility 2), China for the period from
April 1, 2023 to March 31, 2024, for its CAs enumerated in the Attachment A, SHECA

has:

e disclosed its SSL certificate lifecycle management business practices in its:
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UniTrust Certification Practice Statement v3.7.7;
UniTrust Certification Practice Statement v3.7.6;
UniTrust Certification Practice Statement v3.7.5;
UniTrust Certification Practice Statement v3.7.4;
UniTrust Certification Practice Statement v3.7.3;
UniTrust Certification Practice Statement v3.7.2;
UniTrust Certificate Policy vi1.5.5;

UniTrust Certificate Policy v1.5.4;

UniTrust Certificate Policy v1.5.3;

UniTrust Certificate Policy v1.5.2;

UniTrust Certificate Policy v1.5.1; and

UniTrust Certificate Policy v1.5.0,

including its commitment to provide SSL certificates in conformity with the
CA/Browser Forum Requirements on the SHECA website, and provided such
services in accordance with its disclosed practices,

¢ maintained effective controls to provide reasonable assurance that:

O

O

the integrity of keys and SSL certificates it manages is established and protected
throughout their lifecycles; and

SSL subscriber information is properly authenticated (for the registration
activities performed by SHECA),

e maintained effective controls to provide reasonable assurance that:

O

@)
@)

logical and physical access to CA systems and data is restricted to authorized
individuals;

the continuity of key and certificate management operations is maintained; and
CA systems development, maintenance, and operations are properly authorized
and performed to maintain CA systems integrity,

in accordance with the WebTrust Principles and Criteria for Certification Authorities -
SSL Baseline with Network Security v2.7.
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https://assets-cdn.sheca.com/documents/SHECA-CPS-v3.7.7%EF%BC%88EN%EF%BC%89.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20Certificate%20Policy%20v1.5.5.pdf
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4

Management’s Responsibilities

SHECA’s management is responsible for the management’s assertion, including the
fairness of its presentation, and the provision of its described services in accordance with
the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline with
Network Security v2.7.

Our Independence and Quality Management

We have complied with the independence and other ethical requirements of the
International Code of Ethics for Professional Accountants (including International
Independence Standards) issued by the International Ethics Standards Board for
Accountants, which is founded on fundamental principles of integrity, objectivity,
professional competence and due care, confidentiality and professional behaviour.

Our firm applies International Standard on Quality Management 1, which requires the
firm to design, implement and operate a system of quality management including
policies or procedures regarding compliance with ethical requirements, professional
standards and applicable legal and regulatory requirements.

Practitioner’s Responsibilities

It is our responsibility to express an opinion on the management’s assertion based on
our work performed.

We conducted our work in accordance with International Standard on Assurance
Engagements 3000 (Revised) “Assurance Engagements Other Than Audits or Reviews
of Historical Financial Information”. This standard requires that we plan and perform
our work to form the opinion.

A reasonable assurance engagement involves performing procedures to obtain sufficient
appropriate evidence whether the management’s assertion of SHECA is fairly stated, in
all material respects, in accordance with the WebTrust Principles and Criteria for
Certification Authorities - SSL Baseline with Network Security v2.7. The extent of
procedures selected depends on the practitioner’s judgment and our assessment of the
engagement risk. Within the scope of our work we performed amongst others the
following procedures: (1) obtaining an understanding of SHECA’s SSL certificate
lifecycle management business practices, including its relevant controls over the
issuance, renewal, and revocation of SSL certificates; (2) selectively testing transactions
executed in accordance with disclosed SSL certificate lifecycle management business
practices; (3) testing and evaluating the operating effectiveness of the controls; and (4)
performing such other procedures as we considered necessary in the circumstances.

The relative effectiveness and significance of specific controls at SHECA and their effect
on assessments of control risk for subscribers and relying parties are dependent on their
interaction with the controls, and other factors present at individual subscriber and
relying party locations. We have performed no procedures to evaluate the effectiveness
of controls at individual subscriber and relying party locations.



We believe that the evidence we have obtained is sufficient and appropriate to provide a
basis for our opinion.

Inherent Limitation

Because of the nature and inherent limitations of controls, SHECA'’s ability to meet the
aforementioned criteria may be affected. For example, controls may not prevent, or
detect and correct, error, fraud, unauthorised access to systems and information, or
failure to comply with internal and external policies or requirements. Also, the projection
of any opinion based on our findings to future periods is subject to the risk that changes
may alter the validity of such opinion.

Opinion

In our opinion, the management’s assertion of SHECA, for the period from April 1, 2023
to March 31, 2024, is fairly stated, in all material respects, in accordance with the
WebTrust Principles and Criteria for Certification Authorities - SSL Baseline with
Network Security v2.7.

Emphasis of Matter

Without modifying our opinion, we draw attention to the fact that this report does not
include any representation as to the quality of SHECA’s services beyond those covered
by the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline with
Network Security v2.7, nor the suitability of any of SHECA'’s services for any customer's
intended purpose.

Other Matter

The UniTrust Global Root CA R1 (Attachment A #22), UniTrust Global Root CA R2
(Attachment A #26) CAs did not issue certificates during the period April 1, 2023 to
March 31, 2024 and were maintained online to provide revocation status information
only

SHECA’s management has disclosed 10 incidents (see Attachment B) during the period
from April 1, 2023 to March 31, 2024. The remedial actions and the root causes of these
incidents undertaken by SHECA have been posted publicly in the online forums of the
Bugrzilla site, as well as the online forums of individual internet browsers that comprise
the CA/Browser Forum.

Purpose and Restriction on Use

The management’s assertion was prepared for obtaining and displaying the WebTrust
Seal on SHECA website! using the WebTrust Principles and Criteria for Certification

1 The maintenance and integrity of the SHECA website is the responsibility of the management of SHECA; the work
carried out by the assurance provider does not involve consideration of these matters and, accordingly, the assurance
provider accepts no responsibility for any differences between the accompanying management’s assertion of SHECA
on which the assurance report was issued or the assurance report that was issued and the information presented on the
website.



Authorities - SSL Baseline with Network Security v2.7 designed for this purpose. As a
result, the management’s assertion of SHECA may not be suitable for another purpose.
This report is intended solely for the management of SHECA in connection with
obtaining and displaying the WebTrust Seal on its website after submitting the report to
the related authority in connection with the WebTrust Principles and Criteria for
Certification Authorities - SSL Baseline with Network Security v2.7.

Our report is not to be used for any other purpose. We do not assume responsibility
towards or accept liability to any other parties for the contents of this report.

Use of the WebTrust seal
SHECA’s use of the WebTrust for Certification Authorities - SSL Baseline Seal

constitutes a symbolic representation of the contents of this report and it is not intended,
nor should it be construed, to update this report or provide any additional assurance.

™ t_;’hje’.'-?.{xr‘,z? e fle C""‘/D L,

PricewaterhouseCoopers
Certified Public Accountants

Hong Kong, 24 May 2024
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Attachment A
The list of keys and certificates covered in the report is as follow:
. . Certificates .
e | e | Siemtere | Ko | subjectpn | SISy | fhumbprine | Gortifate
(SHA256)
UCA CN =UCA 81C48CCCF5E | 9BEA11C976FE014764
Global Root shao=6RSA 4096 | Global G2 Root | 430FFA50C08 | CiBE56A6F914B5A56 | UCA Global
G2 Root Key 5 bits | O = UniTrust 5F8C15672174 | 0317ABD9988393382 G2 Root
C=CN 01DFDF E5161AA0493C
SHECA CN = SHECA
RSA RSA Domain 057A4D756FF | 0A552A65F22FF820E
Domain | Signing shao=6RSA 2048 | Validation D0A83B16716 | 7EC3D43BBF88B02A | UCA Global
Validatio Key 5 bits | Server CA G3 75773E14C5F5 | BC34BD247E0C35058 G2 Root
n Server O = UniTrust 3C548E 91B6342F16A5F2
CAG3 C=CN
SHECA CN = SHECA
OrRSﬁiza nganization 316068091E32 | 26FD4C4367E463D39
tgion Signing sha2=6RSA 2048 Valgi dation F9F6CCCo0621 | C71796AE4010E53380 | UCA Global
L1 Key 5 bits 5AA7B91AF4C | DC93BC132FB019D67 G2 Root
Validatio Server CA G3 110D40 18A6S7AESIF
n Server O = UniTrust o4 73 4
CAG3 C=CN
SHECA EI\\I, ;eivHeE%i D8E7061B645 | 778C516DAEC700EE5
DV Signing shao=6RSA 2048 G FAB3008887A | 8B3581E411E5CoDD4 | UCA Global
Server Key 5 bits 05_ UniTrust 2453AAE11C8 | 78663A5163A2989534 G2 Root
CAGs C _ CN 304BF6D 1507D6E964DD
SHECA 85 ;;VT;:%@ 0379A38D525 | S8AB3AOACF289E6EF
ov Signing sha256RSA 2048 G5 FD4E988921F | 754BE449236843D67 | UCA Global
Server Key bits O = UniTrust 4358542502F | F45C191BDDD66484B G2 Root
CAGs C ; CN 4878B7E 85E6E60556A9AF
SHECA E\I\; ;ef‘il;:(éﬁ 86B148C0420 | 4216527163AD2CAAS8
EV Signing sha2=6RSA 2048 Go A9C6F81FC4F | 25D3BF48F61A7661D | UCA Global
Server Key 5 bits | O~ UniTrust | PCDIOF184BA | 0ABC89B58AB76B23 G2 Root
CAG2 C _ CN AB5A6EA A1E10999F0769F
CN =
TrustAsia RSA
TrustAsi DV TLS CA - 9432E0D48AC | 074ADD7F1E73EB110
a RSA Signing sha2=6RSA 2048 | S1 D1D93E75C53 | EC8E2B78A92C51CF5 | UCA Global
DV TLS Key 5 bits O = TrustAsia 72960C5EF1F | A451135B6F7DEFCo19 G2 Root
CA-S1 Technologies, 3F67972 EE9D74BFA4D6
Inc.
C=CN
CN =
TrustAsia RSA
TrustAsi OV TLS CA - F575D48E293 | D16BA9QACB74FEE4A
a RSA Signing sha2=6RSA 2048 | S1 E17A8A9C49E | A8087EE482E86E7F6 | UCA Global
OV TLS Key 5 bits | O = TrustAsia DCE6DB0A34 | F5F55FAC5025639730 G2 Root
CA-S1 Technologies, 4D132AEB 753FE1E705E3C
Inc.
C=CN
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. . Certificates .
P e, | o | e | Ko | subjearpy | PRy | Thumbprim | e
g (SHA256) 8 y
SHECA gll\g)balsgggéL 9820F0F1Dg4 | AEFFE4335EE56422FE
9 Global Signing sha256RSA 2948 O = UniTrust 2A6DES833F99 | 927F45E95AE142B9E | UCA Global
G3 SSL Key bits S = Shanghai 1019003D686 | B35979A7400569AE9Q G2 Root
8D20181 BDEA6CAABC1DC
C=CN
CN = Xinnet
DV SSL
) o 0 = L= W 9D3AA5B8SE2 9C53902F9501F6D89
10 Xinnet Signing sha256RSA 2048 - 212783643FF5 | 766999DBE2AD1A143 | UCA Global
DV SSL Key bits | MBEEHA | 78DC22B04E6 | 6420B652535CDC2DC G2 Root
SIRAS) BCB36D4 51CCFE2FFEE68
C=CN
CN = Xinnet
OV SSL
) o 0 = L= W 4B78C0324A2 | 3Co7D7EFC8D458F66
u Xinnet Signing sha256RSA 2048 - 442784E9F83 | 8C10D4F06F90503CC | UCA Global
OV SSL Key bits | MBEREA | FODoFE336C7 | D25D59E2B3F1D58B3 G2 Root
I8/ EoDg34F 2884D9E4E3809
C=CN
UCA CN =UCA 81C48CCCF5E | C1AFC65B1E813BOE6 Certum
Root 4096 | Global G2 Root | 430FFA50C08 | 146E6AA5341681272A
12 Global K sha256RSA . e Trusted
G2 Root ey bits O = UniTrust 5F8C15672174 | BE9QA38D59F7BD1B27 Network CA
C=CN 01DFDF B729834A0D9C
UCA CN =UCA 81C48CCCF5E | 3DD69C5BE170F943F Certum
13 Global Root sha256RSA 4096 | Global G2 Root | 430FFA50C08 | 804D1D31FE8F916Co Trusted
G2 Root Key bits | O = UniTrust 5F8C15672174 | C0226CDDD7AEAQAA Network CA
C=CN 01DFDF 9A0CDFD3474361
UCA CN =UCA 81C48CCCF5E | BB61408AED9F530B2 Certum
14 Global Root sha256RSA 4996 Global (}2 Root | 430FFA50C08 | ECo545E53BA2C8EB Trusted
G2 Root Key bits O = UniTrust 5F8C15672174 | EAA57D9976447DB16 Network CA
C=CN 01DFDF 63CED4600CD6B7
UCA CN =UCA 81C48CCCF5E | BFA95C5DF164B659F Certum
15 Global Root sha256RSA 4996 Global (}2 Root | 430FFA50C08 | A32F6D10564D7170D Trusted
G2 Root Key bits | O = UniTrust 5F8C15672174 | DE661A853A782E6AB Network CA
C=CN 01DFDF 63639433BCB41
CN = UCA
UCA Extended D9743AE4303 | D43AF9B35473755C9 UCA
6 Extended Root sha256RSA 4096 | Validation DoDF712DC7 | 684FCo6D7DS8CB70E Extended
Validatio Key bits | Root E5A059F1E34 | E5C28E773FB294EB4 Validation
n Root O = UniTrust 9AF7E114 1EE71722924D24 Root
C=CN
SHECA CN = SHECA
RSA RSA Extended | 3B4B252A773 | 4FD6FA527157EEA46 UCA
17 Extended | Signing sha256RSA 2048 | Validation 72AFCB97FED | 3689D7A4C2B934EF2 Extended
Validatio Key bits | Server CA A8BDAF2299 | 22279725413893D984 Validation
n Server O = UniTrust FCs5DCsF4 7242C85CA9DF Root
CA C=CN
SHECA g\l\; S‘evaefgfz 54E972FB786 | 7EF3F89456CE636557 UCA
18 EV Signing sha256RSA 2048 G3 69FE5CBF33B | B20C5DFB37F98C253 Extended
Server Key bits O = UniTrust 8F9846555373 | AoB660D2EQE5E7845 | Validation
CAG3 C=CN 9CoB84 CAF9Co038C7C1 Root




Key Key Signature | Key . Subject Key Certlﬁcat.es Certificate
# Name Type | Algorithm | Size Subject DN Identifier Thumbprint Signed by
(SHA256)
SHECA 81\\; ;efgjcci FB7DCE4905B | 264DF1458FB5EF1FC UCA
19 ov Signing sha256RSA 2048 G6 420BCFFBFo | 9DF9F1345E84A6CC1 Extended
Server Key bits . D8471ADAEO01 | A471CF475AE7598FF5 | Validation
O = UniTrust
CAG6 C=CN 35F961A0 2B86713519FB Root
SHECA 81\\17 ;eivHeli%‘: AOF344BA175 | F6F8BCD413C973316 UCA
20 ov Signing sha256RSA 2048 G7 12C7776AB444 | 6E85843B468DD36E7 Extended
Server Key bits . 2C5534B16AB | 27152D9A37B15129C0 Validation
O = UniTrust
CAG7 C=CN 5FODAA E7648ECEE639 Root
CN = SHECA
SHECA Extended 4D140DEA6B | 25BFDB1C5FE2CCE05 UCA
o1 Extended | Signing sha256RSA 2048 | Validation SSL | 559Co0CA6E1B | 1EC6DFBF2BB24E78C Extended
Validatio Key bits | CA B7BE86A966 | 92F969B1BB37867DA Validation
n SSL CA O = UniTrust D175E7CB5 EDF93D1A7AE7E Root
C=CN
. CN = UniTrust
Global | Root og6 | GlobalRoot | SLCerentan | oDoehsibgr,Bisecy | UniTrust
22 sha3z84RSA 409 CAR1 9J70B51B5L7 Global Root
Root CA Key bits O = UniTrust E156A2EBBBB | 78348AE8C4525DC8D CAR1
R1 C =_ CN 63D232381 4B30289E5385
CN = SHECA
oo | DYSrCh | SSITAOKORBE | DADAAGIBBINS | e
23 S gIng sha3z84RSA 409 1A 43905 9613 93614517 Global Root
erver Key bits O = UniTrust 9CAOACB3BB | F219D5819206E947B4 CAR1
CA1A C=CN D6968CAO 4DCC5B8E5E272
CN = SHECA
ngifCA Signing 4096 OV Server CA E?SE]?Q()ngng';)l% 323?55)55013%%33 UniTrust
24 S sha3z84RSA . 1A Global Root
erver Key bits O = UniTrust 61A105C74A8 | 50485B1E6CDF5A899 CAR1
CA1A C=CN 26E858D1 BB24D0F499E9BD
SHECA E\I\; ;ef\if%ﬁ 73E36DF62D8 | 2FICAIASCOD7AESSC | (oo
EV Signing 4096 62F57DF69A5 | 7ADFC69D4C57EES815
25 S sha384RSA . 1A Global Root
erver Key bits O = UniTrust 3687231C85E | F39CoF3D1F982E3AC CAR1
CA1A C=CN 0170216 76D25AB723995
. CN = UniTrust
UniTrust Global Root E45366B7B7A | 78919B35D1C615595A UniTrust
Global Root shazg84ECD | 384 4E9D7CCC121 | 51328A5C546083B4D
26 . CAR2 Global Root
Root CA Key SA bits O = UniTrust E04ACFCCAC | 5320724A258695B991 CA R2
R2 _ 01BC72BC F2F61C4DCC7
C=CN
SHECA gl\\I, ;e?*vHeE‘%i A1221170BEC8 | 69201DC24E4127FFA UniTrust
5 DV Signing | shaz84ECD | 384 oA 665F6ECB104 | 5B41A0DDF0A1A005 Global Root
7 Server Key SA bits O = UniTrust C4EDB38EA9 | CooF334B003F10089 CA R2
CA2A C=CN C1F914D 24CBF998E1827C
CN = SHECA
SHECA o OV Server CA 98CDEC33876 | 8E2CA2825C2039804 UniTrust
ov Signing | shazg84ECD 384 7F3942237381 | A7A1CC54B002EA1DB
28 S . 2A Global Root
erver Key SA bits O = UniTrust 0B735BA7C68 | 30AC489698F039527 CA R2
CA2A C=CN 3A8259 BF1602132F611
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. . Certificates .
P e, | o | e | Ko | subjearpy | PRy | Thumbprim | e
(SHA256) y
SHECA gg s_eiil;:gg 44661C71EF69 | 93E49170D20F54DA7 UniTrust
29 EV Signing | sha384ECD | 384 oA B7930AB5B77 | 01118A5ABDCDDA4F Global Root
Server Key SA bits O = UniTrust 1D83B114CFA | FCF334CDB2D8D805 CA R2
CA 2A C=CN 843D77 99AB62848C85F80
UniTrust CN = UniTrust _
Global Global TLS 7935AD798A9 | 6C689FC6B014A1FBO UniTrust
30 | TLSECC Root sha384ECD 384 ECC Root CA 5305C3E05A6 | CDEB5A3996171C15E7 | Global TLS
Root CA Key SA bits R2 ) 75161A97000F | 286106028532E0210C ECC Root
Ro O = UniTrust 6FCCoo EA8D9CD4E97 CAR2
C=CN
SHECA SI\\I] 'I‘I?SH E?CCé& CB65E62F501 | D690D8722EA89CD7y UniTrust
L DV TLS Signing | sha384ECD | 384 CA 2A 75F2C172B433 | 617901449520653339 Global TLS
3 ECCCA Key SA bits O = UniTrust F3A043CD213 | 386AC4939F7EC5C1B ECC Root
2A C=CN 569A66 195D9C3C95FA4 CAR2
SHECA %\; "ELSSHEECCCA B353900B5E4 | 05E4C4B1F25803069 UniTrust
5 EVTLS Signing | sha384ECD | 384 CA 2A 0A4952EA85A | 0E6793C9C13C6F6AE | Global TLS
3 ECCCA Key SA bits O = UniTrust 27F413ABBAD | 234F68E5C41236FDC ECC Root
2A C=CN 631F233 919B7F589032F CAR2
SHECA 81\\17 ’I‘LSSH E:CCCIZAX A065578C43B | 08BA64405A3406C97 UniTrust
OVTLS | Signing | sha384ECD | 384 CA oA 2546C4E18DF | BDCBD0OE44224E6DD | Global TLS
33 | ECCCA | Key SA bits | o~ UniTrast | SCAED56725A | 341F3EC93F1368457D |  ECC Root
2A C=CN 9B7659C FA7CAC88BE150 CAR2
UniTrust CN = UniTrust _
Global Global TLS F2ADBFAB67 | 4BABE0E9328D5DAE UniTrust
34 | TLSRSA Root sha384RSA 4096 | RSA Root CA 08F09672E63 | 17936F3DDAA2442BF | Global TLS
Root CA Key bits R1 3D65175A2475 | BDD0873F92FB8D1F RSA Root
R O = UniTrust 9C900C4 BBD3D9894649AD9 CAR1
1
C=CN
SHECA gl\\I, ,}LSSH IIS‘SCAA‘ C5E3A87F7EE | FFABEA74895DCoC7y UniTrust
DVTLS | Signing ha284RSA | 3972 | CA 1A DBC3E7108B3 | 8C224597472CF6937E | Global TLS
35 | RSACA Key | S"a3%4 bits | & Unitrast | 4EF490EF2F2 | 0D740EF49DC2256C8 | RSA Root
1A C _ CIiIn rus F1367D1 E75A2A2A15EDE CAR1
SHECA g\l\; %LSSHIFS% 60651A135EA | B2525A5966CA68CA7 UniTrust
36 EVTLS Signing shag84RSA 3072 | CA A B2B98A5A104 | F504F0A21FD73847D | Global TLS
RSA CA Key bits O = UniTrust 1B3057A1Do02 174F89B48852A3E97 RSA Root
1A C=CN FC612E5 0588E1EAFC774 CAR1
SHECA 81\\17 ,}LSSH [lsscﬁ F463091C1E27 | 7F8EF707C2D9A4B7D UniTrust
OV TLS Signing shaa84RSA 3072 CA 1A 88B75DBBE91 | 4ED5FDDC8AF4A64D Global TLS
37 RSACA Key 364 bits O = UniTrust 644B1744A34 | 99BF297D03F8F01C4q RSA Root
1A C _ CIiIn rus F34B46 375DE74B1C7DE1 CAR1
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Attachment B - Publicly disclosed incidents

B ki

Bugzilla ID | Disclosure Publicly Disclosed Link
SHECA: UniTrust: Improper DER results in failure to comply
1735908 with RFC 5280 - Encoded sequence component with default Bugzilla Ticket Link
value
1814288 SHECA: Delayed revocation of intermediate CA certificates Bugzilla Ticket Link
1815527 fgﬁgﬁ;:tgggamzatlonName problems in OV and EV TLS Buezilla Ticket Link
1787537 ;I;g’[;xls\;c EV certificate with wildcard domain in common name Buezilla Ticket Link
1798626 1S\]I;IIE§A: UniTrust: EV certificate with wrong Registry Country Buezilla Ticket Link
1838765 SHECA: .O‘utdated Organizational Units (OUs) problems in OV Buezilla Ticket Link
TLS certificates 2usziia 1ICkel LMK
1839105 SgtEilfCigtle\Ion—comphant Subject Fields problem in OV TLS Buezilla Ticket Link
1855997 SHECA: CRLs not downloading Bugzilla Ticket Link
1856503 SHECA: Failure to revoke within 5 days Bugzilla Ticket Link
1859694 SHECA: Issuance of test certificates Bugzilla Ticket Link



https://bugzilla.mozilla.org/show_bug.cgi?id=1735908
https://bugzilla.mozilla.org/show_bug.cgi?id=1814288
https://bugzilla.mozilla.org/show_bug.cgi?id=1815527
https://bugzilla.mozilla.org/show_bug.cgi?id=1787537
https://bugzilla.mozilla.org/show_bug.cgi?id=1798626
https://bugzilla.mozilla.org/show_bug.cgi?id=1838765
https://bugzilla.mozilla.org/show_bug.cgi?id=1839105
https://bugzilla.mozilla.org/show_bug.cgi?id=1855997
https://bugzilla.mozilla.org/show_bug.cgi?id=1856503
https://bugzilla.mozilla.org/show_bug.cgi?id=1859694
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BATEEZRAE, XTEMH SHECA T 2023 F 4 H 1 HE 2024 F 3 A 31 H¥E T F E Ei
CEFEBEE 1 FisEhE 2) B85 1 SSL iEH - INIEARS B E A E AT T & ERIER
RN S5 o XF TRtk A FP TR FEFARIE B A ZE1S, SHECA:

o P FESSLIE 15 A i & 14 BV 25 AU -
UniTrustif BAAEN 55 HU v3.7.7;
UniTrustill A iEk 55 #ivs.7.6;
UniTrustiE AN 55 v3.7.5;
UniTrustilE Bl v3.7.4;
UniTrustif A UENE S H v3.7.3;
UniTrustilE BN va.7.2;
UniTrustif 5 5K #% v1.5.5;
UniTrustilf 5560 v1.5.4;
UniTrusti 1550 v1.5.3;
UniTrustilf 5550 v1.5.2;
UniTrustilk 5 50 v1.5.1; LA &
UniTrustif 4550 v1.5.0,

O O 0O 0O 0O 0O O O o0 0O O O

A5 A B IECABISIE (CA/Browser Forum) A48 5] #2 L SSLHL T IF AR %%,
FEAHE 9 5 ()M 55 S BR AR HEAH DG IR 55

o HIIAAMAEHIMLE], LARALLLH S ELRIL:
o AMYE YIS SSLUESAE L iy J I b (e B s A
o fAEMEIE (SHECAFTHATIEM#AE) SSLUEFHIFHKfE L,

o HIIARAEHINE], USRALLLT S BRI
o XTCARGFNEE ¥ B H AN E VS 1) A BR T4 AL 5
o PRFEFEPAINNEAE HIRIERIELLNE; Bk
o CARZMNITR, AP MERAIERRIE AT, DUERFCARSN CEE,

LAFF & WebTrust HLFIAUIE SSL BEAERITE 5 [ 2% %2 4 Ve o THARifE va.7.
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https://assets-cdn.sheca.com/documents/SHECA-CPS-v3.7.7%EF%BC%88CN%EF%BC%89.pdf
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EHAR | HHAM EHEE =H EX S E D 1EFiH4r (SHA256) EBERE
S KB
UCA CN =UCA 81C48CCCF5E | 9BEA11C976FE014764
Global Root sha256RSA 4996 Global Qz Root | 430FFA50C08 | C1BE56A6F914B5A56 | UCA Global
G2 Root Key bits O = UniTrust 5F8C15672174 | 0317ABD9988393382 G2 Root
C=CN 01DFDF E5161AA0493C
SHECA CN = SHECA
RSA RSA Domain 057A4D756FF | 0A552A65F22FF820E
Domain | Signing shao=6RSA 2048 | Validation D0A83B16716 | 7EC3D43BBF88B02A | UCA Global
Validatio Key 5 bits | Server CA G3 75773E14C5F5 | BC34BD247E0C35058 G2 Root
n Server O = UniTrust 3C548E 91B6342F16A5F2
CAG3 C=CN
SHECA CN = SHECA
Orlg{a?ﬁiza o gfganization 316068091E32 | 26FD4C4367E463D39
tion Signing sha256RSA 2048 Validation FoF6CCCo0621 | C71796AE4010E53380 | UCA Global
Yo Key bits 5AA7B91AF4C | DC93BC132FB019D67 G2 Root
Validatio Server CA G3 119D40 18A6873E81F4
n Server O = UniTrust
CAG3 C=CN
SHECA gl\\I, éeivHeli%i D8E7061B645 | 778C516DAEC700EE5
DV Signing sha256RSA 2048 G5 FAB3008887A | 8B3581E411E5C0DD4 | UCA Global
Server Key bits O = UniTrust 2453AAE11C8 | 78663A5163A2989534 G2 Root
CAGs C=CN 304BF6D 1507D6E964DD
SHECA 81\\17 geﬁfgﬁ 0379A38D525 | S8AB3AOACF289E6EF
ov Signing sha256RSA 2048 Gs FD4E988921F | 754BE449236843D67 | UCA Global
Server Key bits O = UniTrust 4358542502F | F45C191BDDD66484B G2 Root
CAGs C=CN 4878B7E 85E6E60556A9AF
SHECA E\I\; S_eii];:((jlﬁ 86B148C0420 | 4216527163AD2CAAS
EV Signing sha256RSA 2048 Go A9C6F81FC4F | 25D3BF48F61A7661D | UCA Global
Server Key bits O = UniTrust DCD10F184BA | 0ABC89B58AB76B23 G2 Root
CAG2 C=CN AB5AG6EA A1E10999F0769F
CN =
TrustAsia RSA
TrustAsi DV TLS CA - 9432E0D48AC | 074ADD7F1E73EB110
a RSA Signing hao=6RSA 2048 | S1 D1Dg93E75C53 | EC8E2B78A92C51CF5 | UCA Global
DV TLS Key | 5825 bits | O =TrustAsia | 72960C5EF1F | A451135B6F7DEFCo19 | G2 Root
CA-S1 Technologies, 3F67972 EE9D74BFA4D6
Inc.
C=CN
CN =
TrustAsia RSA
TrustAsi OV TLS CA - F575D48E293 | D16BA9QACB74FEE4A
a RSA Signing sha256RSA 2048 | S1 E17A8A9C49E | A8087EE482E86E7F6 | UCA Global
OV TLS Key bits O = TrustAsia DCE6DB0A34 | F5F55FAC5025639730 G2 Root
CA-S1 Technologies, 4D132AEB 753FE1E705E3C
Inc.
C=CN
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pwc BEAAE
# EHAWR | B EHEE | BH TR Z FEHID IEFHHRE (SHA256) ERERE
ES K
SHECA o 8§)balsgplj(sj§L 9820F0F1D94 | AEFFE4335EE56422E
9 Global Signing sha256RSA 2948 O = UniTrust 2A6DE833F99 | 927F45E95AE142B9E | UCA Global
G3 SSL Key bits S = Shanghai 1019003D686 | B35979A7400569AE9Q G2 Root
8D20181 BDEA6CAABC1DC
C=CN
CN = Xinnet
DV SSL
] o 0 = L=/ 9D3AA5B8E2 | 9C53902F9501F6D89
10 Xinnet Signing sha256RSA 2048 - 212783643FF5 | 766999DBE2AD1A143 | UCA Global
DV SSL Key bits | FBEEEA 78DC22B04E6 | 6420B652535CDC2DC G2 Root
HRAS BCB36D4 51CCFE2FFEE68
C=CN
CN = Xinnet
OV SSL
] o 0 = L=/ 4B78C0324A2 | 3Co7D7EFC8D458F66
u Xinnet Signing sha256RSA 2048 - 442784E9F83 | 8C10D4F06F90503CC | UCA Global
OV SSL Key bits | BEEER FoDOFE336C7 | D25D59E2B3F1D58B3 G2 Root
HIBAT] EoDg34F 2884D9E4E3809
C=CN
UCA CN = UCA 81C48CCCF5E | C1AFC65B1E813BOE6 Certum
12 Global Root sha256RSA 4096 | Global 92 Root | 430FFA50C08 | 146E6AA5341681272A Trusted
G2 Root Key bits O = UniTrust 5F8C15672174 | BE9QA38D59F7BD1B27 Network CA
C=CN 01DFDF B729834A0D9C
UCA CN =UCA 81C48CCCF5E | 3DD69C5BE170F943F Certum
13 Global Root sha256RSA 4996 Global (}2 Root | 430FFA50C08 | 804D1D31FE8F916Co Trusted
G2 Root Key bits | O = UniTrust 5F8C15672174 | C0226CDDD7AEAQAA Network CA
C=CN 01DFDF 9A0CDFD3474361
UCA CN =UCA 81C48CCCF5E | BB61408AED9F530B2 Certum
Root 4096 | Global G2 Root | 430FFA50C08 | ECo0545E53BA2C8EB
14 Global K sha256RSA . i Trusted
G2 Root ey bits O = UniTrust 5F8C15672174 | EAA57D9976447DB16 Network CA
C=CN 01DFDF 63CED4600CD6B7
UCA CN = UCA 81C48CCCF5E | BFA95C5DF164B659F Certum
15 Global Root sha256RSA 4096 | Global G2 Root | 430FFA50C08 | A32F6D10564D7170D Trusted
Ga Root Key bits | O = UniTrust 5F8C15672174 | DE661A853A782E6AB Network CA
C=CN 01DFDF 63639433BCB41
CN = UCA
UCA Extended D9743AE4303 | D43AF9B35473755C9 UCA
16 Extended Root sha256RSA 4096 | Validation DoDF712DC7 | 684FCo6D7D8CB70E Extended
Validatio Key bits | Root E5A059F1E34 | E5C28E773FB294EB4 Validation
n Root O = UniTrust 9AF7E114 1EE71722924D24 Root
C=CN
SHECA CN = SHECA
RSA RSA Extended | 3B4B252A773 | 4FD6FA527157EEA46 UCA
17 Extended | Signing sha256RSA 2048 | Validation 72AFCB97FED | 3689D7A4C2B934EF2 Extended
Validatio Key bits | Server CA A8BDAF2299 | 22279725413893D984 Validation
n Server O = UniTrust FC5DCsF4 7242C85CA9DF Root
CA C=CN
SHECA N S BCA | 54Eg72FB786 | 7EF3F80456CE636557 | UCA
18 EV Signing sha256RSA 2048 G3 69FE5CBF33B | B20C5DFB37F98C253 Extended
Server Key bits 0O = UniTrust 8F9846555373 | AOB660D2EQE5E7845 | Validation
CAG3 C=CN 9CoB84 CAF9C038C7C1 Root




pwc BEAAE
# EHAWR | B EHEE | BH TR Z FEHID IEFHHRE (SHA256) ERERE
ES K
SHECA O SBCA | FB7DCE4905B | 264DF1458FBSEFIFC UCA
19 ov Signing sha256RSA 2048 G6 420BCFFBFo | 9DF9F1345E84A6CC1 Extended
Server Key bits O = UniTrust D8471ADAEO01 | A471CF475AE7598FF5 | Validation
CA G6 C=CN 35F961A0 2B86713519FB Root
SHECA 8@ gef'vHeI;;%i A0F344BA175 | F6F8BCD413C973316 UCA
20 ov Signing sha256RSA 2048 G7 12C7776AB444 | 6E85843B468DD36E7 Extended
Server Key bits 0O = UniTrust 2C5534B16AB | 27152D9A37B15129C0 Validation
CAG7 C=CN 5F0ODAA E7648ECEE639 Root
CN = SHECA
SHECA Extended 4D140DEA6B | 25BFDB1C5FE2CCE05 UCA
o1 Extended | Signing sha256RSA 2048 | Validation SSL | 559C0CA6E1B | 1tEC6DFBF2BB24E78C Extended
Validatio Key bits | CA B7BE86A966 | 92F969B1BB37867DA Validation
n SSL CA O = UniTrust D175E7CBs EDF93D1A7AE7E Root
C=CN
UniTrust gﬁga}lggiuﬁ 3CA061BOEF | 81B35EFC42C7794720 UniTrust
20 Global Root sha384RSA 4096 CAR1 DAC6E8BB2D | 9D76B51B5E7B122CE Global Root
Root CA Key bits O = UniTrust E156A2EBBBB | 78348AE8C4525DC8D CAR:
R1 C=CN 63D232381 4B30289E5385
SHECA glé 555230012 653740E0BBF | D3D4A040BB41A695 UniTrust
23 DV Signing shag84RSA 4096 A 43905206A8C | A96E3AAD93814CF7E Global Root
Server Key bits O = UniTrust 9CAOACB3BB | F219D5819206E947B4 CAR1
CA1A P D6968CAO 4DCC5B8E5E272
SHECA 81\\]7 ge?‘vHeli%z 8CDo02E8200 | 9A3DBoFoFBoFF4F9 UniTrust
24 ov Signing shag84RSA 4096 A 8EE2DEFF71F | 74A4E0C510A7C13D3 Global Root
Server Key bits O = UniTrust 61A105C74A8 | 50485B1E6CDF5A899 CAR1
CA1A C=CN 26E858D1 BB24D0F499E9BD
SHECA g\l\; s‘erHef(éﬁ 73E36DF62D8 | 2FICAIASCOD7AESSC | 1\ oo
EV Signing 4096 62F57DF69A5 | 7ADFC69D4C57EES815
25 Server Key sha3g84RSA bits 14 . 3687231C85E | F39CoF3D1F982E3AC Global Root
O = UniTrust CAR1
CA1A C=CN 0170216 76D25AB723995
UniTrust gﬁbayggguﬁ E45366B7B7A | 78919B35D1C615595A UniTrust
26 Global Root sha3zg84ECD | 384 CA R2 4E9D7CCC121 | 51328A5C546083B4D Global Root
Root CA Key SA bits O = UniTrust E04ACFCCAC | 5320724A258695B991 CA R2
R2 C=CN 01BC72BC F2F61C4DCCy
SHECA SI\\I] éeiil;jcci A1221170BEC8 | 69201DC24E4127FFA UniTrust
27 DV Signing | sha384ECD 384 oA 665F6ECB104 | 5B41A0DDF0A1A005 Global Root
Server Key SA bits O = UniTrust C4EDB38EA9 | Co0F334B003F10089 CA R2
CA2A C=CN C1F914D 24CBF998E1827C
SHECA OV s B | 98CDEC33876 | 8E2CA2825C2030804 | 1jon
28 ov Signing | shaz84ECD | 384 oA 7F3942237381 | A7A1CC54B002EA1DB Global Root
Server Key SA bits O = UniTrust 0B735BA7C68 | 30AC489698F039527 CA R2
CA2A C=CN 3A8259 BF1602132F611
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pwc BEAAE
# EHAWR | B EHEE | BH TR Z FEHID IEFHHRE (SHA256) ERERE
S K
SHECA g\l\; Seﬁljgﬁ 44661C71EF69 | 93E49170D20F54DA7 UniTrust
29 EV Signing | shaz84ECD | 384 oA B7930AB5B77 | 01118A5ABDCDDA4F Global Root
Server Key SA bits O = UniTrust 1D83B114CFA | FCF334CDB2D8D805 CAR2
CA2A C=CN 843D77 99AB62848C85F80
UniTrust CN = UniTrust .
Global Global TLS 7935AD798A9 | 6C689FC6B014A1FBO UniTrust
30 TLS ECC Root sha384ECD 384 ECC Root CA 5305C3E05A6 | CDEB5A3996171C15E7 | Global TLS
Root CA Key SA bits R2 75161A97000F | 286106028532E0210C ECC Root
Ro O = UniTrust 6FCCoo EA8D9CD4E97 CAR2
C=CN
SHECA TS | CB6sE62F501 | D69oD8722EASB9CD7 |  UniTrust
31 DVTLS | Signing | shaz84ECD | 384 CA 2A 75F2C172B433 | 617901449520653339 Global TLS
ECCCA Key SA bits O = UniTrust F3A043CD213 | 386AC4939F7EC5C1B ECC Root
2A C=CN 560A66 195D9C3Co5FA4 CAR2
SHECA E\I\; %LSSHEEC%A B353900B5E4 | 05E4C4B1F25803069 UniTrust
32 EVTLS Signing | shaz84ECD | 384 CA A 0A4952EA85A | 0E6793C9C13C6F6AE | Global TLS
ECCCA Key SA bits O = UniTrust 27F413ABBAD | 234F68E5C41236FDC ECC Root
2A C=CN 631F233 919B7F589032F CAR2
SHECA 85 ’I‘LSSH IECC(? A065578C43B | 08BA64405A3406C97 UniTrust
OVTLS | Signing | sha384ECD | 384 CA 2A 2546C4E18DF | BDCBD0OE44224E6DD | Global TLS
33 | Eccca Key SA bits | o - niTrust | SPAED56725A | 341F3EC93F1368457D |  ECC Root
2A ¢ ON 9B7659C FA7CAC88BE150 CAR2
UniTrust CN = UniTrust _
Global Global TLS F2ADBFAB67 | 4BABEOE9328D5DAE |  UniTrust
34 | TLSRSA Root shag84RSA 4996 RSA Root CA 08F09672E63 | 17936F3DDAA2442BF | Global TLS
Root CA Key bits R1 3D65175A2475 | BDD0873F92FB8D1F RSA Root
R O = UniTrust 9C900C4 BBD3D9894649AD9 CAR1
1
C=CN
SHECA EI;I, ELSSESC? C5E3A87F7EE | FFABEA74895DC0C7 |  UniTrust
DVTLS | Signing sha=84RSA | 3972 | cA 1A DBC3E7108B3 | 8C224597472CF6937E | Global TLS
35 RSA CA Key 354 bits O = UniT 4EF490EF2F2 | 0D740EF49DC2256C8 RSA Root
1A oo C;I“ rust F1367D1 E75A2A2A15EDE CAR1
SHECA o | 60651A135EA | B2525A5066CA68CA7 |  UniTrust
36 EVTLS Signing shag84RSA 3072 | CA A B2B98A5A104 | F504F0A21FD73847D | Global TLS
RSACA Key bits O = UniTrust 1B3057A1D02 | 174F89B48852A3E97 RSA Root
1A C=CN FC612E5 0588E1EAFC774 CAR1
SHECA 81\\17 ’I‘LSSH I]{ESCAA F463091C1E27 | 7F8EF707C2D9A4B7D UniTrust
OV TLS Signing ha284RSA | 3972 | cA 1A 88B75DBBEg1 | 4ED5FDDC8AF4A64D | Global TLS
37 RSA CA Key sha3o4 bits O = UniTrust 644B1744A34 | 99BF297D03F8F01C4 RSA Root
1A C _ C§l rus F34B46 375DE74B1C7DE1 CAR1




Bk B — ATFHEE R

BugzillaID | EHHAHK B
SHECA: UniTrust: Improper DER results in failure to comply

1735908 with RFC 5280 - Encoded sequence component with default Bugzilla Ticket Link
value

1814288 SHECA: Delayed revocation of intermediate CA certificates Bugzilla Ticket Link

1815527 SHI*;(;A: organizationName problems in OV and EV TLS Bugzilla Ticket Link
certificates 2usziia LICKeL LNk

1787537 UniTrust: EV certificate with wildcard domain in common name Buezilla Ticket Link
and SAN 2usziia LICKeL LNk

1798626 1S\]I;I§§A: UniTrust: EV certificate with wrong Registry Country Buezilla Ticket Link

1838765 SHECA: .Qutdated Organizational Units (OUs) problems in OV Buezilla Ticket Link
TLS certificates 2usziia LICKeL LNk

1839105 SHE.ZC'A: Non-compliant Subject Fields problem in OV TLS Buezilla Ticket Link
certificate

1855997 SHECA: CRLs not downloading Bugzilla Ticket Link

1856503 SHECA: Failure to revoke within 5 days Bugzilla Ticket Link

1859694 SHECA: Issuance of test certificates Bugzilla Ticket Link



https://bugzilla.mozilla.org/show_bug.cgi?id=1735908
https://bugzilla.mozilla.org/show_bug.cgi?id=1814288
https://bugzilla.mozilla.org/show_bug.cgi?id=1815527
https://bugzilla.mozilla.org/show_bug.cgi?id=1787537
https://bugzilla.mozilla.org/show_bug.cgi?id=1798626
https://bugzilla.mozilla.org/show_bug.cgi?id=1838765
https://bugzilla.mozilla.org/show_bug.cgi?id=1839105
https://bugzilla.mozilla.org/show_bug.cgi?id=1855997
https://bugzilla.mozilla.org/show_bug.cgi?id=1856503
https://bugzilla.mozilla.org/show_bug.cgi?id=1859694
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Shanghai Electronic Certificate Authority Co.,Ltd Shanghai Electronic Certficate Authority

Co.,Ltd

18" Floor,

No.1717, North Sichuan Rd, Shanghai,
China

Tel: (021) 36393199

Fax: (021) 36393200
https://www.sheca.com/

PricewaterhouseCoopers
22/F, Prince’s Building, Central, Hong Kong

May 24, 2024
Dear Sirs,

Assertion of Management as to the Disclosure of Business Practices and
Controls over the Certification Authority - SSL Operations during the
period from April 1, 2023 through March 31, 2024

Shanghai Electronic Certificate Authority Co., Ltd. (“SHECA”) operates the
Certification Authority (CA) services known as its Root and Subordinate CAs (please
refer to the appendix) for SSL Baseline Requirements and provides SSL CA services.

The management of SHECA is responsible for establishing and maintaining effective
controls over its SSL. CA operations, including its SSL CA business practices disclosure
on its website, SSL key lifecycle management controls, and SSL certificate lifecycle
management controls. These controls contain monitoring mechanisms, and actions are
taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error,
and the circumvention or overriding of controls. Accordingly, even effective controls
can only provide reasonable assurance with respect to SHECA’s Certification Authority
operations. Furthermore, because of changes in conditions, the effectiveness of
controls may vary over time.

SHECA management has assessed its disclosures of its certificate practices and
controls over its SSL CA services. Based on that assessment, in providing its SSL
Certification Authority (CA) services at Shanghai (including Facility 1 and Facility 2),
China, throughout the period April 1, 2023 to March 31, 2024, SHECA has:

o disclosed its SSL certificate lifecycle management business practices in its:
UniTrust Certification Practice Statement v3.7.7;
UniTrust Certification Practice Statement v3.7.6;
UniTrust Certification Practice Statement v3.7.5;
UniTrust Certification Practice Statement v3.7.4;
UniTrust Certification Practice Statement v3.7.3;
UniTrust Certification Practice Statement v3.7.2;
UniTrust Certificate Policy vi1.5.5;

UniTrust Certificate Policy vi1.5.4;

UniTrust Certificate Policy v1.5.3;

UniTrust Certificate Policy vi1.5.2;

O 0O OO OO OO0 OO Oo
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https://www.sheca.com/
https://assets-cdn.sheca.com/documents/SHECA-CPS-v3.7.7%EF%BC%88EN%EF%BC%89.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20Certificate%20Policy%20v1.5.5.pdf

o UniTrust Certificate Policy v1.5.1; and
o UniTrust Certificate Policy v1.5.0,

including its commitment to provide SSL certificates in conformity with the
CA/Browser Forum Requirements on the SHECA website, and provided such
services in accordance with its disclosed practices,

¢ maintained effective controls to provide reasonable assurance that:
o the integrity of keys and SSL certificates it manages is established and protected
throughout their lifecycles; and
o SSL subscriber information is properly authenticated (for the registration
activities performed by SHECA),

e maintained effective controls to provide reasonable assurance that:
o logical and physical access to CA systems and data is restricted to authorized
individuals;
o the continuity of key and certificate management operations is maintained; and
o CA systems development, maintenance, and operations are properly authorized
and performed to maintain CA systems integrity,

in accordance with the WebTrust Principles and Criteria for Certification Authorities -
SSL Baseline with Network Security v2.7.

The UniTrust Global Root CA R1 (Appendix #22), UniTrust Global Root CA R2
(Appendix #26) CAs did not issue certificates during the period April 1, 2023 to March
31, 2024 and were maintained online to provide revocation status information only.

Mr. Cui Jiugiang
General Manager of Shanghai Electronic Certificate Authority Co., Ltd.
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https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_ssl-baseline-with-network-security_final_aoda-compliant.pdf?rev=4856a05c36324ff68b1a656f34b0a411&hash=FDCD74B4886416DE8D3A4E1B3B6E69E4

Appendix

The list of keys and certificates covered in the management’s assertion is as follow:

Certificates

Key Key Signature | Key . Subject Key . Certificate
. . Subject DN A Thumbprint .
Name Type | Algorithm | Size Identifier (SHA256) Signed by
UCA CN =UCA 81C48CCCF5E | 9BEA11C976FE014764
Global Root shao=6RSA 4096 | Global G2 Root | 430FFA50C08 | CiBE56A6F914B5A56 | UCA Global
G2 Root Key 5 bits O = UniTrust 5F8C15672174 | 0317ABD9988393382 G2 Root
C=CN 01DFDF E5161AA0493C
SHECA CN = SHECA
RSA RSA Domain 057A4D756FF | 0A552A65F22FF820E
Domain | Signing shao=6RSA 2048 | Validation D0A83B16716 | 7EC3D43BBF88B02A | UCA Global
Validatio Key 5 bits | Server CA G3 75773E14C5F5 | BC34BD247E0C35058 G2 Root
n Server O = UniTrust 3C548E 91B6342F16A5F2
CAGs C=CN
SHECA CN = SHECA
O:;Sﬁ‘iza gfgmization 316068091E32 | 26FD4C4367E463D39
ton Signing hao=6RSA 2048 Validation F9F6CCCo0621 | C71796AE4010E53380 | UCA Global
lon Key | S7a25 bits | oo dato 5AA7B91AF4C | DC93BC132FBo19D67 | G2 Root
Validatio Server CA G3 110D40 18A6872ES1F
n Server O = UniTrust b4 73 4
CAGs C=CN
SHECA N SonECA | D8E7061B645 | 778C516DAEC700EES
DV Signing shao=6RSA 2048 G FAB3008887A | 8B3581E411E5CoDD4 | UCA Global
Server Key 5 bits 05_ UniTrust 2453AAE11C8 | 78663A5163A2989534 G2 Root
CAGs C _ CN 304BF6D 1507D6E964DD
SHECA 81\\17 ;eii{;cci 0379A38D525 | S8AB3AO0ACF289E6EF
ov Signing sha2=6RSA 2048 G FD4E988921F | 754BE449236843D67 | UCA Global
Server Key 5 bits 05_ UniTrust 4358542502F | F45C191BDDD66484B G2 Root
CA Gs C ; CN 4878B7E 85E6E60556A9AF
SHECA gg ge?vli?gAA 86B148C0420 | 4216527163AD2CAA8
EV Signing hao=6RSA 2048 Go A9C6F81FC4F | 25D3BF48F61A7661D | UCA Global
Server Key | 31325 bits | o~ ypirrust | PCDIOF184BA | 0ABC89B58AB76B23 G2 Root
CA G2 C ; CN AB5A6EA A1E10999F0769F
CN =
TrustAsia RSA
TrustAsi DV TLS CA - 9432E0D48AC | 074ADD7F1E73EB110
a RSA Signing shas=6RSA 2048 | S1 D1D93E75C53 | EC8E2B78A92C51CF5 | UCA Global
DV TLS Key 5 bits O = TrustAsia 72960C5EF1F | A451135B6F7DEFCo19 G2 Root
CA-S1 Technologies, 3F67972 EE9D74BFA4D6
Inc.
C=CN
CN =
TrustAsia RSA
TrustAsi OV TLS CA - F575D48E293 | D16BA9ACB74FEE4A
a RSA Signing shao=6RSA 2048 | S1 E17A8A9C49E | A8087EE482E86E7F6 | UCA Global
OV TLS Key > bits | O = TrustAsia DCE6DB0A34 | F5F55FAC5025639730 G2 Root
CA-S1 Technologies, 4D132AEB 753FE1E705E3C
Inc.
C=CN
SHECA gﬁ;alsggggL 9820F0F1D94q | AEFFE4335EE56422E
Global Signing sha256RSA 2048 O = UniTrust 2A6DE833F99 | 927F45E95AE142B9E | UCA Global
G2 SSL Key bits S = Shanehai 1019003D686 | B35979A7400569AEQ G2 Root
3 coeN 8D20181 BDEAGCAABCIDC
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Certificates

Key Key Signature | Key . Subject Key . Certificate
# Name Type | Algorithm | Size Subject DN Identifier T?Sullilg)zpsrg;lt Signed by
CN = Xinnet
DV SSL
] o 0 = L=F W 9D3AA5B8E2 | 9C53902F9501F6D89
10 Xinnet Signing sha256RSA 2048 - 212783643FF5 | 766999DBE2AD1A143 | UCA Global
DV SSL Key bits | MBEEEA | 78DC22B04E6 | 6420B652535CDC2DC G2 Root
HRAT BCB36D4 51CCFE2FFEE68
C=CN
CN = Xinnet
OV SSL
] o 0 = L=F W 4B78Co0324A2 | 3C0o7D7EFC8D458F66
1 Xinnet Signing sha256RSA 2048 - 442784E9F83 | 8C10D4F06F90503CC | UCA Global
OV SSL Key bits | #BEEHA | FoDoFE336C7 | D25D59E2B3F1D58B3 G2 Root
HRAT EoD9g34F 2884D9E4E3809
C=CN
UCA CN = UCA 81C48CCCF5E | C1AFC65B1E813B0OE6 Certum
" Global Root sha256RSA 4096 | Global G2 Root | 430FFA50C08 | 146E6AA5341681272A Trusted
G2 Root Key bits | O = UniTrust 5F8C15672174 | BE9A38D59F7BD1B27 Network CA
C=CN 01DFDF B729834A0D9C
UCA CN =UCA 81C48CCCF5E | 3DD69C5BE170F943F Certum
13 Global Root sha256RSA 4996 Global 92 Root | 430FFA50C08 | 804D1D31FE8F916Co Trusted
G2 Root Key bits | O = UniTrust 5F8C15672174 | C0226CDDD7AEAQAA Network CA
C=CN 01DFDF 9A0CDFD3474361
UCA CN =UCA 81C48CCCF5E | BB61408AED9F530B2 Certum
14 Global Root sha256RSA 40_96 Global 92 Root | 430FFA50C08 | ECo545E53BA2C8EB Trusted
G2 Root Key bits O = UniTrust 5F8C15672174 | EAA57D9976447DB16 Network CA
C=CN 01DFDF 63CED4600CD6B7
UCA CN =UCA 81C48CCCF5E | BFA95C5DF164B659F Certum
15 Global Root sha256RSA 4996 Global Qz Root | 430FFA50C08 | A32F6D10564D7170D Trusted
G2 Root Key bits O = UniTrust 5F8C15672174 | DE661A853A782E6AB Network CA
C=CN 01DFDF 63639433BCB41
CN = UCA
UCA Extended D9743AE4303 | D43AF9B35473755C9 UCA
16 Extended Root sha256RSA 4096 | Validation DoDF712DC7 | 684FCo6D7D8CB70E Extended
Validatio Key bits | Root E5A059F1E34 | E5C28E773FB294EB4 Validation
n Root O = UniTrust 9AF7E114 1EE71722924D24 Root
C=CN
SHECA CN = SHECA
RSA RSA Extended | 3B4B252A773 | 4FD6FA527157EEA46 UCA
17 Extended | Signing sha2=6RSA 2048 | Validation 72AFCB97FED | 3689D7A4C2B934EF2 Extended
Validatio Key ° bits | Server CA A8BDAF2299 | 22279725413893D984 Validation
n Server O = UniTrust FC5DCsF4 7242C85CA9DF Root
CA C=CN
SHECA g\; gefvlifgi 54E972FB786 | 7EF3F89456CE636557 UCA
18 EV Signing sha256RSA 2048 G3 69FE5CBF33B | B20C5DFB37F98C253 Extended
Server Key bits O = UniTrust 8F9846555373 | AoB660D2E9QE5E7845 | Validation
CAG3 C=CN 9CoB84 CAF9C038C7C1 Root
SHECA 81\\], geﬁ}icci FB7DCE4905B | 264DF1458FB5EF1FC UCA
19 ov Signing sha256RSA 2048 G6 420BCFFBFo | 9DF9F1345E84A6CC1 Extended
Server Key bits O = UniTrust D8471ADAEO01 | A471CF475AE7598FF5 | Validation
CAG6 C=CN 35F961A0 2B86713519FB Root
SHECA o 81\\; geivHeECCIZ A0F344BA175 | F6F8BCD413C973316 UCA
20 ov Signing sha256RSA 2q48 Gy 12C7776AB444 | 6E85843B468DD36E7 Ext'end'ed
Server Key bits O = UniTrust 2C5534B16AB | 27152D9A37B15129C0 Validation
CA Gy C=CN 5FODAA E7648ECEE639 Root
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Certificates

Key Key Signature | Key . Subject Key . Certificate
# Name Type | Algorithm | Size Subject DN Identifier T?Suﬁlg) 2p5 r;;lt Signed by
CN = SHECA
SHECA Extended 4D140DEA6B | 25BFDB1C5FE2CCE05 UCA
o1 Extended | Signing sha256RSA 2048 | Validation SSL | 559CoCA6E1B | 1IEC6DFBF2BB24E78C Extended
Validatio Key bits | CA B7BE86A966 | 92F969B1BB37867DA Validation
n SSL CA O = UniTrust D175E7CB5 EDF93D1A7AE7E Root
C=CN
UniTrust gll\éga}%gl;rtust 3CA061BOEF | 81B35EFC42C7794720 UniTrust
20 Global Root sha384RSA 4096 CAR1 DAC6ES8BB2D | 9D76B51B5E7B122CE Global Root
Root CA Key bits O = UniTrust E156A2EBBBB | 78348AE8C4525DC8D CAR1
R1 C=CN 63D232381 4B30289E5385
SHECA CDI\\I, Sesrf/{e]i:((:}i 653740E0BBF | D3D4A040BB41A695 UniTrust
23 DV Signing shag84RSA 4096 A 43905206A8C | A9g6E3AAD93814CF7E Global Root
Server Key bits O = UniTrust 9CAOACB3BB | F219D5819206E947B4 CAR1
CA1A C=CN D6968CAO0 4DCC5B8E5E272
SHECA 81\\1, gef_zgjcci 8CD02E8200 | 9A3DBOFoFBoOFF4F9 UniTrust
24 ov Signing shag84RSA 4096 1A 8EE2DEFF71F | 74A4E0C510A7C13D3 Global Root
Server Key bits O = UniTrust 61A105C74A8 | 50485B1E6CDF5A899 CAR1
CA1A C=CN 26E858D1 BB24D0F499E9BD
SHECA g\I\; S_eil:ragﬁ 73E36DF62D8 | 2F1CA1A5C0oD7AES8C UniTrust
25 EV Signing sha384RSA 4096 1A 62F57DF69A5 | 7ADFC69D4C57EES815 Global Root
Server Key bits 0O = Uni 3687231C85E | F39CoF3D1F982E3AC
= UniTrust CAR1
CA1A C=CN 0170216 76D25AB723995
UniTrust glibaijﬁlgtm E45366B7B7A | 78919B35D1C615595A UniTrust
26 Global Root sha384ECD | 384 CA R 4E9D7CCC121 | 51328A5C546083B4D Global Root
Root CA Key SA bits O = UniTrust E04ACFCCAC | 5320724A258695B991 CA R2
R2 01BC72BC F2F61C4DCCy
C=CN
SHECA SI\\I, ge‘g{e}i%lz A1221170BEC8 | 69201DC24E4127FFA UniTrust
DV Signing | sha384ECD | 384 665F6ECB104 | 5B41A0DDF0A1A005
27 . 2A Global Root
Server Key SA bits O = UniTrust C4EDB38EA9 | CooF334B003F10089 CA R2
CA2A C=CN C1F914D 24CBF998E1827C
SHECA 81\\; geerHef%‘z 98CDEC33876 | BE2CA2825C2030804 | oo
ov Signing | sha384ECD | 384 7F3942237381 | A7A1CC54B002EA1DB
28 S . 2A Global Root
erver Key SA bits O = UniTrust 0B735BA7C68 | 30AC489698F039527 CA R2
CA 2A C=CN 3A8259 BF1602132F611
SHECA g\I\; S‘;}:}Egﬁ 44661C71EF69 | 93E49170D20F54DA7 UniTrust
29 EV Signing | shaz84ECD 384 oA B7930AB5B77 | 01118A5ABDCDDA4F Global Root
Server Key SA bits O = UniTrust 1D83B114CFA | FCF334CDB2D8D805 CA R2
CA 2A C=CN 843D77 99AB62848C85F80
UniTrust CN = UniTrust '
Global Global TLS 7935AD798A9 | 6C689FC6B014A1FBO UniTrust
o | TLSECC Root shag84ECD 384 | ECC Root CA 5305C3E05A6 | CDEB5A3996171C15E7 | Global TLS
3 Root CA Key SA bits | R2 75161A97000F | 286106028532E0210C ECC Root
OI‘; O = UniTrust 6FCC90 EA8D9CD4E97 CAR2
2
C=CN
SHECA SI\\I] ’I‘SSH }};E((j:g CB65E62F501 | D690oD8722EA89CDy UniTrust
) DVTLS | Signing | sha384ECD | 384 CA 2A 75F2C172B433 | 617901449520653339 Global TLS
3 ECCCA Key SA bits O = UniTrust F3A043CD213 | 386AC4939F7EC5C1B ECC Root
2A C=CN 569A66 195D9C3C95FA4 CAR2
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Certificates

Key Key Signature | Key . Subject Key . Certificate
# Name Type | Algorithm | Size Subject DN Identifier T?Sullilg)zpsrg;lt Signed by
SHECA gg 'ELSSHEECCCA B353900B5E4 | 05E4C4B1F25803069 UniTrust
5 EVTLS Signing | sha384ECD | 384 CA 2A 0A4952EA85A | 0E6793C9C13C6F6AE Global TLS
3 ECCCA Key SA bits O = Uni 27F413ABBAD | 234F68E5C41236FDC ECC Root
= UniTrust
2A C=CN 631F233 919B7F589032F CAR2
SHECA 81\\1, ,}LSSH 1%3((::? A065578C43B | 08BA64405A3406C97 UniTrust
OV TLS Signing | sha384ECD | 384 CA 2A 2546C4E18DF | BDCBD0E44224E6DD | Global TLS
33 ECCCA Key SA bits O = UniTrust 86AED56725A | 341F3EC93F1368457D ECC Root
2A C=CN 9B7659C FA7CAC88BE150 CAR2
UniTrust CN = UniTrust )
Global Global TLS F2ADBFAB67 | 4BABE0E9328D5DAE UniTrust
34 | TLSRSA Root sha384RSA 4996 RSA Root CA 08F09672E63 | 17936F3DDAA2442BF | Global TLS
Root CA Key bits Ri1 ) 3D65175A2475 | BDD0873F92FB8D1F RSA Root
R1 O = UniTrust 9C900C4 BBD3D9894649AD9g CAR1
C=CN
SHECA SI\\I] E‘SSH Igscﬁ C5E3A87F7EE | FFABEA74895DCoC7 UniTrust
DV TLS Signing haa84RSA | 3972 | cA 1A DBC3E7108B3 | 8C224597472CF6937E | Global TLS
35 | RsACA Key | SMa3%4 bits | - UniTrast | 4EF490EF2F2 | 0D740EF49DC2256C8 | RSA Root
1A oo C;I“ rus F1367D1 E75A2A2A15EDE CAR1
SHECA ol | 60651A135EA | B2525A5066CA68CA7 | UniTrust
36 EVTLS Signing sha384RSA 3072 | 1A B2B98A5A104 | F504F0A21FD73847D Global TLS
RSACA Key bits O = UniTrust 1B3057A1D02 | 174F89B48852A3E97 RSA Root
1A C=CN FC612E5 0588E1EAFC774 CAR1
SHECA 81\\1, ”I‘LSSHIESC ﬁ F463091C1E27 | 7F8EF707C2D9A4B7D UniTrust
37 OV TLS Signing sha384RSA 3072 CA 1A 88B75DBBE91 | 4ED5FDDC8AF4A64D Global TLS
RSACA Key bits O = UniTrust 644B1744A34 | 99BF297D03F8F01C4q RSA Root
1A C=CN F34B46 375DE74B1C7DE1 CAR1
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Bi3%

N RIRAE BRI E i B 45 (1 3 PIANIE S

EHAWR | HHAM EHEE =H FARF 4 D 1EFiH4r (SHA256) ERERE
e KE
UCA CN =UCA 81C48CCCF5E | 9BEA11C976FE014764
Global Root sha256RSA 4996 Global Gz Root | 430FFA50C08 | CiBE56A6F914B5A56 | UCA Global
G2 Root Key bits O = UniTrust 5F8C15672174 | 0317ABD9988393382 G2 Root
C=CN 01DFDF E5161AA0493C
SHECA CN = SHECA
RSA RSA Domain 057A4D756FF | 0A552A65F22FF820E
Domain | Signing shas=6RSA 2048 | Validation D0A83B16716 | 7EC3D43BBF88B02A | UCA Global
Validatio Key 5 bits | Server CA G3 75773E14C5F5 | BC34BD247E0C35058 G2 Root
n Server O = UniTrust 3C548E 91B6342F16A5F2
CAG3 C=CN
SHECA CN = SHECA
Orlg{:r?iza - gfganization 316068091E32 | 26FD4C4367E463D39
ton Signing sha256RSA 2048 Validation F9F6CCCo0621 | C71796AE4010E53380 | UCA Global
R Key bits 5AA7B91AF4C | DC93BC132FB019D67 G2 Root
Validatio Server CA G3 D 18A6ST2ESIF
n Server O = UniTrust 119140 73 4
CAG3 C=CN
SHECA N SBCS | D8E7061B645 | 778C516DAEC700EES
DV Signing sha256RSA 2048 Gs FAB3008887A | 8B3581E411E5CoDD4 | UCA Global
Server Key bits O = UniTrust 2453AAE11C8 | 78663A5163A2989534 G2 Root
CAGs C=CN 304BF6D 1507D6E964DD
SHECA 8§ éeEVHeE%Z 0379A38D525 | S8AB3AOACF289E6EF
ov Signing sha256RSA 2048 Gs FD4E988921F | 754BE449236843D67 | UCA Global
Server Key bits 0O = UniTrust 4358542502F | F45C191BDDD66484B G2 Root
CAGs C=CN 4878B7E 85E6E60556A9AF
SHECA g\l\; S_eii];(éﬁ 86B148C0420 | 4216527163AD2CAAS8
EV Signing ha2=6RSA 2048 Go A9C6F81FC4F | 25D3BF48F61A7661D | UCA Global
Server Key | S"a25 bits | O UniTrust | PCDIOF184BA | 0ABC89B58AB76B23 G2 Root
CA G2 co C;I“ rus ABSA6EA A1E10999F0769F
CN =
TrustAsia RSA
TrustAsi DV TLS CA - 9432E0D48AC | 074ADD7F1E73EB110
a RSA Signing sha256RSA 2048 | S1 D1D93E75C53 | EC8E2B78A92C51CF5 | UCA Global
DV TLS Key bits O = TrustAsia 72960C5EF1F | A451135B6F7DEFCo19 G2 Root
CA-S1 Technologies, 3F67972 EE9D74BFA4D6
Inc.
C=CN
CN =
TrustAsia RSA
TrustAsi OVTLS CA- F575D48E293 | D16BA9ACB74FEE4A
a RSA Signing sha256RSA 2048 | S1 E17A8A9C49E | A8087EE482E86E7F6 | UCA Global
OV TLS Key bits | O = TrustAsia DCE6DB0A34 | F5F55FAC5025639730 G2 Root
CA-S1 Technologies, 4D132AEB 753FE1E705E3C
Inc.
C=CN
SHECA (C}ll\(l)balsgg(S:éL 0820F0F1D94 | AEFFE4335EE56422E
Global Signing hao=6RSA 2048 O = UniT 2A6DE833F99 | 927F45E95AE142B9E | UCA Global
oba sha2s . nilTrust
G3 SSL Key bits S = Shanghai 1019003D686 | B35979A7400569AE9Q G2 Root
C=CN 8D20181 BDEA6CAABC1DC
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# EHAWR | B EHEE | BH TR Z FEHID IEFHRE (SHA256) ERERE
e KE
CN = Xinnet
DV SSL
0 = L= W 9D3AA5B8E2 | 9C53902F9501F6D89
10 Xinnet Signing shas=6RSA 2048 - 212783643FF5 | 766999DBE2AD1A143 | UCA Global
DV SSL Key 5 bits | MBEEEA 78DC22B04E6 | 6420B652535CDC2DC G2 Root
BCB36D FE2FFEE
HIRAT] CB36D4 51CCFE2 68
C=CN
CN = Xinnet
OV SSL
0 = L= W 4B78C0324A2 | 3Co7D7EFC8D458F66
u Xinnet Signing shao=6RSA 2048 IRt 442784E9F83 | 8C10D4F06F90503CC | UCA Global
OV SSL Key 5 bits | MIBEEHA | FODOFE336C7 | D25D59E2B3F1D58B3 | G2 Root
EoDg34F DoE4E
AIRAT 0D934 2884D9E4E3809
C=CN
UCA CN = UCA 81C48CCCF5E | C1AFC65B1E813BOE6 Certum
Root 4096 | Global G2 Root | 430FFA50C08 | 146E6AA5341681272A
12 Global sha256RSA . s Trusted
G2 Root Key bits O = UniTrust 5F8C15672174 | BE9QA38D59F7BD1B27 Network CA
C=CN 01DFDF B729834A0D9C
UCA CN =UCA 81C48CCCF5E | 3DD69C5BE170F943F Certum
) Global Root shao=6RSA 4096 | Global G2 Root | 430FFA50C08 | 804D1D31FE8F916Co Trusted
3 G2 Root Key 5 bits | O = UniTrust 5F8C15672174 | Co226CDDD7AEAQAA Network CA
C=CN 01DFDF 9A0CDFD3474361
UCA CN =UCA 81C48CCCF5E | BB61408AED9F530B2 Certum
) Global Root shas=6RSA 4096 | Global G2 Root | 430FFA50C08 | ECo0545E53BA2C8EB Trusted
4 G2 Root Key 5 bits | O = UniTrust 5F8C15672174 | EAA57D9976447DB16 Network CA
C=CN 01DFDF 63CED4600CD6B7
UCA CN =UCA 81C48CCCF5E | BFA95C5DF164B659F Certum
) Global Root shas=6RSA 4096 | Global G2 Root | 430FFA50C08 | A32F6D10564D7170D Trusted
5 CoRe | Key 5 bits | O=UniTrust | 5F8C15672174 | DE661A853A782E6AB | (ot *C.
C=CN 01DFDF 63639433BCB41
CN = UCA
UCA Extended D9743AE4303 | D43AF9B35473755C9 UCA
6 Extended Root sha2=6RSA 4096 | Validation DoDF712DC7 | 684FCo6D7DS8CB70E Extended
Validatio Key 5 bits | Root E5A059F1E34 | E5C28E773FB294EB4 Validation
n Root O = UniTrust 9AF7E114 1EE71722924D24 Root
C=CN
SHECA CN = SHECA
RSA RSA Extended | 3B4B252A773 | 4FD6FA527157EEA46 UCA
" Extended | Signing shao=6RSA 2048 | Validation 72AFCB97FED | 3689D7A4C2B934EF2 Extended
7 | Validatio Key 5 bits | Server CA A8BDAF2299 | 22279725413893D984 Validation
n Server O = UniTrust FC5DC5F4 7242C85CA9DF Root
CA C=CN
SHECA g\l\; S:eivHeIE(éﬁ 54E972FB786 | 7EF3F89456CE636557 UCA
18 EV Signing sha2=6RSA 2048 G 69FE5CBF33B | B20C5DFB37F98C253 Extended
Server Key 5 bits 03_ UniTrust | 879846555373 | AOB660OD2EQE5E7845 | Validation
CAG3 C _ CN 9CoB84 CAF9C038C7C1 Root
SHECA 81\\; ;e?&el;:%[z FB7DCE4905B | 264DF1458FB5EF1FC UCA
L ov Signing sha2=6RSA 2048 G6 420BCFFBFo | 9DF9F1345E84A6CC1 Extended
9 Server Key 5 bits O = UniTrust D8471ADAEO1 | A471CF475AE7598FF5 | Validation
CA G6 C _ CN 35F961A0 2B86713519FB Root
SHECA 81\\; ;e?&el;:%[z A0F344BA175 | F6F8BCD413C973316 UCA
ov Signing 2048 12C7776AB444 | 6E85843B468DD36E7y Extended
20 sha256RSA . Gy 1.
Server Key bits O = UniTrust 2C5534B16AB | 27152D9A37B15129C0 Validation
CAGy C _ CN 5FODAA E7648ECEE639 Root
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# EHAR | HHM EHEE | BH FHRF B FHID 1EFi840 (SHA256) EBERE
e KE
CN = SHECA
SHECA Extended 4D140DEA6B | 25BFDB1C5FE2CCE05 UCA
1 Extended | Signing sha256RSA 2048 | Validation SSL | 559CoCA6E1B | 1tEC6DFBF2BB24E78C Extended
Validatio Key bits | CA B7BE86A966 | 92F969B1BB37867DA Validation
n SSL CA O = UniTrust D175E7CB5 EDF93D1A7AE7E Root
C=CN
UniTrust g\(})gayﬁéguﬁ 3CA061BOEF | 81B35EFC42C7794720 UniTrust
20 Global Root sha384RSA 4096 CAR1 DAC6E8BB2D | 9D76B51B5E7B122CE Global Root
Root CA Key bits O = Uni E156A2EBBBB | 78348AE8C4525DC8D
= UniTrust CAR1
R1 C=CN 63D232381 4B30289E5385
SHECA IC)I\\I] ge?'f/{el;:%i 653740E0BBF | D3D4A040BB41A695 UniTrust
23 DV Signing shag84RSA 4096 A 43905206A8C | A96E3AAD93814CF7E Global Root
Server Key bits O = UniTrust 9CAO0ACB3BB | F219D5819206E947B4 CAR1
CA1A C=CN D6968CA0 4DCC5B8E5E272
SHECA 81\\17 ge?vHef%Az; 8CD02E8200 | 9A3DB0OF0oFBOFF4F9 UniTrust
ov Signing 4096 8EE2DEFF71F | 74A4E0C510A7C13D3
24 S X sha3z84RSA bit 1A 61A10=C74A8 8=B1E6CDF=AS Global Root
erver ey S| O = UniTrust 10574 5046551 52699 CAR1
CA1A C=CN 26E858D1 BB24D0F499E9BD
SHECA o S i | 73E36DF62D8 | 2FICAIASCOD7AESSC | (j oo
25 EV Signing shas84RSA 4096 A 62F57DF69A5 | 7ADFC69D4C57EES815 Global Root
Server Key bits O = UniTrust 3687231C85E | F39CoF3D1F982E3AC CAR:
CA1A C=CN 0170216 76D25AB723995
UniTrust gﬁba}lﬁgiuﬂ E45366B7B7A | 78919B35D1C615595A UniTrust
26 Global Root shazg84ECD | 384 CARo 4E9D7CCC121 | 51328A5C546083B4D Global Root
Root CA Key SA bits O = UniTrust E04ACFCCAC | 5320724A258695B991 CA R2
R2 01BC72BC F2F61C4DCCy
C=CN
SHECA gls, éesrsel;:%i A1221170BEC8 | 69201DC24E4127FFA UniTrust
DV Signing | sha384ECD | 384 665F6ECB104 | 5B41A0DDF0A1A005
27 | Server | Ke SA bits | 22 C4EDB38FEA9 | Co0F334B003F10089 | Clobal Root
y O = UniTrust 4 3 9 334 3 9 CAR2
CA2A C=CN C1F914D 24CBF998E1827C
SHECA o) S BCA | 98CDEC33876 | 8E2CA2825C2039804 | (ypor
28 ov Signing | sha384ECD 384 oA 7F3942237381 | A7A1CC54B002EA1DB Global Root
Server Key SA bits O = UniTrust 0B735BA7C68 | 30AC489698F039527 CA Ro2
CA2A C=CN 3A8259 BF1602132F611
SHECA g\l\; S_eivHeIE(éﬁ 44661C71EF69 | 93E49170D20F54DA7 UniTrust
29 EV Signing | sha384ECD | 384 oA B7930AB5B77 | 01118A5ABDCDDA4F Global Root
Server Key SA bits O = UniTrust 1D83B114CFA | FCF334CDB2D8D805 CA R2
CA2A C=CN 843D77 99AB62848C85F80
UniTrust CN = UniTrust '
Global Global TLS 7935AD798A9 | 6C689FC6B014A1FBO UniTrust
30 | TLSECC Root shazg84ECD 334 ECC Root CA 5305C3E05A6 | CDEB5A3996171C15E7 | Global TLS
Root CA Key SA bits R2 ) 75161A97000F | 286106028532E0210C ECC Root
R O = UniTrust 6FCCoo EA8D9CD4E97 CAR2
2
C=CN
SHECA gl\\I, ’I‘LSSH éZCCéA CB65E62F501 | D69oD8722EA89CD7 UniTrust
31 DVTLS Signing | shaz84ECD | 384 CA 2A 75F2C172B433 | 617901449520653339 Global TLS
ECCCA Key SA bits O = UniTrust F3A043CD213 | 386AC4939F7EC5C1B ECC Root
2A C=CN 569A66 195D9C3C95FA4 CAR2
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# EHAWR | B EHEL =4 TR Z FEH 1D IEFHRE (SHA256) ERERE
e KE
SHECA gs "ELSSHEECCCA B353900B5E4 | 05E4C4B1F25803069 UniTrust
32 EVTLS Signing | shaz84ECD | 384 CA A 0A4952EA85A | 0E6793C9C13C6F6AE | Global TLS
ECCCA Key SA bits O = UniTrust 27F413ABBAD | 234F68E5C41236FDC ECC Root
2A C=CN 631F233 919B7F589032F CAR2
SHECA N IaECA | A065578C43B | 08BA64405A3406C97 |  UniTrust
33 OV TLS Signing | shaz84ECD | 384 CA 2A 2546C4E18DF | BDCBD0E44224E6DD | Global TLS
ECCCA Key SA bits O = UniTrust 86AED56725A | 341F3EC93F1368457D ECC Root
2A C=CN 9B7659C FA7CAC88BE150 CAR2
UniTrust CN = UniTrust .
Global Global TLS F2ADBFAB67 | 4BABE0E9328D5DAE UniTrust
34 | TLSRSA Root sha384RSA 4996 RSA Root CA 08F09672E63 | 17936F3DDAA2442BF | Global TLS
Root CA Key bits R1 3D65175A2475 | BDD0873F92FB8D1F RSA Root
R1 O = UniTrust 9C900C4 BBD3D9894649AD9g CAR1
C=CN
SHECA S Ti et | CSE3AB7F7EE | FFABEA74895DCC7 |  UniTrust
35 DVTLS | Signing sha384RSA 3072 | A 1A DBC3E7108B3 | 8C224597472CF6937E | Global TLS
RSACA Key bits O = UniTrust 4EF490EF2F2 | 0D740EF49DC2256C8 RSA Root
1A C=CN F1367D1 E75A2A2A15EDE CAR1
SHECA o | 60651A135EA | B2525A5066CA68CA7 |  UniTrust
36 EVTLS Signing shag84RSA 3072 | CA A B2B98A5A104 | F504F0A21FD73847D | Global TLS
RSA CA Key bits O = UniTrust 1B3057A1D02 | 174F89B48852A3E97 RSA Root
1A C=CN FC612E5 0588E1EAFC774 CAR1
SHECA 8§ 'I‘I?SH IESC;? F463091C1E27 | 7F8EF707C2D9A4B7D UniTrust
OV TLS Signing shaa84RSA 3072 CA 1A 88B75DBBE91 | 4ED5FDDC8AF4A64D Global TLS
37 RSA CA Key 364 bits O = UniTrust 644B1744A34 | 99BF297D03F8F01C4 RSA Root
1A co 01{111 rus F34B46 375DE74B1C7DE1 CAR1
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