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INDEPENDENT ASSURANCE REPORT

To the management of China Financial Certification Authority Co., Ltd. (“CFCA”):

We have been engaged, in a reasonable assurance engagement, to report on CFCA management’s assertion that for
its Certification Authority (CA) operations as enumerated in Appendix C, throughout the period 1 August 2023 to
31 July 2024 for its CAs as enumerated in Appendix A, CFCA has:

. disclosed its business, key lifecycle management, certificate lifecycle management, and CA
environmental control practices in its Certification Practice Statement (CP/CPS) as enumerated in
Appendix B

o maintained effective controls to provide reasonable assurance that:

° CFCA'’s Certification Practice Statement is consistent with its Certificate Policy
° CFCA provides its services in accordance with its Certificate Policy and Certification Practice
Statement

o maintained effective controls to provide reasonable assurance that:

° the integrity of keys and certificates it manages is established and protected throughout their
lifecycles;

° the integrity of subscriber keys and certificates it manages is established and protected throughout
their lifecycles; and

° subscriber information is properly authenticated

. maintained effective controls to provide reasonable assurance that:

° logical and physical access to CA systems and data is restricted to authorized individuals;

° the continuity of key and certificate management operations is maintained; and

° CA systems development, maintenance, and operations are properly authorized and performed to

maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities, v2.2.2.

CFCA does not escrow its CA keys, does not provide subscriber key generation services, and does not provide
certificate suspension services. Accordingly, our procedures does not extend to controls that would address those
criteria.

Certification authority’s responsibilities

CFCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of
its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities, v2.2.2.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.
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The firm applies International Standard on Quality Management (ISQM) 1, Quality Management for Firms that
Perform Audits or Reviews of Financial Statements, or Other Assurance or Related Services Engagements and
accordingly maintains a comprehensive system of quality control including documented policies and procedures
regarding compliance with ethical requirements, professional standards and applicable legal and regulatory
requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of CFCA’s key and certificate lifecycle management business practices and its
controls over key and certificate integrity, over the authenticity and confidentiality of subscriber and relying
party information, over the continuity of key and certificate lifecycle management operations and over
development, maintenance and operation of systems integrity;

(2) selectively testing transactions executed in accordance with disclosed key and certificate lifecycle
management business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at CFCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, CFCA’s ability to meet the aforementioned criteria may
be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion
In our opinion, throughout the period 1 August 2023 to 31 July 2024, CFCA management’s assertion, as referred

to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria for
Certification Authorities, v2.2.2.

This report does not include any representation as to the quality of CFCA’s services beyond those covered by the

WebTrust Principles and Criteria for Certification Authorities, v2.2.2, nor the suitability of any of CFCA’s services
for any customer's intended purpose.

Without modified our opinion, we noted the following matters during our procedures:

. On 4 March 2024, the representative of Google Root Program sent an email to CFCA via the registered email
of CFCA for status about the error in issuance of certificates. However, CFCA failed to respond to the email in
time and was requested to file an additional incident reporting and processing thread (Bug 1888881) for
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further explanations and remediations. CFCA acknowledged and made necessary changes to the list of
registered contact email addresses to prevent the same deviation from happening again according to the
feedback disclosed in the thread of discussions on 5 May 2024.

o CFCA received an email from the representative of Google Root Program about the basicConstraints
extension error found in three SSL certificates issued by CFCA. An incident processing thread (Bug 1886135)
on Mozilla’s Bugzilla Platform created on 19 March 2024 for remediations of the mis-issued certificates. More
mis-issued certificates were found after internal investigation. The remediation has been accomplished and
the processing thread has been closed on 26 September 2024

. In the processing of the mis-issuance incident (Bug 1886135), a total of 2098 certificates had been found
during the investigation and necessary procedures applied. Following the requirement in Section 4.9.1.1 of
TLS baseline requirements, 840 affected certificates were revoked within 5 days. However, the remaining
certificates had not been revoked successfully within the window of time required, so a new incident
processing thread (Bug 1888882) was filed for processing the delayed revocation issue.

Use of the WebTrust seal

CFCA’s use of the WebTrust for Certification Authorities Seal constitutes a symbolic representation of the contents
of this report and it is not intended, nor should it be construed, to update this report or provide any additional
assurance.

WQ&Y ety

Anthony Kam & Associates Ltd.

Certified Public Accountants
2105 Wing On Ctr, 111 Connaught Road, HK SAR, China

28 Oct 2024

KAM Hau Choi Anthony
Practising Certificate Number P02558
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Appendix A
The list of keys and certificates covered in the management’s assertion is as follow:
Subject DN Key Type Signature Key Size Subject Key c::itl-;\ﬁzczie Certificate
Algorithm Identifier Thumbprints Signed by
5CC3D78E4E1
e3fe2dfd28d0 |D5E45547A04
gN ZE,FCAF,EV RQCI’TC dieation Authority | Reot Kk ~ [ObbSbab6a2c4E6873E64F90C|  CFCA EV
- CNma inancial Certification Authority oot Key sha256RSA 4096 bits| <o 0o 93fFgs36D1CCC2 ROOT
b2f EF800F355C4(]
S5FD70FD
CC7253EBDE9
5508e2dccc95 [F7E92CBA297
CN=CFCAEVOCA , o _ pd1f5ddeb347|B5SBADED1B22| CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltse8e916c6c045 E5CEACASISE ROOT
C=CN 77c4 201B4DCA10F
4F3504B5E
FO7BBBDEO76
66b3effb5495 |FOB40C57CC4
N = C.FCA .OV O.CA e . _ .. [87€9aca59656 BEFEDE97CA1 | CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltsaee67ded3adOF53B9AE147FO ROOT
C=CN 43d1 35D284CBF53
F3432FB8
DA738A474EE
55200db47d2 [7473C9699EC
CN=CFCADVOCA = _ o _ ofe2c6dcfodd3BABEBSF483A |  CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 blts1cbf015aa7dc DA9E7988185 ROOT
C=CN 81bd A05975C4BAO
CO1B39559
6EGEB29F5EBA
fb5401131003 [910AFFD462F
CN = CFCA Global RSAROOT G2 , _ 4c5884€2a706/C921D724E52 | CFCA Global
O = China Financial Certification Authority RootKey | sha512RSA (4096 blt584f962055d1 >|6805EFE908AElRSA ROOT G2
C=CN 89b7 C45BD409B62
KE14C09
CDC4606B696
dcaae14b5c5a|8C6D65FFB61
CN = CFCADVRSAOCA G2 _ . _ |649f6b570fd0 [B84FAD39061 | CFCA Global
O = China Financial Certification Authority ~ |Signing Key | sha256RSA 14096 blt5545d66a4e88e 5 7C33ECTEAC [RSA ROOT G2
C=CN 7973 BBOB8B20B38
9767E6AQF
EB6CAG6E647
31f12de8b757 |ASEB633A382
CN = CFCAOVRSAOCA G2 _ . _ 16955bb85734 [90FD30131DD| CFCA Global
O = China Financial Certification Authority ~ |Signing Key | sha256RSA 14096 bltsO14b6214a21c 2B887B51E134RSA ROOT G2
c=CN 2fbdd 0ABB502C7AB
31688F04
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KUD452B952FD
b1bcbe24db2 [CDE663C1040
CN = CFCAEVRSAOCA G2 _ o _ |d0a94810afa5 |0AED613C96B | CFCA Global
O = China Financial Certification Authority ~ |Signing Key | sha256RSA 14096 bItSOO129Odcafc2fED8C4BF1A8F RSA ROOT G2
C=CN 443b 750D8A74D5C
4183B1920
23E4F8DA7D4
cc4708eaa3d4 [82CD1052894
(C)N::CEiFnCaAFﬁwl::caiLngr::c(z;:nzAuthority RootKey |sha384ECDSA| 384 bits| > 020°00f87 |33C2ET0CE6T | CFCA Global
86321dc992d6|C1E1092B4DC |ECC ROOT G2
C=CN 10bd 50101F6DOC3
KM6E965972
ADBB46AF1FE
c8cdaab55122 [1426F69BBCD
CN = CFCADVECCOCA G2 _ - _ [77cf837ae558 [0CDBD671650| CFCA Global
O = China Financial Certification Authority ~ |Signing Key |sha384ECDSA | 384 bits 6899be2a0ac7 313A5C63993 [ECC ROOT G2
C=CN 3069 708CC4B465F
14BD4EO1B
6F6478FBFF45
064e6c68b695/CC30ACOFE4E
CN = CFCAOVECCOCAG2. _ - 1454049658 |C3CCAEF3CAF | CFCA Global
O = China Financial Certification Authority  |Signing Key |sha384ECDSA | 384 bits 38608056574 [0E9595088003lECC ROOT G2
C=CN a05d6 42C229DD60C
9A432A1
80C868B3163
b7202c74b5b [13761E34D61
CN = CFCAEVECCOCAG2 | _ - _ [5a5fceb183f3d22AD687D462| CFCA Global
O = China Financial Certification Authority  |Signing Key |sha384ECDSA | 384 bits e 7bd4ed225C5E7016FC54RD [ECC ROOT G2
C=CN 2044 CBBA8D70F14
9752891C3
FFB85C26308
) c0ac76a2d35d|A961351249E
CN = CFCA ldentity CA _  |fff6cd16005b3 |A641F659D49 |CFCA Identity
O = China Financial Certification Authority RootKey | sha256RSA 14096 blt58a77f557d855 F639E91DAED A
C=CN 96¢ 9C92D046CCD|
CECC93D2F
0566635F27C0
) 9c44f4bf378f4 |8FB06292264B
CN = CFCA Identity OCA _ o  60b5991e5b6 [8BAEDCB3708 |CFCA Identity
O = China Financial Certification Authority  [Signing Key | sha256RSA 2048 bltsd81c0e77bc9a 01A2FS86D6A A
C=CN f272 7840D414031
2FD5A24
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
CFCA Certificate Policy and Certification Practice Statement for Global Trusted System 45 August 2023
CFCA Certificate Policy and Certification Practice Statement for Global Trusted System 44 November 2022
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Locations in-scope:
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Location

Function

Beijing (North), China

Datacenter Facility

Beijing (South), China

Datacenter Facility

Beijing (Central), China

Administration and Support

Chengdu, China

Registrations and Customer Services
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CFCA

CFCA MANAGEMENT’S ASSERTION

China Financial Certification Authority Co., Ltd. (“CFCA”) operates the Certification Authority (CA) services
known as CAs in Appendix A, and provides the following CA services:

e Subscriber registration
e Certificate renewal

e Certificate rekey

e Certificate issuance

¢ Certificate distribution
e Certificate revocation

e Certificate validation

The management of CFCA is responsible for establishing and maintaining effective controls over its CA
operations, including its CA business practices disclosure on its website, CA business practices management,
CA environmental controls, CA key lifecycle management controls, and certificate lifecycle management
controls. These controls contain monitoring mechanisms, and actions are taken to correct deficiencies
identified.

There are inherent limitations in any controls, including the possibility of human error, and the circumvention
or overriding of controls. Accordingly, even effective controls can only provide reasonable assurance with
respect to CFCA’s Certification Authority operations. Furthermore, because of changes in conditions, the
effectiveness of controls may vary over time.

CFCA management has assessed its disclosures of its certificate practices and controls over its CA services.
Based on that assessment, in CFCA management’s opinion, in providing its Certification Authority (CA)
services atlocations as enumerated in Appendix C, throughout the period 1 August 2023 to 31 July 2024, CFCA
has:

e disclosed its business, key lifecycle management, certificate lifecycle management, and CA
environmental control practices in its Certification Practice Statement (CPS) and Certificate Policy
(CP) as enumerated in Appendix B

¢ maintained effective controls to provide reasonable assurance that:

° CFCA’s applicable versions of Certification Practice Statement are consistent
with its applicable versions of Certificate Policy; and

° CFCA provides its services in accordance with its Certificate Policy and
Certification Practice Statement
¢ maintained effective controls to provide reasonable assurance that:

° the integrity of keys and certificates it manages is established and protected
throughout their lifecycles;

° the integrity of subscriber keys and certificates it manages is established and
protected throughout their lifecycles; and

° subscriber information is properly authenticated

¢ maintained effective controls to provide reasonable assurance that:

° logical and physical access to CA systems and data is restricted to authorised
individuals;
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the continuity of key and certificate management operations is maintained;

and

CA systems development, maintenance, and operations are properly
authorised and performed to maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities, v2.2.2, including the

following:

CA Business Practices Disclosure

o

o

Certification Practice Statement (CPS)

Certificate Policy (CP)

CA Business Practices Management

o

o

o

Certificate Policy Management
Certification Practice Statement Management

CP and CPS Consistency

CA Environmental Controls

o

o

o

Security Management

Asset Classification and Management
Personnel Security

Physical & Environmental Security
Operations Management

System Access Management

System Development and Maintenance
Business Continuity Management
Monitoring and Compliance

Audit Logging

CA Key Lifecycle Management Controls

o

o

o

CA Key Generation

CA Key Storage, Backup, and Recovery
CA Public Key Distribution

CA Key Usage

CA Key Archival and Destruction

CA Key Compromise

CA Cryptographic Hardware Lifecycle Management

Certificate Lifecycle Management Controls

o

o

o

Subscriber Registration
Certificate Renewal
Certificate Rekey
Certificate Issuance
Certificate Distribution
Certificate Revocation

Certificate Validation
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CFCA

CFCA does not escrow its CA keys, does not provide subscriber key generation services, and does not provide
certificate suspension services. Accordingly, our assertion does not extend to controls that would address those
criteria.

On 4 March 2024, the representative of Google Root Program sent an email to CFCA via the registered email of CFCA
for status about the error in issuance of certificates. However, CFCA failed to respond to the email in time and was
requested to file an additional incident reporting and processing thread (Bug 1888881) for further explanations and
remediations. CFCA acknowledged and made necessary changes to the list of registered contact email addresses to
prevent the same deviation from happening again according to the feedback disclosed in the thread of discussions
on 5 May 2024.

CFCA received an email from the representative of Google Root Program about the basicConstraints extension error
found in three SSL certificates issued by CFCA. An incident processing thread (Bug 1886135) on Mozilla’s Bugzilla
Platform created on 19 March 2024 for remediations of the mis-issued certificates. More mis-issued certificates
were found after internal investigation. The remediation has been accomplished and the processing thread has been
closed on 26 September 2024.

In the processing of the mis-issuance incident (Bug 1886135), a total of 2098 certificates had been found during the
investigation and necessary procedures applied. Following the requirement in Section 4.9.1.1 of TLS baseline
requirements, 840 affected certificates were revoked within 5 days. However, the remaining certificates had not
been revoked successfully within the window of time required, so a new incident processing thread (Bug 1888882)
was filed for processing the delayed revocation issue.

G o
CEQ of China Financial Certificationuharity C ot td.
20-3, Pingyuanli, Caishikou South Avenuf, Xi Cheng District, Beijing China
kA

.

28 October 2024 b O
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Appendix A

The list of keys and certificates covered in the management’s assertion is as follow:

Subject DN Key Type Signature Key Size Subject Key chHt,;izcsaie Certificate
Algorithm Identifier Thumbprints Signed by
5CC3D78E4E1
e3fe2dfd28d0 |D5E45547A04
gN ZEFCAF EV R(?OlTC iheation Authority | Root K _ DbbSbab6a2c4E6873E64FI0C|  CFCA EV
- CNma inancial Certification Authority oot Key sha256RSA 4096 bits), ¢ 058.93[F9536D1CCC2 ROOT
b2f EF800F355C4C
5FD70FD
CC7253EBDE9
5508e2dccc95 |F7E92CBA297
CN=CFCAEVOCA . o _ |pd1f5ddeb347[BSBADED1B22| CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltse8e916c6c045 ECCEACAGISE ROOT
C=CN 77c4 201B4DC410F
AF3504B5E
FO7BBBDEO76
66b3effb5495 [FOB40C57CC4
CN=CFCAOvOcA - . o _ B7e9aca59656 [BEFEDE97CA1| CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltsaee67ded3adOF53B9AE147FO ROOT
C=CN 43d1 35D284CBF53
F3432FB8
DA738A474EE
55200db47d2 [7473C9699EC
CN=CFCADVOCA , o _ lofe2c6dcfodd3BABEBSFA83A |  CFCAEV
O = China Financial Certification Authority ~ |Signing Key | sha256RSA 2048 bltS1beO1 caa7dc [DAIE7988185 ROOT
C=CN 81bd A05975C4BAO
C01B39559
6EGEB29F5EBA
fb5401131003 [910AFFD462F
CN = CFCA Global RSAROOT G2 . _ l4c5884e2a706/C921D724E52 | CFCA Global
O = China Financial Certification Authority Root Key | sha512RSA 4096 blt584f962055d1 > l6805EFE908AERSA ROOT G2
C=CN 89b7 C45BD409B62
4E14C09
CDC4606B696
dcaae14b5c5a|8C6D65FFB61
CN = CFCADVRSAOCA G2 , o _ 16496b570fd0 [B84FAD39061 | CFCA Global
O = China Financial Certification Authority ~ |Signing Key | sha256RSA {4096 b|t5545d66a4e88e 5 7C33ECTEAC [RSA ROOT G2
C=CN 7973 BBOB8B20B38
9767E6AQF
EB6C466E647
31f12de8b757 |ASEB633A382
CN = CFCAOVRSAOCAGZ , o _ 16955bb85734 [90FD30131DD| CFCA Global
O = China Financial Certification Authority ~ |Signing Key | sha256RSA {4096 b|t5014b6214a21c78887351 E134RSA ROOT G2
C=CN 2fbdd 0ABB502C7AB
31688F04
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4D452B952FD
b1bcbe24db2 [CDE663C1040
CN = CFCAEVRSAOCAG2 . o _ |d0a94810afa5 0AED613C96B | CFCA Global
O = China Financial Certification Authority  |Signing Key | sha256RSA 4096 bI’ESO01 290dcafc2f ED8CABF1ASE [RSA ROOT G2
C=CN 443b 750D8A74D5C
4183B1920
23E4F8DA7D4
cc4708eaa3d4 (82CD1052894
CN = CFCA Global ECC ROOT G2 , _ |f57626500f87 [33C2E10CE67 | CFCA Global
O = China Financial Certification Authority Root Key |sha384ECDSA |384 bits 86321dc992d6/C1E1092B4DC [ECC ROOT G2
C=CN 10bd 50101F6D0C3
M6E965972
IADBB46AF1FE
c8cdaab55122 [1426F69BBCD
CN = CFCADVECCOCAG2 . o _ [77cf837ae558 |0CDBD671650| CFCA Global
O = China Financial Certification Authority ~ |Signing Key |sha384ECDSA | 384 bits 6899be2a0ac?|313A5C63993 [ECC ROOT G2
C=CN 3069 708CCABA65F
14BD4EO1B
6F6478FBFF45
064e6c68b695|CC30ACOFE4E
CN = CFCAOVECCOCA G2 . o _ |d1454d49658 |C3CCAEF3CAF | CFCA Global
O = China Financial Certification Authority ~ |Signing Key |sha384ECDSA | 384 bits 3860805657d [0E959508B003|ECC ROOT G2
C=CN a05d6 42C229DD60C
9A432A1
80C868B3163
b7202c74b5b [13761E34D61
CN = CFCAEVECCOCAG2 . o _ |saSfceb183f3d22AD687D462| CFCA Global
O = China Financial Certification Authority ~ |Signing Key [sha384ECDSA | 384 bits o 7bd4ed225C5E7016FC54FD [ECC ROOT G2
C=CN 2044 CBBASD70F14
9752891C3
FFB85C26308
) c0ac76a2d35d|A961351249E
CN = CFCAldentity CA . |fff6cd16005b3 |A641F659D49 |CFCA Identity
O = China Financial Certification Authority Root Key | sha256RSA 14096 blt58a77f557d855 F639E91DAED A
C=CN 96¢ 9C92D046CCD!
CECC93D2F
0566635F27C0
) 9c44f4bf378f4 [8FB06292264B
CN = CFCA Identity OCA . o  160b5991e5b6 [BB4EDCB3708 [CFCA Identity
O = China Financial Certification Authority ~ |Signing Key | sha256RSA 2048 bltsd81c0e77bc9a 01 ASF586D6A A
C=CN f272 7840D414031
2FD5A24
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
CFCA Certificate Policy and Certification Practice Statement for Global Trusted System 4.5 August 2023
CFCA Certificate Policy and Certification Practice Statement for Global Trusted System 44 November 2022
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Locations in-scope:

Location

Function

Beijing (North), China

Datacenter Facility

Beijing (South), China

Datacenter Facility

Beijing (Central), China

Administration and Support

Chengdu, China

Registrations and Customer Services
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B P2ERALEPOBARATEENE

HNEZET - WHHERANPEERMNEPOAERAS (&R "CFCA" ) T2023FE 88 1HE 2024 F7
H 31 B CFCA EMifFR C Frialitt iz BN FIANERSJSEEEMRINENT 7 B RIEAWLIEWS - RiE
EEMEINE - CFCAE :

o EMHER B AENPEERIANLEPOZKEEEZBFANEWSNN (cp/cps ) PIKFE &R
FINEWSS - ZREmBHEE  IEHEMBER - Dk cA FREZEHIEE

o BIBAMIEHIMNG - DURHEINSELRIL
CFCA B CPS 5 CP 475 ;
CFCA &7 CP # CPS 2 B FIAIEARSS

o BIUBANIEHIMNE - DURHIINSELRIL
BUAFREENERSIEREEMBRPNTEN
o BIUFRIFREENIAERMTPIEBEEMBRPRTEY ;| DK
o T CFCAFrBTRUEME IR S ERIERPBFENER

o BIUAIEEGIMNG - DUIRFHLINEERIL
o X CA RGINBIRRZEMIBIHRIMIRT RN DA ;
o REBHMLBEERFOESM ; UK
o CA RGN A - HFMRFRREZHBRNANT - DUZER CA 2580573 E

DA% & WebTrust Principles and Criteria for Certification Authorities, v2.2.2 ©
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https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final-(15).pdf?la=en&hash=9355E6E558FE7924BEEAF5FF501B486D6903C339
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CFCA RFEEEME - REMITFBREMMRS - INRIRHEIEBIELERSS - T|UE - HANOEFRIEBEHRIR
HENBRES -

CFCA M=

CFCA WNEEBEMTRIBEREREZIAE  SEERINENEMN AT DI CFCA FTEHNRBERFTS
WebTrust Principles and Criteria for Certification Authorities, v2.2.2 FIFIZE °

HiH MRV I M E

HIMNFEFHAUTEHBETERBEEZERSH NS AREKGRNRV ST IMEZEN ( Code of Ethics for
Professional Accountants ) MIENBEEX - ZENESETEIEE - EW - TWEAFEE - ®REBEMRWT
NOERFRENZ £ -

BNASEREMmEZKNBREERE (ISQM) 1 HELEFEZENRSZEHIE R BT ERE
K~ TWARERE R ARAM BRI ENBRANEFR -

HiHMASEE

BMNWIRAZERTEILTFREM EX CFCANBERNERREE - RIBREEMFIFSEILENESS
EmNEREIEWSSENES 3000 5 "FLPFSERETHELEXIFIEUENE OMERT 7 EIUETIF - It
ENERBANH AN THNNEHEFLEIFAAER T EMINEERNENTIERIE - 85 :

(1) 7T CFCABREMEBEmBHEE RN B HME BB MNZEGIER - SFETFAKESERNES

MAREY - BREMEBEMBREENESY  URAGTK  BENTEY ;
HEMZ W SRIFRRET FANREBERIESEmBRER ;

M ZEGENNTHOB M | UK

PITEMBA ANV ENEILERER -

AAA
o — ~—

ARE - HIBREWIEEZR D B30 - ARRSIESICRME 7 &AM -

EHRAE R

CFCA WINBMEFINAMMEMEEY - REXHF RARKE T RS XTGP~ ErI5200 - BUR T2
WHEERUREMFETES MR NARKEGRR - BFREX B AR TSGR BT

HATEANEAS TE -
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https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final-(15).pdf?la=en&hash=9355E6E558FE7924BEEAF5FF501B486D6903C339
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B A R

BT AEERIE R ARSRIRE] - CFCA AR Lt ZERABEN IR REIFM - fIU « ZH D BERERITAR - &
MR « 8B - WRAARERORZAALE - ERAIIMNBHIESRMENEK - L5 - XFLRZ(ETIEE
SEMAN G REEFRNBNSENE -

&ie

HATAAR - CFCAT 2023 F 8 H1 HZE 2024 F£7 B 31 HEEWEFIANIERBHEEBRANEERBEKRA
HE&S WebTrust Principles and Criteria for Certification Authorities, v2.2.2 -

K EF A BIFEEIE_ WebTrust Principles and Criteria for Certification Authorities, v2.2.2 MINK R E45 &S
BB - Xt EEF N CFCA IREM S EM SRR -

FEABBE RO, BATFERE P i & 2 LR

e 2024% 3 A4 H - Google Root Program f{z3&5d CFCA BEMHRFEE CFCA &7 —3 8B FH4 -
WENEBMAEIRWIER - B CFCA ReERNEBIS XM - HHEBRRERIIMIBHRSMNUIELRE
( Bug 1888881 ) LU T — L BB MK - 1RIE 2024 £ 5 B 5 BN e&BPIRENRT - CFCA B
FAIATE XL AR EX R BB FEB At LB R HAT T M ER B - DI IEBRAERRNRE -

o CFCA 3] Google Root Program & A KMWEB FHB# - #8 CFCA £ AR =5 SSL IEHEFE
basicConstraints ¥ B51= - 2024 &£ 3 A 19 H - Moxzilla 89 Bugzilla FF& Lol T — NS HAIBLRE
(Bug 1886135) - AT EUIEBMANER - NEPBAERANEZEHRMAMWIES - ZRTIFES5%M -
MIBZIZET 2024 £ 9 B 26 HRIMA -

o HEMEERMASH (Bug 1886135) B - IWEMEFH LI 2098 3KIEH - ANA FLENERF - RiE
TLS BE4EKE 4.9.1.1 TTHEXK - 840 K2 MMAIE B 5 RKNKEH - (BF - ERIEBAREEEKRHN
RHE N AR - RUCIRAR VIS AR 472 ( Bug 1888882 ) SRAAIEFEREHID/A -

X Webtrust #7iR A9 A

£ CFCA Wih £ WebTrust B FINEARIRZ AREABHN—MFTSHTR - EAFAZEN 7 HANFIANNZN K
RENEFHAERTE—DHWRIE
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https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final-(15).pdf?la=en&hash=9355E6E558FE7924BEEAF5FF501B486D6903C339
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P 3= A
AREINFRENBEN B SIEDIIZENT:
SHA256
Subject DN Key Type Signature Key Size | Subject Key Certificate Certificate
Algorithm Identifier Thumbprints Signed by
5CC3D78E4E1
e3fe2dfd28d0 |[D5E45547A04
gN :CEFCAF EV RqolTC dheation Authority | Root K _ [obbSbab6a2c4E6873E64FI0C|  CFCA EV
0 CNma inancial Certification Authority oot Key sha256RSA {4096 bitsi e c0 93(F9536D1CCC2 ROOT
b2f EF800F355C4C
5FD70FD
CC7253EBDE9
5508e2dccc95 [F7E92CBA297
CN=CFCAEVOCA _ o _ lbd1f5ddeb347|B5SBADED1B22| CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltse8e916c6c045 ECCEACASOSE ROOT
C=CN 77c4 201B4DC410F
AF3504B5E
FO7BBBDEO076
66b3effb5495 [FOB40C57CC4
gNz=CEiFn(;AFi(r)1\;:nocEIA\Certiﬁcation Authority  [Signing Key | sha256RSA 2048 bit587egaC359656 BEFEDES7CAT CFCAEV
aee67ded3adOF53B9AE147F0 ROOT
C=CN
43d1 35D284CBF53
F3432FB8
DA738A474EE
55200db47d2 [7473C9699EC
CN=CFCADVOCA , o _ ofe2c6dcfodd3BABEBSFA83A | CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltS1beO1 caa7dc [DAIET988185 ROOT
C=CN 81bd A05975C4BAO
C01B39559
6E6EB29FSEBA
fb5401131003 [910AFFD462F
gN==CEiFn(;AF$1|::;LFé:rEiZLOGnZAuthority RootKey | shaST2RSA 1096 bits <o reea’06/Co21D724E52 | CFCA Global
84f962055d12 [6805EFE908AE|RSA ROOT G2
C=CN 89b7 C45BD409B62
4E14C09
CDC4606B696
dcaae14b5c5a[8C6D65FFB61
N = CFCADVRSAOCA G2 . . _ 649f6b570fd0 [B84FAD39061 | CFCA Global
O = China Financial Certification Authority  |Signing Key | sha256RSA 4096 bltSS4Sd66a4e88e 5 7C33ECTEAC [RSA ROOT G2
C=CN 7973 BBOB8B20B38
9767E6AQF
EB6C466E647
31f12de8b757 |A5EB633A382
CN = CFCAOVRSAOCA G2 _ o  16955bb85734 |90FD30131DD| CFCA Global
O = China Financial Certification Authority  |Signing Key | sha256RSA 4096 bits
. 014b6214a21c[7B887B51E134|RSA ROOT G2
2fbdd OABB502C7AB
31688F04

858
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4D452B952FD
b1bcbe24db2 [CDE663C1040
gNzzﬁrn(;’AF:ErL:Z’:IOCth\i?czation Authority  [Signing Key | sha256RSA 4096 bitsd0a94810afa5 PAEDS13C96B | CFCA Global
001290dcafc2f[EDBCABF1ASF [RSA ROOT G2
C=CN
443b 750D8A74D5C
418381920
D3EAFSDA7DA
cc4708eaa3d4[82CD1052894
CN = CFCAGlobal ECCROOTG2 157626500187 [33C2E10CE67 | CFCA Global
O = China Financial Certification Authority Root Key |sha384ECDSA |384 bits 86321dc992d6/C1E1092B4DC |ECC ROOT G2
C=CN 10bd 50101F6D0C3
46E965972
ADBB46AF1FE
c8cdaab55122(1426F69BBCD
gN::CEiFn(;AF :i\;:ccl; Secr‘t\mii don Authority |Signing Key | sha3e4ECDSA | 384 bits[7C1E372€558 DCDBDGT1650) CFCA Global
6899be2a0ac7 [313A5C63993 [ECC ROOT G2
C=CN 3069 708CCABA6SF
14BDAEOTB
6F6478FBFFA5
064¢6c68b695/CC30ACOFEAE
gszcﬁiFn(;AFi(r)w\::nEcci; Se-cr’:;f(iacztion Authority  |Signing Key [sha384ECDSA | 384 bits 1454049658 (C3CCAEF3CAF | CFCA Global
38f60805657d [0E959508B003[ECC ROOT G2
C=CN
205d6 42C229DD60C
9A432A1
80C868B3163
b7202c74b5b [13761E34D61
gN:_CEiFniAF:Er:;:Eigl(éiﬁci?fation Authority  |Signing Key |sha384ECDSA | 384 bits 2> <0 183130R2AD687D462) CFCA Global
e7bd4ed225¢5[E7016FC54FD [ECC ROOT G2
C=CN
2044 CBBASD70F14
9752891C3
FFB85C26308
' 0ac76a2d35d|A961351249E
CN = CFCAldentity CA _ |fff6cd16005b3 |A641F659D49 |CFCA Identity
O = China Financial Certification Authority Root Key | sha256RSA 14096 b|t58a77f557d855 F639E91DAED A
C=CN 06¢ 9C92D046CCD
CECC93D2F
0566635F27C0
, 0cA4fAbT37814[8FB06292264B
CN = CFCA Identity OCA L  J60b5991e5b6 [8BAEDCB3708 |CFCA Identity
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltsd81c0e77bc9a 01A2F586D6A A
C=CN £272 7840D414031
DFD5A24

(=
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https://www.cfca.com.cn/upload/resources/file/2023/10/17/1407.pdf
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CFCA
CFCA EFIAERRSBIEEM BIAERS
(APXRERESE  ENESHRHENRE )
PEEMIANEPOBEAS (U TEIR “ CFCA" ) zEBEFIANERSBIME (LLNEFR "CA" - ExR A
F)2 T RSB EEANBIERAMPRIES ) - HREMTEFAERS :
e TP
o IEPEH
o IEPEEAEH
e IEBAT
e IFFHHK
e IFFHPREH
e IFFHIGIE

CFCA EEENTHX CA RJSZBUFLEFBMAES - &5 : CA WSMNIKE - CA WSHRUWEE -
CA HizZH ~ CA BHEMBHEE - LREBEmBHEE - XEZH 8 R ZEN G R AUIESIRA
AR R Bea Fir SR ER B SO FE T -

EOERISMEEEARG - 2FEANKR - DUARE A BTG oI - IS - BIEAMAEZESITN
FEXS CFCAIZEMEB FIANERFZIRHESIERIL - b4 - BT EHIFRRT(E - EFINAEN M ol sERE R B M
KREZE -

CFCA EEECXRHENEFINERSRIN SN E R ZEFETEA - ETUTFME - CFCA EEERIA
A 12023 F 8 81 HE 2024 F£7 A 31 Bzt CFCA MR C PRI m AT IR (HAVEE FIAIERR S HAE] -
CFCA .

o  TEMIHER B FERFEERVUANEPOEIKEEMFZREFINEWSAN (CPS ) M ERIAIL
POEFRES (CP) PIRE FBFINEWS - BREMBREE  IEBEMBFHMER - UK
CA Wi iEHEE

o BYANEEHING - DURHII N SERIL
CFCARICPS 5 CP 7T ; LK
CFCA B1& CP #1 CPS Rt FINIERRSS ;

o BEAERINSG - DURHELUT SR
BUEFREENBRSIEREEMBRPRTEY ;
B FRIFMEERIT A BHEMI P IEREEMB R PRTEY ;| MK

FIHE H8E



CFCA

T CFCA FRrTRUEIHEFIa Bt EE IR FIRERNER

o BYANEEHING - DURHEIINSERILE

X CA S MEIRNZEMPIERDNRT ZNA DA ;
FREBHMLBEERIFOESM ; MUK
CA RGN & - P NRFFREINENAMMNT - LR CA ZATE

IR A WebTrust Principles and Criteria for Certification Authorities, v2.2.2 - B EMTRA :
o CANISSHRMI$REE
BB FIANEW S ( CPS)
IEHREE (CP)

o CAMISSMNIEIE
IEHREEEE
B FIAEW SAMNEE
CP #0 CPS RO—21%

o CAMIRIEH

F2HH8E


https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final-(15).pdf?rev=cd237d24ccbe42469892ade47c3a48a0&hash=EB4A4493C87E3A1E1288E83364C240EF

CFCA

o CAZPLEmMAHERE

CA BREM

CA ZiHFfE - FOHMKE
CA RN K

CA BiREH

CA BRI ER

CA B EE
CAZBREEmMBHEE

o EBEMEHER
1T FERR
IEHEH
UEHZ R E
UEH AT
B0 A
IEH A
UEH50IE

CFCA RFEEEMN - REHITPBBPEMRS - MAREH/IEBELERS - AL - ROWAERSKRIEBZEER
PRAER A R -

2024 % 3 A 4 H - Google Root Program {3385 CFCA R EMREBFEE CFCA KR3E T — B F b4 - \EIE
PR ERNEBER - B CFCA RERKNEEZHM - HFEERERDIMIBHRENUIELIE (Bug 1888881 )
PUSITIH — DR - 1RYE 2024 £ 5 B 5 B PIRTERNRER - CFCA BIEIAF XTI Z 8 FHb 4
AL FIFRFHT 7T M ERNER - UFFIEBRERERBNRE -

CFCA U2l Google Root Program fizR& KA FHE#4 - #X CFCA S &M =5K SSL IEH7F7E basicConstraints
T REIR - 2024 £ 3 A 19 H - Mozilla 89 Bugzilla Y¥& LBl 7 — 1M EHAIELIE (Bug 1886135) - AT
DOEBMANEIR - RENEEREANEZHEIRMRMIES - BRTESRM - RIBLEST 2024 £9 A 26 H
RIA -

EREBRMASMH (Bug 1886135 ) BY - IHEHEH A 2098 KIEH - ANA T HERER - |RIE TLS &
HLEXKE 49.1.1 THEX - 840 KREMAVIEHE 5 RAWAE - BE - HRIEBREEZ KN ENAINE
8 BIER TS HAELE (Bug 1888882 ) sKAIRIERFHIDIA -

F3IE H8HE


https://bugzilla.mozilla.org/show_bug.cgi?id=1888881
https://bugzilla.mozilla.org/show_bug.cgi?id=1886135
https://bugzilla.mozilla.org/show_bug.cgi?id=1886135
https://bugzilla.mozilla.org/show_bug.cgi?id=1888882
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CFCA

FifFaR A
RANEREANEENBRSIERSIEWT:

Subject DN Key Type Signature Key Size Subject Key c:lr-lt,;iZCSaGte Certificate
Algorithm Identifier Thumbprints Signed by
5CC3D78E4E1
e3fe2dfd28d0 |D5E45547A04
CN=CFCAEVROOT = . _ [0bbSbab6a2c4E6873E64FI0C|  CFCA EV
S::CC:Ima Financial Certification Authority Root Key sha256RSA 14096 bits| bf0622058c93fF9536D1CCC2 ROOT
b2f EF800F355C4C
5FD70FD
CC7253EBDE9
5508e2dccc95 |F7E92CBA297
CN=CFCAEVOCA . _ |pd1f5ddeb347[BSBADED1B22| CFCAEV
O = China Financial Certification Authority ~ |Signing Key | sha256RSA 2048 bltse8e916c6c045 ECCEACAGISE ROOT
C=CN 77c4 201B4DCA10F
4F3504B5E
FO7BBBDEO076
66b3effb5495 [FOB40C57CC4
CN=CFCAOVOCA = . o _ B7e9aca59656 [BEFEDE97CA1| CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA 2048 bltsaee67ded3adOF53B9AE147FO ROOT
C=CN 43d1 35D284CBF53
F3432FB8
DA738A474EE
55200db47d2 [7473C9699EC
CN=CFCADVOCA , o _ lofe2c6dcfodd3BABEBSFA83A |  CFCAEV
O = China Financial Certification Authority ~ |Signing Key | sha256RSA 2048 bltS1be01 caa7dc [DAIE7988185 ROOT
C=CN 81bd A05975C4BAO
C01B39559
6EGEB29F5EBA
fb5401131003 [910AFFD462F
CN = CFCA Global RSAROOT G2 . _ l4c5884€2a706(C921D724E52 | CFCA Global
O = China Financial Certification Authority RootKey | sha512RSA 4096 blt584f962055d1 > l6805EFE908AERSA ROOT G2
C=CN 89b7 C45BD409B62
4E14C09
CDC4606B696
dcaae14b5c5a[8C6D65FFB61
CN = CFCADVRSAOCAG2 , - _ 16496b570fd0 [B84FAD39061 | CFCA Global
O = China Financial Certification Authority ~ |Signing Key | sha256RSA {4096 b|t5545d66a4e88e 5 7C33ECTEAC [RSA ROOT G2
C=CN 7973 BBOB8B20B38
9767E6AQF
EB6CA466E647
31f12de8b757 |ASEB633A382
CN = CFCAQVRSAOCA G2 , - _ 16955bb85734 [90FD30131DD| CFCA Global
O = China Financial Certification Authority ~ |Signing Key | sha256RSA 4096 b|t5014b6214a21c78887BS1 E134RSA ROOT G2
C=CN 2fbdd 0ABB502C7AB
31688F04

58 # 88




CFCA

4D452B952FD
b1bcbe24db2 [CDE663C1040
CN = CFCAEVRSAOCAG2 . o _ |d0a94810afa5 0AED613C96B | CFCA Global
O = China Financial Certification Authority  |Signing Key | sha256RSA 4096 bI’ESO01 290dcafc2f ED8CABF1ASE [RSA ROOT G2
C=CN 443b 750D8A74D5C
4183B1920
23E4F8DA7D4
cc4708eaa3d4 (82CD1052894
CN = CFCA Global ECC ROOT G2 , _ f57626500f87 [33C2E10CE67 | CFCA Global
O = China Financial Certification Authority Root Key |sha384ECDSA | 384 bits 86321d992d6IC1E109284DC |ECC ROOT G2
C=CN 10bd 50101F6D0C3
M6E965972
IADBB46AF1FE
c8cdaab55122 [1426F69BBCD
CN = CFCADVECCOCAG2 . o _ [77cf837ae558 |0CDBD671650| CFCA Global
O = China Financial Certification Authority ~ |Signing Key |sha384ECDSA | 384 bits 6899be2a0ac?|313A5C63993 [ECC ROOT G2
C=CN 3069 708CCABA65F
14BD4EO1B
6F6478FBFF45
064e6c68b695|CC30ACOFE4E
CN = CFCAOVECCOCA G2 , o _ |d1454d49658 [C3CCAEF3CAF | CFCA Global
O = China Financial Certification Authority  |Signing Key |sha384ECDSA | 384 bits 3860805657d [0E959508B003|ECC ROOT G2
C=CN a05d6 42C229DD60C
9A432A1
80C868B3163
b7202c74b5b [13761E34D61
CN = CFCAEVECCOCAG2 . o _ |saSfceb183f3d22AD687D462| CFCA Global
O = China Financial Certification Authority ~ |Signing Key [sha384ECDSA | 384 bits o 7bd4ed225C5E7016FC54FD [ECC ROOT G2
C=CN 2044 CBBASD70F14
9752891C3
FFB85C26308
) c0ac76a2d35d|A961351249E
CN = CFCAldentity CA . |fff6cd16005b3 |A641F659D49 |CFCA Identity
O = China Financial Certification Authority Root Key | sha256RSA 14096 blt58a77f557d855 F639E91DAED A
C=CN 96¢ 9C92D046CCD!
CECC93D2F
0566635F27C0
) 9c44f4bf378f4 [8FB06292264B
CN = CFCA Identity OCA . o  160b5991e5b6 [BB4EDCB3708 [CFCA Identity
O = China Financial Certification Authority ~ |Signing Key | sha256RSA 2048 bltsd81c0e77bc9a 01 ASF586D6A A
C=CN f272 7840D414031
2FD5A24
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https://www.cfca.com.cn/upload/resources/file/2023/10/17/1407.pdf
https://www.cfca.com.cn/upload/resources/file/2023/10/17/1404.pdf
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