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Root CAs

CA#1: SecureSign RootCA1l

CAH2: SecureSign Root CAI12

CA#3: SecureSign Root CAl4

CA#4: SecureSign Root CAlb

Issuing CAs

CAf5: Cybertrust Japan SureServer CA G8

CAH6: Cybertrust Japan SureServer CA G7

CAH7: Cybertrust Japan SureServer EV CA G9

CAHS: Cybertrust Japan SureServer EV CA G8

CAH9: Cybertrust Japan SureServer EV CA G7
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CAH#11:  Cybertrust Japan SureCode CA G3
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CAH14: Cybertrust Japan SureMail CA G8

CA#15:  Cybertrust Japan SureMail CA G7

CA#16:  Cybertrust Japan SureTime CA G4

CA#17: Cybertrust Japan SureTime CA G3
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0 = Cybertrustfybertrust
Japan Co.,  [fapan Co., [IPASSOFODI [F2EB (SHA256)

Ltd. Ltd. A\BEDAB7FS71504
C=Jp C=1Jp EEO7CEB3EDI3AR
034394548B1E65
5F7CT59B9646AB

78FOCEBB
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13 [N = [N = 101C0824BB |rsafncryptio|(4096Bit [Sha3sawi [P0204-6 1 R036%4=6 11 Bp5capp323pa |(SHAL)
Cybertrust BecureSign 22 H P2 H 6261D96B5 1BFET
Japan SureCodeRoot CAl4 — [‘EAG3303FBn s) thRSAEnc f17:31:36  [17:31:36 [83BPOICCE93[g07p38B4A52E41
EV CA G3 p= B26F7D613B Fyption P5577BB84990 [FODBYEFEFTLE
0 = Cybertrustfybertrust
Japan Co. , Japan Co., [F01241FF6 PAC4 (SHA256)

Ltd. Ltd. 37CCID3EDF3FSS

c=Jp C=Jp 17D922944AA114
\5576AB4FDSDFO
9E35D10FF314C8
EA172619

14 [N= [N = ID3F1E58EO [id- (384Bits Jecdsa—  [P020FF61  PO304E6JT  brprRogssgr1 |(SHAL)
Cybertrust  BecureSign 02 b2 H 15ED815535775C
Japan SureMailRoot CAl5 ~ PFOFBDCEA8 fecPublicKey f) with—  l1g:50:52 [18:50:52 [PBD24E84B093 |g565p060RFD582
CA G8 = BCA9AFC5CA SHA384 HOSBAIDSA141 [TA3TO8TCBL5B
0 = Cybertrustfybertrust
Japan Co.,  [Japan Co., [PPADDBIC89 p26F (SHA256)

Itd. [td. 195FA1E40EDFOB

c=Jp C=7Jp 1BDCB2C4F913DD
5FD6CCB58891DH
3B73E53CTAEBIA
C3FS6E28

15 [N= [N = U38ADABAST [rsaEncryptiol(2048Bit [sha2sewi [20204F6H  PO30E6H  hogazrnoadsr|(SHAD)
Cybertrust  BecureSign 22 H b2 H £ 78CBAC46E1C13
Japan SureMailRoot calg  POP4DIF2AAM s) thRSAENC |6 4g:38  [16:48:38 [6644DC6773 150530534905 m82
CA G7 = TESC8AC282 ryption FE25CT7BCY1AE [COB53ECAFD22
0 = Cybertrustfybertrust
Japan Co.,  [Japan Co., [OF24270BE pES2 (SHA256)

Ltd. Ltd. BES8404D1D6451

c=Jp C=Jp 268E1FIOECI3BC
2172876B22678[]
5405EACE95B1C)
F35FADOT

16 [N= [N = BE745100E3 |id- (384Bits [ecdsa—  [20214F9H 9 PO3TAHIH 9 1 60378BECDES | (SHAD)
Cybertrust  BecureSign 5| A F95B7E1CA40A89)
Japan SureTimeRoot CA15 ~ [\[BC5D0288 jecPublicKey D With=  l11:41:04 fi1:41:04 [52B490829E4 09471 25039DAD81
CA G4 = B4475F408E SHA384 D21143A6CAD6 [163D92B3A4BT
0 = Cybertrustfybertrust
Japan Co.,  |Japan Co., pLOAS337B5 489 (SHA256)

Ltd. Ltd. 5022E703CD5250)
c=Jp C=Jp 1D45F8CAB522C0
0BSD371891C999)
5D28F36E129068

SD1E9EBE
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CA (7= NRITH YIUT =T IR — BAT [EOHIR [EEIR [T Y = 7 R
s 5 DESZSVA A X LY |G | DOKT k% —
A ik 1 1
1 [N = CN = 01 rsaBneryptiol(2048Bit [shalWith [20094E4 F 8 202044 A 8 |5BFS4D4FB2A5| (SHAL)
SecureSign SecureSign 3BC49F48F8F373
RootCAI1 RootCAL1 n s) RSAEncry (H H B6DA3AD2F163, 0901 pRpR85RR1
0 = Japan 0 = Japan btion  [13:56:47 [13:56:47 [9AAOBE09F657(C365C7D811B3
Certification [Certificatio
Services, Inc.|n Services, B7DE (SHA256)
c=Jp Inc. BFOFEEFBIE3A5S
c = Jp 1AD5F9E9DB7589)
085743D261085C
4D314F6F5D7259
1421612
b [N = CN = 66F9CTCIAF [rsaBneryptio| (2048Bit [sha256Wi [2020474 18 [2040%E4 H 8 [5734F374CF04| (SHAL)
SecureSign SecureSign 7A221E3DDE1B06
koot CALY koot CcAlo  [ECC251BAED | s) thRSAEnc |H H UBD52BE6F 140,y o 0847701681
0 = Cybertrust0 = 5397E6E682 ryption [14:36:46 [14:36:46 [B62C4CD92DE9[3CESF76B06F4
Japan Co., Cybertrust
Ltd. Japan Co. , (32B1C9016 (\0AD (SHA256)
C = Jp L.td. 3F034BB5704D44
c = Jp
B2D08545402057
DE93EBF3905FCE
721ACBC730C06D
DAEE904E
3 [N = CN = 64DB5A0C20 [rsaEncryptiol(4096Bit [Sha3s4wi [20204F-4 8 204544 H 8 |ng93430A5E28| (SHAL)
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0 = Cybertrust0 = (C85027A25A ryption [FBFC2D6F23E4 [40DDBBFOF24F
Japan Co., Cybertrust
Ltd. Japan Co. , 2TDD2DF2CE 730 (SHA256)
C = Jp Ltd. 41B009C1034494F
c = Jp 0AB56BBA3BA1D6
2731FC4D20D895
5ADCEC10A92560
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4 [N = CN = 1615C7C3D8 i d- (384Bits [ecdsa—  [P0204F4H 8 2045474 A 8|gp41c8aRRCD5| (SHAT)
SecureSign SecureSign H H CBBA83C8C15A5D)
Root CAI5  [Root CAl5  [{9ATBEBYOCfecPublicKey D ith= li7:30:56 [17:32:56 [PEO148FOBD8BI po7a6pcADT7ER
0 = Cybertrustj0 = SASSEDF070 SHA384 F4872093412B[2813064A077D
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Japan Root CAl5  [PF541F8834|ecPublicKey D ith=  l1g:45:15 [18:45:15 [|t699EEGBBOIBIG RroorBEARASL

SureServer CA |0 = 0F49285532 SHA384 7AC6F3FACAR5 (999649877819

GS Cybertrust

0 = Cybertrust|Japan Co., 24B6C4SFE2 703 (SHA256)

Japan Co., Ltd. 93D931D5F95411

ILtd. c = Jp 998705B148532H

C = Jp 1F16FBCFOOF331
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N = N = 167DDDAETA |rsaEncryptio|(2048Bit [sha256Wi [P0204F6JT  [20304F6JT  |gpscageagana|(SHAL)

Cybertrust  [SecureSign 22 22 F9DDECIE1FCF62

Japan Root cAlz  [PD348B6AL0M s) thRSAENC 6. 40:05 |16:42:05 [F4850F5489DDp panoarncaar

SureServer CA |0 = GBCICA24AC ryption 69B23C52674A[09A9504F4784

G7 Cybertrust

0 = Cybertrust|Japan Co., [745F2B6CH oAl (SHA256)

Japan Co.,  |Ltd. A2E2C3D73CFR96

Itd. c = Jp 151325712E212H

C = Jp IA15C40FD4F2C3R
143C1BB6193853
65304C02

CN = CN = 756AA35ABA [rsaBncryptio| (4096Bi t [Sha3s4wi [20204F6 1 [20304£6 1 [rppgra2rsp7p|(SHAL)

Cybertrust  [SecureSign 22 A 22 A EDEC2820E5CD08

Japan Root cAl4  [F847DD5103 s) thRSAENC 1 7.50:00  [17:50:00  [POBEE394BI65) o3 n3p0417FH

SureServer EV [0 = (C33A37B168 ryption CE54A8833B92(0DCDB51D238B

CA G9 Cybertrust
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CA G8 Cybertrust
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Japan Co.,  [Ltd. 70C4002E0DF2FH

Ltd. c = JP 51E691654903BF]

C=Jp 742D09D5AT4A84)
B15B68FBCDA320)
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0 = Cybertrust|Japan Co., BYAE35I418 (SHA256)
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C = Jp BAEAD29C67F5ET
DD74F691B7FAOS

043472C5
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c=Jp Inc. BFOFEEFBIE3A5S
c = Jp 1AD5F9E9DB7589)
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SecureSign SecureSign 7A221E3DDE1B06
koot CALY koot CcAlo  [ECC251BAED | s) thRSAEnc |H H UBD52BE6F 140,y o 0847701681
0 = Cybertrust0 = 5397E6E682 ryption [14:36:46 [14:36:46 [B62C4CD92DE9[3CESF76B06F4
Japan Co., Cybertrust
Ltd. Japan Co. , (32B1C9016 (\0AD (SHA256)
C = Jp L.td. 3F034BB5704D44
c = Jp
B2D08545402057
DE93EBF3905FCE
721ACBC730C06D
DAEE904E
3 [N = CN = 64DB5A0C20 [rsaEncryptiol(4096Bit [Sha3s4wi [20204F-4 8 204544 H 8 |ng93430A5E28| (SHAL)
SecureSign SecureSign H DD50COF779B364)
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0 = Cybertrust0 = (C85027A25A ryption [FBFC2D6F23E4 [40DDBBFOF24F
Japan Co., Cybertrust
Ltd. Japan Co. , 2TDD2DF2CE 730 (SHA256)
C = Jp Ltd. 41B009C1034494F
c = Jp 0AB56BBA3BA1D6
2731FC4D20D895
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SureServer CA |0 = 0F49285532 SHA384 7AC6F3FACAR5 (999649877819

GS Cybertrust

0 = Cybertrust|Japan Co., 24B6C4SFE2 703 (SHA256)

Japan Co., Ltd. 93D931D5F95411

ILtd. c = Jp 998705B148532H

C = Jp 1F16FBCFOOF331
SDFFIBGAOTE5ED
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0 = Cybertrust|Japan Co., [745F2B6CH oAl (SHA256)

Japan Co.,  |Ltd. A2E2C3D73CFR96
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SureServer EV 10 = 8921C71550 Fyption D28E9AA6794C[PI05A0BOL0AT
CA G7 Cybertrust
0 = Cybertrust|Japan Co., BYAE35I418 2AAG (SHA256)
Japan Co., Ltd. 76648FBC40CC4 1]
Ltd. c = Jp 64CEA02422A09F
C = Jp BAEAD29C67F5ET
DD74F691B7FAOS
043472C5
10 [N= N = 2141B3AAF2 [i d- (384Bits Jecdsa— [P020FF6]  203646/1 a56rC7383B5R|(SHAL)
Cybertrust  [SecureSign 22 A 22 A TF466C2F017344
Japan SureCodelRoot CA15  [FTPFOFOFCL fecPublicKey D ith= 1i9:02:43  [19:02:43 [PAESDOSFFIEB 554004DBDOE46
CA G4 0 = (CBE2C6ASAB SHA384 0804858BCDCA[0515D3B80CT6
0 = Cybertrust|Cybertrust
Japan Co., | Japan Co. , (EIG6DAOGE BCCE (SHA256)
Ltd. Ltd. 12ATESFTEO6F2H
C = Jp c = Jp C1CE417B26AC6H
724E7BCC520A3B
64ED506CTAAOB6
DA25D63E
11 [N = CN = 605809FFFD |rsaEncryptio|(4096Bit [Sha3sawi [2020476/1 2036461 |47p78166565D|(SHAL)
Cybertrust  [SecureSign 22 B 22 H A50C5F28193A2F
Japan SureCodefRoot CA14  [(AD23CCTTIM s) thRSAENC |y 7.37:47  [17:37:47  [FOPDEFODFA81l971 51 7pR5DD3(]
CA G3 0 = 3CFC3181DE ryption 260F85578841[2212AAEE5376
0 = Cybertrust|Cybertrust
Japan Co. , Japan Co. , 152DFEICTY G8A8 (SHA256)
Ltd. Ltd. A\2383AF3FDE129
C = Jp c = Jp CCFB7865D057D4
0A1A4BDA7OE1E4
5053E8BB5868 1A
[F62E1B4B
12 [N = CN = 3067ESFBFB [id- (384Bits Jecdsa—  [20204F6J] [20364F6 1 Jopp1pE06415D|(SHAL)
Cybertrust  [SecureSign 22 B 22 H 542AA69A5F38DF
apan SureCodefRoot CAl5  [P201DE0491 fecPublicKey P vith=  lig:5e:51 [18:56:51 [P2BIFTEBB3ACH, cnoca1p0304s
EV CA G4 0 = 7E3AE97011 SHA384 2007043726DF B7TBCE10124A7
0 = Cybertrust|Cybertrust
Japan Co.,  |Japan Co., [tPA980F9DI 7258 (SHA256)
Ltd. Ltd. AEEDAB7F871504
C = Jp c = Jp EE07CEB3ED93AR
034394548B1E65
5F7C759B9646AB

78FOCEBB




a

cybertrust
13 [IN= CN = 101C0824BB |rsaEncryptio| (109681 t |Sha3s4wi [20204-6H  [20364:6 5 [3p5c4rp323p4|(SHAD)
Cybertrust SecureSign 22 H 22 H 6261D96B5 1BFET
Japan SureCodefRoot Cal4 — [CEAB3303FBIn s) thRSAENC |17:31:36 |17:31:36 |(83BDO1CCE931007r38B4A52R41
BV CA G3 U 626F7D613B Fyption D5577BB84990 PO D8IEFEFTLE
0 = Cybertrust|Cybertrust
Japan Co. , Japan Co. , FFO1241FF6 6ACA (SHA256)
Ltd. Ltd. 37CCOD3EDF3FS5
C = Jp c = Jp 17D922944AA114
A5576ABAFDSDFO
OE35D10FF314C8
FA172619
14 [N = N = 1D3F1ESSEO |id- (384Bits Jecdsa—  [P0204F61 20304671 lopprrogssor|(SHAL)
Cybertrust  [SecureSign 22 A 22 A 15ED8155357750
Japan SureMailfRoot A5~ [PTOFODCEAS fecPublicKey D ith= lig:50:52  [18:50:52 [PBD24ES4BO9SIesesposorrDss2
CA G8 0 = 6CA9AFC5CA SHA384 408BA9D5A141(7A37087CB15B
0 = Cybertrust|Cybertrust
Japan Co., | Japan Co. , POADDBICEI 026F (SHA256)
Ltd. Ltd. 195FA1EAOEDFOB
C = Jp c = Jp 1BDCB2C4F913DD
5FD6CCB58891DH
3B73E53CTAEBIA
C3FS6E28
15 [N = CN = 138AD46A87 |rsaEncryptio|(2048Bit [sha256wi [20204F601 20304611 Inoga37poa43F|(SHAL)
Cybertrust  [SecureSign 22 B 22 H £78CBACA6E1C13
Japan SureMailfRoot cAtz  [P924D1F2AAD s) thRSAEnC |16 4g:38  [16:48:38 [06644DC6773 115058053490k r82
CA G7 0 = TESC8AC282 ryption FE25C7BCI1AE[COBS3ECAFD22
0 = Cybertrust|Cybertrust
Japan Co. , Japan Co. , 00F24270BE BE52 (SHA256)
Ltd. Ltd. BES8404D1D6451
C = Jp c = Jp 268E1F90ECI3B(
2172876B22678E)
5405EACE95B1CD)
F35FADO7
16 [N = CN = 3E745100E3 [id- (384Bits Jecdsa—  [20214F9H9 2037429 9|160378BECDES| (SHAL)
Cybertrust  [SecureSign A A FO5B7E1CA40A89
apan SureTimefRoot CAl5  [*15C5D0288 fecPublicKey P Vith fpig1i04 fi1id1:0a [F92B490829E4 0041 05039DAD81
CA G4 0 = B4475F408E SHA384 D21143A6CAD6[463D92B3A4BT
0 = Cybertrust|Cybertrust
Japan Co.,  |Japan Co., [P16A8337B5 (489 (SHA256)
Ltd. Ltd. 5022E703CD525D)
C = Jp c = Jp 1D45F8CAB522C0
0BSD371891C999)
5D28F36E12906B

SD1E9EBE
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cybertrust
17 [N = N = 47C05BCA23 [rsaEneryptiof (4096Bi t [Sha3g4ii [20214F9H 9 203749 1 9 Inppggpg13279| (SHAL)

Cybertrust SecureSign H H 3C050F28F197CE]

Japan SureTime[Root CAl4 — [ZCA103ABAOI s) thRSAEnC |1 1:98:53 |11:28:53 [3721A466BBOCloppr16ER6551CY

CA G3 U 1603F0584B Fyption DBOCSAECAC1BP30D838DIADS

0 = Cybertrust|Cybertrust

Japan Co. , Japan Co. , 6B150ACFTB 4029 (SHA256)

ILtd. td. FSDYT6C1190F85

C = Jp c = Jp B54EBD88B45986
FCFA75D1A58F8(
FD1D70BOE40A63
16BBA4A6




(s

cybertrust

XT%@WLMJE)E;J iﬁﬁiﬂl*ﬂi&o E%ij_ Ur—

FORIE R HLRR
*F 5 CA:

8% C

BILORINS RootCA BL T Issuing CAs

SecureSign Root CA12, SecureSign Root CAl4, SecureSign Root CA15

XEH N—Va v | KEHR fifi %

P AN —FF A RL— K 1.07 2021 44 A 30 H

SR RIE e T LR

P A NR—FF X — b 1.08 2021 4£ 9 H 9 H 2021 4£ 10 H 14 HIZ ¥+

TR RIE R T LR AN— T 2 b RGEREE A
R CH A

KB CA: SecureSign RootCA1l

w4 NR=Vgv | &ER T &

JCSI ) — RREFR Certification | 2.4 2021 4£ 3 H 10 H

Practice Statement (FRFEREFM

)

JCSI ) — R REFR Certification | 2.5 2021 4F 4 H 30 H

Practice Statement (FRFEREFMH

)

JCSI /b — RERFER Certification | 2.6 2021 4F 6 J1 30 A | 2021 4F 10 A 14 AICAE

Practice Statement (FREE/FIEMA
)

D=z A=K TF R
I~ IRFE R EH R I HA
L. —#8%& []JCSI GEMIE K
U v—1 (Ver3. 0) IZF .

P CA SecureSign RootCA1ll, SecureSign Root CA12, SecureSign Root CAl4,
SecureSign Root CA15 B X TNZ 4L 5 RootCA BT @ Issuing CAs

XEH N—Var | WER S

YA N— F T X NRGE s LR 1. 00 2021 4 10 A 14 H



https://www.cybertrust.ne.jp/ssl/repository_rt/index.html

a

cybertrust

FERAERY v —
XF5 CA: SecureSign Root CA12, SecureSign Root CA14, SecureSign Root CAl5
BILORINS RootCA BL T Issuing CAs

W

F4 N=Vav |HEHR ey

*

A N—K~F7 A FL—k 1.07 202144 H 30 H
poslk R FEHFERY o —

i

(&

FAN— TR — b 1.08 2021 4F 6 H 30 [
BRERFERERY > —

i

(&

i

P AN=FF A —k 1. 09 2021 429 H 9 H

AL SR AEAEFE AR Y o—

A NR—1TF AL 1.10 2021 4F 10 A 14 [ | 2021 4F 10 A 14 FIZZERA &

GEHEARY > — BY > —LF%E [ A —
FZ A FFEERY v —)
W,

%4 CA: SecureSign RootCA1l

XEL N—arv | HEH i &

JCST GEM AR Y > — 3.0 2021 4 10 A4 14 H



https://www.cybertrust.ne.jp/ssl/repository_rt/index.html
https://www.cybertrust.ne.jp/ssl/repository_rt/index.html
https://www.cybertrust.ne.jp/ssl/repository_rt/index.html

(s

cybertrust
8% D
B STV D IEH
# | BATRNE NV 7
1 | Cybertrust Japan: Root CRLs exceed maximum validity https://bugzilla. mozilla. org/sho

period by one second

w_bug. cgi?id=1737242

ULk


https://bugzilla.mozilla.org/show_bug.cgi?id=1737242
https://bugzilla.mozilla.org/show_bug.cgi?id=1737242

KPMG AZSA LLC
AZSA Center Building
1-2 Tsukudo-cho, Shinjuku-ku

Tokyo 162-8551, Japan

Telephone +81 (3) 3266 7500

Fax +81 (3) 3266 7600
Internet home.kpmg/jp/azsa

period of time
(Translation)

INDEPENDENT ASSURANCE REPORT
December 8, 2021

To Mr. Masaru Sakamoto
Senior Manager
Product Management Department
PKI Technology Division
Certification & Security Business
Cybertrust Japan Co., Ltd.
KPMGAZSALLC
Tokyo Office
Partner, Certified Public Accountant

Hiroaki Komatsu

Scope

We have been engaged, in areasonable assurance engagement, to report on the management's assertion
of Cybertrust Japan Co., Ltd. that forits Certificate Authority (CA) operations at Hokkaido and Tokyo,
Japan, throughout the period December 11, 2020 to October 15, 2021 for its CAs as enumerated in
Appendix A and Appendix B, and for CAs as enumerated in Appendix A, Cybertrust Japan Co., Ltd.
has:

1. disclosedits SSL certificate lifecycle management business practices in its Certification Practice
Statements and Certificate Policies enumerated in Appendix C, including its commitment to
provide SSL certificates in conformity with the CA/Browser Forum Requirements on the
Cybertrust Japan Co., Ltd.’s website, and provided such services in accordance with its disclosed

practices

2. maintained effective controls to provide reasonable assurance that:

- theintegrity of keys and certificates it manages is established and protected throughout

theirlife cycles; and

- SSL subscriber information is properly authenticated (for the registration activities

performed by Cybertrust Japan Co., Ltd.)

3. maintained effective controls to provide reasonable assurance that:

KPMG AZSA LLC, a limited liability auditcorporation incorporated under the Japanese Certified Public Accountants Law and a member firm of the KPMG global organization
of independent member firms affiliated with KPMG Intemationd Limited, a private Endlish company limited by guarantee.



(Translation)

- logical and physical access to CA systems and data is restricted to authorized individuals;

- thecontinuity ofkey and certificate management operations is maintained; and
- CA systems development, maintenance and operations are properly authorized and

performed to maintain CA systems integrity

and, for its CA services of CAs in scope for Network Security Requirements as enumerated in

Appendix B:

4. maintained effective controls to provide reasonable assurance that:
- it meets the Network and Certificate System Security Requirements as set forth by the
CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL. Baseline

with Network Security v2.5.

Certification Authority’s responsibilities
Cybertrust Japan Co., Ltd.’s management is responsible for its assertion, including the fairness of'its

presentation, and the provision ofits described services in accordance with the WebTrust Principles

and Criteria for Certification Authorities— SSL Baseline with Network Security v2.5.

Our independence and quality control

We have complied with the independence and otherethical requirements ofthe International Ethics
Standards Board for Accountants’International Code of Ethics for Professional Accountants
(including International Independence Standards) (IESBA Code), which is founded on fundamental
principles ofintegrity, objectivity, professional competence and due care, confidentiality and

professional behavior.

The firm applies International Standard on Quality Control 1,and accordingly maintains a
comprehensive system of quality control including documented policies and procedures regarding
compliance with ethical requirements, professional standards and applicable legal and regulatory

requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We



http://www.webtrust.org/principles-and-criteria/item83172.aspx
http://www.webtrust.org/principles-and-criteria/item83172.aspx
http://www.webtrust.org/principles-and-criteria/item83172.aspx
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(Translation)

conducted ourprocedures in accordance with International Standard on Assurance Engagements 3000,
Assurance Engagements Other than Audits or Reviews of Historical Financial Information,issued by
the International Auditing and Assurance Standards Board. This standard requires that we plan and
perform our procedures to obtain reasonable assurance about whether, in all material respects,

management’s assertion is fairly stated, and accordingly, included:

(1) obtaining an understanding of Cybertrust Japan Co., Ltd.'s SSL certificate life cycle management
business practices, including its relevant controls over the issuance, renewal, and revocation of SSL
certificates, and obtaining an understanding of Cybertrust Japan Co., Ltd.'s network and certificate
system security to meet the requirements set forth by the CA/Browser Forum,;

(2) selectively testing transactions executed in accordance with disclosed SSL certificate life cycle
management business practices;

(3) testing and evaluating the operating effectiveness ofthe controls; and

(4) performing such otherprocedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our

opinion.

Cybertrust Japan Co., Ltd.'s management has disclosed to us the information enumerated in Appendix
D, that have been posted publicly on Bugzilla’s site which is the online forums of individual intemet
browsers that comprise the CA/Browser Forum. We have considered the nature of these information

in determining the nature, timing and extent of our procedures.

Relative effectiveness of controls

The relative effectiveness and significance of specific controls at Cybertrust Japan Co., Ltd. and their
effect on assessments of control risk for subscribers and relying parties are dependent on their
interaction with the controls, and other factors present at individual subscriber and relying party
locations. We have performed no procedures to evaluate the effectiveness of controls at individual

subscriberand relying party locations.

Inherent Limitations
Because of the nature and inherent limitations of controls, Cybertrust Japan Co., Ltd.'s ability to meet
the aforementioned criteria may be affected. For example, controls may not prevent, or detect and

correct, error, fraud, unauthorized access to systems and information, or failure to comply with intemal



(Translation)

and external policies orrequirements. Also, the projectionofany conclusions based on our findings to

future periodsis subject to the risk that changes may alter the validity ofsuch conclusions.

Opinion
In our opinion, throughout the period December 11, 2020 to October 15, 2021, the managements
assertion, as referred to above, is fairly stated, in all material respects, in accordance with the WebTrust

for Certification Authorities— SSL Baseline with Network Security v2.5.

Thisreport does not includeany representation as to the quality of Cybertrust Japan Co., Ltd.'s services

beyond those covered by the WebTrust for Certification Authorities — SSI. Baseline with Network

Security v2.5, nor the suitability of any of Cybertrust Japan Co., Ltd.'s services for any customer's

intended purpose.

Use of the WebTrust seal
Cybertrust Japan Co., Ltd.’s use of the WebTrust for Certification Authorities — SSL. Baseline with
Network Security Seal constitutes a symbolic representation ofthe contents ofthis report and it is not

intended, norshould it be construed, to update this report or provide any additional assurance.

(The above represents a translation, for convenience only, ofthe original report issued in the

Japanese language.)
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APPENDIX A
List of CAs in Scope

(Translation)

Root CAs

CA#1: SecureSign RootCA11

CA#2: SecureSign Root CA12

CA#3: SecureSign Root CA14

CA#4: SecureSign Root CA15

Issuing CAs

CA#S: Cybertrust Japan SureServer CA G8

CA#6:  Cybertrust Japan SureServer CA G7

CA#T: Cybertrust Japan SureServer EV CA G9

CA#S: Cybertrust Japan SureServer EV CA G8

CA#9: Cybertrust Japan SureServer EV CA G7




(Translation)
CA Identifying Information forin Scope CAs
CA |Subject [ssuer Serial [Key Key [SignatuNot INot SKI Fingerprint
# |Algorithm(Size |re Before |After
Algorit
hm
1 CN = CN = 01 rsaEncryptio [(2048Bit|shalWit|Apr 8, |Apr 8, 5BF84D4FB[(SHAL

SecureSign SecureSign 3BC49F48F8H

RootCA11  [RootCA11 n s) hRSAEn (2009 2029 2A586D43A 137300901 EBD)

O =Japan |0 =Japan cryption |13:56:47 [13:56:47 [D2F1639AA F85BB1C365(

Certification |Certification 7D811B3

. . 0BE09F657

Services, Inc. [Services, Inc.

C=JP C=JP B7DE (SHA256)
BFOFEEFB9E
3A581AD5F9H
9DB75899857
43D261085C4
D314F6F5D72
59AA421612

2 [CN= CN = 66F9C7C1 frsaEncryptio|(2048Bit|sha256WApril 8,  [April 8,  [5734F374CHSHAL

SecureSign SecureSign ) 7A221E3DDE

Root CA12  [Root CA12 AFECC251n s) ithRSAE|2020 2040 044BD525B; 506 ACoRCS4

0 = Cybertrust|O = B4ED5397 neryptio [14:36:46 [14:36:46 [F140B62C4 [/70168E3CE5

Japan Co., Cybertrust F76B06F4

Ltd. Japan Co., |E6E682C3 n CD92DE9A0

C=JP Ltd. 2B1C9016 AD (SHA256)

C=JP 3F034BB5704
D44B2D08545
A02057DE93H
BF3905FCE72)
1ACBC730C06
DDAEE904E
3 |[CN= CN = 64DB5A0(rsaEncryptio|(4096Bit|Sha3s4 [April 8,  |April 8,  |9g93A30A5HSHAD

SecureSign SecureSign 2020 2045 [DD50COF779H

Root CA14  [Root CA14 [204EESD7In s) WithRS |16:06:19 [16:06:19 [286937TAA6l3649R74A2B8

0 = Cybertrust|O = 2977C8502 AEncryp 1DEBEBFC [9PD9FD340DD

Japan Co., Cybertrust BBFOF24F

[.td. Japan Co., TA25A27D) tion 2D6F23E4F

C=JP Ltd. D2DF2CB SAO (SHA256)

C=JP 4B009C103449
41F9AB56BBA
3BA1D62731H
C4D20D89554
DCEC10A9256
07261E338




(Translation)
CN = CN = 1615C7C3 fid- (384Bits)lecdsa- |APril8,  April 8,  [gB41C8AEF|SHAD
SecureSign SecureSign 2020 2045 CBBA83C8C1
Root CA15  [Root CA15 [P849ATBHecPublicKey with™ |1 7:30:56 [17:32:56 [CPP9E5148 5 AspR1F9736
O = Cybertrust|O = 690C8A88 SHA384 F5BD8BF48[F CADTEF281
Japan Co., Cybertrust 3064A077D
1 Japan Co,, [EDFO70FY 72093412BD)
C=JP Ltd. DDB73ES817 SF4 (SHA256)
Cc=JP E778FOF095F
E843729CD1A
0082179E5314
A9C291442803
E1FB1DSFB6
B88S6C3A
CN = CN = 4D82473841d- (384Bits)lecdsa- [June 22, {June 22, |3pn2g719E|SHAD
Cybertrust SecureSign 2020 2030 IA07043D2965
Japan Root CA15 [ADF541F8ecPublicKey with-  |18:45:15 [|18:45:15 [P391699EEG359p4EF9OER
SureServer CAIO = 8340F4925 SHA384 BB01B7AC6 [EAEA319996A
G8 Cybertrust 9877819
0 = Cybertrustpapan Co., [P53224B6 F3FACAF5F
Japan Co., Ltd. C48FE2 703 (SHA256)
Ltd. Cc=JP 93D931D5F95
Cc=JP 411998705B14
3532F4E16FB
CFO0F3318DH
F9B6A0T65ED
749C8FDO
CN = CN = 167DDDA4 |rsaEncryptio [(2048Bit [sha256WJune 22, June 22,  [3p302863934(SHAL
Cybertrust SecureSign 2020 2030 FODDEC1E1F
Japan Root CA12 [E7ABD348n s) thRSAE|16:49:05 [16:42:05 [A4E4850F540peocE4FAD
SureServer CA|O = B6A105B(] neryptio 39DDE9RB23 [04EDC44109A
G7 Cybertrust 9504F4784
0 = Cybertrustlapan Co., [PCA24AC n C52674AB5
LJapan Co., Ltd. E745F2B6 A4 (SHA256)
Ltd. c=JP A2E2C3D73C
C=JP CB FF9645132571]
2E212FA15C4)
0FD4F2C3F14
3C1BB619385
365304002




(Translation)

CN = CN = 756AA35AlrsaEncryptio|(4096Bit|Sha3g4 [June 22, June 22, |gDBgFA2F3[(SHAL

Cybertrust SecureSign 2020 2030 EDEC2820E5

Japan Root CA14 |PA8847DIn s) WithRS |17:50:99 [17:50:22 [PTPZ5BEE3|cpgcB234D

SureServer EV|O = 5103C33A AEncryp 54B165CE543B2417FEODC

CA G9 Cybertrust DB51D238B

0 = Cybertrustpapan Co., |37BL68FA tion A8833B92T0

Japan Co., Ltd. 13A4F715 C7 (SHA256)

Ltd. Cc=JP 93397E182492

Cc=JP A7TE7C582BA
DFE04348E6H
A985CBA19A
FDE16FD740
FF03857367C

CN = CN = 7CA35933 [id- (384Bits)lecdsa-  [June 22, {June 22, |ARE4FDC16(SHAD

Cybertrust SecureSign 2020 2030 FBF4B414FB

Japan Root CA15 |73BD43AAecPublicKey with-  |18:39:91 [18:39:21 [E22F8DFB7|A71m4F10AA5

SureServer EVIO = 87416ABO SHA384 1383F8E2D1[7 CF8C476974

CA G8 Cybertrust 89D59ED1

0 = CybertrustPapan Co., [439DAC5T 413B696B93A

Japan Co., Ltd. 0361D803 C8 (SHA256)

Ltd. Cc=JP 70C4002E0DH

Cc=JP OFF51E69165
4903BE742D0
9D5AT4A84B1]
5B6SFBCDA3
20FBF3DC6B

CN= CN = 2C77F85BrsaEncryptio|(2048Bit |sha256WJune 22,  June 22, |7483319BF(SHAL

Cybertrust SecureSign 2020 2030 99865D3428D

Japan Root CA12 [L12969E757n s) thRSAE|16:34:38 [16:34:38 [75CDODCF8l04pEFoD3FA

SureServer EV|O = EAC8921C neryptio ES4E6D28E[RIDEFBD5905

CA G7 Cybertrust IAOB0O40A7

0 = CybertrustPapan Co., [7155089A n 9AA6794C2

LJapan Co., Ltd. E35F418 IAAG (SHA256)

Ltd. c=JP 76648FBC40C|

C=JP C4164CEA024
22A09EB4EA
D29C67F5ETD
D74F691B7FA
08043472C5




APPENDIX B
List of CAs in Scope

(Translation)

Root CAs

CA#1: SecureSign RootCA11

CA#2: SecureSign Root CA12

CA#3: SecureSign Root CA14

CA#4: SecureSign Root CA15

Issuing CAs

CA#S: Cybertrust Japan SureServer CA G8

CA#6:  Cybertrust Japan SureServer CA G7

CA#T: Cybertrust Japan SureServer EV CA G9

CA#S: Cybertrust Japan SureServer EV CA G8

CA#9: Cybertrust Japan SureServer EV CA G7

CA#10: Cybertrust Japan SureCode CA G4

CA#11: Cybertrust Japan SureCode CA G3

CA#12:  Cybertrust Japan SureCode EV CA G4

CA#13: Cybertrust Japan SureCode EV CA G3

CA#14: Cybertrust Japan SureMail CA G8

CA#15: Cybertrust Japan SureMail CA G7

CA#16: Cybertrust Japan SureTime CA G4

CA#17: Cybertrust Japan SureTime CA G3




(Translation)
CA Identifying Information forin Scope CAs
CA [Subject [Issuer |[Serial [Key Key [SignatNot Not SKI Fingerprin
# Algorith [Size |[ure |Before |After t
m Algori
thm
1 CN = CN = 01 rsaEncryptio [(2048Bit|shalWit|Apr 8, |Apr 8, 5BF84D4FB[(SHAL

SecureSign SecureSign 3BC49F48F8H

RootCA11  [RootCA11 n s) hRSAEn (2009 2029 2A586D43A 137300901 EBD)

O =Japan |0 =Japan cryption |13:56:47 [13:56:47 [D2F1639AA F85BB1C365(

Certification |Certification 7D811B3

. . 0BE09F657

Services, Inc. [Services, Inc.

C=JP C=JP B7DE (SHA256)
BFOFEEFBOE
3A581AD5F9H
9DB75899857
43D261085C4
D314F6F5D72
59AA421612

2 [CN= CN = 66F9C7C1 frsaEncryptio|(2048Bit|sha256WApril 8,  [April 8,  [5734F374CHSHAL

SecureSign SecureSign ) 7A221E3DDE

Root CA12  [Root CA12 JAFECC251n s) ithRSAE[2020 2040 044BD52556; 5o ACoRCsd

0 = Cybertrust|O = B4ED5397 neryptio [14:36:46 [14:36:46 [F140B62C4 [/70168E3CE5

Japan Co., Cybertrust F76B06F4

[td. Japan Co., |E6E682C3 n CD92DE9A0

C=JP Ltd. 2B1C9016 AD (SHA256)

C=JP 3F034BB5704
D44B2D08545
A02057DE93H
BF3905FCE72
1ACBC730C04
DDAEE904E
3 |[CN= CN = 64DB5A0(rsaEncryptio|(4096Bit|Sha3s4 [April 8,  |April 8,  |9g93A30A5HSHAD

SecureSign SecureSign 2020 2045 [DD50COF779H

Root CA14  [Root CA14 [204EESD7In s) WithRS |16:06:19 [16:06:19 [286937TAA6l3649R74A2B8

0 = Cybertrust|O = 2977C8502 AEncryp 1DEBEBFC [9PD9FD340DD

Japan Co., Cybertrust BBFOF24F

[.td. Japan Co., TA25A27D) tion 2D6F23E4F

C=JP Ltd. D2DF2CB SAO (SHA256)

C=JP 4B009C103449
4F9AB56BBA
3BA1D62731H
C4D20D89554
DCEC10A9256
07261E338




(Translation)
CN = CN = 1615C7C3 fid- (384Bits)lecdsa- |APril8,  April 8,  [gB41C8AEF|SHAD
SecureSign SecureSign 2020 2045 CBBA83C8C1
Root CA15  [Root CA15 [P849ATBHecPublicKey with™ |1 7:30:56 [17:32:56 [CPP9E5148 5 AspR1F9736
O = Cybertrust|O = 690C8A88 SHA384 F5BD8BF48[F CADTEF281
Japan Co., Cybertrust 3064A077D
1 Japan Co,, [EDFO70FY 72093412BD)
C=JP Ltd. DDB73ES817 SF4 (SHA256)
Cc=JP E778FOF095F
E843729CD1A
0082179E5314
A9C291442803
E1FB1DSFB6
B88S6C3A
CN = CN = 4D82473841d- (384Bits)lecdsa- [June 22, {June 22, |3pn2g719E|SHAD
Cybertrust SecureSign 2020 2030 IA07043D2965
Japan Root CA15 [ADF541F8ecPublicKey with-  |18:45:15 [|18:45:15 [P391699EEG359p4EF9OER
SureServer CAIO = 8340F4925 SHA384 BB01B7AC6 [EAEA319996A
G8 Cybertrust 9877819
0 = Cybertrustpapan Co., [P53224B6 F3FACAF5F
Japan Co., Ltd. C48FE2 703 (SHA256)
Ltd. Cc=JP 93D931D5F95
Cc=JP 411998705B14
3532F4E16FB
CFO0F3318DH
F9B6A0T65ED
749C8FDO
CN = CN = 167DDDA4 |rsaEncryptio [(2048Bit [sha256WJune 22, June 22,  [3p302863934(SHAL
Cybertrust SecureSign 2020 2030 FODDEC1E1F
Japan Root CA12 [E7ABD348n s) thRSAE|16:49:05 [16:42:05 [A4E4850F540peocE4FAD
SureServer CA|O = B6A105B(] neryptio 39DDE9RB23 [04EDC44109A
G7 Cybertrust 9504F4784
0 = Cybertrustlapan Co., [PCA24AC n C52674AB5
LJapan Co., Ltd. E745F2B6 A4 (SHA256)
Ltd. c=JP A2E2C3D73C
C=JP CB FF9645132571]
2E212FA15C4)
0FD4F2C3F14
3C1BB619385
365304002




(Translation)
CN = CN = 756AA35AlrsaEncryptio|(4096Bit|Sha3g4 [June 22, June 22, |gDBgFA2F3[(SHAL
Cybertrust SecureSign 2020 2030 EDEC2820E5
Japan Root CA14 |PA8847DIn s) WithRS |17:50:99 [17:50:22 [PTPZ5BEE3|cpgcB234D
SureServer EV|O = 5103C33A AEncryp 54B165CE543B2417FEODC
CA G9 Cybertrust DB51D238B
0 = Cybertrustpapan Co., |37BL68FA tion A8833B92T0
Japan Co., Ltd. 13A4F715 C7 (SHA256)
Ltd. Cc=JP 93397E182492
Cc=JP A7TE7C582BA
DFE04348E6H
A985CBA19A
FDE16FD740
FF03857367C
CN = CN = 7CA35933 [id- (384Bits)lecdsa-  [June 22, {June 22, |ARE4FDC16(SHAD
Cybertrust SecureSign 2020 2030 FBF4B414FB
Japan Root CA15 |73BD43AAecPublicKey with-  |18:39:91 [18:39:21 [E22F8DFB7|A71m4F10AA5
SureServer EVIO = 87416ABO SHA384 1383F8E2D1[7 CF8C476974
CA G8 Cybertrust 89D59ED1
0 = CybertrustPapan Co., [439DAC5T 413B696B93A
Japan Co., Ltd. 0361D803 C8 (SHA256)
Ltd. Cc=JP 70C4002E0DH
Cc=JP OFF51E69165
4903BE742D0
9D5AT4A84B1]
5B6SFBCDA3
20FBF3DC6B
CN= CN = 2C77F85BrsaEncryptio|(2048Bit |sha256WJune 22,  June 22, |7483319BF(SHAL
Cybertrust SecureSign 2020 2030
Japan Root CA12 [L12969E757n s) 1thRSAE|16:34:38 [16:34:38 [75CDODCF8l99565D3428D
SureServer EVIO = EAC8921(Q neryptio E84E6D28E [04DEFOD3FA
CA G7 Cybertrust 29DEFBD5905
O = CybertrustlJapan Co., 7155089A n 9AA6794C2 IAOB0O40A7
LJapan Co., Ltd. E35F418 IAAG
Ltd. c=JP (SHA256)
C=JP 76648FBC40C|
C4164CEA024
22A09EB4EA
D29C67F5ETD
D74F691B7FA
08043472C5




(Translation)
10 [CN= CN = 2141B3AARd- (384Bits)lecdsa- [June 22, {June 22, |A56FC7383 [(SHAD
Cybertrust SecureSign 2020 2036
Japan Root CA15 [f 2EFDFO jecPublicKey with™  119:09:43 [19:02:43 [BPB24E8DOp 6609R017
SureCode CA |0 = F9FC1CB SHA384 3FF1E6080434A4034024D
G4 Cybertrust [BD9E460515D)
O = CybertrustjJapan Co., E2C6A8A 858BCDCAS 3B80C76
Japan Co.,  [Ltd. B4E966DA CCF
Ltd. C=JP (SHA256)
C=JpP 06 F 42 ATESF7E06
F2FC1CE417H
26AC6F724E7
BCC520A3B64
ED506C7AA0
B6DA25D63E
11 [CN= CN = 605809FF [rsaEncryptio|(4096Bit|Sha3s4 [June 22, dune 22, 14717816656 SHAL
Cybertrust SecureSign 2020 2036
Japan Root CA14 [FD7AD23 In s) WithRS |17:37:47 |17:37:47 [PDBCSDEFI|A5005F728193
SureCode CA |0 = CC7793CF| AEncryp DF481260FgA2F2971517B
G3 Cybertrust E5DD3C2212
0 = Cybertrustfapan Co., |C3181DE1 tion 557884168\ ARE5376
Japan Co., Ltd. 52DFE1C1 3
Ltd. C=JP (SHA256)
C=JP o A2383AF3FD
E129CCFB786
5D057D40A1A
4BDA70E1E45H
C53ESBB5868
1AF62E1B4B
12 [CN= CN = 3067ESFBid- (384Bits)ecdsa- [June 22, June 22, bFE1DE064 [SHAD
Cybertrust SecureSign 2020 2036
Japan Root CA15 ['B2201DHecPublicKey with-  118:56:51 [18:56:51 [1OD92BIFT8549A069A5F3
SureCode EV |0 = 04917E3A SHA384 BB34(C20C7 [BDFD4CDIC4
CA G4 Cybertrust 1B03048B7BC
O = CybertrustfJapan Co., £9701115 043726DF72R10124A7
LJapan Co., Ltd. IA580F9D1 EB
Ltd. c=JP (SHA256)
Cc=JP AEEDAB7FS7
1504EE07CER
SED93AF0343
94548 B1E655
F7C759B9646
AB78FOCEBB




(Translation)
13 [CN= CN = 401C0824 [rsaEneryptio|(4096Bit|Sha3g4 [June 22, June 22, |3n5c4FB32 [(SHAL
Cybertrust SecureSign 2020 2036
Japan Root CA14 [BBCEA63 In s) WithRS |17:51:36 [17:31:36 [PP4C83BDOlsog1n96B51B
SureCode EV |0 = 303FB626 AEncryp 1CC593D557F F7807F38B4
CA G3 Cybertrust IA52E4155D89
0 = Cybertrustlapan Co., [F7D613BH tion TBB849906Appp 1
Japan Co., Ltd. F01241FF C4
Ltd. C=JP (SHA256)
Cc=JpP 6 87CCOD3EDF
3F8517D92294
1AA114A5576
AB4FDSDF09
E35D10FF314
CSEA172619
14 [CN= CN = 1D3F1E58fid- (384Bits)lecdsa-  [June 22, {June 22, |9FBFE09859(SHAL)
Cybertrust SecureSign 2020 2030
Japan Root CA15 [EODFIF5 lecPublicKey with-  |18:50:52 |18:50:52 |[F1DBD24E8l sppg155357
SureMail CA |0 = DCEA86C SHA384 4B093408BA75C8565E260
G8 Cybertrust EFD5827A370
O = CybertrustjJapan Co., AIAFCHC 9D5A141026570B15B
Japan Co., Ltd. AD5ADDB F
Ltd. C=JP (SHA256)
C=JP 9C89 195FA1E40ED
FOB1BDCB2C
4F913DD5FD
CCB58891DFY
B73E53C7AE
BYOAC3F86E2S
15 [CN= CN = 438AD46Alrsa Encryptio|(2048Bit|sha256WJune 22, June 22, 1paga37D2A[SHAL
Cybertrust SecureSign 2020 2030 E78CBAC46E
Japan Root CA12 [376954D1pn s) ithRSAE|16:48:38 [16:48:38 [+3F06644D0 (11359582534
SureMail CA |0 = F2AATES( neryptio 67731FE25(92FF82C5B53
G7 Cybertrust EC4FD22
0 = Cybertrustlapan Co,, [PAC28200 n 7BC91AESE
LJapan Co., Ltd. F24270BE 59 (SHA256)
Ltd. C=Jp BES8404D1D4
Cc=JP 4151268E1F90
EC93BC21728
76B22678E540)
5EACE95B1C
DF35FADO7




(Translation)

16 [CN= CN = 3E745100 [id- (384Bits)lecdsa- |September(September|; g0378BEC [(SHAL)
Cybertrust SecureSign 9,2021 9,2037 [F95B7E1CA40
Japan Root CA15 |E3A15C5DecPublicKey with™ 14 7:41:04 |11:41:04 [PESFS2B4915390941 5039
SureTime CA |0 = 0288B4475 SHA384 0829E4D211[DAD81463D92
G4 Cybertrust [B3A4B7
0 = Cybertrustapan Co,, [F408E516 13A6CAD6C
Japan Co., Ltd. IAS337B5 489 (SHA256)

Ltd. Cc=JP 5022E703CD5

Cc=JP 25D1D45F8CA
B522C00BSD3
71891C9995D
28F36E12906
BSD1E9EBE

17 [CN= CN = 47C05BCAlrsaEneryptio|(4096Bit|Sha3g4 |[September September ppBggng13[(SHAL
Cybertrust SecureSign 9,2021 9,2037 3C050F28F19
Japan Root CA14 [232CA403n s) WithRS |11:08:53 [11:28:53 [2793721A46l70R9BBE16E
SureTime CA |0 = IABAO1603 AEncryp 6BBOCDBoCJE6551C9530D
G3 Cybertrust 838D9AD5
0 = Cybertrust[apan Co., |[F0584B6B tion S4ECAC1BA
Japan Co., Ltd. 150ACFFH 029 (SHA256)

Ltd. Cc=JP FSD976C1190

Cc=JP F85B54EBDSS
B45986FCF47
5D1A58FSCF
D1D70BOE40
A6346BBA4AG




Certification Practice Statements
In Scope CAs:

and its Issuing CAs

APPENDIX C

Certification Practice Statements and Certificate Policies in Scope

(Translation)

SecureSign Root CA12, SecureSign Root CA14, SecureSign Root CA15

Document Name Version Effective Date Remarks

Cybertrust Japan Root CA Certification 1.07 April 30,2021

Practice Statement

Cybertrust Japan Root CA Certification 1.08 September 9, Integrated into "Cybertrust

Practice Statement 2021 Japan Certification Practice
Statement" on October 14,
2021.

In Scope CA: SecureSign RootCA11

Document Name Version Effective Date Remarks

JCSI Root CA Certification Practice 2.4 March 10,2021

Statement

JCSI Root CA Certification Practice 2.5 April 30,2021

Statement

JCSI Root CA Certification Practice 2.6 June 30,2021 On October 14, 2021, a part of

Statement

this document was integrated
into "Cybertrust Japan
Certification Practice
Statement" and other part of this
document was reorganized as
"JCSI Certificate

Policy"(Ver3.0).

In Scope CAs:

SecureSign Root CA15 and its Issuing CAs

SecureSign RootCA11, SecureSign Root CA12, SecureSign Root CA14,

Document Name

Version

Effective Date

Remarks




(Translation)
Cybertrust Japan Certification Practice 1.00 October 14,2021
Statement
Certificate Policies
In Scope CAs: SecureSign Root CA12, SecureSign Root CA14, SecureSign Root CA15
and its Issuing Cas

Document Name Version Effective Date Remarks

Cybertrust Japan Root CA Certificate 1.07 April 30,2021

Policy

Cybertrust Japan Root CA Certificate 1.08 June 30,2021

Policy

Cybertrust Japan Root CA Certificate 1.09 September 9,

Policy 2021

Cybertrust Japan Certificate Policy 1.10 October 14,2021 Documentname was changed
to "Cybertrust Japan Certificate
Policy" on October 14,2021.

In Scope CA: SecureSign RootCA11

Document Name Version Effective Date Remarks

JCSI Certificate Policy 3.0 October 14,2021



https://www.cybertrust.ne.jp/ssl/repository_rt/index.html
https://www.cybertrust.ne.jp/ssl/repository_rt/index.html
https://www.cybertrust.ne.jp/ssl/repository_rt/index.html
https://www.cybertrust.ne.jp/ssl/repository_rt/index.html

APPENDIX D

Publicly Disclosed Information

(Translation)

#

Disclosure

Publicly Disclosed Link

1

Cybertrust Japan: Root CRLs exceed maximum validity period by

one second

https://bugzilla.mozilla.org/show_bug.c

gi?id=1737242



https://bugzilla.mozilla.org/show_bug.cgi?id=1737242
https://bugzilla.mozilla.org/show_bug.cgi?id=1737242

trust

(Translation)
Cybertrust Management’s Assertion

December 8, 2021

Masaru Sakamoto

Senior Manager

Product Management Department
PKI Technology Division
Certification & Security Business

Cybertrust Japan Co., Ltd.

Cybertrust Japan Co., Ltd. (“Cybertrust”) operates the Certification Authority (CA) services for CAs
as enumerated in Appendix A and Appendix B at Hokkaido and Tokyo, Japan, and provides SSL CA

services.

Cybertrust management has assessed its disclosures ofits certificate practices and controls overits CA
services. Based on that assessment, in Cybertrust management’s opinion, in providing its CA services
as enumerated in Appendix A, throughout the period December 11, 2020 to October 15, 2021,
Cybertrust has:

1. disclosedits SSL certificate lifecycle management business practices in its Certification Practice
Statements and Certificate Policies enumerated in Appendix C, including its commitment to
provide SSL Certificates in conformity with the CA/Browser Forum Requirements on the

Cybertrust website, and provided such services in accordance with its disclosed practices

2. maintained effective controls to provide reasonable assurance that:
- the integrity of keys and SSL certificates it manages is established and protected

throughout theirlifecycles; and

- SSL subscriber information is properly authenticated (for the registration activities

performed by Cybertrust)

3. maintained effective controls to provide reasonable assurance that:

- logical and physical access to CA systems and data is restricted to authorized individuals;

- thecontinuity ofkey and certificate management operations is maintained; and



@
cybertrust
(Translation)

- CA systems development, maintenance and operations are properly authorized and

performed to maintain CA systems integrity

and, for its CA services of CAs in scope for Network Security Requirements as enumerated in

Appendix B:

4. maintained effective controls to provide reasonable assurance that it meets the Network and

Certificate System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL. Baseline

with Network Security v2.5.

Cybertrust has enumerated the information to Appendix D, that have been posted publicly on
Bugzilla’s site which is the online forums of individual internet browsers that comprise the

CA/Browser Forum.

(The above represents a translation, for convenience only, ofthe original assertion issued in the

Japanese language.)


http://www.webtrust.org/principles-and-criteria/item83172.aspx
http://www.webtrust.org/principles-and-criteria/item83172.aspx

APPENDIX A
List of CAs in Scope

(Translation)

Root CAs

CA#1: SecureSign RootCA1l

CA#2: SecureSign Root CA12

CA#3: SecureSign Root CA14

CA#4: SecureSign Root CA15

Issuing CAs

CA#5: Cybertrust Japan SureServer CA G8

CA#6: Cybertrust Japan SureServer CA G7

CA#T: Cybertrust Japan SureServer EV CA G9

CA#S: Cybertrust Japan SureServer EV CA G8

CA#9: Cybertrust Japan SureServer EV CA G7




CA Identifying Information forin Scope CAs

(Translation)

CA |Subject Issuer Serial |Key Key |SignatulNot Not SKI Fingerprint
lid Algorithm|Size |re Before |After
Algorit
hm
CN = CN = . . . (SHA1)
1 SecureSign SecureSign 01 rsaEncryptio|(2048Bit|shalWit |Apr 8, Apr 8, 5BF84D4FH| 3BCA9F48FSH
RootCA11  RootCALl n s) hRSAEn [2009 2029  [2A586D43A[373A09C1 EBI}
O =Japan O =Japan F85BB1C365(
Certification |Certification cryption |13:56:47 |13:56:47 |D2F1639AA 7D811B3
Services, Inc. |Services, Inc
c=Jp c=JpP 0BE09F657 |(SHA256)
BFOFEEFB9E
B7DE 3A581AD5F9H
9DB75899857
43D261085C4
D314F6F5D79
59AA421612
CN = CN = . . . ] (SHA1)
2 SecureSign SecureSign 66F9C7C1AF{rsa Encryptio|(2048Bit|sha256WApril 8, 2020(April 8, 2040(5734F374CH 7A221E3DDE
Root CA12  [Root CA12 |ecc25184EDIn s) ithRSAE [14:36:46  [14:36:46  |044BD525Eq | BOGACIECS4
0 =Cybertrust/O = 770168E3CE5,
JapanCo.,  |Cybertrust |5397£6E682 neryptio F140B62C4 |F76B06F4
Ltd. Japan Co.,
C=Jp Ltd. C32B1C9016 n CD92DE9AQ(SHA256)
c=JP AD 3F034BB5704
D44B2D08544
A02057DE93H
BF3905FCE72
1ACBC730C04
DDAEE904E
CN = CN = ) . April 8, 2020[April 8, 2045) (SHA1)
64DB5A0C2
3 SecureSign SecureSign rsaEncryptio|(4096Bit|Sha384 16:06:19  |16:06:19 0693A30A5H DD50COF779H
ROOt CA14 ROOt CA14 04EE8D7297 n S) WlthRS 286937AA61 3642E74A2B8
O =Cybertrust/O = 9D9FD340DD
Japan Co., Cybertrust |7¢85027A25 AEncryp 1DEBEBFC |[BBFOF24F
Ltd. Japan Co.,
C=JP Ltd. A27DD2DF2 tion 2D6F23E4F|(SHA256)
C=dJP 4B009C103449
cB 3A0 4F9AB56BBA
3BA1D62731H
C4D20D8955A
DCEC10A9254
07261E338
CN = CN= . ) [April 8, 2020|April 8, 2045) (SHAD)
1615C7C3D8lid- -
N SecureSign SecureSign id (884Bits)ecdsa 17:32:56 17:32:56 EB41C8AER CBBA83C8C1
Root CA15  Root CAL5  |4978E690qecPublicKey with- CD59E5148|PASDF1FIT3E
O =Cybertrust|O = FCAD7EF281
Japan Co., Cybertrust [8A88EDF07( SHAS384 F5BD8BF48/3064A077D
Ltd. Japan Co.,
c=Jp Ltd. FODDB73E8 72093412B0(SHA256)
c=JP E778F0F095F
7 3F4 E843729CD1A
0082179E5314
A9C291442807
E1FB1D8FB6

B8886C3A




(Translation)

CN = CN = . . Uune 22, June 22, (SHA1)

Cybertrust SecureSign 4D8247384A1d- (384Bits)ecdsa- h020 2030 3DD29719E A07043D2965

Japan Root CA15 DF541F8834 ecPublicKey with- 18:45:15 18:45:15 5391699EE( 389E4EF90EH

SureServer CA|O = EAEA319996A

G8 Cybertrust |oF49285532 SHA384 BB01B7AC6|9877819

O = Cybertrust|Japan Co.,

Japan Co., Ltd. 24B6CA8FE2 F3FACAF5H(SHA256)

Ltd. C=JP 93D931D5F95

C=dJP 703 411998705B14
8532F4E16FB
CF00F3318DH
F9B6A0765ED
749C8FDO

CN = CN = i ) lune 22, June 22, J(SHA1)

Cybertrust SecureSign 167DDDA4E7 [rsa Encryptio|(2048Bit sha256W2020 2030 8E3(28639 AF9DDECIELF

Japan Root CA12 ABD348B6A |n s) ithRSAE 16:42:05 16:42:05 A4E4850F54 CF62CE4FAD

SureServer CA|O = 04EDC44109A

G7 Cybertrust |105BC9CA24 neryptio 89DDEIRB23|9504F4784

O = Cybertrust|Japan Co.,

Japan Co., Ltd. ACE745F2B6 n C52674AB5 |(SHA256)

Ltd. C=JP A2E2C3D73C

C=Jp CB A4 FF964513257]
2E212FA15C4|
0FD4F2C3F14
3C1BB619385)
365304C02

CN = CN = . . lune 22, June 22, (SHA1)

Cybertrust  |SecureSign | -0/ 3>AB rsaEncryptio (4096Bit|Sha3s4 ), 2030 EDB8FA2FYpn pog20ms

Japan Root CA14 . 17:50:22 17:50:22 CD08CB234D

SureServer EV|O = ABB47DD31 In 5 WithRS D7D25BEE] 3B2417FE0D(

CA G9 Cybertrust |03c33A37B1 AEncryp 54B165CE54DB51D238B

O = Cybertrust|Japan Co.,

Japan Co., |Ltd. 68FA13A4F7 tion A8833B92F((SHA256)

Ltd. C=JP 93397E182497

C=JP 15 C7 ATE7TC582BA
DFE04348E6H
A985CBA19A
FDE16FD740
FF03857367C

CN = CN = - . lune 22, June 22, (SHA1)

Cybertrust SecureSign 7CA3593373id- (384Bits)ecdsa- 2020 2030 AEE4FDC19 FBF4B414FB

Japan Root CA15 . . 18:39:21 18:39:21 A71E4F10AA4

SureServer EVIO = BD43AA874 [ecPublicKey with E22F8DFB7 TCFSC476974

CA G8 Cybertrust |16AB0439D SHAS384 1383F8E2D189D59ED1

O =Cybertrust|Japan Co.,

JapanCo., |Ltd. AC5D0361D 43B696B934(SHA256)

Ltd. C=JP 70C4002E0DH

C=dJP 803 C8 2FF51E69165
4903BE742D0
9D5A74A84Bl]
5B68FBCDA3
20FBF3DC6B

CN = CN = . . lune 22, June 22, (SHA1)

Cybertrust SecureSign 2C77F85B12|rsa Encryptio|(2048Bit Sha256W2020 2030 7483319BF4 99865D3428D

Japan Root CA12 . 16:34:38 16:34:38 04DEFOD3FA|

SureServer EV|O = 96IE757EACN s) IthRSAE 75CDODCEY 29DEFBD5904

CAG7 Cybertrust [8921¢71550 neryptio E84E6D28E[A0BO40A7

O = Cybertrust|{Japan Co.,

Japan Co., Ltd. 89AE35F418) n 9AA6794(C2 |(SHA256)

Ltd. C=JP 76648FBC40Q

C=dJP AA6 C4164CEA024
22A09EB4EA
D29C67F5E70
D74F691B7FA

08043472C5




(Translation)
APPENDIX B

List of CAs in Scope

Root CAs

CA#1: SecureSign RootCA1l

CA#2: SecureSign Root CA12

CA#3: SecureSign Root CA14

CA#4: SecureSign Root CA15

Issuing CAs

CA#5:  Cybertrust Japan SureServer CA G8

CA#6: Cybertrust Japan SureServer CA G7

CA#T: Cybertrust Japan SureServer EV CA G9

CA#S: Cybertrust Japan SureServer EV CA G8

CA#9: Cybertrust Japan SureServer EV CA G7

CA#10:  Cybertrust Japan SureCode CA G4

CA#11:  Cybertrust Japan SureCode CA G3

CA#12:  Cybertrust Japan SureCode EV CA G4

CA#13:  Cybertrust Japan SureCode EV CA G3

CA#14: Cybertrust Japan SureMail CA G8

CA#15:  Cybertrust Japan SureMail CA G7

CA#16: Cybertrust Japan SureTime CA G4

CA#17: Cybertrust Japan SureTime CA G3




CA Identifying Information for in Scope CAs

(Translation)

CA |Subject Issuer Serial |Key Key |SignatulNot Not SKI Fingerprint
lid Algorithm|Size |re Before |After
Algorit
hm
CN = CN = . . . (SHA1)
1 SecureSign SecureSign 01 rsaEncryptio|(2048Bit|shalWit |Apr 8, Apr 8, 5BF84D4FH| 3BCA9F48FSH
RootCA11  RootCALl n s) hRSAEn [2009 2029  [2A586D43A[373A09C1 EBI}
O =Japan O =Japan F85BB1C365(
Certification |Certification cryption |13:56:47 |13:56:47 |D2F1639AA 7D811B3
Services, Inc. |Services, Inc
c=Jp c=JpP 0BE09F657 |(SHA256)
BFOFEEFB9E
B7DE 3A581AD5F9H
9DB75899857
43D261085C4
D314F6F5D79
59AA421612
CN = CN = . . . ] (SHA1)
2 SecureSign SecureSign 66F9C7C1AF{rsa Encryptio|(2048Bit|sha256WApril 8, 2020(April 8, 2040(5734F374CH 7A221E3DDE
Root CA12  [Root CA12 |ecc25184EDIn s) ithRSAE [14:36:46  [14:36:46  |044BD525Eq | BOGACIECS4
0 =Cybertrust/O = 770168E3CE5,
JapanCo.,  |Cybertrust |5397£6E682 neryptio F140B62C4 |F76B06F4
Ltd. Japan Co.,
C=Jp Ltd. C32B1C9016 n CD92DE9AQ(SHA256)
c=JP AD 3F034BB5704
D44B2D08544
A02057DE93H
BF3905FCE72
1ACBC730C04
DDAEE904E
CN = CN = ) . April 8, 2020[April 8, 2045) (SHA1)
64DB5A0C2
3 SecureSign SecureSign rsaEncryptio|(4096Bit|Sha384 16:06:19  |16:06:19 0693A30A5H DD50COF779H
ROOt CA14 ROOt CA14 04EE8D7297 n S) WlthRS 286937AA61 3642E74A2B8
O =Cybertrust/O = 9D9FD340DD
Japan Co., Cybertrust |7¢85027A25 AEncryp 1DEBEBFC |[BBFOF24F
Ltd. Japan Co.,
C=JP Ltd. A27DD2DF2 tion 2D6F23E4F|(SHA256)
C=dJP 4B009C103449
cB 3A0 4F9AB56BBA
3BA1D62731H
C4D20D8955A
DCEC10A9254
07261E338
CN = CN= . ) [April 8, 2020|April 8, 2045) (SHAD)
1615C7C3D8lid- -
N SecureSign SecureSign id (884Bits)ecdsa 17:32:56 17:32:56 EB41C8AER CBBA83C8C1
Root CA15  Root CAL5  |4978E690qecPublicKey with- CD59E5148|PASDF1FIT3E
O =Cybertrust|O = FCAD7EF281
Japan Co., Cybertrust [8A88EDF07( SHAS384 F5BD8BF48/3064A077D
Ltd. Japan Co.,
c=Jp Ltd. FODDB73E8 72093412B0(SHA256)
c=JP E778F0F095F
7 3F4 E843729CD1A
0082179E5314
A9C291442807
E1FB1D8FB6

B8886C3A




(Translation)

CN = CN = . . Uune 22, June 22, (SHA1)

Cybertrust SecureSign 4D8247384A1d- (384Bits)ecdsa- h020 2030 3DD29719E A07043D2965

Japan Root CA15 DF541F8834 ecPublicKey with- 18:45:15 18:45:15 5391699EE( 389E4EF90EH

SureServer CA|O = EAEA319996A

G8 Cybertrust |oF49285532 SHA384 BB01B7AC6|9877819

O = Cybertrust|Japan Co.,

Japan Co., Ltd. 24B6CA8FE2 F3FACAF5H(SHA256)

Ltd. C=JP 93D931D5F95

C=dJP 703 411998705B14
8532F4E16FB
CF00F3318DH
F9B6A0765ED
749C8FDO

CN = CN = i ) lune 22, June 22, J(SHA1)

Cybertrust SecureSign 167DDDA4E7 [rsa Encryptio|(2048Bit sha256W2020 2030 8E3(28639 AF9DDECIELF

Japan Root CA12 ABD348B6A |n s) ithRSAE 16:42:05 16:42:05 A4E4850F54 CF62CE4FAD

SureServer CA|O = 04EDC44109A

G7 Cybertrust |105BC9CA24 neryptio 89DDEIRB23|9504F4784

O = Cybertrust|Japan Co.,

Japan Co., Ltd. ACE745F2B6 n C52674AB5 |(SHA256)

Ltd. C=JP A2E2C3D73C

C=Jp CB A4 FF964513257]
2E212FA15C4|
0FD4F2C3F14
3C1BB619385)
365304C02

CN = CN = . . lune 22, June 22, (SHA1)

Cybertrust  |SecureSign | -0/ 3>AB rsaEncryptio (4096Bit|Sha3s4 ), 2030 EDB8FA2FYpn pog20ms

Japan Root CA14 . 17:50:22 17:50:22 CD08CB234D

SureServer EV|O = ABB47DD31 In 5 WithRS D7D25BEE] 3B2417FE0D(

CA G9 Cybertrust |03c33A37B1 AEncryp 54B165CE54DB51D238B

O = Cybertrust|Japan Co.,

Japan Co., |Ltd. 68FA13A4F7 tion A8833B92F((SHA256)

Ltd. C=JP 93397E182497

C=JP 15 C7 ATE7TC582BA
DFE04348E6H
A985CBA19A
FDE16FD740
FF03857367C

CN = CN = - . lune 22, June 22, (SHA1)

Cybertrust SecureSign 7CA3593373id- (384Bits)ecdsa- 2020 2030 AEE4FDC19 FBF4B414FB

Japan Root CA15 . . 18:39:21 18:39:21 A71E4F10AA4

SureServer EVIO = BD43AA874 [ecPublicKey with E22F8DFB7 TCFSC476974

CA G8 Cybertrust |16AB0439D SHAS384 1383F8E2D189D59ED1

O =Cybertrust|Japan Co.,

JapanCo., |Ltd. AC5D0361D 43B696B934(SHA256)

Ltd. C=JP 70C4002E0DH

C=dJP 803 C8 2FF51E69165
4903BE742D0
9D5A74A84Bl]
5B68FBCDA3
20FBF3DC6B

CN = CN = . . lune 22, June 22, (SHA1)

Cybertrust SecureSign 2C77F85B12|rsa Encryptio|(2048Bit Sha256W2020 2030 7483319BF4 99865D3428D

Japan Root CA12 . 16:34:38 16:34:38 04DEFOD3FA|

SureServer EV|O = 96IE757EACN s) IthRSAE 75CDODCEY 29DEFBD5904

CAG7 Cybertrust [8921¢71550 neryptio E84E6D28E[A0BO40A7

O = Cybertrust|{Japan Co.,

Japan Co., Ltd. 89AE35F418) n 9AA6794(C2 |(SHA256)

Ltd. C=JP 76648FBC40Q

C=dJP AA6 C4164CEA024
22A09EB4EA
D29C67F5E70
D74F691B7FA

08043472C5




(Translation)

CN = CN = . . Uune 22, June 22, (SHA1)

10 Cybertrust SecureSign 2141B3AAF2id- (384Bits)ecdsa- h020 2036 A56FC7383 TF466C2F017
Japan Root CA15 EFDFOF9FC] ecPublicKey with- 19:02:43 19:02:43 B5B24ESDO 34A4034024D
SureCode CA [0 = BD9E4605150
G4 Cybertrust |cBE2C6A8A SHA384 3FF1E608043B80C76
O = Cybertrust|Japan Co.,

Japan Co., Ltd. B4E966DA0 858BCDCAS|(SHA256)

Ltd. C=JP 42A7TESFTE04

Cc=JpP 6F CCF F2FC1CE417H
26AC6F724E17
BCC520A3B64
ED506C7AA0
B6DA25D63E

CN = CN = i ) lune 22, June 22, (SHA1)

11 Cybertrust SecureSign 605809FFFD|rsa Encryptio|(4096Bit[Sha384 5020 2036 47F7816656 A50C5F28193
SureCode CA |0 = E5DD3C2212
G3 Cybertrust |93cFc3181D AEncryp DF481260FJAAEE5376
O = Cybertrust|Japan Co.,

Japan Co., Ltd. E152DFE1C1 tion 557884168A[(SHA256)

Ltd. C=JpP A2383AF3FD

C=Jp 9 8 E129CCFB784
5D057D40A1A
4BDA70E1E44
C53E8BB5868
1AF62E1B4B

CN = CN = . . lune 22, June 22, (SHA1)

12 |oybertrust  |SecureSign |00 For B Blid- (884Bitsfecdsa- 2036 2FE1IDE064| 519 A A69A5 T
Japan | [aoot CATS 122010E0491 ecPublicKey with  [183651 183651 g 5pgapoprds DEDACDI LY
CA G4 Cybertrust [7E3AE97011] SHA384 BB34C20C7|E10124A7
O =Cybertrust|Japan Co.,

Japan Co., Ltd. 15A580F9D1] 043726DF74(SHA256)

Ltd. C=JP AEEDAB7F87

C=JP EB 1504EE07CEH
3ED93AF0344
94548B1E655
F7C759B9646|
AB78FOCEBB

CN = CN = ] . lune 22, June 22, (SHA1)

13 Cybertrust SecureSign 4010082488|rsa Encryptio|(4096Bit(Sha384 2020 2036 8D5C4FB32 6261D96B51B
Japan Root CA14 . 17:31:36 17:31:36 FF7807F38B4
SureCode EV |0 = CEAG3303F8n ) WithRS 3DAC83BDOl 5o ka155D89
CAG3 Cybertrust |626F7D613B) AEncryp 1CC593D551EFEF71E
O =Cybertrust|Japan Co.,

Japan Co., Ltd. FFO1241FF6 tion 7BB849906A(SHA256)

Ltd. C=JP 87CCID3EDF

C=JP C4 3F8517D92294
4AA114A5576
AB4FDSDF09
E35D10FF314
C8EA172619

CN = CN = . . lune 22, June 22, (SHA1)

14 Cybertrust SecureSign 1D3F1E58EQ|id- (384Bits)ecdsa- h020 2030 9FBFE09859 15EDS155357
Japan Root CA15 . 1 18:50:52 18:50:52 75C8565E260
SureMail CA |0 = DFI9F5DCEA |ecPublicKey with F1DBD24ES§ EFD5827A37(
G8 Cybertrust |86CA9AFCS( SHA384 4B093408RA87CB15B
O = Cybertrust|{Japan Co.,

JapanCo., |Ltd. AD5ADDBIC 9D5A141024(SHA256)

Ltd. C=JP 195FA1E40ED

Cc=JpP 89 F F0OB1BDCB2C
4F913DD5FD4
CCB58891DFA
B73E53C7AE

BI9AC3F86E24




(Translation)

CN = CN = . . lune 22, June 22, (SHA1)

15 |Cybertrust  |SecureSign |*>2AD46A8 [rsaEncryptio (2048Bit|sha256W, ), 2030 D26A3TD2AE 78R ACA6EI
SureMail CA |0 = " ) IthRSAE 43F06644D05 o> 5p53ECY
G7 Cybertrust |A7E8C8AC24 neryptio 67731FE25(" D2
O = Cybertrust|Japan Co.,

Japan Co.,  [Ltd. 200F24270B n 7BC91AESE|SHA256)

Ltd. C=JP BE88404D1Dd

C=JP E 52 451268E1F90
EC93BC21728
76B22678E54(
5EACE95B1C
DF35FADO7

CN = CN = . . _ [September|September (SHA1D)

16 |cybertrust  |SecureSign |°F742100[id (384Bits)ecdsa 9. 2021 |9,2037 |'69378BEC|Eosp7EICA40A
Japan Root CA15 . 1 11:41:04 |11:41:04 890941A5039D
SureTime CA |0 = E3A15C50ecPublicKey with DE5F52B49 ADR1463D92B3
G4 Cybertrust |0288B447] SHA384 0829E4D211A4B7
O =Cybertrust|Japan Co.,

JapanCo.,  [Ltd. F408E516 43A6CAD6(|SHA256)

Ltd. C=JP 5022E703CD5

C=JP A8337B5 489 25D1D45F8CA
B522C00B8D4
71891C9995D
28F36E12906
B8D1E9EBE

CN = CN = . . September|September (SHA1)

17 Cybertrust SecureSign 47C05BCArsaEncryptio|(4096Bit|Sha384 9. 2021 9.2037 DDB89D9133CO50F28F197C
Japan Root CA14 . 11:28:53 [11:28:53 E9BBEI16EE655
SureTime CA |0 = 232CA403[n s) WithRS 2793721A44 1C9530D838D9
G3 Cybertrust |ABA01603 AEncryp 6BBOCDBO(AD°
O = Cybertrust|Japan Co.,

JapanCo.,  [Ltd. F0584B6B tion 84ECAC1 BA|SHA256)

Ltd. C=JP F8D976C1190

C=JP 150ACFFH 029 F85B54EBD8Y
B45986FCF47
5D1A58F8CF
D1D70B0OE40

A6346BBA4Aq




a

cyoertrust
(Translation)
APPENDIX C

Certification Practice Statements and Certificate Policies in Scope

Certification Practice Statements

In Scope CAs: SecureSign Root CA12, SecureSign Root CA14, SecureSign Root CA15

and its Issuing CAs

Document Name Version Effective Date Remarks

Cybertrust Japan Root CA Certification 1.07 April 30,2021

Practice Statement

Cybertrust Japan Root CA Certification 1.08 September 9, Integrated into "Cybertrust

Practice Statement 2021 Japan Certification Practice
Statement" on October 14,
2021.

In Scope CA: SecureSign RootCA1l

Document Name Version Effective Date Remarks

JCSI Root CA Certification Practice 2.4 March 10,2021

Statement

JCSI Root CA Certification Practice 2.5 April 30,2021

Statement

JCSI Root CA Certification Practice 2.6 June 30,2021 On October 14, 2021, a part of

Statement this document was integrated
into "Cybertrust Japan
Certification Practice
Statement" and other part of this
document was reorganized as
"JCSI Certificate
Policy"(Ver3.0).

In Scope CAs: SecureSign RootCA11, SecureSign Root CA12, SecureSign Root CA14,

SecureSign Root CA15 and its Issuing CAs

Document Name Version Effective Date Remarks

Cybertrust Japan Certification Practice 1.00 October 14,2021

Statement



https://www.cybertrust.ne.jp/ssl/repository_rt/index.html
https://www.cybertrust.ne.jp/ssl/repository_rt/index.html

(Translation)

Certificate Policies

In Scope CAs: SecureSign Root CA12, SecureSign Root CA14, SecureSign Root CA15
and its Issuing CAs

Document Name Version Effective Date Remarks

Cybertrust Japan Root CA Certificate 1.07 April 30,2021

Policy

Cybertrust Japan Root CA Certificate 1.08 June 30,2021

Policy

Cybertrust Japan Root CA Certificate 1.09 September 9,

Policy 2021

Cybertrust Japan Certificate Policy 1.10 October 14,2021 Document name was changed
to "Cybertrust Japan Certificate
Policy" on October 14,2021.

In Scope CA: SecureSign RootCA1ll

Document Name Version Effective Date Remarks

JCSI Certificate Policy 3.0 October 14,2021



https://www.cybertrust.ne.jp/ssl/repository_rt/index.html
https://www.cybertrust.ne.jp/ssl/repository_rt/index.html

G

cyoertrust
(Translation)
APPENDIX D
Publicly Disclosed Information
# | Disclosure Publicly Disclosed Link

1 [ CybertrustJapan: Root CRLs exceed maximum validity period by | https:/bugzilla.mozilla.org/show_bug.c

one second gi?id=1737242



https://bugzilla.mozilla.org/show_bug.cgi?id=1737242
https://bugzilla.mozilla.org/show_bug.cgi?id=1737242

	対象CA

