pwec B F ok i

Independent practitioner’s assurance report
To the management of Shanghai Electronic Certificate Authority Co., Ltd. (“SHECA”):
Scope

We have been engaged to perform a reasonable assurance engagement on the
accompanying management’s assertion of SHECA for its Certification Authority (CA)
operations at Shanghai (including Facility 1 and Facility 2), China for the period from
April 1, 2024 to March 31, 2025, for its CAs enumerated in Attachment A, SHECA has:

e disclosed its S/MIME certificate lifecycle management business practices in its:
UniTrust Certification Practice Statement v3.7.9;

UniTrust Certification Practice Statement v3.7.8;

UniTrust Certification Practice Statement v3.7.7;

UniTrust Certificate Policy vi1.5.7;

UniTrust Certificate Policy v1.5.6; and

UniTrust Certificate Policy v1.5.5,

O O O O O O

including its commitment to provide S/MIME certificates in conformity with the
CA/Browser Forum Requirements on the SHECA website, and provided such
services in accordance with its disclosed practices,

e maintained effective controls to provide reasonable assurance that:
o the integrity of keys and S/MIME certificates it manages is established and
protected throughout their lifecycles; and
o S/MIME subscriber information is properly authenticated (for the registration
activities performed by SHECA),

¢ maintained effective controls to provide reasonable assurance that:
o logical and physical access to CA systems and data is restricted to authorized
individuals;
o the continuity of key and certificate management operations is maintained; and
o CA systems development, maintenance, and operations are properly authorized
and performed to maintain CA systems integrity,

in accordance with the WebTrust Principles and Criteria for Certification Authorities —
S/MIME Certificates v1.0.3.

Management’s Responsibilities

SHECA’s management is responsible for the management’s assertion, including the
fairness of its presentation, and the provision of its described services in accordance with
the WebTrust Principles and Criteria for Certification Authorities — S/MIME Certificates
v1.0.3.
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Our Independence and Quality Management

We have complied with the independence and other ethical requirements of the
International Code of Ethics for Professional Accountants (including International
Independence Standards) issued by the International Ethics Standards Board for
Accountants, which is founded on fundamental principles of integrity, objectivity,
professional competence and due care, confidentiality and professional behaviour.

Our firm applies International Standard on Quality Management 1, which requires the
firm to design, implement and operate a system of quality management including
policies or procedures regarding compliance with ethical requirements, professional
standards and applicable legal and regulatory requirements.

Practitioner’s Responsibilities

It is our responsibility to express an opinion on the management’s assertion based on
our work performed.

We conducted our work in accordance with International Standard on Assurance
Engagements 3000 (Revised) “Assurance Engagements Other Than Audits or Reviews
of Historical Financial Information”. This standard requires that we plan and perform
our work to form the opinion.

A reasonable assurance engagement involves performing procedures to obtain sufficient
appropriate evidence whether the management’s assertion of SHECA is fairly stated, in
all material respects, in accordance with the WebTrust Principles and Criteria for
Certification Authorities - S/MIME Certificates v1.0.3. The extent of procedures selected
depends on the practitioner’s judgment and our assessment of the engagement risk.
Within the scope of our work we performed amongst others the following procedures: (1)
obtaining an understanding of SHECA’s S/MIME certificate lifecycle management
business practices, including its relevant controls over the issuance, renewal, and
revocation of S/MIME certificates; (2) selectively testing transactions executed in
accordance with disclosed S/MIME certificate lifecycle management business practices;
(3) testing and evaluating the operating effectiveness of the controls; and (4) performing
such other procedures as we considered necessary in the circumstances.

The relative effectiveness and significance of specific controls at SHECA and their effect
on assessments of control risk for subscribers and relying parties are dependent on their
interaction with the controls, and other factors present at individual subscriber and
relying party locations. We have performed no procedures to evaluate the effectiveness
of controls at individual subscriber and relying party locations.

We believe that the evidence we have obtained is sufficient and appropriate to provide a
basis for our opinion.

Inherent Limitation

Because of the nature and inherent limitations of controls, SHECA'’s ability to meet the
aforementioned criteria may be affected. For example, controls may not prevent, or
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detect and correct, error, fraud, unauthorised access to systems and information, or
failure to comply with internal and external policies or requirements. Also, the projection
of any opinion based on our findings to future periods is subject to the risk that changes
may alter the validity of such opinion.

Opinion

In our opinion, the management’s assertion of SHECA, for the period from April 1, 2024
to March 31, 2025, is fairly stated, in all material respects, in accordance with the
WebTrust Principles and Criteria for Certification Authorities - S/MIME Certificates
v1.0.3.

Emphasis of Matter

We draw attention to the fact that this report does not include any representation as to
the quality of SHECA'’s services beyond those covered by the WebTrust Principles and
Criteria for Certification Authorities - S/MIME Certificates v1.0.3, nor the suitability of
any of SHECA’s services for any customer's intended purpose. Our opinion is not
modified in respect of this matter.

Other Matters

The UniTrust Global SMIME ECC Root CA R2 (Attachment A #6) CA did not issue
certificates during the period April 1, 2024 to March 31, 2025 and were maintained
online to provide revocation status information only. Our opinion is not modified in
respect of this matter.

Purpose and Restriction on Use

The management’s assertion was prepared for obtaining and displaying the WebTrust
Seal on SHECA website! using the WebTrust Principles and Criteria for Certification
Authorities - S/MIME Certificates v1.0.3 designed for this purpose. As a result, the
management’s assertion of SHECA may not be suitable for another purpose. This report
is intended solely for the management of SHECA in connection with obtaining and
displaying the WebTrust Seal on its website after submitting the report to the related
authority in connection with the WebTrust Principles and Criteria for Certification
Authorities - S/MIME Certificates v1.0.3.

Our report is not to be used for any other purpose. We do not assume responsibility
towards or accept liability to any other parties for the contents of this report.

1 The maintenance and integrity of the SHECA website is the responsibility of the management of SHECA; the work
carried out by the assurance provider does not involve consideration of these matters and, accordingly, the assurance
provider accepts no responsibility for any differences between the accompanying management’s assertion of SHECA
on which the assurance report was issued or the assurance report that was issued and the information presented on the
website.
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Use of the WebTrust seal

SHECA’s use of the WebTrust for Certification Authorities - S/MIME Certificates Seal
constitutes a symbolic representation of the contents of this report and it is not intended,
nor should it be construed, to update this report or provide any additional assurance.
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PricewaterhouseCoopers
Certified Public Accountants

Hong Kong, 9 May 2025
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Attachment A
The list of keys and certificates in scope for the period from April 1, 2024 to March 31, 2025 is as follow:
. . Certificates .
(SHA256)
UCA CN =UCA 81C48CCCF5E | 9BEA11C976FE014764
L Global Root shao=6RSA 4096 | Global G2 Root | 430FFA50C08 | C1BE56A6F914B5A56 | UCA Global
G2 Root Key 5 bits | O = UniTrust 5F8C15672174 | 0317ABD9988393382 G2 Root
C=CN 01DFDF E5161AA0493C
SHECA CN = SHECA 1FA80B4DCFg | 8100D384D6C452988
5 SMIME Signing shas=6RSA 2048 | SMIME CA G1 | CA6A53ADAB | 3C37C37C68FD4903C | UCA Global
CA G1 Key 5 bits | O = UniTrust 096AB9957B9 | 41CCBCB9033A9C733 G2 Root
C=CN 0A9B7F5D A6AF0806E1DE7
SHECA CN = SHECA
MV MV SMIME 4F111E8FD45 C064FAB74E8723164
SMIME Signing sha284RSA | 3072 RSA CA G1 06500D7CE56 | 932A25CFB6708106E1 | UCA Global
3 RSA CA Key 364 bits O = UniTrust 5190AF012BF | E5A3A05CFD1079B1D G2 Root
- B1438 CF52792C5908
Gi C < ON 43845 52792C59
SHECA CN = SHECA
v IV SMIME E010A54E644 | 2A1AAA3E4D7C6ECS lobal
Signing 3072 A8F605F134C | BE083BDBDD247153 UCA Globa
4 Sng&ihgi Key sha384RSA bits RSA CA. G1 5C108E742Co | A88D51F1226FD9g691 G2 Root
O = UniTrust 168BBE5 B872AE23D166BFF
G1 C=CN
SHECA CN = SHECA
oV OV SMIME E3B8865D1EF | 73BA9F7AE0924F356
SMIME Signing shaa84RSA | 3972 | RSA CA G1 2FF214621964 | 7F0280568A7050A58 | UCA Global
> | Reaca | Kev 394 bits A LA 8BD54022EC9 | C9C4855DE0686C2F | G2 Root
O = UniTrust 3BC85C DC48522EB86D2D
G1 C=CN
UniTrust CN = UniTrust
Global Global SMIME | 2D4D94407CF | 6F4E2464D216A1E0B UniTrust
6 SMIME Root sha3zg84ECD | 384 | ECC Root CA FC45D4357F1 | 558BB204259B4A545 Global
ECC Key SA bits R2 90557448CF6 | AEB948957AA3EAF11 | SMIME ECC
Root CA O = UniTrust CBEA343 B2F4DE1AFEF10 Root CA R2
R2 C=CN
SHI];:]CA %1]\1 ST\/ISIiI/I%CA EBC1D6F67F2 | E82D794C1AC79F9BE UniTrust
SMIME Signing | sha384ECD | 384 ECC CA 2A 909A9928A90 | BF3B6D98A237F84C1 Global
7 ECC CA Key SA bits O = UniTrust B4295818A02 | 5FD40C3ABB86C2214 | SMIME ECC
B F3CAF1B E699414F8FF54 Root CA R2
2A C=CN
SHECA CN = SHECA | pp1358035B6 | D7C4ABOD315AESBS | UniTrust
MV . h MV SMIME lobal
8 SMIME Signing | sha3z84ECD 384 ECC CA 2A 93E5EDC5FA | 89DA902C55264295D Globa
ECC CA Key SA bits O = UniTrust EoB742735DC | 8CDCoF5471370490F | SMIME ECC
B C38C66F0 4D4585E2C3C6D3 Root CA R2
2A C=CN
S%F{]CA 81\\; ;ﬁg&gA BD34144476B | 229B7FBCA2361DE63 UniTrust
SMIME Signing | sha384ECD | 384 ECC CA 2A 06D0F264C3C | 171067DE91DFFB3D2 Global
9 ECC CA Key SA bits O = UniTrust A9C349AC715 | FA71A5ABE51CA41D5 | SMIME ECC
oA C _ CN 3D4EF55 300C5750D2F0E Root CA R2
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. . Certificates .
o | e, | e | Siemare | K| subjectpy | S | Mhumbprim | Gerificat
(SHA256)
UniTrust CN = UniTrust
Global Global SMIME | DFo8E3E977C | FoF255ADA2A643C0 UniTrust
10 SMIME Root shaa84RSA 4096 | RSA Root CA 1FOFBF5F8D4 | A1E7C8F54F3ED3DD Global
RSA Key 354 bits | R1 19504C7719F2 | 25EF0E7378E76F7C12 | SMIME RSA
Root CA O = UniTrust 06CBA3 7517ECFD952803 Root CA R1
R1 C=CN
SHECA CN =SHECA | 12gBCDC4q5 | 82BA6F106746838375 |  UniTrust
v Signing 3072 IV SMIME B1ES8DOAFDD | 7DF53F1628258043B Global
o M | Key sha384RSA | 40 OOASAIA | 8BESE4A6B5 | BB972EICAD3IFD7AA | SMIME RSA
= us B30A71EF4E DoADD66A5B53 Root CA R1
1A C=CN
SPI{/RSI A &%Z&?ﬁ%A 5A4AEFEDQA | 92148A115D26B28725 UniTrust
12 SMIME Signing shaa84RSA | 3972 | RSA CA 1A E84052DA320 | 4B36164164B2220EE3 Global
RSA CA Key 354 bits | - UniTrust | BBB32C4E529 | 6B405D3B708CF5B7A | SMIME RSA
- ECDCs255 Bo60C66B1FE Root CA R1
1A C=CN
SHoA oV SA | C061C3D053C | 6B661B964F2350C4C | UniTrust
13 SMIME Signing sha384RSA 3072 | RSA CA 1A 9F412C5C9192 | A68355243A2EEEDA9 Global
RSA CA Key bits 0O = UniTrust DBB638305E4 | BACDA191D103A0C11 | SMIME RSA
A C =_ CN CA7EFS8 19EC892018AC7 Root CA R1
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|
Mz A
TRIPRT 2024 F 4 H 1 HE 2025 4 3 A 31 HIRIAR & 7 Y 005 PIANIESS -
# EHAWR | B EHEE | BH FEARAE FEHID EH#RL (SHA256) | iTRERHE
* KE
UCA CN =UCA 81C48CCCF5E | 9BEA11C976FE014764
L Global Root shao=6RSA 4096 | Global G2 Root | 430FFA50C08 | C1BE56A6F914B5A56 | UCA Global
G2 Root Key 5 bits | O = UniTrust 5F8C15672174 | 0317ABD9988393382 G2 Root
C=CN 01DFDF E5161AA0493C
SHECA CN = SHECA 1FA80B4DCF9 | 8100D384D6C452988
5 SMIME Signing shao=6RSA 2048 | SMIME CA G1 | CA6A53ADAB | 3C37C37C68FD4903C | UCA Global
CA G1 Key 5 bits | O = UniTrust 096AB9957B9 | 41CCBCB9033A9C733 G2 Root
C=CN 0A9B7F5D A6AF0806E1DE7
SHECA CN = SHECA
MV MV SMIME 4F111E8FD45 Co064FAB74E8723164
SMIME Signing shaa84RSA | 3072 RSA CA G1 06500D7CE56 | 932A25CFB6708106E1 | UCA Global
3 RSA CA Key 364 bits O = UniTrust 5190AF012BF | E5A3A05CFD1079B1D G2 Root
- B143845 CF52792C5908
G1 C=CN
SHECA CN = SHECA
v IV SMIME E010A54E644 | 2A1AAA3E4D7C6ECS
Signing 3072 A8F605F134C | BE083BDBDD247153 | UCA Global
4 Sng&ihgi Key sha384RSA bits RSA CA. G1 5C108E742Co | A88D51F1226FD9691 G2 Root
O = UniTrust 168BBE5 B872AE23D166BFF
G1 C=CN
SHECA CN = SHECA
oV OV SMIME E3B8865D1EF | 73BA9F7AE0924F356
SMIME Signing shaa84RSA | 3972 | RSA CA G1 2FF214621964 | 7F0280568A7050A58 | UCA Global
5 RSA CA Key 364 bits A LA 8BD54022EC9 | C9C4855DE0686C2F G2 Root
O = UniTrust 3BC85C DC48522EB86D2D
G1 C=CN
UniTrust CN = UniTrust
Global Global SMIME | 2D4D94407CF | 6F4E2464D216A1E0B UniTrust
6 SMIME Root shaz84ECD 384 | ECC Root CA FC45D4357F1 | 558BB204259B4A545 Global
ECC Key SA bits R2 90557448CF6 | AEB948957AA3EAF11 | SMIME ECC
Root CA O = UniTrust CBEA343 B2F4DE1AFEF10 Root CA R2
R2 C=CN
SHI%CA %1]\1 STVISI{\I/I%CA EBC1D6F67F2 | E82D794C1AC79F9BE UniTrust
SMIME Signing | sha384ECD | 384 ECC CA 2A 909A9928A90 | BF3B6D98A237F84C1 Global
7 ECC CA Key SA bits O = UniTrust B4295818A02 | 5FD40C3ABB86C2214 | SMIME ECC
B F3CAF1B E699414F8FF54 Root CA R2
2A C=CN
SP&SA &%g&?ﬁ%‘* FE0328035B6 | D7C4AB9D315AE8B8 | UniTrust
8 SMIME Signing | sha384ECD 384 ECC CA 2A 93E5EDC5FA | 89DA902C55264295D Global
ECC CA Key SA bits O = UniTrust EoB742735DC | 8CDCoF5471370490F | SMIME ECC
B C38C66F0 4D4585E2C3C6D3 Root CA R2
2A C=CN
S%F{,CA 81\\; ;ﬁg}%}gA BD34144476B | 229B7FBCA2361DE63 UniTrust
SMIME Signing | sha384ECD | 384 ECC CA 2A 06D0F264C3C | 171067DE91DFFB3D2 Global
9 ECC CA Key SA bits O = UniTrust A9C349AC715 | FA71A5ABE51CA41D5 | SMIME ECC
oA C _ CN 3D4EF55 300C5750D2F0E Root CA R2




|
# FHLZR | HHM B 4 FE4IRG142 FEHID IEFHHRE (SHA256) | iEHERH
ES KE
UniTrust CN = UniTrust
Global Global SMIME | DFo8E3E977C | FoF255ADA2A643Co UniTrust
10 SMIME Root sha284RSA 4096 | RSA Root CA 1FoFBF5F8D4 | A1E7C8F54F3ED3DD Global
RSA Key 354 bits | R1 19504C7719F2 | 25EF0E7378E76F7C12 | SMIME RSA
Root CA O = UniTrust 06CBA3 7517ECFD952803 Root CAR1
R1 C=CN
sHseA S aiNECA | D3BBCDC44s5 | 82BAGF106746838375 | UniTrust
Signing 3072 B1ES8DOAFDD | 7DF53F1628258043B Global
1 ilglf\gi Key | Shas84RSA | 940 sz‘[iﬁ;ﬁl i | SBESE4AGB5 | BB972EICAD31FD7AA | SMIME RSA
B B30A71EF4E DoADD66A5B53 Root CA R1
1A C=CN
SHECA CN = SHECA 5A4AEFEDOQA | 92148A115D26B28725 |  UniTrust
MV .. MV SMIME
1o SMIME Signing shag84RSA 3072 | RoA CA 1A E84052DA320 | 4B36164164B2220EE3 Global
RSA CA Key bits O = UniTrust BBB32C4E529 | 6B405D3B708CF5B7A | SMIME RSA
B ECDC5255 B060C66B1FE Root CA R1
1A C=CN
SHECA CN'=SHECA | 006103D053C | 6B661B964F2350C4C |  UniTrust
ov .. OV SMIME
13 SMIME Signing shag84RSA 3072 | RoA CA 1A 9F412C5C9192 | A68355243A2EEEDA9 Global
RSA CA Key bits O = UniTrust DBB638305E4 | BACDA191D103A0C11 | SMIME RSA
1A C ; CN CA7EF8 19EC892018AC7 Root CAR1
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Shanghai Electronic Certificate Authority Co.,Ltd Shanghai Electronic Certficate Authority

Co.,Ltd

18" Floor,

No.1717, North Sichuan Rd, Shanghai,
China

Tel: (021) 36393199

Fax: (021) 36393200
https://www.sheca.com/

PricewaterhouseCoopers
22/F, Prince’s Building, Central, Hong Kong

9 May 2025
Dear Sirs,

Assertion of Management as to the Disclosure of Business Practices and
Controls over the Certification Authority — S/MIME Operations during the
period from April 1, 2024 through March 31, 2025

Shanghai Electronic Certificate Authority Co., Ltd. (“SHECA”) operates the
Certification Authority (CA) services known as its Root and Subordinate CAs (please
refer to the Attachment A) for S/MIME CA services.

The management of SHECA is responsible for establishing and maintaining effective
controls over its S/MIME CA operations, including its S/MIME CA business practices
disclosure on its website, S/MIME key lifecycle management controls, and S/MIME
certificate lifecycle management controls. These controls contain monitoring
mechanisms, and actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error,
and the circumvention or overriding of controls. Accordingly, even effective controls
can only provide reasonable assurance with respect to SHECA’s Certification Authority
operations. Furthermore, because of changes in conditions, the effectiveness of
controls may vary over time.

SHECA management has assessed its disclosures of its certificate practices and
controls over its S/MIME CA services. Based on that assessment, in providing its
S/MIME CA services at Shanghai (including Facility 1 and Facility 2), China,
throughout the period April 1, 2024 to March 31, 2025, SHECA has:

e disclosed its S/MIME certificate lifecycle management business practices in its:
UniTrust Certification Practice Statement v3.7.9;

UniTrust Certification Practice Statement v3.7.8;

UniTrust Certification Practice Statement v3.7.7;

UniTrust Certificate Policy v1.5.7;

UniTrust Certificate Policy v1.5.6; and

UniTrust Certificate Policy vi1.5.5

O O O O O O

including its commitment to provide S/MIME certificates in conformity with the
CA/Browser Forum Requirements on the SHECA website, and provided such
services in accordance with its disclosed practices
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e maintained effective controls to provide reasonable assurance that:
o the integrity of keys and S/MIME certificates it manages is established and
protected throughout their lifecycles; and
o S/MIME subscriber information is properly authenticated (for the registration
activities performed by SHECA)

¢ maintained effective controls to provide reasonable assurance that:
o logical and physical access to CA systems and data is restricted to authorized
individuals;
o the continuity of key and certificate management operations is maintained; and
o CA systems development, maintenance, and operations are properly authorized
and performed to maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities —
S/MIME Certificates v1.0.3.

The UniTrust Global SMIME ECC Root CA R2 (Attachment A #6) CA did not issue
certificates during the period April 1, 2024 to March 31, 2025 and were maintained
online to provide revocation status information only.
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Attachment A

The list of keys and certificates covered in the management’s assertion is as follow:

. . Certificates .
¢ e, | o | S | Ko | subjeapy | SpReker | Thumbprin | Gerifane
(SHA256)
UCA CN =UCA 81C48CCCF5E | 9BEA11C976FE014764
) Global Root shao=6RSA 4096 | Global G2 Root | 430FFA50C08 | C1BE56A6F914B5A56 | UCA Global
G2 Root Key 5 bits | O = UniTrust 5F8C15672174 | 0317ABD9988393382 G2 Root
C=CN 01DFDF E5161AA0493C
SHECA CN = SHECA 1FA80B4DCF9 | 8100D384D6C452988
5 SMIME. Signing sha2=6RSA 2048 | SMIME CAG1 | CA6A53ADAB | 3C37C37C68FD4903C | UCA Global
CA G1 Key 5 bits | O = UniTrust 096AB9957B9 | 41CCBCB9033A9C733 G2 Root
C=CN 0A9B7F5D A6AF0806E1DE7
SP;/}Z\?A S/II\\II:SSI}III\];:[%A 4F111E8FD45 | C064FAB74E8723164
Signing 3072 06500D7CE56 | 932A25CFB6708106E1 | UCA Global
3 SMIME sha384RSA . RSA CA G1
Key bits T 5190AF012BF | E5A3A05CFD1079B1D G2 Root
RSA CA O = UniTrust B14a8 CF=2702C=008
Gi C=CN 43845 52792C59
SHECA i ™ | Eo10A54E644 | 2A1AAA3E4D7C6ECS
Signing 3072 A8F605F134C | BE083BDBDD247153 | UCA Global
4 SRIE/IB?}E Key sha384RSA bits gsf‘[%ﬁﬁ Lst 5C108E742Co | A88D51F1226FD9691 G2 Root
G1 C=CN 168BBE5 B872AE23D166BFF
SHECA CN = SHECA E3B8865D1EF | 73BA9F7AE0924F356
ov .. OV SMIME lobal
SMIME Signing sha384RSA 3072 | RSA CAG1 2FF214621964 | 7F0280568A7050A58 | UCA Globa
5 Key bits A B4 8BD54022EC9 | C9C4855DE0686C2F G2 Root
RSA CA O = UniTrust BC85C DC48522EB86D2D
G1 C=CN 3bLe5 495
UniTrust CN = UniTrust
Global Global SMIME | 2D4D94407CF | 6F4E2464D216A1E0B UniTrust
6 SMIME Root shaz84ECD | 384 | ECCRoot CA FC45D4357F1 | 558BB204259B4A545 Global
ECC Key SA bits R2 90557448CF6 | AEB948957AA3EAF11 | SMIME ECC
Root CA O = UniTrust CBEA343 B2F4DE1AFEF10 Root CA R2
R2 C=CN
SHI%CA %I]\ISTVISII;[%CA EBC1D6F67F2 | E82D794C1AC79F9BE UniTrust
SMIME Signing | sha384ECD | 384 ECC CA 2A 909A9928A90 | BF3B6D98A237F84C1 Global
7 ECC CA Key SA bits O = UniTrust B4295818A02 | 5FD40C3ABB86C2214 | SMIME ECC
B F3CAF1B E699414F8FF54 Root CA R2
2A C=CN
SHECA CN = SHECA FE0328035B6 | D7C4AB9D315AE8B8 UniTrust
MV .. h MV SMIME lobal
8 SMIME Signing | sha384ECD 384 ECC CA 2A 93E5EDC5FA | 89DA902C55264295D Globa
ECC CA Key SA bits O = UniTrust EoB742735DC | 8CDCoF5471370490F | SMIME ECC
B C38C66F0 4D4585E2C3C6D3 Root CA R2
2A C=CN
S}gi]CA 81\\17 ;ﬁg\}/ng BD34144476B | 229B7FBCA2361DE63 UniTrust
SMIME Signing | sha384ECD | 384 ECC CA 2A 06D0F264C3C | 171067DE91DFFB3D2 Global
9 ECCCA Key SA bits | §_ UniTrust | A9C349AC715 | FA71A5ABE51CA41D5 | SMIME ECC
B 3D4EF55 300C5750D2F0E Root CAR2
2A C=CN
UniTrust CN = UniTrust
Global Global SMIME | DFo8E3E977C | FoF255ADA2A643Co UniTrust
10 SMIME Root shaa84RSA 4096 | RSA Root CA 1FoFBF5F8D4 | A1E7C8F54F3ED3DD Global
RSA Key 354 bits | R1 19504C7719F2 | 25EF0E7378E76F7C12 | SMIME RSA
Root CA O = UniTrust 06CBA3 7517ECFD952803 Root CAR1
R1 C=CN
SHECA CN =SHECA | 1o0pcDCss5 | 82BAGF106746838375 |  UniTrust
v Signing 3072 Iv SMIME B1ES8DOAFDD | 7DF53F1628258043B Global
1 SRI\S/IE& Rey | Shas84RSA | 940 gS_AUCIﬁTlﬁl i | SBESE4A6B5 | BB972E1CAD3IFD7AA | SMIME RSA
A P B30A71EF4E DoADD66A5B53 Root CA R1
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Certificates

Key Key Signature | Key . Subject Key . Certificate
# . . Subject DN . Thumbprint .
Name Type | Algorithm | Size Identifier (SHA256) Signed by
SII{\/]IZ\? A gngl\sEﬁ%A 5A4AEFEDQA | 92148A115D26B28725 UniTrust
12 SMIME Signing shaa84RSA | 3972 | RSA CA 1A E84052DA320 | 4B36164164B2220EE3 Global
RSA CA Key 354 bits | - UniTrust | BBB32C4E529 | 6B405D3B708CF5B7A | SMIME RSA
- ECDC5255 B0o60C66B1FE Root CA R1
1A C=CN
SHECA CN = SHECA C061C3D053C | 6B661B964F2359C4C UniTrust
ov . OV SMIME
13 SMIME Signing sha384RSA 3072 | RSA CA 1A 9F412C5C9192 | A68355243A2EEEDA9 Global
RSA CA Key bits O = UniTrust DBB638305E4 | BACDA191D103A0C11 | SMIME RSA
A C ; CN CA7EFS8 19EC892018AC7y Root CAR1
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W EIEBIAET OB R AE (Shanghai Electronic Certificate Authority Co., Lid.,
fEFR“SHECA”) 158 L IMERSH, I iitr 2 2 I aERS, s AFIRT
1R 45 BT 0458 PR IE P AT e 15

SHECA HJ HLE S BTEE XS WA 22 4 e 55 SO 490 R 2, G5 mfh 24454
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SHECA & # JZ CU6HHIE 150 45 35 55 AR 22 42 L UGIE AR 85 3 i 3EAT VA« JE T Bb VP4,
SHECA FHZIA N, 7F 2024 F 4 A 1 HE 2025 4 3 A 31 Hit SHECA /&7 [H _ifg
CRLFEBOME 1 FIBCHE 2) S ALl fR 22 4 f IR 5 W11A), SHECA:

o R MO 22 A S A o B 3 B MY S5 R
UniTrustif AUk 5 FUU v]3.7.9;
UniTrustilf B 55 v3.7.8;
UniTrustif BIGEN SN va.7.7;
UniTrustif 45 %1% v1.5.7;
UniTrustilf &% 0% v1.5.6; PLK
UniTrustilf 5560 v1.5.5,

O O O O O O

AFE K MIECABIR IR (CA/Browser Forum) HJHHICHE SR BEMIMF 22 2 55, IR
Pk 55 S SRAEAT R AR S

o HIIARAEHINE], USRALLLT S EARIE:
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Mz A

N RIRAE BRI E T B 2 P AIE

4 EHAWR | B EHEE | BH ERRFE 4 ID IERIEL (SHA256) | EH&RE
ES KE
UCA CN = UCA 81C48CCCF5E | 9BEA11C976FE014764
) Global Root shas=6RSA 4096 | Global G2 Root | 430FFA50C08 | CiBE56A6F914B5A56 | UCA Global
Key 5 bits | O = UniTrust 5F8C15672174 | 0317ABD9988393382 G2 Root
G2 Root
C=CN 01DFDF E5161AA0493C
SHECA CN = SHECA 1FA80B4DCF9 | 8100D384D6C452988
5 SMIME Signing shas=6RSA 2048 | SMIME CA G1 | CA6A53ADAB | 3C37C37C68FD4903C | UCA Global
CA G1 Key 5 bits | O = UniTrust 096AB9957B9 | 41CCBCB9033A9C733 G2 Root
C=CN 0A9B7F5D A6AF0806E1DE7
SHECA CN = SHECA 4F111E8FD45 | C064FAB74E8723164
MV .. MV SMIME lobal
3 SMIME Signing shag84RSA 3072 | poA CA G1 06500D7CE56 | 932A25CFB6708106E1 | UCA Globa
Key bits e 5190AF012BF | E5A3A05CFD1079B1D G2 Root
RSA CA O = UniTrust B1428 CF22702C2008
C1 C=CN 435645 52792C59
SHI%CA S\II\ISTVISII;/[EECA E010A54E644 | 2A1AAA3E4D7C6EC8
Signing 3072 A8F605F134C | BE083BDBDD247153 | UCA Global
4 %’f‘gﬁ Rey | Sha384RSA | 54 gsfgfiﬁ ;St 5C108E742C0 | A88D51F1226FD9691 | G2 Root
G1 C=CN 168BBEs B872AE23D166BFF
S%EVCA 81\\1, ;ﬁgg‘gA E3B8865D1EF | 73BA9F7AE0924F356
5 SMIME Signing sha384RSA 3072 | RSA CA G1 2FF214621964 | 7F0280568A7050A58 | UCA Global
RSA CA Key bits O = UniTrust 8BD54022EC9 | C9C4855DE0686C2F G2 Root
G1 C=CN 3BC85C DC48522EB86D2D
UniTrust CN = UniTrust
Global Global SMIME | 2D4D94407CF | 6F4E2464D216A1E0B UniTrust
6 SMIME Root sha3z84ECD | 384 | ECC Root CA FC45D4357F1 | 558BB204259B4A545 Global
ECC Key SA bits | R2 90557448CF6 | AEB948957AA3EAF11 | SMIME ECC
Root CA O = UniTrust CBEA343 B2F4DE1AFEF10 Root CA R2
R2 C=CN
SHI%CA IC\I]\IS;EI;[%CA EBC1D6F67F2 | E82D794C1AC79F9BE | UniTrust
SMIME Signing | sha384ECD | 384 ECC CA 2A 909A9928A90 | BF3B6D98A237F84C1 Global
7 ECC CA Key SA bits O = UniTrust B4295818A02 | 5FD40C3ABB86C2214 | SMIME ECC
B F3CAF1B E699414F8FF54 Root CA R2
2A C=CN
S}g‘\? A &%z&?ﬁ%A FE0328035B6 | D7C4AB9D315AE8BS8 UniTrust
3 SMIME Signing | sha384ECD | 384 ECC CA 2A 93E5EDC5FA | 89DA902C55264295D Global
ECC CA Key SA bits O = UniTrust EoB742735DC | 8CDCoF5471370490F | SMIME ECC
B C38C66F0 4D4585E2C3C6D3 Root CAR2
2A C=CN
S%E\?A 81\\; ;l\iﬁ&gA BD34144476B | 229B7FBCA2361DE63 UniTrust
SMIME Signing | sha384ECD | 384 ECC CA 2A 06D0F264C3C | 171067DE91DFFB3D2 Global
9 Key SA bits . A9C349AC715 | FA71A5ABE51CA41D5 | SMIME ECC
ECCCA O = UniTrust
_ 3D4EF55 300C5750D2F0E Root CA R2
2A C=CN
UniTrust CN = UniTrust
Global Global SMIME | DFo8E3E977C | FoF255ADA2A643C0 UniTrust
10 SMIME Root shaa84RSA 4096 | RSA Root CA 1FoFBF5F8D4 | A1E7C8F54F3ED3DD Global
RSA Key 354 bits | R1 19504C7719F2 | 25EF0E7378E76F7C12 | SMIME RSA
Root CA O = UniTrust 06CBA3 7517ECFD952803 Root CAR1
R1 C=CN
SHECA CN = SHECA D38BCDC445 | 82BA6F106746838375 |  UniTrust
v Signing 3072 IV SMIME B1ES8DOAFDD | 7DF53F1628258043B Global
n SRl;’[Eéi Rey | Shas84RSA | 540 gSfUCﬁTer i | SBESE4A6B5 | BB972EICAD3IFD7AA | SMIME RSA
A oo CN‘ u B30A71EF4E DOADD66A5B53 Root CA R1
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4 EHAWR | B EHAEE | BH EERHE 4 ID LR (SHA256) | iERERYE
ES KE
SHECA CN = SHECA 5A4AEFEDQA | 92148A115D26B28725 UniTrust
MV N MV SMIME
1o SMIME Signing sha384RSA 3072 | oA CA 1A E84052DA320 | 4B36164164B2220EE3 Global
RSA CA Key bits O = UniTrust BBB32C4E529 | 6B405D3B708CF5B7A | SMIME RSA
B ECDC5255 B060C66B1FE Root CA R1
1A C=CN
SHECA CN = SHECA C061C3D053C | 6B661B964F2359C4C UniTrust
ov .. OV SMIME
13 SMIME Signing shag84RSA 3072 | poA CA 1A 9F412C5C9192 | A68355243A2EEEDA9 Global
RSA CA Key bits O = UniTrust DBB638305E4 | BACDA191D103A0C11 | SMIME RSA
1A C _ CN CA7EF8 19EC892018ACy Root CA R1
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