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Independent practitioner’s assurance report
To the management of Shanghai Electronic Certificate Authority Co., Ltd. (“SHECA”)
Scope

We have been engaged to perform a reasonable assurance engagement on the
accompanying management’s assertion of SHECA for its Certification Authority (CA)
operations at Shanghai (including Facility 1 and Facility 2), China for the period from
April 1, 2023 to March 31, 2024 for its CAs enumerated in the Attachment A, SHECA has:

e disclosed its extended validation SSL (“EV SSL”) certificate lifecycle management
business practices in its:
o UniTrust EV Certification Practice Statement v1.5.5;

UniTrust EV Certification Practice Statement v1.5.4;

UniTrust EV Certification Practice Statement v1.5.3;

UniTrust EV Certification Practice Statement v1.5.2;

UniTrust EV Certificate Policy Version 1.7.1;

UniTrust EV Certificate Policy Version 1.7.0;

UniTrust EV Certificate Policy Version 1.6.9; and

UniTrust EV Certificate Policy Version 1.6.8,
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including its commitment to provide EV SSL certificates in conformity with the
CA/Browser Forum Guidelines on the SHECA website, and provided such services
in accordance with its disclosed practices,

e maintained effective controls to provide reasonable assurance that:
o the integrity of keys and EV SSL certificates it manages is established and
protected throughout their lifecycles; and
o EV SSL subscriber information is properly authenticated (for the registration
activities performed by SHECA),

in accordance with the WebTrust Principles and Criteria for Certification Authorities -
Extended Validation SSL v1.8.

Management’s Responsibilities

SHECA’s management is responsible for the management’s assertion, including the
fairness of its presentation, and the provision of its described services in accordance with
the WebTrust Principles and Criteria for Certification Authorities - Extended Validation
SSL v1.8.

Our Independence and Quality Management
We have complied with the independence and other ethical requirements of the

International Code of Ethics for Professional Accountants (including International
Independence Standards) issued by the International Ethics Standards Board for

PricewaterhouseCoopers, 22/F, Prince’s Building, Central, Hong Kong
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https://assets-cdn.sheca.com/documents/UniTrust%20EV%20Certification%20Practice%20Statement%20v1.5.5.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20EV%20Certificate%20Policy%20v1.7.1.pdf
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E

Accountants, which is founded on fundamental principles of integrity, objectivity,
professional competence and due care, confidentiality and professional behaviour.

Our firm applies International Standard on Quality Management 1, which requires the
firm to design, implement and operate a system of quality management including
policies or procedures regarding compliance with ethical requirements, professional
standards and applicable legal and regulatory requirements.

Practitioner’s Responsibilities

It is our responsibility to express an opinion on the management’s assertion based on
our work performed.

We conducted our work in accordance with International Standard on Assurance
Engagements 3000 (Revised) “Assurance Engagements Other Than Audits or Reviews
of Historical Financial Information”. This standard requires that we plan and perform
our work to form the opinion.

A reasonable assurance engagement involves performing procedures to obtain sufficient
appropriate evidence whether the management’s assertion of SHECA is fairly stated, in
all material respects, in accordance with the WebTrust Principles and Criteria for
Certification Authorities - Extended Validation SSL v1.8. The extent of procedures
selected depends on the practitioner’s judgment and our assessment of the engagement
risk. Within the scope of our work we performed amongst others the following
procedures: (1) obtaining an understanding of SHECA’s EV SSL certificate lifecycle
management business practices, including its relevant controls over the issuance,
renewal, and revocation of EV SSL certificates; (2) selectively testing transactions
executed in accordance with disclosed EV SSL certificate lifecycle management practices;
(3) testing and evaluating the operating effectiveness of the controls; and (4) performing
such other procedures as we considered necessary in the circumstances.

The relative effectiveness and significance of specific controls at SHECA and their effect
on assessments of control risk for subscribers and relying parties are dependent on their
interaction with the controls, and other factors present at individual subscriber and
relying party locations. We have performed no procedures to evaluate the effectiveness
of controls at individual subscriber and relying party locations.

We believe that the evidence we have obtained is sufficient and appropriate to provide a
basis for our opinion.

Inherent Limitation

Because of the nature and inherent limitations of controls, SHECA’s ability to meet the
aforementioned criteria may be affected. For example, controls may not prevent, or
detect and correct, error, fraud, unauthorised access to systems and information, or
failure to comply with internal and external policies or requirements. Also, the projection
of any opinion based on our findings to future periods is subject to the risk that changes
may alter the validity of such opinion.



Opinion

In our opinion, the management’s assertion of SHECA, for the period from April 1, 2023
to March 31, 2024, is fairly stated, in all material respects, in accordance with the
WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL
v1.8.

Emphasis of Matter

Without modifying our opinion, we draw attention to the fact that this report does not
include any representation as to the quality of SHECA’s services beyond those covered
by the WebTrust Principles and Criteria for Certification Authorities - Extended
Validation SSL v1.8, nor the suitability of any of SHECA’s services for any customer's
intended purpose.

Other Matter

The UniTrust Global Root CA Ri1 (Attachment A #11), UniTrust Global Root CA R2
(Attachment A #13) CAs did not issue certificates during the period April 1, 2023 to
March 31, 2024 and were maintained online to provide revocation status information
only.

SHECA’s management has disclosed 10 incidents (see Attachment B) during the period
from April 1, 2023 to March 31, 2024. The remedial actions and the root causes of these
incidents undertaken by SHECA have been posted publicly in the online forums of the
Bugrzilla site, as well as the online forums of individual internet browsers that comprise
the CA/Browser Forum.

Purpose and Restriction on Use

The management’s assertion was prepared for obtaining and displaying the WebTrust
Seal on SHECA website! using the WebTrust Principles and Criteria for Certification
Authorities - Extended Validation SSL v1.8 designed for this purpose. As a result, the
management’s assertion of SHECA may not be suitable for another purpose. This report
is intended solely for the management of SHECA in connection with obtaining and
displaying the WebTrust Seal on its website after submitting the report to the related
authority in connection with the WebTrust Principles and Criteria for Certification
Authorities - Extended Validation SSL v1.8.

Our report is not to be used for any other purpose. We do not assume responsibility
towards or accept liability to any other parties for the contents of this report.

Use of the WebTrust seal

1 The maintenance and integrity of the SHECA website is the responsibility of the management of SHECA; the work
carried out by the assurance provider does not involve consideration of these matters and, accordingly, the assurance
provider accepts no responsibility for any differences between the accompanying management’s assertion of SHECA
on which the assurance report was issued or the assurance report that was issued and the information presented on the
website.
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SHECA’s use of the WebTrust for Certification Authorities - Extended Validation SSL
Seal constitutes a symbolic representation of the contents of this report and it is not
intended, nor should it be construed, to update this report or provide any additional
assurance.
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PricewaterhouseCoopers /D
Certified Public Accountants

Hong Kong, 24 May 2024
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Attachment A
The list of keys and certificates covered in the report is as follow:
Key Key Signature | Key . Subject Key Certiﬁcat.es Certificate
Name Type Algorithm | Size Subject DN Identifier Thumbprint Signed b
(SHA256) y
UCA CN =UCA 81C48CCCF5E | 9BEA11C976FE014764
Global G2 Root sha256RSA 4096 | Global G2 Root | 430FFA50C08 | Ci1BE56A6F914B5A56 | UCA Global
Root Key bits O = UniTrust 5F8C15672174 | 0317ABD9988393382 G2 Root
C=CN 01DFDF E5161AA0493C
SHECA EV o E\I\; Seiifccji 86B148C0420 | 4216527163AD2CAAS8
Server CA Signing sha256RSA 2q48 Go A9C6F81FC4F | 25D3BF48F61A7661D | UCA Global
Go Key bits O = UniTrust DCD10F184BA | 0ABC89B58AB76B23 G2 Root
C=CN AB5A6EA A1E10999F0769F
CN = UCA
81C48CCCF5E | C1AFC65B1E813BOE6
Gl uca Root 4096 Gl(_)bal 92 Root 430FFA50C08 | 146E6AA5341681272A Certum
obal G2 K sha256RSA bi O = UniTrust Trusted
Root ey its C=CN 5F8C15672174 | BE9A38D59F7BD1B27 Network CA
01DFDF B729834A0D9C
UCA CN =UCA 81C48CCCF5E | 3DD69C5BE170F943F Certum
Global G2 Root sha256RSA 4996 Global 92 Root | 430FFA50C08 | 804D1D31FE8F916Co Trusted
Root Key bits O = UniTrust 5F8C15672174 | Co226CDDD7AEAQAA Network CA
C=CN 01DFDF 9A0CDFD3474361
UCA CN =UCA 81C48CCCF5E | BB61408AED9F530B2 Certum
Global G2 Root sha256RSA 4096 | Global G2 Root | 430FFA50C08 | ECo0545E53BA2C8EB Trusted
Root Key bits | O = UniTrust 5F8C15672174 | EAA57D9976447DB16 Network CA
C=CN 01DFDF 63CED4600CD6B7
UCA CN =UCA 81C48CCCF5E | BFA95C5DF164B659F Certum
Global G2 Root sha256RSA 4096 | Global G2 Root | 430FFA50C08 | A32F6D10564D7170D Trusted
Root Key bits | O = UniTrust 5F8C15672174 | DE661A853A782E6AB Network CA
C=CN 01DFDF 63639433BCB41
CN =UCA
UCA Extended D9743AE4303 | D43AF9B35473755C9 UCA
Extended Root ha2=6RSA 4096 | Validation DoDF712DC7 | 684FCo6D7DS8CB70E Extended
Validation Key shazs bits | Root E5A059F1E34 | E5C28E773FB294EB4 Validation
Root O = UniTrust 9AF7E114 1EE71722924D24 Root
C=CN
SHECA CN = SHECA
RSA o RSA Exf[ended 3B4B252A773 | 4FD6FA527157EEA46 UCA
Extended Signing sha256RSA 2948 Validation 72AFCB97FED | 3689D7A4C2B934EF2 Ext‘end'ed
Validation Key bits Server CA A8BDAF2299 | 22279725413893D984 Validation
S O = UniTrust FC5DCsF4 7242C85CA9DF Root
erver CA
C=CN
SHECA EV o g\l\; Se?vHe]rE((j}i 54E972FB786 | 7EF3F89456CE636557 UCA
Server CA Signing sha256RSA 2948 G3 69FE5CBF33B | B20C5DFB37F98C253 Ext'end'ed
G3 Key bits O = UniTrust 8F9846555373 | AoB660D2EQE5E7845 | Validation
C=CN 9CoB84 CAF9Co038C7C1 Root
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Key Key Signature | Key . Subject Key Certlﬁcat.es Certificate
# Name Type | Algorithm | Size Subject DN Identifier Thumbprint Signed by
(SHA256)
CN = SHECA
SHECA Extended 4D140DEA6B | 25BFDB1C5FE2CCE05 UCA
10 Extended Signing sha256RSA 2048 | Validation SSL | 559C0oCA6E1B | 1IEC6DFBF2BB24E78C Extended
Validation Key bits | CA B7BE86A966 | 92F969B1BB37867DA Validation
SSL CA O = UniTrust D175E7CB5 EDF93D1A7AE7E Root
C=CN
UniTrust gﬁgayﬁg(;{;uﬁ 3CA061BOEF | 81B35EFC42C7794720 UniTrust
1 Global Root sha384RSA 4096 CAR1 DAC6ES8BB2D | 9D76B51B5E7B122CE Global Root
Root CA Key bits O = UniTrust E156A2EBBBB | 78348AE8C4525DC8D CAR1
R1 C=CN 63D232381 4B30289E5385
CN = SHECA
73E36DF62D8 | 2F1CA1A5C0oD7AE58C .
1o | Serverca | Signing sha384RSA | 4096 A everh | 6aFs7DF60As | 7ADFC60D4CS7EEIS | i b et
1A Key bits O = UniTrust 3687231C85E | F39C0oF3D1F982E3AC CAR1
C=CN 0170216 76D25AB723995
UniTrust gﬁba}lﬁ)’{.‘iust E45366B7B7A | 78919B35D1C615595A UniTrust
13 Global Root sha3zg84ECD | 384 CARo 4E9D7CCC121 | 51328A5C546083B4D Global Root
Root CA Key SA bits O = UniTrust E04ACFCCAC | 5320724A258695B991 CA R2
R2 C=CN 01BC72BC F2F61C4DCC7
CN = SHECA
44661C71EF69 | 93E49170D20F54DA7 .
SHECABV | o0 ing | shag84ECD | 384 | EVSeverCA | B oa0AB5B77 | 01118A5ABDCDDA4F | . Umilrust
14 | Server CA | g SA bits | 22 1D83B114CFA | FCF334CDB2D8D8o5 | Clobal Root
2A &y S 1 0 = UniTrust 35114 334 g CAR2
C=CN 843D77 99AB62848C85F80
CN = UniTrust
UniTrust Global TLS 7935AD798A9 | 6C689FC6B014A1FBO UniTrust
15 Global TLS Root sha384ECD | 384 | ECC Root CA 5305C3E05A6 | CDEB5A3996171C15E7 | Global TLS
ECC Root Key SA bits R2 75161A97000F | 286106028532E0210C ECC Root
CAR2 O = UniTrust 6FCCo0 EA8D9CD4E97 CAR2
C=CN
SHECA EV E\I\; TLSSHEEC%A B353900B5E4 | 05E4C4B1F25803069 UniTrust
16 | TLS ECC Signing | shaz84ECD 3$4 CA A 0A4952EA85A | 0E6793C9C13C6F6AE | Global TLS
CA 2A Key SA bits O = UniTrust 27F413ABBAD | 234F68E5C41236FDC ECC Root
C=CN 631F233 919B7F589032F CAR2
CN = UniTrust
UniTrust Global TLS F2ADBFAB67 | 4BABE0E9328D5DAE UniTrust
17 Global TLS Root shag84RSA 4096 | RSA Root CA 08F09672E63 | 17936F3DDAA2442BF | Global TLS
RSA Root Key bits R1 3D65175A2475 | BDD0873F92FB8D1F RSA Root
CAR1 O = UniTrust 9C900C4 BBD3D9894649AD9g CAR1
C=CN
SHECA EV E\I\; 'ELSSHIES% 60651A135EA | B2525A5966CA68CA7 UniTrust
Signing 3072 B2B98A5A104 | F504F0A21FD73847D Global TLS
18 | TLSRSA sha3z84RSA ) CA1A
CA 1A Key bits O = UniTrust 1B3057A1Do2 174F89B48852A3E97 RSA Root
C=CN FC612E5 0588E1EAFC774 CAR1
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Attachment B - Publicly disclosed incidents

B ki

Bugzilla ID | Disclosure Publicly Disclosed Link
SHECA: UniTrust: Improper DER results in failure to comply
1735908 with RFC 5280 - Encoded sequence component with default Bugzilla Ticket Link
value
1814288 SHECA: Delayed revocation of intermediate CA certificates Bugzilla Ticket Link
1815527 fgﬁgﬁ;:tgggamzatlonName problems in OV and EV TLS Buezilla Ticket Link
1787537 ;I;g’[;xls\;c EV certificate with wildcard domain in common name Buezilla Ticket Link
1798626 1S\]I;IIE§A: UniTrust: EV certificate with wrong Registry Country Buezilla Ticket Link
1838765 SHECA: .O.utdated Organizational Units (OUs) problems in OV Buezilla Ticket Link
TLS certificates 2usziia 1ICkel LMK
1839105 SgtEilfCigtle\Ion—comphant Subject Fields problem in OV TLS Buezilla Ticket Link
1855997 SHECA: CRLs not downloading Bugzilla Ticket Link
1856503 SHECA: Failure to revoke within 5 days Bugzilla Ticket Link
1859694 SHECA: Issuance of test certificates Bugzilla Ticket Link



https://bugzilla.mozilla.org/show_bug.cgi?id=1735908
https://bugzilla.mozilla.org/show_bug.cgi?id=1814288
https://bugzilla.mozilla.org/show_bug.cgi?id=1815527
https://bugzilla.mozilla.org/show_bug.cgi?id=1787537
https://bugzilla.mozilla.org/show_bug.cgi?id=1798626
https://bugzilla.mozilla.org/show_bug.cgi?id=1838765
https://bugzilla.mozilla.org/show_bug.cgi?id=1839105
https://bugzilla.mozilla.org/show_bug.cgi?id=1855997
https://bugzilla.mozilla.org/show_bug.cgi?id=1856503
https://bugzilla.mozilla.org/show_bug.cgi?id=1859694
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(FER: ZPRERESE . IEOESFHRERE . )
B Bl HTFIERVAEPOARA R (FAK“SHECA”) EHE
JE

PATEEZRAE, XTEMH SHECA T 2023 F 4 H 1 HE 2024 F 3 A 31 H¥E T4 E Fif
CEFEBEE 1 M3 2) 125 1 SSL #5RI6E fFIIE AR S B F 2 A e AT T & FRARIIE
IS UENE S5 o T B s b BT L FE RARAE A R ZRAE+, SHECA:

o HlFE SSL 8IS IFIIE 54 i B 3 B 5 A0 5
UniTrust EV k15 B F AR - F0 vi.5.5;
UniTrust EV UFE+ B FAGEME S vi.5.4;
UniTrust EV iE+5 AR S5 #E vi.5.3;
UniTrust EV UE+5 B FAGEME S vi.5.2;
UniTrust EV iIEP %1% v1.7.1;

UniTrust EV ilE 43 %8 #% v1.7.0;

UniTrust EV ilE 5% v1.6.9; DL

UniTrust EV ilE 5 50 v1.6.8,

O O O O 0 O O O

45K EIECABILIE (CA/Browser Forum) HIAHHE 51 $2 ESSLIY 5 36 11F IR 55 ,
AR 5 5 140 M 55 S B B A AH DGR S5

o EAMIEHING, CUHRHEDUN S ELRE:

o ARYEY 5 SSLIMSRIGIEIE FAE A iy B e i se v AL

o MY (SHECARTHAT FIVEMHR/E) SSLIG SR IGUEIE 15 g & ifE B
LLFF4 WebTrust FLFIAGE SSL 0 56 4F & i1 b1tk vi.8.
BEHER R

SHECAM & HJZ 1 ST RS BE A8, A48 H R i & W LA E ik I SHECA
T Bt B AR 55 BES 75 & WebTrust HL 7 A IE - SSLEESRIGUE 5§ 1145 #Ev1. SHHN5E -

BAIRMSLEMR B EH
ATV 17 [ e U R L 38 7 O 252 2 A P PR 2 T T8 4~ U e g A 7 A2 e
MV IEFEE SR . PV TERE T U PLE . 20 MR RE ) RN -7 . DR AN
RAFBAMPAT AN FEA ]

A5 P E Br o A PR EE 1 5, ZHEN SRS Tt SR AT R A R
&R, WilEEFPMGEREESR, LAl brAEANE VA AL I ZER A BOR B -
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https://assets-cdn.sheca.com/documents/UniTrust%20EV%20%E8%AF%81%E4%B9%A6%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99%20v1.5.5%20.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20EV%20%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%20v1.7.1%20.pdf
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
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IEMESS) MIMEPAT TR T AE . M ZORBATTHRIA St TAF,  DURREIEE L.

A HRAE S UEMY 2508 K ST SRR Y, DISRICE G B2\ € 2 5 78 Fr & 5K 5 T 1+F
4 WebTrust L AIE - SSL M5RIGUE # tHFRAE vi.8 M40 & MHuEdE . IEFEAI SR
FE 7 B T3 A 2 T H U ) 40 W7 A FRAT T T H RS DA o EFRATT I TAEVa R N, FRATTSE
fiti 7 EdE (1) T fiE SHECA SSL 38 5 S0 EE 15 A= B 1 2, E0HE SSL 345G UFE 5 &
. SRR A AR OCEE s (20 WL S5 HR AR R A5 S T B B R A S AR e S A
o (3) MEAAIPEAL RIS HAT A s DL (4) ST HAMIRATTIA N 2 B2 SR
T o

SHECA [ A BB F2 i 1A Ve RN B Bk, R R B SR MRS P 2 UG DA B A=
(RIsZME, gk F ] 18 (0 AR ELAE AR A AE S TP AR SRR (R 2. 3eAT
A X F P AR T BT G 3 (R ] (0 R AT AR AT PR Al A

PAVE, FATREIESE 2 787>« & 241, RRSIER WIR AL 1 3Lt

1 7 R il

13- A B A AR R A B PR ], SHECA i 2 LR ER B /I T RE 2 2 BIRE M, il 4%
H P REARL BT . RIERA IERE R PR X RGBS BRI 1), BE S N 4b
F I P B E SR . e Ah, KU AR TT B 2 5 M AS DAt 7EK SR I ] ) 2 H A B

=R

AN, SHECA T 2023 4F 4 /1 1 H % 2024 4F 3 H 31 F I H T-IAIE AR 45 F) 5
JZINEAE T ERJT T4 WebTrust LT IAIE - SSL 38 5581 57 11457 v1.8.

BRI

PAVRIBM I ERVE, ARG A EFEEME WebTrust HLF-IAIE - SSL 1Y 55 560 IE B THhR
#E v1.8 LIS AR AE A Y, BONAE T2 % SHECA AR5 & il A B

A EE IR

UniTrust Global Root CAR1 (Jff5% A#11) , UniTrust Global Root CAR2 ([ff3% A#13)

1f 2023 F 4 A 1 HZ 2024 5 3 A 31 BRI ARMAIES, RFFEL DR MR &
e gy
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1f 2023 £ 4 A 1 HZE 2024 £ 3 A 31 H#, SHECA FH)ZH#F 1 10 2H4F (LM
5k B) o SHECA F R HU A Rt it A £ 44 (AR 4 Jii K CUFE Bugzilla Wb 7ELR R 1
DL ZH i CA/Browser W12 185/ HIC M a4 I 7E 26 i ts B A TF & AT o

B HI R AE A3 e BR )

R ZINE NTE SHECA Mt E3REU g 7n WebTrust Seal gwiil, K A% H 1Tk
111 WebTrust H 7 IAIE - SSL B4 3R IGUE & vHinEE vi.8, KI5t SHECA & #Z A e n
e T HAR H . AIREUH SHECA & #)ZH H, FIfER WebTrust B TFAIE -
SSL 4% 5 36 UF ¥ 1T e vi.8 M RHLM IR & J5, £ SHECA Wb b 3REUIE R
WebTrust Seal, AN [EHEAR[ e Ty 40 el Hat H B H . AT S AR S BN 2 W)
AR HoAls A A= A7 b B SEAE A 51 A

WebTrust seal K{#H

£ SHECA i ] WebTrust F8 T IAEAR AR AR S WA —MAFSER, EIFARA
T ABANREA N AR R AR T [ S BRAE AR — 2 R PRAIE

B RAAKELTHTIE S
A 22

T, 2024F5H24H

t SHECA P35 437 R vt ) BESE B AR 2 7] BRI 5 o Tl TRATHIHUEFEF A C X 2 T 5 IS, AL, X LR
RE IR P71 SHECA 1785t JE B2 UEIR 17 -5 I 3 P 15 B I T ZE S FN T2 AR T (T



|
Mx A
TR YIRAH A B R R AR 5
“ AR ZREHF AL e ExSTEA FE 1D IEFHRY (SHA256) WEHERE
% KE
UCA CN =UCA SEC“?)%%F 9BEA11C976FE014764
| Globalge | RO | qosersa | 4096 | Global G2 Root g’C gg 8C 15 C1BE56A6F914B5A56 | UCA Global
Root Key S bits | O = UniTrust 6791 5 o1DF5 0317ABD9988393382 G2 Root
C=CN 7 ]7)4F E5161AA0493C
SHECA EV CN = SHECA EV %ﬂglégggfﬁ 4216527163AD2CAAS
Signing 2048 | Server CA G2 9 25D3BF48F61A7661D | UCA Global
2 Server CA K sha256RSA . . C4FDCD10F
Go ey bits O = UniTrust 184BAAB5A 0ABC89B58AB76B23 G2 Root
C=CN 6FEA A1E10999F0769F
CN =UCA 81C48CCCF
UCA Root vog | Global G2 Root | 5E430FFA5 | Ll COSBIEBIZBORO | copyypy
3 | GlobalGz | " sha256RSA 4bi?S O = UniTrust 0CO85F8C15 | o AB‘S“D‘534F el Trusted
Root y C=CN 67217401DF 9 S9t7 7 | Network CA
DF B729834A0D9C
UCA CN =UCA géigi%%g 3DD69C5BE170F943F Certum
Root 4096 | Global G2 Root 804D1D31FE8F916Co
4 Global G2 K sha256RSA bi O = Uni 0Co85F8C15 C0226C AFAOAA Trusted
Root el its = UniTrust 67217401DF 0226CDDD7. 9 Network CA
C=CN DF 9A0CDFD3474361
UeA CN = UCA 8;;“%%%%5 BB6140BAEDOF530B2 |
Root 4096 | Global G2 Root 5ha43 ECo545E53BA2C8EB
5 | Global G2 sha256RSA . e 0Co085F8C15 Trusted
Root Key bits O = UniTrust 67917401DF EAA57D9976447DB16 Network CA
C=CN 7 ]7)4F 63CED4600CD6B7
e CN = UCA SI{ZC‘%%%F BFAQ5C5DFI64B650F |
Root 4096 | Global G2 Root 5ta43 ) A32F6D10564D7170D
6 Global G2 K sha256RSA bi — UniT 0Co085F8C15 DE661AS=2A7S9E6AR Trusted
Root €y its | O = UniTrust 67217401DF 661A853A782E6 Network CA
C=CN DF 63639433BCB41
CN =UCA D AE
UCA 97435743 | D43AF9B35473755C9 UCA
Extended 03DoDF712
Extended Root 4096 N 684FCo6D7D8CB70E Extended
7 o sha256RSA . Validation Root DC7E5A059 g
Validation Key bits s E5C28E773FB294EB4 Validation
Root 0 = UniTrust F1E349AF7E 1EE71722924D24 Root
C=CN 114
CN = SHECA
SHECA RSA Extended 3B4B252A77 |\ ki rAS07157EEA46 UCA
RSA Signin 2048 | Validation Server | 372AFCBY7 | o0a0n-A4CoBg34EF2 |  Extended
8 | Extended EMNE | <has56RSA ) FEDASBDA rends
Validation Key bits CA F2200FC=D 22279725413893D984 Validation
O = UniTrust 991%5 7242C85CA9DF Root
Server CA _ CsF4
C=CN
CN = SHECAEV | 34B972FB78 | - prok80456CE636557 UCA
SHECA EV .. 669FE5CBF
Server CA Signing shaos6RSA 2048 | Server CA G3 B8F0846 B20C5DFB37F98C253 Extended
9 G Key 5 bits | O = UniTrust 33 9C S‘Bg A0B660D2EQE5E7845 | Validation
3 C=CN 553732 CAF9C038C7C1 Root
CN = SHECA
SHECA Extended %D14(():13(F52(6) 25BFDB1C5FE2CCE05 UCA
Lo | Extended | Signing | o oo, | 2048 | Validation SSL Ei’g% BEge | 'EC6DFBF2BB24E78C | Extended
Validation Key > bits | CA A9 651 E 92F969B1BB37867DA Validation
SSL CA O = UniTrust 90517557 |~ EDF93D1A7AE7E Root
C=CN CB5




||
, | mAEE | men | memx | &9 | Eeuss HPID | IEHIEL (SHA256) | IERERE
% KE
. CN = UniTrust 3CA061BOE
UniTrust Global Root CA | FDAC6ESBB | S1B35EFC42C7794720 1 yyipy
Global Root 4096 9D76B51B5E7B122CE
11 sha384RSA . R1 2DE156A2E Global Root
Root CA Key bits s 78348AE8C4525DC8D
R1 O = UniTrust BBBB63D23 B20280F=28 CAR1
C=CN 2381 4b3 9LE53065
_ 73E36DF62
SHECAEV | . . CN = SHECAEV | pogops,pp | 2F1ICAIASCOD7AESSC |y ipyy
Signing 4096 | Server CA 1A 7ADFC69D4C57EES815
12 | Server CA K sha384RSA . - 69A5368723 Global Root
1A ey bits | O = UniTrust 1C85E01702 F39CoF3D1F982E3AC CAR1
C=CN 16 76D25AB723995
. CN = UniTrust E45366B7B7
UniTrust 78919B35D1C615595A .
13 | Global Root | sha384ECD | 384 glz"bal Root CA E%%ZZ%(FJ% 51328A5C546083B4D | im0t
R";’{tch Key SA bits | 3"~ UniTrust CACO1BC72 532%7221?461?%5%609053991 CAR2
C=CN BC ADHL7
44661C71EF
CN = SHECA EV 93E49170D20F54DA7 .
SHECAEV | oo ing | sha384ECD | 384 | Server CA 2A 69B7930AB | 18ASABDCDDA4F | DnilTrust
14 | Server CA K bi S 5B771D83B1 Global Root
oA ey SA its O = UniTrust 14CFA843D FCF334CDB2D8D805 CA R2
C=CN - 99AB62848C85F80
UniTrust Lt | 7935AD79% | 6C680FC6BO14AIFBO |  UniTrust
.~ | Global TLS | Root | shag84ECD | 384 | p o, = OR300 3\ | CDEB5A3996171C15E7 | Global TLS
5 | ECC Root Key SA bits 0O = UniTrust 9?002)5F6FC 286106028532E0210C ECC Root
CAR2 C=CN C90 EA8D9CD4E97 CAR2
SHECA EV CN = SHECA EV ggg;ﬁoogg 05E4C4B1F25803069 UniTrust
Signing | sha384ECD | 384 | TLSECCCA 2A 408495 0E6793C9C13C6F6AE | Global TLS
16 TLS ECC K " bi = UniT A85A27F413 F6SE FD ECC R
CA 2A ey S its O = UniTrust ABBAD631F 234F68E5C41236FDC CC Root
C=CN 233 919B7F589032F CAR2
UniTrust CN = UniTrust | F2ADBFABO | b\ ppopoas8DsDAE | UniTrust
Global Global TLS RSA | 708F09672E lobal
17 obal TLS Root sha384RSA 4096 Root CA R1 633D65175A 17936F3DDAA2442BF | Global TLS
RSA Root Key bits O = UniTrust 5 Co00C BDD0873F92FBS8D1F RSA Root
CAR1 o oN 47594 9 BBD3D9894649AD9 CAR1
SHECA EV CN = SHECA EV 2%2%%’{2? B2525A5966CA68CA7 |  UniTrust
8 | TLSRSA Signing shaa84RSA | 3072 TLS RSA CA 1A 10 1B9 05A F504F0A21FD73847D | Global TLS
CA 1A Key 354 bits | O = UniTrust 1D3 2F?(’3 65;2]3 174F89B48852A3E97 | RSA Root
C=CN 5 0588E1EAFC774 CAR1
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Bugzilla ID | 35 AT BRI
SHECA: UniTrust: Improper DER results in failure to comply

1735908 with RFC 5280 - Encoded sequence component with default Bugzilla Ticket Link
value

1814288 SHECA: Delayed revocation of intermediate CA certificates Bugzilla Ticket Link

1815527 fgﬁf(i)gtgggamzatlonName problems in OV and EV TLS Buezilla Ticket Link

1787537 ;I;g’[;llls\;c EV certificate with wildcard domain in common name Buezilla Ticket Link

1798626 1S\]I;I§§A: UniTrust: EV certificate with wrong Registry Country Buezilla Ticket Link

1838765 SHECA: .O'utdated Organizational Units (OUs) problems in OV Buezilla Ticket Link
TLS certificates &

1839105 SgtEilfCigtIe\Ton—comphant Subject Fields problem in OV TLS Buezilla Ticket Link

1855997 SHECA: CRLs not downloading Bugzilla Ticket Link

1856503 SHECA: Failure to revoke within 5 days Bugzilla Ticket Link

1859694 SHECA: Issuance of test certificates Bugzilla Ticket Link



https://bugzilla.mozilla.org/show_bug.cgi?id=1735908
https://bugzilla.mozilla.org/show_bug.cgi?id=1814288
https://bugzilla.mozilla.org/show_bug.cgi?id=1815527
https://bugzilla.mozilla.org/show_bug.cgi?id=1787537
https://bugzilla.mozilla.org/show_bug.cgi?id=1798626
https://bugzilla.mozilla.org/show_bug.cgi?id=1838765
https://bugzilla.mozilla.org/show_bug.cgi?id=1839105
https://bugzilla.mozilla.org/show_bug.cgi?id=1855997
https://bugzilla.mozilla.org/show_bug.cgi?id=1856503
https://bugzilla.mozilla.org/show_bug.cgi?id=1859694
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Shanghai Electronic Certificate Authority Co.,Ltd Shanghai Electronic Certficate Authority

Co.,Ltd

18" Floor,

No.1717, North Sichuan Rd, Shanghai,
China

Tel: (021) 36393199

Fax: (021) 36393200
https://www.sheca.com/

PricewaterhouseCoopers
22/F, Prince’s Building, Central, Hong Kong

May 24, 2024
Dear Sirs,

Assertion of Management as to the Disclosure to Business Practices and
Controls over the Certification Authority - Extended Validation SSL
Operations during the period from April 1, 2023 through March 31, 2024

Shanghai Electronic Certificate Authority Co., Ltd. (“SHECA”) operates the
Certification Authority (CA) services known as its Root and Subordinate CAs (Please
refer to the appendix), and provides Extended Validation SSL (“EV SSL”) CA services.

The management of SHECA is responsible for establishing and maintaining effective
controls over its EV SSL CA operations, including its EV SSL CA business practices
disclosure on its website, EV SSL key lifecycle management controls, and EV SSL
certificate lifecycle management controls. These controls contain monitoring
mechanisms, and actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error,
and the circumvention or overriding of controls. Accordingly, even effective controls
can only provide reasonable assurance with respect to SHECA’s Certification Authority
operations. Furthermore, because of changes in conditions, the effectiveness of
controls may vary over time.

SHECA management has assessed its disclosures of its certificate practices and
controls over its EV SSL CA services. Based on that assessment, in SHECA
management’s opinion, in providing its EV SSL Certification Authority (CA) services at
Shanghai (including Facility 1 and Facility 2), China, throughout the period April 1,
2023 to March 31, 2024, SHECA has:

e disclosed its extended validation SSL (“EV SSL”) certificate lifecycle management
business practices in its:
o UniTrust EV Certification Practice Statement vi1.5.5;

UniTrust EV Certification Practice Statement vi1.5.4;

UniTrust EV Certification Practice Statement v1.5.3;

UniTrust EV Certification Practice Statement v1.5.2;

UniTrust EV Certificate Policy Version 1.7.1;

UniTrust EV Certificate Policy Version 1.7.0;

UniTrust EV Certificate Policy Version 1.6.9; and

UniTrust EV Certificate Policy Version 1.6.8,

O 0O O O O O O
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https://www.sheca.com/
https://assets-cdn.sheca.com/documents/UniTrust%20EV%20Certification%20Practice%20Statement%20v1.5.5.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20EV%20Certificate%20Policy%20v1.7.1.pdf

including its commitment to provide EV SSL certificates in conformity with the
CA/Browser Forum Guidelines on the SHECA website, and provided such services
in accordance with its disclosed practices,

¢ maintained effective controls to provide reasonable assurance that:
o the integrity of keys and EV SSL certificates it manages is established and
protected throughout their lifecycles; and
o EV SSL subscriber information is properly authenticated (for the registration
activities performed by SHECA),

in accordance with the WebTrust Principles and Criteria for Certification Authorities -
Extended Validation SSL v1.8.

The UniTrust Global Root CA R1 (Appendix #11), UniTrust Global Root CA R2
(Appendix #13) CAs did not issue certificates during the period April 1, 2023 to March
31, 2024 and were maintained online to provide revocation status information only.

'\u
Vr 9
V2 (}( ‘

Mr. Cui Jiugiang
General Manager of Shanghai Electronic Certificate Authority Co., Ltd.
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https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E

Appendix

The list of keys and certificates covered in the management’s assertion is as follow:

. . Certificates .
f o | d | Semre | Ko | subjecton | SRS | humbprim | Gertifeate
B (SHA256) gned by
UCA CN =UCA 81C48CCCF5E | 9BEA11C976FE014764
) Global G2 Root sha256RSA 4996 Global G2 Root | 430FFA50C08 | CiBE56A6F914B5A56 | UCA Global
Root Key bits O = UniTrust 5F8C15672174 | 0317ABD9988393382 G2 Root
C=CN 01DFDF E5161AA0493C
SHECA EV gg S;V}(Ij(éAA 86B148C0420 | 4216527163AD2CAAS8
5 Server CA Signing sha256RSA 2948 Go A9C6F81FC4F | 25D3BF48F61A7661D | UCA Global
Ga Key bits O = UniTrust DCD10F184BA | 0ABC89B58AB76B23 G2 Root
C=CN AB5A6EA A1E10999F0769F
CN = UCA
81C48CCCF5E | C1AFC65B1E813B0oE6
UCA Global G2 Root Certum
3 | Global G2 II{(OOt sha256RSA 40.96 O = UniTrust 430FFA50C08 | 146E6AA5341681272A Trusted
Root ey bits C=CN 5F8C15672174 | BE9QA38D59F7BD1B27 Network CA
01DFDF B729834A0D9C
UCA CN =UCA 81C48CCCF5E | 3DD69C5BE170F943F Certum
4 Global G2 Root sha256RSA 4096 | Global G2 Root | 430FFA50C08 | 804D1D31FE8F916Co Trusted
Root Key bits | O = UniTrust 5F8C15672174 | C0226CDDD7AEAQAA Network CA
C=CN 01DFDF 9A0CDFD3474361
UCA CN =UCA 81C48CCCF5E | BB61408AED9F530B2 Certum
5 Global G2 Root sha256RSA 4996 Global 92 Root | 430FFA50C08 | ECo545E53BA2C8EB Trusted
Root Key bits | O = UniTrust 5F8C15672174 | EAA57D9976447DB16 Network CA
C=CN 01DFDF 63CED4600CD6B7
UCA CN =UCA 81C48CCCF5E | BFA95C5DF164B659F Certum
6 Global Go Root sha256RSA 40_96 Global 92 Root | 430FFA50C08 | A32F6D10564D7170D Trusted
Root Key bits | O = UniTrust 5F8C15672174 | DE661A853A782E6AB Network CA
C=CN 01DFDF 63639433BCB41
CN =UCA
UCA Extended D9743AE4303 | D43AF9B35473755C9 UCA
Extended Root ha2=6RSA 4096 | Validation DoDF712DC7 | 684FCo6D7D8CB70E Extended
7 | Validation Key shazs bits | Root E5A059F1E34 | E5C28E773FB294EB4 Validation
Root O = UniTrust 9AF7E114 1EE71722924D24 Root
C=CN
SHECA CN = SHECA
RSA o RSA Ex.tended 3B4B252A773 | 4FD6FA527157EEA46 UCA
3 Extended Signing sha256RSA 2048 | Validation 72AFCB97FED | 3689D7A4C2B934EF2 Extendpd
Validation Key bits | Server CA A8BDAF2299 | 22279725413893D984 Validation
S O = UniTrust FC5DCs5F4 7242C85CA9DF Root
erver CA
C=CN
SHECA EV g\I\; Seilzilragﬁ 54E972FB786 | 7EF3F89456CE636557 UCA
Signing 2048 69FE5CBF33B | B20C5DFB37F98C253 Extended
9 | ServerCA | "¢ sha256RSA | "L | G3 8F9846 A0B660D2EQE5E7S Validati
G3 ey its O = UniTrust 9546555373 0b660D2k9kE5E7545 alidation
C=CN 9CoB84 CAF9Co038C7C1 Root
CN = SHECA
SHECA Extended 4D140DEA6B | 25BFDB1C5FE2CCE05 UCA
10 Extended Signing sha256RSA 2048 | Validation SSL. | 559C0CA6E1B | 1EC6DFBF2BB24E78C Extended
Validation Key bits | CA B7BE86A966 | 92F969B1BB37867DA Validation
SSL CA O = UniTrust D175E7CB5 EDF93D1A7AE7E Root
C=CN
UniTrust gﬁga}lgﬂ‘m 3CAO61BOEF | 81B35EFC42C7704720 | (r o
1 Global Root shag84RSA 4096 CAR1 DAC6E8BB2D | 9D76B51B5E7B122CE Global Root
Root CA Key bits O = Uni E156A2EBBBB | 78348AE8C4525DC8D
= UniTrust CAR1
R1 C=CN 63D232381 4B30289E5385
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Certificates

Key Key Signature | Key . Subject Key . Certificate
# Name Type | Algorithm | Size Subject DN Identifier T?Suﬁlg) 2p5 r;;lt Signed by
SHECA EV Sioni gg Se?xlzja];:((:)AA 73E36DF62D8 | 2F1CA1A5COD7AES8C UniTrust
12 | Server CA 1gning sha384RSA 40.96 1A 62F57DF69A5 | 7ADFC69DAC57EES15 Global Root
1A Key bits 0O = UniT 3687231C85E | F39CoF3D1F982E3AC
iTrust CAR1
C=CN 0170216 76D25AB723995
UniTrust gﬁbfﬁgftm E45366B7B7A | 78919B35D1C615595A UniTrust
Global Root sha384ECD | 384 4E9D7CCCi121 | 51328A5C546083B4D
13 R . CAR2 Global Root
oot CA Key SA bits O = UniTrust E04ACFCCAC | 5320724A258695B991 CA R2
R2 C=CN 01BC72BC F2F61C4DCC7
CN = SHECA
44661C71EF69 | 93E49170D20F54DA7 .
14 Sslgfv(éfgz Signing | sha384ECD 334 EX Server CA B7930AB5B77 | 01118A5ABDCDDA4F G%I]lagrlgzt)t
SA Key SA bits O = UniTrust 1D83B114CFA | FCF334CDB2D8D805 CA R2
C=CN 843D77 99AB62848C85F80
CN = UniTrust
UniTrust Global TLS 7935AD798A9 | 6C689FC6B014A1FBO UniTrust
15 Global TLS Root sha384ECD | 384 | ECC Root CA 5305C3E05A6 | CDEB5A3996171C15E7 | Global TLS
ECC Root Key SA bits R2 75161A97000F | 286106028532E0210C ECC Root
CAR2 O = UniTrust 6FCCo0 EA8D9CD4E97 CAR2
C=CN
SHECA EV o gg TLSSHEECCCA B353900B5E4 | 05E4C4B1F25803069 UniTrust
6 | TLS ECC Signing | sha384ECD 3$4 CA 2A 0A4952EA85A | 0E6793C9C13C6F6AE Global TLS
CA 2A Key SA bits O = UniTrust 27F413ABBAD | 234F68E5C41236FDC ECC Root
C=CN 631F233 919B7F589032F CAR2
CN = UniTrust
UniTrust Global TLS F2ADBFAB67 | 4BABE0E9328D5DAE UniTrust
17 Global TLS Root shag84RSA 4096 | RSA Root CA 08F09672E63 | 17936F3DDAA2442BF | Global TLS
RSA Root Key bits R1 3D65175A2475 | BDD0873F92FB8D1F RSA Root
CAR1 O = UniTrust 9C900C4 BBD3D9894649AD9g CAR1
C=CN
SHECA EV gg fLSsHIgs%A 60651A135FA | B2525A5066CA68CA7 |  UniTrust
Signing 3072 B2B98A5A104 | F504F0A21FD73847D | Global TLS
18 | TLSRSA X sha3z84RSA bi CA1A
CA 1A ey its O = UniTrust 1B3057A1Do2 174F89B48852A3E97 RSA Root
C=CN FC612E5 0588E1EAFC774 CAR1
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Bt 2023 & 4 A 1 HE 2024 £ 3 A 31 A SSL 38K T AENL 5 M N4 5
A FAERTERES N E RN IR T
(FH3iRERESE, EXESRIIRE. )

W EIEBIAET OB R AE (Shanghai Electronic Certificate Authority Co., Lid.,
fa#k “SHECA” ) iz& HFAMEARSS AL, JF3RAt SSL RIS UE L T AEARSS, i1
T IRSS T ARSI AR E B AT e S

SHECA [YEFHUZ 6t bR SSL MHRIIENSS 1 L IFAEdP 7 AL I0F ), 0% §0 SSL
S ENL AU, SSL ARG UER HICE AnFAFER, LK SSL SRMGIENE A G
PR S LE U  DLR) RO IE C U S BRI R

AT AR FL AT R AR, R AN RAR, DA a2 i (R T REE . R, BIAE
AREHIRAEER SHECA 28 M T MERS RIS EIRIE. AN, d T 65
A4, il A4 R n] BERE N BT & A= AR

SHECA 422 CHIEFL &4 #E fl SSL 34558 1F F FYE AR S HlE T VP4l . BT itk
PPfli, SHECA EFZINN, 1F 20234 4 H 1 HA 2024 4 3 H 31 Hut SHECA £ [H
i (AR 1 AR 2) PR LAY SSL SRS IF F T IAIE AR 55 W1E], SHECA:

o B Fx SSLIY BRIG UEiIE 5 A4 A A A LY 5B 0] T
UniTrust EV ik 45 B F A UMY - F vi.5.5;
UniTrust EV ilE5 - GEM S H vi.5.4;
UniTrust EV k5 A EM S5 #E vi.5.3;
UniTrust EV ik 5 8 FIAUEME & F vi.5.2;
UniTrust EV iE 4 50 1.7.1;

UniTrust EV iE 15 260& 1.7.0;

UniTrust EV ilE 58 1.6.9; Pl

UniTrust EV i 5% H% 1.6.8,

O 0O O O 0 O O O

WA EEIECABI®IE (CA/Browser Forum) 1SR 51 #RAESSLIG smIGIE AR 55, FEIK
i 1 8 Ml 55 SR A AE S R 55
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https://assets-cdn.sheca.com/documents/UniTrust%20EV%20%E8%AF%81%E4%B9%A6%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99%20v1.5.5%20.pdf
https://assets-cdn.sheca.com/documents/UniTrust%20EV%20%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%20v1.7.1%20.pdf

o EIAMIEHINLE], CARMLLL S EARE:
o A RAAEY A 5 SSLIYSRIG UFIE AL A i H TR e s DK
1% E (SHECAFTPAT FIvEMHEIE) SSLIE SR IGIEUE 15 g & 115 B .

O

PLFF & WebTrust B T IAIFSSLIE 3 5640 o i bR vi.8.

UniTrust Global Root CA R1 (ff§s%#11) , UniTrust Global Root CA R2 (fffst#13) 7E
2023 4 4 H 1 HE 2024 4 3 A 31 HEHEERMUKIET, (UIRFFFELZE LR B EPIRS(E

=S|

Lo

HEA R
FHET B AE B VAE DA IR 7] 22

5
a
B
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https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618_ms_extended-validation-ssl_final_aoda-compliant.pdf?rev=b222358761b94ab0b4e7031fe1bb86c6&hash=C41DA6BA487EEF34F06DE5B282E9232E

P
N RIIRAE BRI E R B 45 1) B AL A

o | momm | T mesr | S| xmRmg BED | EBEL (SHAZSE) | ERARE
UCA CN =UCA 81C48CCCF5E | 9BEA11C976FE014764
) Global G2 Root sha256RSA 4996 Global (}2 Root | 430FFA50C08 | CiBE56A6F914B5A56 | UCA Global
Root Key bits O = UniTrust 5F8C15672174 | 0317ABD9988393382 G2 Root
C=CN 01DFDF E5161AA0493C
SHECA EV o gg SerHe]rE((:Zi 86B148C0420 | 4216527163AD2CAAS8
o | Server CA Signing sha256RSA 2048 Go A9C6F81FC4F | 25D3BF48F61A7661D | UCA Global
Go Key bits O = UniTrust DCD10F184BA | 0ABC89B58AB76B23 G2 Root
C=CN AB5AGEA A1E10999F0769F
CN =UCA
o | COmIG2 R | SCHCCCISE | CARCIEGBORG | o
3 Global G2 K sha256RSA bi O = UniTrust Trusted
Root ey its C=CN 5F8C15672174 | BE9QA38D59F7BD1B27 Network CA
01DFDF B729834A0D9C
UCA CN =UCA 81C48CCCF5E | 3DD69C5BE170F943F Certum
4 Global G2 Root sha256RSA 40_96 Global 92 Root | 430FFA50C08 | 804D1D31FE8F916Co Trusted
Root Key bits O = UniTrust 5F8C15672174 | C0o226CDDD7AEAQAA Network CA
C=CN 01DFDF 9A0CDFD3474361
UCA CN =UCA 81C48CCCF5E | BB61408AED9F530B2 Certum
Root 4096 | Global G2 Root | 430FFA50C08 | ECo0545E53BA2C8EB
5 Global G2 K sha256RSA . ey Trusted
Root ey bits O = UniTrust 5F8C15672174 | EAA57D9976447DB16 Network CA
C=CN 01DFDF 63CED4600CD6B7
UCA CN =UCA 81C48CCCF5E | BFA95C5DF164B659F Certum
6 Global G2 Root sha256RSA 4096 | Global Qz Root | 430FFA50C08 | A32F6D10564D7170D Trusted
Root Key bits O = UniTrust 5F8C15672174 | DE661A853A782E6AB Network CA
C=CN 01DFDF 63639433BCB41
CN = UCA
UCA Extended D9743AE4303 | D43AF9B35473755C9 UCA
Extended Root ha2=6RSA 4096 | Validation DoDF712DC7 | 684FCo6D7D8CB70E Extended
7| Validation Key shazs bits | Root E5A059F1E34 | E5C28E773FB294EB4 Validation
Root O = UniTrust 9AF7E114 1EE71722924D24 Root
C=CN
SHECA CN = SHECA
RSA o RS{& Ex_tended 3B4B252A773 | 4FD6FA527157EEA46 UCA
8 Extended Signing sha256RSA 2Q48 Validation 72AFCB97FED | 3689D7A4C2B934EF2 Ext.end.ed
Validation Key bits | Server (;A A8BDAF2299 | 22279725413893D984 Validation
S O = UniTrust FC5DCsF4 7242C85CA9DF Root
erver CA
C=CN
SHECA EV gg Se?vli?gAA 54E972FB786 | 7EF3F89456CE636557 UCA
Signing 2048 69FE5CBF33B | B20C5DFB37F98C253 Extended
9 Server CA X sha256RSA bi G3 8F0846 AOB660D2EOERET8 Validati
G3 ey S | 5 UniTrust 9646555373 0B660D2k9gE5E7545 alidation
C=CN 9CoB84 CAF9Co038C7C1 Root
CN = SHECA
SHECA Extended 4D140DEA6B | 25BFDB1C5FE2CCEO05 UCA
10 Extended Signing sha256RSA 2048 | Validation SSL. | 559C0CA6E1B | 1tEC6DFBF2BB24E78C Extended
Validation Key bits | CA B7BE86A966 | 92F969B1BB37867DA Validation
SSL CA O = UniTrust D175E7CB5 EDF93D1A7AE7E Root
C=CN
UniTrust gﬁgaij;{lg)rtmt 3CA061BOEF | 81B35EFC42C7794720 UniTrust
1 Global Root sha384RSA 4096 CAR1 DAC6E8BB2D | 9D76B51B5E7B122CE Global Root
Root CA Key bits O = UniT E156A2EBBBB | 78348AE8C4525DC8D
= UniTrust CAR1
R1 C=CN 63D232381 4B30289E5385
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=4

# | HHEK % EHEE K S35 4 1D 1EFFH40 (SHA256) EPERE
CN = SHECA
73E36DF62D8 | 2F1CA1A5C0oD7AE58C .
1A Key bits O = UniTrust 3687231C85E | F39CoF3D1F982E3AC CAR1
C=CN 0170216 76D25AB723995
UniTrust gl\(l)baijgg)iuﬁ E45366B7B7A | 78919B35D1C615595A UniTrust
13 Global Root shaz84ECD | 384 CA R 4E9D7CCC121 | 51328A5C546083B4D Global Root
Root CA Key SA bits O = UniTrust E04ACFCCAC | 5320724A258695B991 CA R2
R2 C=CN 01BC72BC F2F61C4DCC7y
CN = SHECA
44661C71EF69 | 93E49170D20F54DA7 .
14 SSI_eIrE;‘/(é?gX Signing | sha384ECD | 384 E‘X Server CA B7930AB5B77 | 01118A5ABDCDDA4F Gﬂrtl)grﬁ(s)t)t
oA Key SA bits O = UniTrust 1D83B114CFA | FCF334CDB2D8D805 CAR>
C=CN 843D77 99AB62848C85F80
CN = UniTrust
UniTrust Global TLS 7935AD798A9 | 6C689FC6B014A1FBO UniTrust
15 Global TLS Root sha3z84ECD | 384 | ECC Root CA 5305C3E05A6 | CDEB5A3996171C15E7 | Global TLS
ECC Root Key SA bits | R2 75161A97000F | 286106028532E0210C ECC Root
CAR2 O = UniTrust 6FCC90 EA8D9CD4E97 CAR2
C=CN
SHECA EV o g\I\; TLSSHEECCCA B353900B5E4 | 05E4C4B1F25803069 UniTrust
6 | TLS ECC Signing | shaz84ECD 384 CA 2A 0A4952EA85A | 0E6793C9C13C6F6AE | Global TLS
CA 2A Key SA bits O = UniTrust 27F413ABBAD | 234F68E5C41236FDC ECC Root
C=CN 631F233 919B7F589032F CAR2
CN = UniTrust
UniTrust Global TLS F2ADBFAB67 | 4BABE0E9328D5DAE UniTrust
17 Global TLS Root shas84RSA 4096 | RSA Root CA 08F09672E63 | 17936F3DDAA2442BF | Global TLS
RSA Root Key bits | R1 3D65175A2475 | BDD0873F92FB8D1F RSA Root
CAR1 O = UniTrust 9C900C4 BBD3D9894649AD9 CAR1
C=CN
sHECAEV | %}I T‘L%H}fs% 60651A135FEA | B2525A5066CA68CA7 |  UniTrust
18 | TLSRSA Signing shag84RSA 3072 | oA A B2B98A5A104 | F504F0A21FD73847D Global TLS
CA 1A Key bits O = UniTrust 1B3057A1Do2 174F89B48852A3E97 RSA Root
C=CN FC612E5 0588E1EAFC774 CAR1
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