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INDEPENDENT ASSURANCE REPORT

To the management of China Financial Certification Authority Co., Ltd. (“CFCA”):

We have been engaged, in a reasonable assurance engagement, to report on CFCA management’s assertion that for
its Certification Authority (“CA”) operations as enumerated in Appendix C, throughout the period 1 August 2022
to 31 July 2023 for its CAs as enumerated in Appendix A, CFCA has:

. disclosed its Extended Validation SSL (“EV SSL”) certificate life cycle management business practices in
its Certification Practice Statement (CP/CPS) as enumerated in Appendix B, including its commitment to
provide EV SSL certificates in conformity with the CA/Browser Forum Guidelines on the CFCA website,
and provided such services in accordance with its disclosed practices

. maintained effective controls to provide reasonable assurance that:

° the integrity of keys and EV SSL certificates it manages is established and protected throughout
their lifecycles; and

° EV SSL certificate subscriber information is properly authenticated (for the registration activities
performed by CFCA)

in accordance with the WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL
v1.7.8.

CFCA does not escrow its CA keys, does not provide subscriber key generation services, and does not provide
certificate suspension services. Accordingly, our procedures do not extend to controls that would address those
criteria.

Certification authority’s responsibilities

CFCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of
its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities -
Extended Validation SSL v1.7.8.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Control 1, and accordingly maintains a comprehensive system
of quality control including documented policies and procedures regarding compliance with ethical requirements,
professional standards and applicable legal and regulatory requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:
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(1) obtaining an understanding of CFCA’s EV SSL certificate lifecycle management business practices, including its
relevant controls over the issuance, renewal, and revocation of EV SSL certificates;

(2) selectively testing transactions executed in accordance with disclosed EV SSL certificate lifecycle management
business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at CFCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, CFCA’s ability to meet the aforementioned criteria may
be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion
In our opinion, throughout the period 1 August 2022 to 31 July 2023, CFCA management’s assertion, as referred

to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria for
Certification Authorities — Extended Validation SSL v1.7.8.

This report does not include any representation as to the quality of CFCA’s services beyond those covered by the
WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL v1.7.8, nor the suitability

of any of CFCA'’s services for any customer's intended purpose.
Use of the WebTrust seal
CFCA’s use of the WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL Seal

constitutes a symbolic representation of the contents of this report and it is not intended, nor should it be
construed, to update this report or provide any additional assurance.
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Appendix A
The list of keys and certificates covered in the management’s assertion is as follow:
SHA256
Subject DN Key Type Signature Key Size | Subject Key Certificate Certificate
Algorithm Identifier Thumbprints Signed by
S5CC3D78E4E1
CN < CFCA BV ROOT e3fe2dfd28d0 [D5E45547A04
o ‘Ch, Finandial Certification Authori ~ [0bb5bab6a2c4E6873E64F90C|  CFCA EV
c _—CNma inancial Certification Authority Root Key sha256RSA 14096 b'tsbf06aa058c93fF9536D1CCCZ ROOT
- b2f EF800F355C4C
SFD70FD
CC7253EBDE9
CN = CFCA EV OCA 5508e2dccc95 [F7E92CBA297
o _Ch' i 21 Certification Authori Sianing K <ha2S6RSA D048 b_t56d1f5ddeb347 BSBADED1B22| CFCAEV
= |
) CNma Inancial Certification Authority Igning Key 08691660045 [E5CEACAS25E ROOT
- 77c4 201B4DC410F
4F3504B5E
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
ICFCA Certificate Policy and Certification Practice Statement for Global Trusted System 44 November 2022
Certification Practice Statement of CFCA Global-Trust System CFCA 43 July 2022
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Location

Function

Beijing (North), China

Datacenter Facility

Beijing (South), China

Datacenter Facility

Beijing (Central), China

Administration and Support

Chengdu, China

Registrations and Customer Services
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CFCA MANAGEMENT’S ASSERTION

China Financial Certification Authority Co., Ltd. (“CFCA”) operates the Certification Authority (CA) services
known as CAs in Appendix A and provides Extended Validation SSL (“EV SSL") CA services.

The management of CFCA is responsible for establishing and maintaining effective controls over its EV SSL CA
operations, including its EV SSL CA business practices disclosure on its website, EV SSL key lifecycle
management controls, EV SSL certificate lifecycle management controls. These controls contain monitoring
mechanisms, and actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the circumvention
or overriding of controls. Accordingly, even effective controls can only provide reasonable assurance with
respect to CFCA’s CA operations. Furthermore, because of changes in conditions, the effectiveness of controls
may vary over time.

CFCA management has assessed its disclosures of its EV SSL certificate life cycle management business
practices and controls over its EV SSL CA services. Based on that assessment, in CFCA management’s opinion,
in providing its EV SSL CA services at locations as enumerated in Appendix C, throughout the period 1 August
2022 to 31 July 2023, CFCA has:

e disclosed its EV SSL certificate lifecycle management business practices in its Certification
Practice Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its
commitment to provide EV SSL certificates in conformity with the CA/Browser Forum Guidelines
on the CFCA website, and provided such services in accordance with its disclosed practices

e maintained effective controls to provide reasonable assurance that:

° the integrity of keys and EV SSL certificates it manages is established and protected
throughout their lifecycles; and

° EV SSL subscriber information is properly authenticated

in accordance with the WehTrust Principles and Criteria for Certification Authorities - Extended Validation

Ms.

I

President of China Financial Certification Au Hori y CoLtti
20-3, Pingyuanli, Caishikou South Avenue, Xi Cheng Distryct, Beijing, China

27 October 2023
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Appendix A

The list of keys and certificates covered in the management’s assertion is as follow:

Subject DN Key Type Signature Key Size Subject Key C:nli-\fizciie Certificate
Algorithm Identifier Thumbprints Signed by
5CC3D78E4E1
e3fe2dfd28d0 |D5E45547A04
gN ZE_FCAF_EV RO_CI’TC dication Authority | Root K _ [DbbSbab6a2c4E6873E64F90C|  CFCA EV
- CNma inancial Certification Authority oot Key sha256RSA 4096 bits| <o 0ca 93oc36n1CCC2 ROOT
b2f EF800F355C4C
SFD70FD
CC7253EBDE9
5508e2dccc95 [F7E92CBA297
CN =CFCAEVOCA = , o _ l6d1f5ddeb347|BSBADED1B22| CFCAEV
O = China Financial Certification Authority  |Signing Key | sha256RSA (2048 bltse8e91 66045 [ESCEACAS2SE ROOT
- =CN 77¢c4 201B4DC410F
4F3504B5E
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
ICFCA Certificate Policy and Certification Practice Statement for Global Trusted System 4.4 November 2022
Certification Practice Statement of CFCA Global-Trust System CFCA 43 July 2022
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Appendix C

Locations in-scope:

Location

Function

Beijing (North), China

Datacenter Facility

Beijing (South), China

Datacenter Facility

Beijing (Central), China

Administration and Support

Chengdu, China

Registrations and Customer Services
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MIUEIERS

(CGER : APXRERESE - EXBESREXRS - )
B P2ERALEPOARATEENE

HNBESET - XHHER A AP EESRIAESR OBRAS (@FR " CFCA” ) T 2022 £8 A1 HZE 2023
F£7 831 BETHHEHR C it sz EsNE FAL(‘CA)RZEEEMN RIAENT 7 S EBRIEAEIEWS -
RIEEEMEIAE - CFCA B :

o EMHRBIENPEERIANEFOZIKEEEZBAINEWSMN ( cP/CPs ) FIKFE 1 EVSSL
IERBLEaBEWSAN - EIFEIEBTE CA/Browser ICIZRARIES 1Rt EV SSLIEBRS - K
TR EE AW SRR AR R AR SS

o BYBAMIEHIMNE - DURHLINSEMRIL
BIFRIFPAEERZHA eV SSLIEBEEMBE M PRITEN ; UK
T CrCA FRETROEMRFIG S EE EVSSLIER R B ENER

o BIYBAMIEHIMNE - DURHLINSEMRIL
Xf CA 2SR B EMYRIFORT RN DA
FREBHMEBERRIFOESMY |, MUK
CA R A - #EIFMBRIEREIEIRVRINANIT - LIS CA RGIR0E

PI#F & WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL v1.7.8 -

CFCA RITEETA - REFITFBHRERRS - MARREIEBIELLRSS - B - RIINFHEFRLEHEEN
RIMERBRES

CFCA Y (E

CFCA NEEENTREREERIAE  BREEKRINEMMHEMUFIAE WM CFcA FIRENRZERFTES
WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL v1.7.8 FI¥IZE -
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BT M A I 14 A R S

HENRFBHRUIMHETEREEZRSHNS T ARKBNIRW S IMEEAEN ( Code of Ethics for Professional
Accountants ) FIERBREK - mENZEUEILEE - M - TWEENHMEE - REMBRWATANERRNZ
I - NN A TBREEMNEZEKANEEZET] 1 (International Standard on Quality Control 1) - FiBIL 4P EA
REREHER  BEFEERER  BWAMEMERZEENERNXH ENEENERF -

HitMRYSRIE

BNWIRRZ2ENTELETFREM EX cFcA WEBRINEAREIL - HINREEMRFHSEILDENESS
RIHEPREIE WS ENSE 3000 ST LW ER Fif 2L EE I IS MERIT 7 EIETAF - It
MESKFANH R AN THENNFHEFLEKNFAAEASEMANEERAENSERIL - 681 :

(1) Tﬁawamaﬁ%iﬁ%%%ﬁv@%ﬂ@&ﬁ%ﬁﬂ\%%ﬁ%%;
(2) HEEMKXWSBRIEZEEST 7PIRER EVSSLIERAmnFHHER ;

(3)  MXAMAEZEBENMTHBERYE ; UK

(4) HTEMEINIAADENSIERER -

FOME - FMFBNIHEZER 7 - B3N - ARKRESILAICRME 7 &2 -

EHpERE

CFCA FIARIEEFIN BN EMERY - REXBFP RBR K7 BEZEH XA R ER R - BUR T 245
WHEEERUREMEETES MR MBERKRANEER - F0FFREN R AKE 77 AR ZERIN AR
FAT R TAE -

& 5 PR

T ARZEHIERASHIRE - CFCA RE LM BEKMEN IS RRFNE - AI0 : ZEHI I BERZERITES - &
MEHIEER « B - WRANGERARENLD - SERAIMIHIEIMENEX - 15 - NELRZ(ETlEE
SRR EREERREBNSENE -

&ie

HAVARN - CFCAT 2022 %8B 1 HEZ 2023 7 B 31 HEEMWEFANERSZSHWEERAEEMBEASTH
& WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL v1.7.8 °

KIREH A BIEED WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL
v1.7.8 ISR E M AFER - ST EF X CFcA RBZEE SR -

XJ Webtrust iR A4 {E

£ CFCA M5 _EAY WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL 88 FIAIE
RRBAREABTH—FSER - BEHARA T HANFIAA B AR S E M EH —PHRIE -
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Subject DN Key Type Signature Key Size Subject Key c::lli-\ﬁzczie Certificate
Algorithm Identifier Thumbprints Signed by
S5CC3D78E4E1
e3fe2dfd28d0 |D5E45547A04
gN =CE_FCAF_EV RO_?TC dheation Authorty | Root K _ Dbb5bab6a2cAE6873E64FI0C| CFCA EV
0 CNma inancial Certification Authority oot Key sha256RSA 14096 bits) <~ 0ce 93fF9536D1CCC2 ROOT
b2f EF800F355C4C
SFD70FD
CC7253EBDE9
5508e2dccc95 F7E92CBA297
CN=CFCAEVOCA , o _ pd1f5ddeb347|B5BADED1B22| CFCAEV
O = China Financial Certification Authority  [Signing Key | sha256RSA 2048 bltse8e916c6c045 ESCEACAS2SE ROOT
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CFCA Certificate Policy and Certification Practice Statement for Global Trusted System 44 November 2022
Certification Practice Statement of CFCA Global-Trust System CFCA 43 July 2022
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CFCA BEFINERSBHWEEM BINERS

(FRRERESE - EXFESRENRS )

PEERMINEPOLARAS (LUFERR “ CFCA" ) BEEFAERSNG ( LUFER "CA" ) - RHE
SRIOIE SSLIUFEIAR "EV SSL )R FIMIEARSS - MfFR A 52 7 RS Fr B8 AOMRIE BRI P UE S -

CFCA WEEMEATIE X EV SSL CA RFBIFEFAMAIES] - 845 : EV SSL CA WSMN|KEE - EV
SSLCA ZREm B EAEEM EVSSLCAIER A B S - X LEIH E4F W R AU IESIRBIRIERFE
P R ENAY DU 15 I

RSB EEEARSE - BF ARKRURA S AR T et - Bt - BIEAEMAVZEHItNEEX
CFCA ZEM B FINERSIRESIBIRIE - 165 - AT IEHIFRAOT(E - ERNAE RO REEN EMAE
Tkt -

CFCA EREEHFZ MR TINERBMWS MNHER EV SSL CA RIS T T - EF Iire -
CFCA EERIAA £ 2022 £ 8 7 1 A% 2023 £ 7 B 31 A% CFCA M C Al sigst EV SSL
CA RS HE - CFCA 8% :

o TEMAER B MNP EERIMEPOLZIREEERBANEWSAN (CPS ) AP EERIAL
OIEREREE (CP) PIE 7 EV SSLIEHEMEHBW SN - SFFXEEE CA/Browser 1€
IERARARTESIR M BV SSLAEBARSS - FRIRIKRERI W SANR HAEARMRSS

o BIYATERING - BURHELIT SEBRIE
o BUFRIFHREERMNEHAMITF, BV SSLIEREEmBBRPRITEY ; DR
o T CFCA FRHTRUEMIRFIS S ETE EV SSLIERHBEENRES |

LIS & WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSLv1.7.8 ©
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Subject DN Key Type | Signature Key Size | Subject Key Certificate Certificate
Algorithm Identifier Thumbprints Signed by
5CC3D78E4E1

e3fe2dfd28d0 [D5E45547A04
Obb5bab6a2c4E6873E64F90C| CFCAEV

CN = CFCA EV ROOT
O = China Financial Certification Authority Root Key sha256RSA 4096 bits

- eN bf06aa058c93f[F9536D1CCC2 ROOT
- b2f EF800F355C4C]
5FD70FD
CC7253EBDE9

5508e2dccc95 [F7E92CBA297
6d1f5ddeb347[B5BADED1B22| CFCAEV

CN = CFCAEV OCA
O = China Financial Certification Authority  [Signing Key | sha256RSA |2048 bits

e8e916c6c045 [ESCEACAS525E ROOT
C=CN 77c4 201B4DC410F
MF3504B5E
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Name Version Date
CFCA Certificate Policy and Certification Practice Statement for Global Trusted System 4.4 November 2022
Certification Practice Statement of CFCA Global-Trust System CFCA 4.3 July 2022
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