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Independent practitioner’s assurance report
To the management of Shanghai Electronic Certificate Authority Co., Ltd. (“SHECA”)
Scope

We have been engaged to perform a reasonable assurance engagement on the
accompanying management’s assertion of SHECA for its certification authority
operations at Shanghai (including Facility 1 and Facility 2), China for the period from
April 1, 2022 to March 31, 2023 for its CAs as enumerated in Appendix A, SHECA has:

e disclosed its code signing certificate lifecycle management business practices in its:

o UniTrust Certification Practice Statement v3.7.2 (https://assets-
cdn.sheca.com/documents/SHECA-CPS-v3.7.2e.pdf);

o UniTrust Certification Practice Statement v3.7.1;

o UniTrust Certificate Policy v1.5.0 (https://assets-
cdn.sheca.com/documents/SHECA-CP-v1.5.0.pdf); and

o UniTrust Certificate Policy v1.4.9,

including its commitment to provide CS certificates in conformity with the applicable

Baseline Requirements for the Issuance and Management of Publicly-Trusted Code

Signing Certificates, and provided such services in accordance with its disclosed

practices,

e maintained effective controls to provide reasonable assurance that:
o CS subscriber information was properly collected, authenticated (for the
registration activities performed by SHECA) and verified;
o The integrity of keys and CS certificates it manages is established and protected
throughout their life cycles,

e maintained effective controls to provide reasonable assurance that its CS Timestamp
Authority are operated in conformity with CA/Browser Forum Code Sign Working
Group requirements v3.2.0 (https://cabforum.org/wp-content/uploads/Baseline-

Requirements-for-the-Issuance-and-Management-of-Code-Signing.v3.2.pdf),

and, for CAs as enumerated in Appendix B are only in scope for:

¢ maintained effective controls to provide reasonable assurance that:
o EV CS subscriber information was properly collected, authenticated (for the
registration activities performed by SHECA) and verified;
o the integrity of keys and EV CS certificates it manages is established and
protected throughout their life cycles,

in accordance with the WebTrust Principles and Criteria for Certification Authorities -
Code Signing Baseline Requirements v2.7 ( https://www.cpacanada.ca/-
/media/site/operational/ep-education-pld/docs/mds21216webtrustcs-br-27final.pdf).
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Management’s Responsibilities

SHECA’s management is responsible for the management’s assertion, including the
fairness of its presentation, and the provision of its described services in accordance with
the WebTrust Principles and Criteria for Certification Authorities - Code Signing
Baseline Requirements v2.7.

Our Independence and Quality Management

We have complied with the independence and other ethical requirements of the
International Code of Ethics for Professional Accountants (including International
Independence Standards) issued by the International Ethics Standards Board for
Accountants, which is founded on fundamental principles of integrity, objectivity,
professional competence and due care, confidentiality and professional behaviour.

Our firm applies International Standard on Quality Management 1, which requires the
firm to design, implement and operate a system of quality management including
policies or procedures regarding compliance with ethical requirements, professional
standards and applicable legal and regulatory requirements.

Practitioner’s Responsibilities

It is our responsibility to express an opinion on the management’s assertion based on
our work performed.

We conducted our work in accordance with International Standard on Assurance
Engagements 3000 (Revised) “Assurance Engagements Other Than Audits or Reviews
of Historical Financial Information”. This standard requires that we plan and perform
our work to form the opinion.

A reasonable assurance engagement involves performing procedures to obtain sufficient
appropriate evidence whether the management’s assertion of SHECA is fairly stated, in
all material respects, in accordance with the WebTrust Principles and Criteria for
Certification Authorities - Code Signing Baseline Requirements v2.7. The extent of
procedures selected depends on the practitioner’s judgment and our assessment of the
engagement risk. Within the scope of our work we performed amongst others the
following procedures: (1) obtaining an understanding of SHECA’s CS certificate lifecycle
management business practices, including its relevant controls over the issuance,
renewal, and revocation of CS certificates, CS Signing Authority certificates, and CS
Timestamp Authority certificates; (2) selectively testing transactions executed in
accordance with disclosed CS certificate lifecycle management practices; (3) testing and
evaluating the operating effectiveness of the controls; and (4) performing such other
procedures as we considered necessary in the circumstances.

The relative effectiveness and significance of specific controls at SHECA and their effect
on assessments of control risk for subscribers and relying parties are dependent on their
interaction with the controls, and other factors present at individual subscriber and
relying party locations. We have performed no procedures to evaluate the effectiveness
of controls at individual subscriber and relying party locations.



We believe that the evidence we have obtained is sufficient and appropriate to provide a
basis for our opinion.

Inherent Limitation

Because of the nature and inherent limitations of controls, SHECA'’s ability to meet the
aforementioned criteria may be affected. For example, controls may not prevent, or
detect and correct, error, fraud, unauthorised access to systems and information, or
failure to comply with internal and external policies or requirements. Also, the projection
of any opinion based on our findings to future periods is subject to the risk that changes
may alter the validity of such opinion.

Opinion

In our opinion, the management’s assertion of SHECA, for the period from April 1, 2022
to March 31, 2023, is fairly stated, in all material respects, in accordance with the
WebTrust Principles and Criteria for Certification Authorities - Code Signing Baseline
Requirements v2.7.

Emphasis of Matter

Without modifying our opinion, we draw attention to the fact that this report does not
include any representation as to the quality of SHECA’s services beyond those covered
by the WebTrust Principles and Criteria for Certification Authorities - Code Signing
Baseline Requirements v2.7, nor the suitability of any of SHECA’s services for any
customer's intended purpose.

Other Matter

SHECA’s use of the WebTrust for Certification Authorities Seal constitutes a symbolic
representation of the contents of this report and it is not intended, nor should it be
construed, to update this report or provide any additional assurance.

The UniTrust Global Root CA R1 (Appendix A #9, Appendix B #5) CAs did not issue
certificates during the period April 1, 2022 to March 31, 2023 and were maintained
online to provide revocation status information only.

Purpose and Restriction on Use

The management’s assertion was prepared for obtaining and displaying the WebTrust
Seal on SHECA website! using the WebTrust Principles and Criteria for Certification
Authorities - Code Signing Baseline Requirements v2.7 designed for this purpose. As a
result, the management’s assertion of SHECA may not be suitable for another purpose.
This report is intended solely for the management of SHECA in connection with

1 The maintenance and integrity of the SHECA website is the responsibility of the management of SHECA; the work
carried out by the assurance provider does not involve consideration of these matters and, accordingly, the assurance
provider accepts no responsibility for any differences between the accompanying management’s assertion of SHECA
on which the assurance report was issued or the assurance report that was issued and the information presented on the
website.
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obtaining and displaying the WebTrust Seal on its website after submitting the report to
the related authority in connection with the WebTrust Principles and Criteria for
Certification Authorities - Code Signing Baseline Requirements v2.7. We do not assume
responsibility towards or accept liability to any other person for the contents of this
report.
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PricewaterhouseCoopers
Certified Public Accountants

Hong Kong, 27 April 2023
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Appendix A
The list of keys and certificates covered in the report is as follow:
. . Certificates .
KeyName | e | Snature | Koy | subjectpn | SISty | Mhumbprint | Sortifeat
g (SHA256) g y
Gl(?tl)\:l lng%ot 81C48CCCF5E | 9BEA11C976FE014764
UCA Global Root shao=6RSA 4096 O = UniTrust 430FFA50C08 | C1BE56A6F914B5A56 | UCA Global
G2 Root Key 5 bits _C — CN 5F8C15672174 | 0317ABD9988393382 G2 Root
- 01DFDF E5161AA0493C
CN = SHECA
SHECA RSA Code FD7EC87AC27 | C7E976AA77E92491C
RSA Code Signing sha2=6RSA 2048 | Signing CAG3 | 71C5687D2AE | 269840B2F1461E6514 | UCA Global
Signing CA Key 5 bits O = UniTrust F807C7426A1 | 7A2BB181EE59AB63B G2 Root
G3 C=CN B7C42A8 CD86704FE456
CN = SHECA
SHECA Code Signing 73C3B39021C | S8FOC3E06A16E3EA7C
Code Signing shao=6RSA | 3072 CAG4 BF23BDA23D | 9B15A848076ED15E51 | UCA Global
Signing CA Key ) bits O = UniTrust 351F295C58B | DA0B6F1AFA274EDE G2 Root
G4 C=CN C678EE47 2B9102191FEOF
CN = SHECA
SHECA Cf&gté?l Sl?l’l F73DF939A8D | EAA5ADSE9A2FAQ92
Global G3 Signing sha256RSA 2048 0= Unigfrus% 98754AC778E | 354B2FF4254BEBO8A | UCA Global
Code Key bits S = Shanehai F5D995EEF83 | 632F7F17602604DDE G2 Root
Signing oo C§ 5AB9439 D58D73D616D844
CN =UCA
Extended
UCA Validution | D9743AE4303 | D43AF9B35473755C9 UCA
Extended Root sha2=6RSA 4096 Root DoDF712DC7 | 684FCo6D7D8CB70E Extended
Validation Key ° bits Ty E5A059F1E34 | E5C28E773FB294EB4 | Validation
O = UniTrust
Root C=CN 9AF7E114 1EE71722924D24 Root
CN = SHECA
SHECA Extended
RSA Validation 8E40665F6AA | D404FAFA4BA2F426 UCA
Extended Signing sha2=6RSA 2048 Code Signing 940C2B9F1Fo0 | B66CD219C6DA84F91 Extended
Validation Key 5 bits CA 4A226395645 | CoFB7CB58429EC807 Validation
Code O = UniTrust 93707E5 7E2A764314D55D Root
Signing CA C=CN
CN = SHECA
SHECA EV EV Code 5007CC4DF6F | DD84169585A2E7A21 UCA
Code Signing shas=6RSA | 3072 Signing CA G2 | 4BA37FC13CE | 6AECD4083265A8EB Extended
Signing CA Key 5 bits O = UniTrust | 1F2D22C956D | 51A64F7C6F1943671F Validation
G2 C=CN 89EA503 8584C73F79A74 Root
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Key Signature | Key Subject Key Certificates Certificate
# | Key Name Type | Algorithm | Size Subject DN Identifier Thumbprint Signed b
g (SHA256) gned by
CN = SHECA
SHECA Extended
Extended Validation 7498996F6A15 | A392C645B9A5AD6A2 UCA
8 Validation Signing shas=6RSA 2048 Code Signing C0062520851 | 14F19DE776346BC7D Extended
Code Key 5 bits CA CAF2B316B87 | D6BB15818E433886D Validation
. O = UniTrust EDA3DB AC54EE6661852 Root
Signing CA
C=CN
CN = UniTrust
. Global Root 3CA061BOEF | 81B35EFC42C7794720 .
ot 1 Root | oo bo | 4006 CAR1 DACGESBB2D | 9D76B51B5E7BI22CE | 1m0t
9 CARL Key 354 bits | O=UniTrust | E156A2EBBBB | 78348AE8C4525DC8D CARL
C=CN 63D232381 4B30289E5385
CN = SHECA
SHECA C"dg D80 | 21B34BAFCED | 50E3EF6680BCCOBL | i
Code Signing 4096 i D33246E861B | 62DED4929D37E698
10 | Sioning CA | Key | SPa384RSA | Ho/” 1 O ‘CU_mCTNruSt ACEBF182D7E | C6A5CBEE075C03F11 Gloé’zléo"t
1A - FCA2CDA 73AD653CF91CED
CN = SHECA
SHECA EV EV Code 510BE3C14EA | 03E04A3C2B5200BB2 UniTrust
1 Code Signing shaa84RSA 4096 | Signing CA1A | BDFEA38FF4 | 7C679A37261852BAC7 Global Root
Signing CA Key 354 bits O = UniTrust 34E2C97339C | D46F3F371E4ECA802 CAR1
1A C=CN OBFC27A9 25AE288E4CFC
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Appendix B
The list of keys and certificates covered in the report is as follow:
Key Signature | Key Subject Key Certificates Certificate
# | Key Name Type | Algorithm | Size Subject DN Identifier Thumbprint Signed b
8 (SHA256) 8 y
CN = UCA
Extended
ucA Validation | D9743AE4303 | D43AF9B35473755C9 UCA
) Extended Root shas=6RSA 4096 Root DoDF712DC7 | 684FCo6D7D8CB70E Extended
Validation Key 5 bits | o _ ynirust | ESAC59F1ES4 | E5C28E773FB204EB4 | Validation
Root _C — CN 9AF7E114 1EE71722924D24 Root
CN = SHECA
SHECA RSA Extended
RSA Validation 8E40665F6AA | D404FAFA4BA2F426 UCA
5 Extended Signing shas=6RSA 2048 Code Signing 940C2B9F1Fo | B66CD219C6DA84F91 Extended
Validation Key 5 bits CA 4A226395645 | CoFB7CB58429EC807 | Validation
Code O = UniTrust 93707E5 7E2A764314D55D Root
Signing CA C=CN
CN = SHECA
SHECA EV EV Code 5007CC4DF6F | DD84169585A2E7A21 UCA
Code Signing shas=6RSA | 3072 Signing CA G2 | 4BA37FC13CE | 6AECD4083265A8EB Extended
3 | SigningCA | Key 5 bits | O =UniTrust | 1F2D22C956D | 51A64F7C6F1943671F | Validation
G2 C=CN 89EA503 8584C73F79A74 Root
CN = SHECA
SHECA Extended
Extended Validation 7498996F6A15 | A392C645B9A5AD6A2 UCA
Validation Signing shas=6RSA 2048 Code Signing C0062520851 | 14F19DE776346BC7D Extended
4 Code Key 5 bits CA CAF2B316B87 | D6BB15818E433886D | Validation
e O = UniTrust EDA3DB AC54EE6661852 Root
Signing CA
C=CN
CN = UniTrust
. Global Root 3CA061BOEF | 81B35EFC42C7794720 .
; Gﬂ%flr}‘{f)gt Root | oo paa | 4096 CAR1 DAC6ESBB2D | 9D76B51B5E B122CE G}i‘l‘)grﬁztot
CA R1 Key bits | O=UniTrust | E156A2EBBBB | 78348AE8C4525DC8D CAR1
C=CN 63D232381 4B30289E5385
CN = SHECA
SHECA EV EV Code 510BE3C14EA | 03E04A3C2B5200BB2 UniTrust
6 Code Signing shaa84RSA 4096 | Signing CA1A | BDFEA38FF4 | 7C679A37261852BAC7 Global Root
Signing CA Key 354 bits O = UniTrust 34E2C97339C | D46F3F371E4ECA802 CAR1
1A C=CN 0BFC27A9 25AE288E4CFC
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AT TS AR &
GER: FHXHRERESH. EOESHIHRE. D

Bl LBlEiCyEBNET AR AR (RF “SHECA” ) EHZR
bied:2

TATEZEAE, XJEM SHECA T 2022 4F 4 H 1 H & 2023 4 3 H 31 HiE T F EH LifF
CELFE W 1 A1t 2) 188 RIS 2 & B E AN EHAT 7 & B ARER SEN 55« Xt
A TR RIE R AR ZGET, SHECA:

o PR FRACHDAE A UE T AR i B B A5 ) F

o UniTrustiE FiAEME 45 8 vs.7.2 (https://assets-
cdn.sheca.com/documents/SHECA-CPS-v3.7.2.pdf);

o UniTrustiE FiAEME S5 HEN] v3.7.15

o UniTrustilF 5 50 vi.5.0(https://assets-cdn.sheca.com/documents/SHECA-
CP-v1.5.0%20.pdf); VL%

o UniTrustilE 5 5% #% v1.4.9,

A5 A BIECABIRIE (CA/Browser Forum) HAHISTE SR MHCIDLE 44 AR SS, FFK

P4 5 I 55 SRR A AH R 55 -

o EIAMIEGING], CURAL DI S ERE:
o IAMHYEE (SHECAFTHUT FIEMERIE) AARAE A UE il & 115 B
o AP EEA SN AR AR A Ay B R I e

o B MAEHINLE], XTACHE RS 4L I TR BRI 55 145 4E 77 & CA/Browser Forum Code
Sign  Working Group requirements v3.2.0 (https://cabforum.org/wp-
content/uploads/Baseline-Requirements-for-the-Issuance-and-Management-of-

Code-Signing.v3.2.pdf) $2 A4t & FARIF ,

I H, X FHRBr TR AR IE AT ZIESS, SHECA:
o HMARAEHILE], LARELLUN S BEELRIE:
o tHHMIETE (SHECAFTHATHIEMHERIE) AARD2E 44 18 SR 06 UEUE 5 FH il (1Y

=

(SR

o ARLEY P AARDRE A G 5 I8 UE UE PR A A JA T A S R

PLFF & WebTrust H 7 A IEARRES 28 42 JE E RS 5 TH b ifEva. 7(https: //www.cpacanada.ca/-
/media/site/operational/ep-education-pld/docs/mds21216webtrustes-br-

27final.pdf).

BHERNIME
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SEUEAE 7 WU VA 2 T I F S 7 e B AT T XU (R DA o AE BRI TARVER A, &
st 7 AHE (10 T SHECA ABSAEAZUET5 4 dr A 1 B, AR AR A2 15 A
TR, AN EZHIEE L, DAL ACRS A2 I [l AL IE 5 558 A 52 5
(2) Mplolk 5B S ST T T Ee fE B AR, (30 MRS 3
PATIA R DR () AT HARIRATA N e B SRR Y

SHECA A R P 1A RevE AT B EEE R R P R S MR PR A XU PP A P 7 2
FRISZR,  ECpR 42 ) 1R (0 AR ELAE P DA R HABAF AE 6 F P AR ORI T I AT 2R . 34T
HBA X P AR 5 BT 42 53 ] (8 R EAT AR AT Al A

WATVHE, BATBREBUESE 27870« &A1), ARREIES IR A 13t

1] 7 PR 1

1T A B A R AR AS B KPR A, SHECA i & EIR SRR I RE & 32 BIRC 0, filfn: 4%
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FATIN Ty, SHECA F 2022 4 4 H 1 H#E 2023 4 3 H 31 HHIIE H T AEIRSS B
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PAVRIGE M E RUE, ARG IFAEFAEME WebTrust H 5 IIE - FCRS 25 4 SEAERLE
TRt va.7 IAMNA SRR AE A B, SR 2 % SHECA AR 55 (& @ P B

FoAh IR
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- ARA 2542 FEAEFNVE H AR AE v,y AH KL IR AC R P J5, 78 SHECA Mk b 3RIUT IR
WebTrust Seal, AR AT HE 5 0 KB HAB H FEH . BATASHARE IR R
AT A Hoth A== 47 _E SR AT A AT .
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FEM 2 v
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EHEWR | BHEM EHEE | B EX S E 1D IEH RS (SHA256) EBERE
S KE
Gl(?‘ti l_Gg(ié)ot 81C48CCCF5E | 9BEA11C976FE014764
UCA Global Root ha2=6RSA 4096 O = UniTrust 430FFA50C08 | C1iBE56A6F914B5A56 | UCA Global
G2 Root Key shazs bits _C _mCl\?uS 5F8C15672174 | 0317ABD9988393382 G2 Root
- 01DFDF E5161AA0493C
CN = SHECA
SHECA RSA Code FD7EC87AC27 | C7E976AA77E92491C
RSA Code Signing hao=6RSA 2048 | Signing CAG3 | 71C5687D2AE | 269840B2F1461E6514 | UCA Global
Signing CA | Key | 3"@25 bits | O=UniTrust | F807C7426A1 | 7A2BB181EE59AB63B | G2 Root
G3 C=CN B7C42A8 CD86704FE456
CN = SHECA
SHECA Code Signing 73C3B39021C | S8FOC3E06A16E3EA7C
Code Signing sha256RSA 3072 CA G4 BF23BDA23D | 9B15A848076ED15E51 | UCA Global
Signing CA Key bits O = UniTrust 351F295C58B | DA0B6F1AFA274EDE G2 Root
G4 C=CN C678EE47 2B9102191FEOF
CN = SHECA
SHECA Cf&gtg Sl?l’l F73DF939A8D | EAA5ADSE9A2FAQ92
Global G3 | Signing | 4 o cpay | 2048 | o UnigI‘r gt 98754AC778E | 354B2FF4254BEB0SA | UCA Global
Code Key shazs bits S —_Sh lllls. F5D995EEF83 | 632F7F17602604DDE G2 Root
Signing o j&% a 5AB9439 D58D73D616D844
CN =UCA
UCA 5;23‘;?;‘}1 D9743AE4303 | D43AF9B35473755C9 UCA
Extended Root ha2=6RSA 4096 Root DoDF712DC7 | 684FCo6D7D8CB70E Extended
Validation Key shazs bits 0- UO(')T " E5A059F1E34 | E5C28E773FB294EB4 Validation
Root _C :n(lnéus 9AF7E114 1EE71722924D24 Root
CN = SHECA
SHECA Extended
RSA Validation 8E40665F6AA | D404FAFA4BA2F426 UCA
Extended Signing ha2=6RSA 2048 Code Signing 940C2B9F1Fo0 | B66CD219C6DA84F91 Extended
Validation Key | 57825 bits CA 4A226395645 | COFB7CB58429EC807 | Validation
Code O = UniTrust 93707E5 7E2A764314D55D Root
Signing CA C=CN
CN = SHECA
SHECA EV EV Code 5007CC4DF6F | DD84169585A2E7A21 UCA
Code Signing sha256RSA 3072 | Signing CAG2 | 4BA37FC13CE | 6AECD4083265A8EB Extended
Signing CA Key bits O = UniTrust | 1F2D22Cg956D | 51A64F7C6F1943671F Validation
G2 C=CN 89EA503 8584C73F79A74 Root
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# EHAWR | BHM BB =4 FE4IRG 42 FEH ID EF#LC (SHA256) WEBERE
S KE
CN = SHECA
SHECA Extended
Extended Validation 7498996F6A15 | A392C645B9A5AD6A2 UCA
8 | Validation Signing shao=6RSA 2048 Code Signing C0062520851 | 14F19DE776346BC7D Extended
Code Key 5 bits CA CAF2B316B87 | D6BB15818E433886D | Validation
. O = UniTrust EDA3DB AC54EE6661852 Root
Signing CA ~
C=CN
CN = UniTrust
. Global Root 3CA061BOEF | 81B35EFC42C7794720 .
Gﬂ%flrl‘{zf)t Root | o4 .o pen | 4096 CAR1 DACG6ESBB2D | 9D76B51B5E7B122CE G}(])r‘tl)flrﬁzt)t
9 CA R1 Key 354 bits | O=UniTrust | E156A2EBBBB | 78348AE8C4525DC8D CA R1
C=CN 63D232381 4B30289E5385
CN = SHECA
SHECA COdg :llg:mg 21B34B4FC6D | 5OE3EF6680BCCOBIL | 11 .ro o
Code Signing 4096 ings D33246E861B | 62DED4929D37E698
10 | GioningCA | Key | Sha384RSA | 3.7 | O ‘CU_mCTlé‘lSt ACEBF182D7E | C6A5CBEE075C03F11 Gloé’zlé{lo‘)t
1A - FCA2CDA 73AD653CF91CED
CN = SHECA
SHECA EV EV Code 510BE3C14EA | 03E04A3C2B5200BB2 UniTrust
1 Code Signing shaa84RSA 4096 | Signing CA1A | BDFEA38FF4 | 7C679A37261852BAC7 Global Root
Signing CA | Key 354 bits | O=UniTrust | 34E2C97339C | D46F3F371E4ECA802 CAR:
1A C=CN 0BFC27A9 25AE288E4CFC
% B
I RINIRAN A P FE B HANIE
“ EHBIR A AR = EHEIRF A #H 1D IEFHREL (SHA256) WEHERE
% KE
CN =UCA
Extended
UCA Validution | D9743AE4303 | D43AF9B35473755C9 UCA
) Extended Root shas=6RSA 4096 Root DoDF712DC7 | 684FCo6D7D8CB70E Extended
Validation Key 5 bits O = UniTrust E5A059F1E34 | E5C28E773FB294EB4 Validation
Root _C _ CNuS 9AF7E114 1EE71722924D24 Root
CN = SHECA
SHECA RSA Extended
RSA Validation 8E40665F6AA | D404FAFA4BA2F426 UCA
5 Extended Signing sha2=6RSA 2048 Code Signing 940C2B9F1Fo | B66CD219C6DA84F91 Extended
Validation Key 5 bits CA 4A226395645 | CoFB7CB58429EC807 | Validation
Code O = UniTrust 93707E5 7E2A764314D55D Root
Signing CA C=CN




|
EHAWR | BHM BB =4 FE4IRG 42 FEH ID EF#LC (SHA256) WEBERE
S KE
CN = SHECA
SHECA EV EV Code 5007CC4DF6F | DD84169585A2E7A21 UCA
‘ dee Signing sha256RSA 3072 Signing CA G2 | 4BA37FC13CE | 6AECD4083265A8EB Ext_end‘ed
Signing CA Key bits O = UniTrust | 1F2D22C956D | 51A64F7C6F1943671F Validation
G2 C=CN 89EA503 8584C73F79A74 Root
CN = SHECA
SHECA Extended
Extended Validation 7498996F6A15 | A392C645B9A5AD6A2 UCA
Validation Signing sha256RSA 2948 Code Signing C0062520851 | 14F19DE776346BC7D Ext_end'ed
Code Key bits CA CAF2B316B87 | D6BB15818E433886D Validation
. O = UniTrust EDA3DB AC54EE6661852 Root
Signing CA C=CN
CN = UniTrust
. Global Root 3CA061BOEF | 81B35EFC42C7794720 .
ot | Root | o J84RSA | 4096 CAR1 DACGESBB2D | 9D76B51B5E7BI22CE | im0t
CAR1 Key bits O = UniTrust | E156A2EBBBB | 78348AE8C4525DC8D CAR1
C=CN 63D232381 4B30289E5385
CN = SHECA
SHECA EV EV Code 510BE3C14EA | 03E04A3C2B5200BB2 UniTrust
Code Signing sha284RSA 4096 | Signing CA1A | BDFEA38FF4 | 7C679A37261852BAC7 Global Root
Signing CA Key 354 bits O = UniTrust 34E2C97339C | D46F3F371E4ECA802 CAR1
1A C=CN 0BFC27A9 25AE288E4CFC
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Shanghai Electronic Certificate Authority Co.,Ltd Shanghai Electronic Certficate Authority

Co.,Ltd

18" Floor,

No.1717, North Sichuan Rd, Shanghai,
China

Tel: (021) 36393199

Fax: (021) 36393200
https://www.sheca.com/

PricewaterhouseCoopers
22/F, Prince’s Building, Central, Hong Kong

April 27, 2023
Dear Sirs,

Assertion of Management as to the Disclosure of Business Practices and
Controls over the Certification Authority - Code Signing Operations during
the period from April 1, 2022 through March 31, 2023

Shanghai Electronic Certificate Authority Co., Ltd. (“SHECA”) operates the
Certification Authority (CA) services known as its Root and Subordinate CAs (please
refer to Appendix A), and provides Code Signing (“CS”) CA services:

The management of SHECA is responsible for establishing and maintaining effective
controls over its CS CA operations, including its CS CA business practices disclosure on
its website, CS key lifecycle management controls, CS certificate lifecycle management
controls and CS Timestamp Authority certificate lifecycle management controls. These
controls contain monitoring mechanisms, and actions are taken to correct deficiencies
identified.

There are inherent limitations in any controls, including the possibility of human error,
and the circumvention or overriding of controls. Accordingly, even effective controls
can only provide reasonable assurance with respect to SHECA’s Certification Authority
operations. Furthermore, because of changes in conditions, the effectiveness of
controls may vary over time.

SHECA management has assessed its disclosures of its certificate practices and
controls over its CS CA services. Based on that assessment, in SHECA management’s
opinion, in providing its CS Certification Authority (CA) services at Shanghai
(including Facility 1 and Facility 2), China, throughout the period April 1, 2022 to
March 31, 2023, SHECA has:

e disclosed its code signing certificate lifecycle management business practices in
its:
o UniTrust Certification Practice Statement v3.7.2 (https://assets-
cdn.sheca.com/documents/SHECA-CPS-v3.7.2e.pdf);
o UniTrust Certification Practice Statement v3.7.1;
o UniTrust Certificate Policy v1.5.0 (https://assets-
cdn.sheca.com/documents/SHECA-CP-v1.5.0.pdf); and
o UniTrust Certificate Policy v1.4.9.
including its commitment to provide CS certificates in conformity with the
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applicable Baseline Requirements for the Issuance and Management of
Publicly-Trusted Code Signing Certificates, and provided such services in
accordance with its disclosed practices.

e maintained effective controls to provide reasonable assurance that:
o CS subscriber information was properly collected, authenticated (for the
registration activities performed by SHECA) and verified;
o The integrity of keys and CS certificates it manages is established and
protected throughout their life cycles.

e maintained effective controls to provide reasonable assurance that its CS
Timestamp Authority are operated in conformity with CA/Browser Forum Code
Sign Working Group requirements v3.2.0 (https://cabforum.org/wp-
content/uploads/Baseline-Requirements-for-the-Issuance-and-Management-

of-Code-Signing.v3.2.pdf).

And, for CAs as enumerated in Appendix B are only in scope for:

e maintained effective controls to provide reasonable assurance that:
o EV CS subscriber information was properly collected, authenticated (for
the registration activities performed by SHECA) and verified;
o The integrity of keys and EV CS certificates it manages is established
and protected throughout their life cycles.

in accordance with the WebTrust Principles and Criteria for Certification Authorities -
Code Signing Baseline Requirements v2.7 ( https://www.cpacanada.ca/-
/media/site/operational/ep-education-pld/docs/mds21216webtrustcs-br-27final.pdf).

The UniTrust Global Root CA R1 (Appendix A #9, Appendix B #5) CAs did not issue
certificates during the period April 1, 2022 to March 31, 2023 and were maintained
online to provide revocation status information only.

oo
7
Mr. Cui Jiugiang

General Manager of Shanghai Electronic Certificate Authority Co., Ltd.

CGompany Chop
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Appendix A

The list of keys and certificates covered in the management’ s assertion is as follow:

. . Certificates .
Key Name Key zigna.t;llllre ;(.ey Subject DN SIu(;) ) e;:.t ﬁKey Thumbprint %?rtlﬁ;?)te
Type gorithm ize entifier (SHA256) igned by
Glgtl)\; l_GgCI:é)o t 81C48CCCF5E | 9BEA11C976FE014764
UCA Global Root sha256RSA 4096 O = UniTrust 430FFA50C08 | CiBE56A6F914B5A56 | UCA Global
G2 Root Key bits C=CN 5F8C15672174 | 0317ABD9988393382 G2 Root
01DFDF E5161AA0493C
CN = SHECA
SHECA RSA Code FD7EC87AC27 | C7E976AA77E92491C
RSA Code Signing shao=6RSA 2048 | Signing CAG3 | 71C5687D2AE | 269840B2F1461E6514 | UCA Global
Signing CA Key 5 bits O = UniTrust F807C7426A1 | 7A2BB181EE59AB63B G2 Root
G3 C=CN B7C42A8 CD86704FE456
CN = SHECA
SHECA Code Signing 73C3B39021C | 8FOC3E06A16E3EA7C
Code Signing has=6RSA | 3072 CA G4 BF23BDA23D | 9B15A848076ED15E51 | UCA Global
Signing CA Key shazs bits O = UniTrust 351F295C58B | DA0B6F1AFA274EDE G2 Root
G4 C=CN C678EE47 2B9102191FEOF
CN = SHECA
SHECA cgé(e)bs?l Sl?;l F73DF939A8D | EAA5ADSE9A2FA992
Global G3 | Signing | 4 o cpay | 2048 | (s .gT gt 98754AC778E | 354B2FF4254BEB0OSA | UCA Global
Code Key shazs bits S —_Shm rﬁs. F5D995EEF83 | 632F7F17602604DDE G2 Root
Signing _C :&% a 5AB9439 D58D73D616D844
CN = UCA
UCA %ﬁf{;ﬁiﬂ D9743AE4303 | D43AF9B35473755C9 UCA
Extended Root ha2=6RSA 4096 Root DoDF712DC7 | 684FCo6D7D8CB70E Extended
Validation Key shazs bits 0= UO(.) E5A059F1E34 | E5C28E773FB294EB4 | Validation
= UniTrust
Root C=CN 9AF7E114 1EE71722924D24 Root
CN = SHECA
SHECA Extended
RSA Validation 8E40665F6AA | D404FAFA4BA2F426 UCA
Extended Signing haos6RSA 2048 Code Signing 940C2B9F1F0 | B66CD219C6DA84F91 Extended
Validation Key shazs bits CA 4A226395645 | CoFB7CB58429EC807 | Validation
Code O = UniTrust 93707E5 7E2A764314D55D Root
Signing CA C=CN
CN = SHECA
SHECA EV EV Code 5007CC4DF6F | DD84169585A2E7A21 UCA
Code Signing shao=6RSA | 3072 Signing CA G2 | 4BA37FC13CE | 6AECD4083265A8EB Extended
Signing CA Key 5 bits O = UniTrust | 1F2D22C956D | 51A64F7C6F1943671F Validation
G2 C=CN 89EA503 8584C73F79A74 Root
CN = SHECA
SHECA Extended
Extended o Valldi'itlo.n 7498996F6A15 | A392C645B9A5AD6A2 UCA
Validation Signing sha256RSA 2q48 Code Signing C0062520851 | 14F19DE776346BC7D Ext‘end‘ed
Code Key bits CA CAF2B316B87 | D6BB15818E433886D Validation
Sioni O = UniTrust EDA3DB AC54EE6661852 Root
igning CA C=CN
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CN = UniTrust
. Global Root 3CA061BOEF | 81B35EFC42C7794720 .
ciest | Root | o pey | 4006 CAR: DACGE8BB2D | 9D76B51B5E7BI22CE | M0t
9 CARL Key 354 bits | O=UniTrust | E156A2EBBBB | 78348AE8C4525DC8D CA RL
C=CN 63D232381 4B30289E5385
CN = SHECA
SHECA Codg : ﬁnng 21B34B4FC6D | 59E3EF6680BCCoB11 UniTrust
Code Signing 4096 i D33246E861B | 62DED4929D37E698
10 | Sioning CA | Key | Sha384RSA | Ho/” 1 O ‘CU_mCTIE“St ACEBF182D7E | C6A5CBEE075C03F11 Gloé’zllgo"t
1A - FCA2CDA 73AD653CF91CED
CN = SHECA
SHECA EV EV Code 510BE3C14EA | 03E04A3C2B5200BB2 UniTrust
1 Code Signing sha:84RSA 4096 | Signing CA1A | BDFEA38FF4 | 7C679A37261852BAC7 Global Root
Signing CA Key 364 bits O = UniTrust 34E2C97339C | D46F3F371E4ECA802 CAR1
1A C=CN 0BFC27A9 25AE288E4CFC
Appendix B
The list of keys and certificates covered in the management’ s assertion is as follow:
. . Certificates .
¢ | KeyName | Ker | Sinature | Kev | supjectn | Sypectey | mhumbprim | Grificae
(SHA256)
CN =UCA
Extended
UCA Validation | D9743AE4303 | D43AF9B35473755C9 UCA
L Extended Root sha2=6RSA 4096 Root DoDF712DC7 | 684FCo6D7D8CB70E Extended
Validation Key 5 bits e E5A059F1E34 | E5C28E773FB294EB4 | Validation
O = UniTrust
Root C=CN 9AF7E114 1EE71722924D24 Root
CN = SHECA
SHECA RSA Extended
RSA Validation 8E40665F6AA | D404FAFA4BA2F426 UCA
5 Extended Signing shao=6RSA 2048 Code Signing 940C2B9F1F0 | B66CD219C6DA84F91 Extended
Validation Key 5 bits CA 4A226395645 | CoFB7CB58429EC807 | Validation
Code O = UniTrust 93707E5 7E2A764314D55D Root
Signing CA C=CN
CN = SHECA
SHECA EV EV Code 5007CC4DF6F | DD84169585A2E7A21 UCA
Code Signing shao=6RSA | 3072 Signing CA G2 | 4BA37FC13CE | 6AECD4083265A8EB Extended
3 Signing CA Key 5 bits O = UniTrust | 1F2D22C956D | 51A64F7C6F1943671F Validation
G2 C=CN 89EA503 8584C73F79A74 Root
CN = SHECA
SHECA Extended
Extended Validation 7498996F6A15 | A392C645B9A5AD6A2 UCA
Validation Signing sha2=6RSA 2048 Code Signing C0062520851 | 14F19DE776346BC7D Extended
4 Code Key 5 bits CA CAF2B316B87 | D6BB15818E433886D | Validation
. O = UniTrust EDA3DB AC54EE6661852 Root
Signing CA
C=CN
CN = UniTrust
. Global Root 3CA061BOEF | 81B35EFC42C7794720 .
G}f)%grﬁztot Root | oo poy | 4096 CAR1 DAC6E8BB2D | 9D76B51B5E7B122CE Gﬂ%ﬁrﬁilt
5 CAR: Key 364 bits | O=UniTrust | E156A2EBBBB | 78348AES8C4525DC8D CA R
C=CN 63D232381 4B30289E5385
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SHECA EV
Code
Signing CA
1A

Signing
Key

shaz84RSA

4096
bits

CN = SHECA
EV Code
Signing CA 1A
O = UniTrust
C=CN

510BE3C14EA
BDFEA38FF4

34E2C97339C
0BFC27A9

03E04A3C2B5200BB2

7C679A37261852BAC7

D46F3F371E4ECA802
25AE288E4CFC

UniTrust
Global Root
CAR1
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cdn.sheca.com/documents/SHECA-CPS-v3.7.2.pdf);
o UniTrustilk FiAEME S5 #N] v3.7.15
o UniTrustilE 15 5%#% v1.5.0 (https://assets-
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o HEIAKIEHINE, XA L AR K AS 25 44 B 1E) BRI S5 ) EBRAE R A
CA/Browser Forum Code Sign Working Group requirements v3.2.0 $#2&t & F {%
ik (https://cabforum.org/wp-content/uploads/Baseline-Requirements-for-the-

Issuance-and-Management-of-Code-Signing.v3.2.pdf).
JEH, W RSB A dE AR IR A Z0E 1, SHECA:
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o MHHEEE (SHECAFTHATIIEMHRAE) A4 1 R I IE S s
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PATF & WebTrust HL -7 IAIEACED 25 4 B AER G B 11 Rk va2.7 (WebTrust Principles and
Criteria for Certification Authorities - Code Signing Baseline Requirements v2.7)
(https://www.cpacanada.ca/-/media/site/operational /ep-education-

pld/docs/mds21216webtrustcs-br-27final.pdf).
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M A

N RIRAE BRI E i B 45 (1 3 PIANIE S

=R

=9

B % EHEE K S35 4 1D 1EFiH4r (SHA256) EPERE
Gl(?lﬁ I_Gg%é)ot 81C48CCCF5E | 9BEA11C976FE014764
UCA Global Root sha256RSA 4096 O = UniTrust 430FFA50C08 | CiBE56A6F914B5A56 | UCA Global
G2 Root Key bits _C —CN 5F8C15672174 | 0317ABD9988393382 G2 Root
01DFDF E5161AA0493C
CN = SHECA
SHECA RSA Code FD7EC87AC27 | C7E976AA77E92491C
RSA Code Signing shao=6RSA 2048 | Signing CAG3 | 71C5687D2AE | 269840B2F1461E6514 | UCA Global
Signing CA Key 5 bits O = UniTrust F807C7426A1 | 7A2BB181EE59AB63B G2 Root
G3 C=CN B7C42A8 CD86704FE456
CN = SHECA
SHECA Code Signing 73C3B39021C | 8FOC3E06A16E3EA7C
Code Signing has=6RSA | 3072 CA G4 BF23BDA23D | 9B15A848076ED15E51 | UCA Global
Signing CA | Key | S™@25 bits | O=UniTrust | 351F295C58B | DA0B6F1AFA274EDE G2 Root
G4 C=CN C678EE47 2B9102191FEOF
CN = SHECA
SHECA cgé(e)bsail G3 | F73DF930A8D | EAASADS8E9A2FA992
Global G3 | Signing | g o cpey | 2048 | o Uni’%rm Sgt 98754AC778E | 354B2FF4254BEB0SA | UCA Global
Code Key 5 bits S - Shanchai F5D995EEF83 | 632F7F17602604DDE G2 Root
Signing _C =aCnI§I a 5AB9439 D58D73D616D844
CN = UCA
UCA \I;:;tlff;;ii D9743AE4303 | D43AF9B35473755C9 UCA
Extended Root ha2=6RSA 4096 Root DoDF712DC7 | 684FCo6D7D8CB70E Extended
Validation Key shazs bits 0O = Uni E5A059F1E34 | E5C28E773FB294EB4 | Validation
= UniTrust
Root C=CN 9AF7E114 1EE71722924D24 Root
CN = SHECA
SHECA Extended
RSA Validation 8E40665F6AA | D404FAFA4BA2F426 UCA
Extended Signing ha2=6RSA 2048 Code Signing | 940C2B9F1Fo | B66CD219C6DA84F91 Extended
Validation Key | SMa25 bits CA 4A226395645 | COFB7CB58429EC807 | Validation
Code O = UniTrust 93707E5 7E2A764314D55D Root
Signing CA C=CN
CN = SHECA
SHECA EV EV Code 5007CC4DF6F | DD84169585A2E7A21 UCA
Code Signing has=6RSA | 3072 Signing CA G2 | 4BA37FC13CE | 6AECD4083265A8EB Extended
Signing CA Key | SMa25 bits | O=UniTrust | 1F2D22C956D | 51A64F7C6F1943671F | Validation
G2 C=CN 89EA503 8584C73F79A74 Root
CN = SHECA
SHECA Extended
Extended o Valldi?.thn 7498996F6A15 | A392C645B9A5AD6A2 UCA
Validation Signing sha256RSA 2q48 Code Signing C0062520851 | 14F19DE776346BC7D Ext'end'ed
Code Key bits CA CAF2B316B87 | D6BB15818E433886D Validation
Sioni O = UniTrust EDA3DB AC54EE6661852 Root
igning CA C=CN




CN = UniTrust

. Global Root 3CA061BOEF | 81B35EFC42C7794720 .
o oSt | Root chas84RSA | 4096 CAR1 DACGESBB2D | 9D76B51B5E7B122CE | /WISt
CAR1 Key bits O = UniTrust | E156A2EBBBB | 78348AE8C4525DC8D CAR1
C=CN 63D232381 4B30289E5385
CN = SHECA
SHECA COdg : ﬁnng 21B34B4FC6D | 59E3EF6680BCCoB11 UniTrust
Code Signing 4096 i D33246E861B | 62DED4929D37E698
10 | Sioning CA | Key | Sha384RSA | 7o/” 1 O ‘CU_HETIE“St ACEBF182D7E | C6A5CBEE075C03F11 Glogzléo"t
1A - FCA2CDA 73AD653CF91CED
CN = SHECA
SHECA EV EV Code 510BE3C14EA | 03E04A3C2B5200BB2 UniTrust
u Code Signing sha284RSA 4096 | Signing CA1A | BDFEA38FF4 | 7C679A37261852BAC7 Global Root
Signing CA Key 364 bits O = UniTrust 34E2C97339C | D46F3F371E4ECA802 CAR1
1A C=CN 0BFC27A9 25AE288E4CFC
ff% B
NRIRAE BRI E )5 P aL4E 5 AR
‘ R | s | B \ , . e
# | WHEK 5 HHARE K FERA 4 HID UEHHRE (SHA256) WEBERE
CN =UCA
Extended
UCA Validation | D9743AE4303 | D43AF9B35473755C9 UCA
L Extended Root sha2=6RSA 4096 Root DoDF712DC7 | 684FCo6D7D8CB70E Extended
Validation Key 5 bits e E5A059F1E34 | E5C28E773FB294EB4 | Validation
O = UniTrust
Root C=CN 9AF7E114 1EE71722924D24 Root
CN = SHECA
SHECA RSA Extended
RSA Validation 8E40665F6AA | D404FAFA4BA2F426 UCA
5 Extended Signing shao=6RSA 2048 Code Signing 940C2B9F1F0 | B66CD219C6DA84F91 Extended
Validation Key 5 bits CA 4A226395645 | CoFB7CB58429EC807 | Validation
Code O = UniTrust 93707E5 7E2A764314D55D Root
Signing CA C=CN
CN = SHECA
SHECA EV EV Code 5007CC4DF6F | DD84169585A2E7A21 UCA
Code Signing shao=6RSA | 3072 Signing CA G2 | 4BA37FC13CE | 6AECD4083265A8EB Extended
3 Signing CA Key 5 bits O = UniTrust | 1F2D22C956D | 51A64F7C6F1943671F Validation
G2 C=CN 89EA503 8584C73F79A74 Root
CN = SHECA
SHECA Extended
Extended Validation 7498996F6A15 | A392C645B9A5AD6A2 UCA
Validation Signing sha2=6RSA 2048 Code Signing C0062520851 | 14F19DE776346BC7D Extended
4 Code Key 5 bits CA CAF2B316B87 | D6BB15818E433886D | Validation
. O = UniTrust EDA3DB AC54EE6661852 Root
Signing CA
C=CN
CN = UniTrust
. Global Root 3CA061BOEF | 81B35EFC42C7794720 .
Gﬂ%ﬁr}git ROt | 4 oo pey | 4096 CAR1 DAC6ESBB2D | 9D76B51B5E7B122CE Gﬁ%flrﬁztot
5 CAR: Key 364 bits | O=UniTrust | E156A2EBBBB | 78348AES8C4525DC8D CA R
C=CN 63D232381 4B30289E5385
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