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INDEPENDENT ASSURANCE REPORT

To the management of Global Digital Cybersecurity Authority Co.,Ltd. (“GDCA”):

We have been engaged, in a reasonable assurance engagement, to report on GDCA management’s assertion that
for its Certification Authority (CA) operations at locations as enumerated in Appendix B, throughout the period 1
March 2025 to 28 February 2026 for its CAs as enumerated in Appendix A, GDCA has:

. maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — Network Security, v1.7.

Certification authority’s responsibilities

GDCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of

its described services in accordance the WebTrust Principles and Criteria for Certification Authorities — Network
Security, v1.7.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Management (ISQM) 1, Quality Management for Firms that
Perform Audits or Reviews of Financial Statements, or Other Assurance or Related Services Engagements and
accordingly maintains a comprehensive system of quality control including documented policies and procedures
regarding compliance with ethical requirements, professional standards and applicable legal and regulatory
requirements.

Practitioner’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of GDCA’s network and certificate system security to meet the requirements set
forth by the CA/Browser Forum;

(2) testing and evaluating the operating effectiveness of the controls; and

(3) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
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Relative effectiveness of controls

The relative effectiveness and significance of specific controls at GDCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

There are inherent limitations in the effectiveness of any system of internal control, including the possibility of
human error and the circumvention of controls. For example, because of their nature, controls may not prevent,
or detect unauthorized access to systems and information, or failure to comply with internal and external policies
or requirements. Also, the projection to the future of any conclusions based on our findings is subject to the risk
that controls may become ineffective.

Opinion

In our opinion, throughout the period 1 March 2025 to 28 February 2026, GDCA management’s assertion, as
referred to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria
for Certification Authorities — Network Security, v1.7.

This report does not include any representation as to the quality of GDCA’s services beyond those covered by the

WebTrust Principles and Criteria for Certification Authorities — Network Security, v1.7, nor the suitability of any
of GDCA'’s services for any customer's intended purpose.

Use of the WebTrust seal

GDCA’s use of the WebTrust Principles and Criteria for Certification Authorities - Network Security Seal
constitutes a symbolic representation of the contents of this report and it is not intended, nor should it be
construed, to update this report or provide any additional assurance.
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Appendix A
The list of keys and certificates covered in the management’s assertion is as follow:
. . SHA256 - .
Key Name Key Type Slgna'ture Key Size Subjec‘t !(ey Certificate Certificate Signed
Algorithm Identifier . by
Thumbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F gzggggiggé —
O = GUANG DONG CERTIFICATE 4096 |4DCEEEIA 5010097670
Root Key sha256RSA . ALTCCFOE | sporicman| THUStAUTH
AUTHORITY CO.,LTD. bits |3Fr65c529 0P 713213599 RS ROOT
C=CN 886A1951 | 7691D3893
CN = GDCA TrustAUTH R4 EV CodeSigning c6c23p |BE2E0146D15
CA S04 |BoDFCH22 D3483EE5981 GDCA
. . . _— 7
O = Global Digital Cybersecurity Authority | Signing Key| sha256RSA bit D155654D ggzggsgéggg TrustAUTH
its 7
Co, Ltd. e |ccarpr37274] RS ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BEC06F55344
Validation CodeSigning CA 2048 gggﬁiégi C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key | sha2S6RSA | (21996540 D e o2l TrustAUTH
its
AUTHORITY CO, LTD. e [176R787m628| RS ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA gi;gg;gggg —
O = Global Digital Cybersecurity Authority | 2048 |2D739636 |0 r)9cARgT7FE
Signing Key| sha256RSA . 7277DSD1E TrustAUTH
Co., Ltd. bits |pemog1o3|49R82DA8BI16
c9Creora |[F4R0920F307 R5 ROOT
C=CN AACD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA igizggggg; S
O = GUANG DONG CERTIFICATE . 2048 |2D739636 15 5p3335474
Signing Key| sha256RSA . 727DSDIE | 4 noe3070g | TTUStAUTH
AUTHORITY CO.,LTD. bits |BeE28123
c9creama |33995A331BE R5 ROOT
C=CN 1A4C4FEOA
CN = GDCA TrustAUTH R4 CodeSigning Jo1cessy |463562D1F84
CA2 a096 |42072782 267AA253EEL GDCA
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA bit AB9877D7 ggiggggégg? TrustAUTH
its
Co,, Ltd. L2oRR B lor9DBRO794E| RS ROOT
C=CN FATCAE401
CN = GDCA TrustAUTH R4 OV SSL CA COF67ASR gggggggggég S
O = Global Digital Cybersecurity Authority | . 2048 |[BETCO8CO \prgcprcarss
Signing Key| sha256RSA AD04BB48 TrustAUTH
Co,, Ltd. bits |6145B0F5 gijgggégggg RS ROOT
C=CN 62572083 1559790n63
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CN = GDCA TrustAUTH R4 SSL CA COF67A5E éigﬁﬁiﬁi‘,?g; -
O = GUANG DONG CERTIFICATE . 2048 [BETCO8CO .\ 0ncn1m5a3
Signing Key| sha256RSA . ADO4BBA8 | oo or3pg| TTUStAUTH
AUTHORITY CO, LTD. bits [6145B0F5 SBEgigcigg RS ROOT
C=CN 6257R0B3 |5y 5 6rEDDT
CN = GDCA TrustAUTH R4 DV SSL CA 7313cE83 | [2105150CF5 GDCA
O = Global Digital Cybersecurity Authority | = . 2048 |COOC2RA0 | v o yapase
Signing Key| sha256RSA 2692AE3F TrustAUTH
Co.,, Ltd. bits [7B4074B5 A9ECBAL4CES
300B3595 |85 1FA000823 R5 ROOT
C=CN 41B2535F5
CN = GDCA TrustAUTH R4 IV SSL CA 5503AESE gggggggiggg S
O = Global Digital Cybersecurity Authority | 2048 |0735A8171 op1 pRag32
Signing Key| sha256RSA 63DBCID6 TrustAUTH
Co,, Ltd. bits |1m3mg39p|EPA18FFOAAT
Dbe61 7m0 |C3240E91230 R5 ROOT
C=CN 159F3E7BF
CN = GDCA TrustAUTH R4 EV SSL CA 1EGAEADE 8822@2%232 CDCA
O = Global Digital Cybersecurity Authority o 2048 |FS2EBEAS | oo o hcpsa7r
Signing Key| sha256RSA D36CC7C6 TrustAUTH
Co., Ltd. bits |3rDpB6CH4 gigggg;?géé RS ROOT
C=CN 60DCE34L | ) 31513342
CN = GDCA TrustAUTH R4 Extended L BeABADE 55324298325
Validation SSL CA »0ag |F52FBFAS 12FC6C99F15 GDCA
O = GUANG DONG CERTIFICATE Signing Key| sha256RSA % |p3eccce [PEORSEDSDSE| - p i AUTH
bits |3rppeced [EB4398CCEEL
AUTHORITY CO. LTD. copCR3aq |94BTEE849D9| RS ROOT
C-CN 6D9130D44
CN = GDCA TrustAUTH R4 Generic CA 5DB60C2DEB6
s enerctA - DIFEEESL \pper3144775 GDCA
O = Global Digital Cybersecurity Authority o 2048 [80C09990 o6, snaprpace
Signing Key| sha256RSA 596DD624 TrustAUTH
Co, Ltd. bits |5572FFCO ggigggggzig R5 ROOT
C=CN EB2717EC |5 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA D3FEEE61 ggggzgzgggﬁ GDCA
O = GUANG DONG CERTIFICATE o 2048 |80C09990 | re 4eas22
Signing Key| sha256RSA . 596DD624 |, o0 ol o spp|  TrUStAUTH
AUTHORITY CO. LTD. bits [s5F2FFCO
FR2717EC | 2CBBCEFBTAD R5 ROOT
C=CN 3C1733510
CN = GDCA TrustAUTH R4 Primer CA 3253412FDAD
- rimer , 112119;?}3 4523108C098 GDCA
O = Global Digital Cybersecurity Authority o 2048 [RO041621C | pqpr hmrEDD
Signing Key| sha256RSA . 2084B7D3 TrustAUTH
Co., Ltd. bits |8881p1cD gg?gggggig’; RS ROOT
C=CN 8072CTIE E3E1CDB88
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CN = GDCA TrustAUTH R4 Plus EV . 3B39A01EBGD
CodeSigning CA S48 |0E1FFC31 DOCOE870359 GDCA
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA . 1r6p5834 [FOLAFBOO003 | o I AUTH
bits |064DE635 E0D5C240802
Co,, Ltd. D0a75180 |2 1A0769DTEO R5 ROOT
C=CN FB4BBOEAE
CN = GDCA TrustAUTH R4 TimeStamp CA ESF795D3 ég?gggg;};ié S
O = Global Digital Cybersecurity Authority | . 2048 |[4860FFBT7 |\, r3BAFD36
Signing Key| sha256RSA 02F17810 TrustAUTH
Co., Ltd. bits |50FFD10D ig?giﬁgiésg RS ROOT
C=CN FB735803 1) cgE4B47B
CN = GDCA TrustAUTH R4 OV SSL CA2 5A41E944 ggggzggggﬁ S
O = Global Digital Cybersecurity Authority | 2048 |BD3560AF | 000 pegses
Signing Key| sha256RSA E2D5AC65 TrustAUTH
Co., Ltd. bits |sg204260 |FEA342BADE3
n1BARogg |E794BD0O3D5D R5 ROOT
C=CN CFF97057C
CN = GDCA TrustAUTH R4 EV SSL CA2 33988C58 gijg{f;iﬁgg S
O = Global Digital Cybersecurity Authority | = . 2048 |[402CDBAS |\ o GEFFASS
Signing Key| sha256RSA 06535C91 TrustAUTH
co. Ltd. bits  1ac72157 Z?igiggé?gg R5 ROOT
C=CN BCOABO3S | 7ropg722
CN = GDCA TrustAUTH R4 DV SSL CA2 CAOSCFA44 ﬁ;gggg?gsg —
O = Global Digital Cybersecurity Authority | 2048 |B32BO6LF ) 0 43p22403
Signing Key| sha256RSA . BD4FFCED TrustAUTH
Co., Ltd. bits |92r5p1ER |PSP8B26E3CT
7756pag | ABDB68F2DEC R5 ROOT
C=CN B49C2DODF
CN = £ R5 1R CA 827A42A2 giﬁiégggggg
O = Global Digital Cybersecurity Authority 4096 |BESCOBBR | 0g p3g73pp| HEMERS
Root Key sha256RSA . ADF14CA6 |- 4 enssprog
Co., Ltd. bits |EB71B58B iR CA
1201p320 |0BOECF3738C
C=CN 7CAFEBLAE
CN = #Z 1 R4 EV RS IJIEH CA 28BIAF46 ?;iiﬁgigﬁii
O = Global Digital Cybersecurity Authority | 2048 |7094EASLI oo osopcen0|  BZERHRS
Signing Key| sha256RSA . DAB2810E o E664E
Co., Ltd. bits |540916D2 EBREA2OTDAR 1R CA
C=CN DEEFF386 ) 47ER76F
CN = LM R4 OV FRSBEFIEF CA 0B630ES5S igg?gi;ii
O = Global Digital Cybersecurity Authority | . . 2048 |2F1B86OF| (ooroaants| HZRHERS
Signing Key| sha256RSA 85B257B2 |- 152
Co, Ltd. bits - |ansi3aca | RCA
C=CN AJTO0AL9B |, rg3c1De
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CN = HZhH R4 DV RSB ERIEH CA 0C2556EA Eiigggggigg
O = Global Digital Cybersecurity Authority o 2048 |FD7A04DD |0 n o gesmp|  BZATERS
Signing Key| sha256RSA . C2AE6239 | o) s caopy
Co., Ltd. bits 109693113 1R CA
SEBE91DS AB2A5108AA3
C=CN D6664A641
CN = ¥ZrX R4 IV BRSB8IEH CA FBFE6620 é?i?gﬁég%
O = Global Digital Cybersecurity Authorit o 2048 |DZAATBIC| oo o nprR07|  HZRIHERS
y Yy Yy
Signing Key| sha256RSA . L0CBS2E2 |00 559138206
Co., Ltd. bits |59p40a15 1R CA
3C11E3FT 861622297BF
C=CN 643598961
CN = HZ AL R4 RIBEZIES CA 0B1COCLT égggsgﬁgzgg
O = Global Digital Cybersecurity Authorit o 2048 |[23RDIF261, 503 550p3g| BEEIRRS
y Yy Yy
Signing Key| sha256RSA . C4928AFC| 0 o 2 DB08
Co., Ltd. bits |7r77FD16 iR CA
27097831 |FL5BDDDB71F
C=CN 2BF87E200
CN = LA R4 ZiBITFIEH CA 5543FAB3 13(52?(33;23%2
O = Global Digital Cybersecurity Authority | 2048 |89FSTEDS o) prpgra7as| HZERHKRS
Signing Key| sha256RSA . SADAFEBL |0 00001355
Co,, Ltd. bits |258451E2 1R CA
CaenpEp7 |C2695EBG8BB
C=CN 91DOB1BAD
CN = LR R4 ERETFIES CA 49EE724E gg;?g;gzgg
O = Global Digital Cybersecurity Authority | . 2048 |PRI9640CI L o opnoops|  BZRIHRS
Signing Key| sha256RSA . E14480ED| o 0 bam10
Co., Ltd. bits |731D35FC HRCA
8p4243ca [B94317A0763
C=CN OFCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBOD4 gi;i;g?éggi S
O = Global Digital Cybersecurity Authority 384 |20ASDBS6 o001 oaa1p
Root Key | sha384ECDSA ) 97F29730 TrustAUTH
Co., Ltd. bits |cssag1go|PCBBBSF1014
opaSEopy |DBBD7782AC0 E5 ROOT
C=CN CC37E9431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2ES 35 | V001032250 -
O = Global Digital Cybersecurity Authority o 256 |26589289 .. o1 rap3B
Signing Key | sha384ECDSA . 93BCI96AC TrustAUTH
Co.,, Ltd. bits [2344456B ?gggggggﬁ £S ROOT
C=CN 4644CTBY | £934n9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 %ggé;ggggi -
O = Global Digital Cybersecurity Authority o 256 |62120F0L1 .00 38R9758
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
Co.,, Ltd. bits |6E52C45D gégg% ggggg; £S ROOT
C=CN 0299A22C 1 pp03453a
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CN = GDCA TrustAUTH E4 DV SSL CA 428A21F3 éggggggé ;ig —
O = Global Digital Cybersecurity Authority | . 256 |PD52570A1, 05 00 aBA3D
Signing Key | sha384ECDSA . 928FC182 TrustAUTH
CO., Ltd. bits C4C615B5 4A716D94ADS5S
AECE3EFR | DFAFCETB6S E5 ROOT
C=CN 7T6AFA6466
CN = GDCA TrustAUTH E4 IV SSL CA 5BB1FECE Egéggggéigz GDCA
O = Global Digital Cybersecurity Authority | . 256 |BAZFO02E | corcioporc
Signing Key | sha384ECDSA . 21DDCEED | ) oon neagg|  TTUStAUTH
Co., Ltd. bits |paaarB25
70r2D0 67 |C4ET79F2ED3 E5 ROOT
C=CN D34D0D721
CN = GDCA TrustAUTH E4 CodeSigning CA opscecng [E9RBOFAS362
O = Global Digital Cybersecurity Authority 56 |E4nS3085 AQF0137C845 GDCA
Co, Ltd. Signing Key | sha384ECDSA | = |70831681 |0 00EECE000 ) TrustAUTH
its  |2EBFCBI1C
C=CN 05F8BC4A281 ES ROOT
16C0D760 11 595 7pFF
CN = GDCA TrustAUTH E4 Generic CA 1D60F596 gg;gggg;g;i —
O = Global Digital Cybersecurity Authority | = 256 |7C365592 |41 o craroBCS
Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co,, Ltd. bits |cacgeaps |24R05EC3957
BBC34684 |CEODOF2EABD E5 ROOT
C=CN A3289E1E1
CN = GDCA TrustAUTH E4 Primer CA BD90963A ;ggiiﬁgj%g —
O = Global Digital Cybersecurity Authority | = . 256 |7CC8ICBE |, ot ir3mpoD
Signing Key | sha384ECDSA . 2114AD92 TrustAUTH
Co. Ltd. bits 11F8A3023 25532@2%33 E5 ROOT
C=CN OR3B8OFS | 50 0nr547
CN = GDCA TLS ROOT R52 C1C376BF Z;@Eé?ggg%ﬁ
O = Global Digital Cybersecurity Authority 4096 |8554BSBC|c onnoar0ss| GDCATLS
Root Key sha256RSA . TABSECBA | 4o0 1930566
Co., Ltd. bits |B3c583CE ROOT R52
Dopsprep |ED736914467
C=CN 2D74C6471
CN = GDCATLS OV CA R42 20E9D874 ggéigggiéég
O = Global Digital Cybersecurity Authority | 3072 [315D0922D\gropcoprar| GDCATLS
Signing Key| sha384RSA . 5593310D | 2 4257151 5p
Co., Ltd. bits |g997a43B ROOT R52
3p170041 |FELB50DIFBC
C=CN ED296E720
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CN = GDCATLS OV CAR42 20E9D874 zgggggg;g;g
O = Global Digital Cybersecurity Authority | _. . 3072 |313D922D1 1 oppcps9r|  GDCATLS
Signing Key| sha384RSA ] 5593310D |00 a b 00808
Co,, Ltd. bits [g997a43p [FO2ARE ROOT R52
3p17c041 |24FFBD05861
C=CN EC73CCDES
CN = GDCATLSEV CAR42 73BBYBD3 iggggg?;ggz
O = Global Digital Cybersecurity Authority | . . 3072 |P57E64551 3500447889 GDCATLS
Signing Key| sha384RSA . AO3EBBF8 |, >0 0 o
Co., Ltd. bits [7r5320p8 [F23POD7IEEC)  ROOT RS2
EBF21D17 |AB51A643067
C=CN E49E0A285
CN = GDCATLSEV CAR42 73BBYBD3 iggiiggggég
O = Global Digital Cybersecurity Authority | . 3072 |PS7E6455|o0c1er0427| GDCATLS
Signing Key| sha384RSA . AO3EBBF8 | 31582
Co,, Ltd. bits |[7r5320p8 [JAFLASLAS ROOT R52
EBF21D17 |PFEEC4707CA
C=CN 55FBB28B0
CN = GDCATLS DV CAR42 29312D4F gg;é?}iiégg
O = Global Digital Cybersecurity Authority | = . 3072 |17B4ETZ2L | scns copngog| GDCATLS
Signing Key| sha384RSA ACABODAT |5 o ea3,
Co, Ltd. bits |1arE430m |E2DBEE ROOT R52
A80B3080 B22250184FA
C=CN 95C08C15A
CN = GDCATLS DV CA R42 29312D4F g?;ggggg%:
O = Global Digital Cybersecurity Authority | . 3072 |17BAET21) ern3p730m2| GDCATLS
Signing Key| sha384RSA . ACABODAT | oo o nn - lang
Co, Ltd. bits |1aFE439E ROOT R52
78083050 |37 6DFDL4AF3
C=CN OEECFCBO02
CN = GDCA TLS ROOT E52 069953CD Eggggggzggg
O = Global Digital Cybersecurity Authority 384 |EE29468A\, /0 chn76sc3|  GDCATLS
Root Key | sha384ECDSA . 9548584F | ') (oo
Co, Ltd. bits |43635AEE ROOT E52
0AF13904 1F23EF4B183
C=CN 3290BF012
CN = GDCA TLS OV CA E42 175cr6cE |00 n 0000
O = Global Digital Cybersecurity Authority | 384 |6D7SFAO4| Ceri300837| GDCATLS
Signing Key | sha384ECDSA . 4C3FTET4 | o r 0038
Co., Ltd. bits |EB71838C ROOT E52
0033Bpg4 | JBEBFCCDB84
C=CN SE6FS61ES
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CN = GDCA TLS OV CA E42 175crécE 200 IR
O = Global Digital Cybersecurity Authority | 384 |ODT3FAO4 |, o ncsans3|  GDCATLS
Signing Key | sha384ECDSA . 4C3FTET4 | o0 0 founca
Co, Ltd. bits |EB71838¢C C84BC ROOT E52
0033mm84 |J6EACCA4EL6
C=CN DF5F998B2
CN = GDCATLSEV CAE42 BD488893767
. ) . 9ED9§8% ABBF139ED36
O = Global Digital Cybersecurity Authority | . . 384 |CLSE3D6S |, o) omascpa| GDCATLS
Signing Key | sha384ECDSA . EDED2F57 | ¢y sy 1
Co, Ltd. bits |046E3DE2 DDBEF|  ROOT E52
LD 950 | 3C67BEAD4ED
C=CN A3BA45AAT
CN = GDCATLSEV CAE42 9ED918CT ;é?jé;éégzz
O = Global Digital Cybersecurity Authority | . 384 |C1SE3D68 |, onoriepor| GDCATLS
Signing Key | sha384ECDSA . EDED2F57 TALFO
C=CN BBD19S9R | DB0g1EEAB
CN = GDCATLS DV CAE42 A353DDE7 gg;%;gj;;éi
O = Global Digital Cybersecurity Authority o 384 |18CBE3BB o -n01p7170| GDCATLS
Signing Key | sha384ECDSA . AD4TEBDS |, 5o prrconn
Co, Ltd. bits  |7395a8C0 ROOT E52
79F2DADA 678F9AC6881
C=CN 022816235
CN = GDCATLS DV CAE42 A353DDE7 gég;;ggggig
O = Global Digital Cybersecurity Authority | . 384 |L8CBE3BB |-, 071p25a8| GDCATLS
Signing Key | sha384ECDSA . AQ4TEBDS | oo pen 8004
Co, Ltd. bits |7395a8C0 ROOT E52
79F2DADA 8B6495CO1AF
C=CN 30E46B6ED
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Appendix B
Locations in-scope:
Location Function
Guangzhou City, Guangdong, China Administration and Support
Foshan City (West), Guangdong, China Datacenter Facility
Foshan City (East), Guangdong, China Datacenter Facility
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GDCA MANAGEMENT’S ASSERTION

Global Digital Cybersecurity Authority Co.,Ltd. (“GDCA”) operates the Certification Authority (CA) services known
as CAs in Appendix A and provides CA services.

The management of GDCA is responsible for establishing and maintaining effective controls over its CA operations,
including its network and certificate security system controls. These controls contain monitoring mechanisms, and
actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the circumvention or
overriding of controls. Accordingly, even effective controls can only provide reasonable assurance with respect to
GDCA'’s Certification Authority operations. Furthermore, because of changes in conditions, the effectiveness of
controls may vary over time.

GDCA management has assessed its controls over its CA services. Based on that assessment, in providing its
Certification Authority services at locations as enumerated in Appendix B, throughout the period 1 March 2025 to
28 February 2026, GDCA has:

. maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities - Network Security v1.7

Mr. Xiao Qidng’
General Manager;6f Glob rsecurity Authority Co.,Ltd.

, Shishan Town, Nanhai District, Foshan City, Guaingdong Province.
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https://cabforum.org/posts/2024/2024-05-06-NSWG-Ballot-NS-003/CA-Browser-Forum-FG-NCSSR-2.0.pdf
https://cabforum.org/posts/2024/2024-05-06-NSWG-Ballot-NS-003/CA-Browser-Forum-FG-NCSSR-2.0.pdf
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-network-security-v1-7_final.pdf
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Appendix A
The list of keys and certificates covered in the management’s assertion is as follow:
. . SHA256 - .
Key Name Key Type Slgna'ture Key Size Subjec‘t !(ey Certificate Certificate Signed
Algorithm Identifier Th . by
umbprints
CN = GDCA TrustAUTH R5 ROOT E2C9409F gzggggiggg —
O = GUANG DONG CERTIFICATE 4096 |ADCEEEIA |40 109767R9
Root Key sha256RSA ALTCCFOE | oo prricmay| THUstAUTH
AUTHORITY CO,,LTD. bits [3rg5c529 |FC2BBBOSE
886A1951 0F713A13B99 R5 ROOT
C=CN 2891D3893
CN = GDCA TrustAUTH R4 EV CodeSigning coc23p |BE2E0146D15
CA 2048 AODFC522 D3483EE5981 GDCA
O = Global Digital Cybersecurity Authority | Signing Key| sha256RSA bit D155654D Egzgg;géggg TrustAUTH
Its 7
Co, Ltd. e |ccaror3T274| RS ROOT
C=CN EDD314CDA
CN = GDCA TrustAUTH R4 Extended BEC06F55344
Validation CodeSigning CA 2048 :gg?égg; C3DE4F12CD5 GDCA
O = GUANG DONG CERTIFICATE Signing Key|  sha2S6RSA | (21996540 D e o2l TrustAUTH
Its
AUTHORITY CO, LTD. et [176r87E628| RS ROOT
C=CN E2BE7D51F
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA gi;gg;gggg; —
O = Global Digital Cybersecurity Authority | 2048 |2D739636 |0 r)9cARgTFE
Signing Key| sha256RSA . 7277D5D1E TrustAUTH
Co., Ltd. bits |pemog1o3 |19A82DA8ILE
COCTEEEA A4A0920F307 R5 ROOT
C=CN AACD60F81
CN = GDCA TrustAUTH R4 CodeSigning CA 49FDIELA igfjgggg}l;; GDCA
O = GUANG DONG CERTIFICATE o 2048 |2D739636 |5 cp3335474
Signing Key| sha256RSA 727DSDIE | 0983272 TrustAUTH
AUTHORITY CO, LTD. bits |ger28123| 44D E
cocreapa [33995A331BE R5 ROOT
C=CN 1A4C4FEQOA
CN = GDCA TrustAUTH R4 CodeSigning Jo1cess |463562D1F84
CA2 4096 4207E782 267AA253EEL GDCA
O = Global Digital Cybersecurity Authority |Signing Key| sha256RSA bit AB9877D7 gg’ggggégg? TrustAUTH
Its 02 9
Co, Ltd. aeneo 2 l089DBB0794E | RS ROOT
C=CN FA7CAE401
CN = GDCA TrustAUTH R4 OV SSL CA COFG7A5B gigggggggé\g S
O = Global Digital Cybersecurity Authority | . 2048 |[BETCO8CO \prgcprcarss
Signing Key| sha256RSA AD04BB48 TrustAUTH
Co,, Ltd. bits |s145p0F5 [E26420R6993
6257A0B3 9A48DCC6D56 R5 ROOT
C=CN B99790A63
CN = GDCA TrustAUTH R4 SSL CA COFG7A5B 32222232?22 GDCA
O = GUANG DONG CERTIFICATE o 2048 |BETCO8CO|( ncn1r5as
Signing Key| sha256RSA . ADO4BBA8 |, on o op3pg| TTUStAUTH
AUTHORITY CO,,LTD. bits  |6145B0FS5
6257a0p3 |CBEOABC1128 R5 ROOT
C=CN B256FEDD7
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CN = GDCA TrustAUTH R4 DV SSL CA 7313cE83 |/4468180CES
. . . c0conny |PABADTES122 GDCA
O = Global Digital Cybersecurity Authority | . 2048 |COOC2AADN, 1)y spgse
Signing Key| sha256RSA . 2692AE3F TrustAUTH
Co, Ltd. bits 178407485 ggfgiéééggg R5 ROOT
C=CN 3008359514 182535¥5
CN = GDCA TrustAUTH R4 IV SSL CA 99442C8F83A
.rl{ . . 5S03RAEBE| 305490cas50C GDCA
O = Global Digital Cybersecurity Authority o 2048 |0735A817 1COB1DE4B3?2
Signing Key| sha256RSA . 63DBCID6 TrustAUTH
Co., Ltd. bits |1E3E639D ggg}lgggg?‘gg RS ROOT
C=CN DDCOLTDO ) 53 7RR
CN = GDCA TrustAUTH R4 EV SSL CA 96A5A2CD398
.rl{ . . 1E6AEADE | g rB6n2a83 GDCA
O = Global Digital Cybersecurity Authority o 2048 |FOS2EBEAS | orconcraTr
Signing Key| sha256RSA . D36CC7C6 TrustAUTH
Co., Ltd. bits | 3rDB6CE4 giggggiggé R5 ROOT
C=CN 0DCE34L |5 31713342
CN = GDCA TrustAUTH R4 Extended L BeABADE 55324298325
Validation SSL CA 5 12FC6C99F15 GDCA
- 2048 |FO2FBERS pp0p0ED3D6s
O = GUANG DONG CERTIFICATE Signing Key| sha256RSA . D36CC7C6 TrustAUTH
bits |3rppeced |[EB4398CCEEL
AUTHORITY CO. LTD. copcR3aq |24BTEEB49D9| RS ROOT
6D9130D44
C=CN
CN = GDCA TrustAUTH R4 Generic CA SDB60C2D6B6
.rlfs eher|c ] gSFggggé BECF3144775 GDCA
O = Global Digital Cybersecurity Authority o 2048 ¢ 89A3A4FBACC
Signing Key| sha256RSA . 596DD624 TrustAUTH
Co, Ltd. bits |55r2FFCO ggigg;gggig R5 ROOT
C=CN EB2717EC |5 78BD35FB
CN = GDCA TrustAUTH R4 Generic CA 86C6707BBE2
eneric DSFEEESL |5 0np1515825 GDCA
O = GUANG DONG CERTIFICATE o 2048 |80C09990 | 3re 4gas22
Signing Key| sha256RSA ) 596DD624 | o0 ol o spp|  TrUstAUTH
AUTHORITY CO..LTD. bits |55F2FFCO
5717pc |2CBBCEFBTAO R5 ROOT
C=CN EB2717EC 301733510
CN = GDCA TrustAUTH R4 Primer CA 3253412FDAD
i rimer , 116492R8 1 553108098 GDCA
O = Global Digital Cybersecurity Authority o 2048 [RO041621C op(orhmrEDD
Signing Key| sha256RSA . 2084B7D3 TrustAUTH
Co., Ltd. bits 888 1p1CD ggigggggigﬁ R5 ROOT
C=CN 8072CT7F 15351 cDBSS
CN = GDCA TrustAUTH R4 Plus EV sn5p705s |ZBIGROLERED
CodeSigning CA 1 1 |[POCOE870359 GDCA
. . . . 2048 |VELEECSLIp) nrBe6665
O = Global Digital Cybersecurity Authority | Signing Key| sha256RSA ) 1F6D5834 TrustAUTH
bits |0gapmess [E0D5C240802
Co., Ltd. D0475180 |2 1A0769DTEO R5 ROOT
C=CN FB4BBOEAE
CN = GDCA TrustAUTH R4 TimeStamp CA 4FBCDFCE184
s imestamp & LoE 12503 |ca1523CEBAS GDCA
O = Global Digital Cybersecurity Authority o 2048 [4860FFBT |\, r3BAFD36
Signing Key| sha256RSA . 02F17810 TrustAUTH
Co, Ltd. bits |50FFD10D fﬁ\giﬁiésg R5 ROOT
C=CN FB735803 |4 cgpaBaTn
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CN = GDCA TrustAUTH R4 OV SSL CA2 5A41E944 ggggiggggﬁ S
O = Global Digital Cybersecurity Authority | . . 2048 |BD3560AF | o501 hcecos
Signing Key| sha256RSA . E2D5AC65 TrustAUTH
Co,, Ltd. bits |pg204260 |FEA342BADES
B1BAEGgo |E794BDO3DSD R5 ROOT
C=CN CFF97057C
CN = GDCA TrustAUTH R4 EV SSL CA2 33988C58 ‘éiﬁi?ii??éi GDCA
O = Global Digital Cybersecurity Authority | 2048 [402CDBAS |} oo coppass
Signing Key| sha256RSA . 06535C91 TrustAUTH
Co,, Ltd. bits |aac72157 |232F4051EES
BCeAB03S |BF3FLADOLOF R5 ROOT
C=CN C7EF2B8722
CN = GDCA TrustAUTH R4 DV SSL CA2 CAQ8CF44 ﬁ;gggg@%é -
O = Global Digital Cybersecurity Authority | . . 2048 |B32BOGIF |50 3055403
Signing Key| sha256RSA . BD4FFCED TrustAUTH
Co. Ltd. bits  92r5r1EB iéggggggggg R5 ROOT
C=CN 7756DAE2 1549 copoDF
CN = HZ i R5 1R CA 827A42A2 Z)igiéggggég
O = Global Digital Cybersecurity Authority 4096 |BESCO8BB| ooopsg73pp| HZRERS
Root Key sha256RSA . ADF14CAG |1 4 oo 3prog
Co,, Ltd. bits |EB71B58B iR CA
1201F329 080ECF3738C
C=CN TCAFEBLAE
CN = B ZrHE R4 EV AR 2RIEH CA 28BOAF46 gg;gggi;%
O = Global Digital Cybersecurity Authority | . . 2048 |7654EASLIL o cooncepo| HIZRIMLRS
Signing Key| sha256RSA . D4B2810E | o e 6dE
Co,, Ltd. bits 154091602 | porrn s 970n & CA
C=CN DEEFF386 51 47pa76F
CN = &R R4 OV BRBFZEH CA OB630E58 jgﬁ;?gi;if
O = Global Digital Cybersecurity Authority | 2048 |2F1BBOOF | oon0ag215| HZERHRS
Signing Key| sha256RSA ) 85B257B2| o prnotoy
Co., Ltd. bits |4a3131c4 iR CA
2970a1 op|AB27DCD7B15
C=CN BDF83C1D6
CN = 1 Z2 /K R4 DV BRSBERIESH CA 0C2556EA Egiggﬁgiﬁgg
O = Global Digital Cybersecurity Authority | 2048 |FD7A04DD |\ oo s06smp|  BZRIHERS
Signing Key| sha256RSA . C2RE6239 | o oscaomp
Co,, Ltd. bits 109693113 |/ ) hans i CA
C=CN 8EBEILDS | ps6cans41
CN = BZHH R4 IV IR RITH CA FBF66620 |1 2003 BLFAR
O = Global Digital Cybersecurity Authority | = . 2048 |P2RATB2C |, oo o opER07|  BEREIHRS
Signing Key| sha256RSA . 10CBS2EZ |0 50 0138206
Co., Ltd. bits |59p40a15 iR CA
3c11m3p7 |B801622297BF
C=CN 643598961
CN = HZM R4 KIBZBIEH CA 0B1COC17 égggs’ggizgg
O = Global Digital Cybersecurity Authority | . 2048 |[23ADIF26 |, -0 2ic50p38| EZAIERS
Signing Key| sha256RSA . C4928AFC |55 o0 ccanm0g
Co., Ltd. bits |7r77FD16 iR CA
27097831 |FL5BDDDB71F
C=CN 2BF87E200
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CN = HZMWHA R4 ZBITFIES CA 5543FAB3 ﬁg?ggggfgg
O = Global Digital Cybersecurity Authority | . . 2048 |[89FSTEDS | rngra7a3| HEZRHKRS
Signing Key| sha256RSA . SADAFEBL | 0005135,
Co., Ltd. bits [258451E2 1R CA
C86ABEFT C2695EB68BB
C=CN 91DOB1BAD
CN = HZ N R4 BT FIEH CA 49EET24E ggg;zsiigggg
O = Global Digital Cybersecurity Authority | = . 2048 [PR99640C 10 c0nngops| HZIHKRS
Signing Key| sha256RSA . E14480ED| o oo r3p1o
Co., Ltd. bits |731Dp35FC RCA
8pa243c4a |B94317A0763
C=CN 0FCDB0307
CN = GDCA TrustAUTH E5 ROOT C87CBODA Eﬁéié??éiéi S
O = Global Digital Cybersecurity Authority 384 |20RSDBSG6| g, choioaa1p
Root Key | sha384ECDSA 97F29730 TrustAUTH
Co., Ltd. bits |cssag1go|PCBBBOF1014
opa5Eoy |DBBD7782AC0 E5 ROOT
C=CN CC37E9431
CN = GDCA TrustAUTH E4 EV SSL CA BCB2ES535 Sggig;gzi\g; —
O = Global Digital Cybersecurity Authority _ 256 [26589289 14, op11F4D3B
Signing Key | sha384ECDSA . 93BCY96AC TrustAUTH
Co., Ltd. bits [2344456p |20P386A4142
tea4copy |26B66AD5T1L E5 ROOT
C=CN 6934A9EC3
CN = GDCA TrustAUTH E4 OV SSL CA 55612DF0 %\gsgggggi —
O = Global Digital Cybersecurity Authority | . 256 |02120F0L ) o) 20p9758
Signing Key | sha384ECDSA . ECEF127A TrustAUTH
Co., Ltd. bits |ems5acasp |84PFLE6FOCE3
0299a22c |OFFO79E750D E5 ROOT
C=CN ADD03453A
CN = GDCA TrustAUTH E4 DV SSL CA LA404FBAIEE
- . | 42082173 | o oosmmmac|  GDCA
O = Global Digital Cybersecurity Authority | = . 256 |PD Al 47299CABA3D
Signing Key | sha384ECDSA ) 928FC182 TrustAUTH
Co. Ltd. bits  |cac61585 gg;iggggggg ES ROOT
C=CN AEC63EEB | e nrac466
CN = GDCA TrustAUTH E4 IV SSL CA 5BB1FECE Egégggﬁgigz -
O = Global Digital Cybersecurity Authority | . . 256 |BAZFO02E | Chrc i sporc
Signing Key | sha384ECDSA ) 21DDCEED| o nine3g7p|  TTUStAUTH
Co.,, Ltd. bits |[paaarB25 4779593 £S ROOT
C=CN T0F2D067 \p34pop721
CN = GDCA TrustAUTH E4 CodeSigning CA opscecag |[ESABOFAS362
O = Global Digital Cybersecurity Authority 56 |E4B53085 AQF0137C845 GDCA
Co,, Ltd. Signing Key| sha384ECDSA | 7~ |7pE3ies1 |21BAEC829081 1 siAUTH
ots[sgsecmic 207 2ome ] TR
16C0D760 |11 59p7pFF
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CN = GDCA TrustAUTH E4 Generic CA 1D60F596 |90 00801258 GDCA
O = Global Digital Cybersecurity Authority | 256 |7C365592 |0 o rraroRcs
Signing Key | sha384ECDSA . 21E343DB TrustAUTH
Co, Ltd. bits cacse2p3 Zééggggéig; E5 ROOT
C=CN BBC34684 1,3 3580m1E1
CN = GDCA TrustAUTH E4 Primer CA BD90963A ;SEZZ?QE%E GDCA
O = Global Digital Cybersecurity Authority | 256 |/CCBIC8E |, o p0R3ED2D
Signing Key | sha384ECDSA . 2114AD92 TrustAUTH
Co., Ltd. bits |1Fsa3023 |6PF99181157
on3880ps |27396CES3ES E5 ROOT
C=CN 5040AF547
CN = GDCA TLS ROOT R52 7TAE39ESD12
o ) ' §1C376BF 4F6BCT747CT74
O = Global Digital Cybersecurity Authority 4096 |8554B5BC | oraoar0s9| GDCATLS
Root Key sha256RSA . TA85ECBA | Joo 1930566
Co., Ltd. bits |B3c583CE SD736914467 ROOT R52
C=CN DIFSBEEB )7 4c6471
CN = GDCATLS OV CA R42 20E9D874 ggéiggg?é;g
O = Global Digital Cybersecurity Authority | = . 3072 |319D922D oo ceqppar| GDCATLS
Signing Key| sha384RSA . 5593310D |0 4237157
Co., Ltd. bits |g997a43B F§1250D9FEE ROOT R52
C=CN SFL7C041 \eno 968720
CN = GDCA TLS OV CA R42 38CA0203298
o . , s ¢ |aosmcssraES
O = Global Digital Cybersecurity Authority o 3072 |3159D922D| . cnracpsor|  GDCATLS
Signing Key| sha384RSA . 5593310D | 0 np02808
Co, Ltd. bits [g997a43p [FC4ARB ROOT R52
_ 3F17C041 24FF8D05861
C=CN EC73CCDES
CN = GDCATLS EV CA R42 738B9BD3 |70 00E2C0
O = Global Digital Cybersecurity Authority | . 3072 [PS7E6455 | bg0cag78R9| GDCATLS
Signing Key| sha384RSA . AO3EBBES |, oo b 1 pRC
Co,, Ltd. bits [7F5320D8 613067 ROOT R52
C=CN EBF21p17 |AD21A64
= E49E0A285
CN = GDCATLS EV CA R42 35333D82C1E
- . _ L RS |nos1a8D50BE
O = Global Digital Cybersecurity Authority o 3072 |P57E6455 | oocimro4n7| GDCATLS
Signing Key| sha384RSA . AO3EBBF8 | 202312582
Co,, Ltd. bits [7F5320D8 ROOT R52
Epro1plq |JFEEC4707CA
C=CN 55FBB28B0
CN = GDCATLS DV CAR42 29312D4F 2?;2?:?;223
O = Global Digital Cybersecurity Authority | 3072 [17BAET21 500 59pa020| GDCATLS
Signing Key| sha384RSA . ACABODAT | oo rc73a
Co., Ltd. bits |1aFE439E 52995018450 ROOT R52
C=CN AB0B3080 95C08C15A
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CN = GDCATLS DV CAR42 29312D4F g?;giggggéﬁ
O = Global Digital Cybersecurity Authority | = 3072 |L7B4ET21) orp3p730E2| GDCATLS
Signing Key| sha384RSA ACABYDAT
Co, Ltd. bits |1arE4a3zor [F2264BCLEDI ROOT RS2
28083080 |376DFDL4AF3
C=CN OEECFCBO02
CN = GDCATLS ROOT E52 D50FDF57D3C
. . . 069953CD b5 0EE91256
O = Global Digital Cybersecurity Authority 384 |EE29468A\, 4 con76sc3| GDCATLS
Root Key | sha384ECDSA . 9548584F | o1 (prpey
Co, Ltd. bits  [436358E8E ROOT E52
0AF13904 1F23EF4B183
C=CN 3290BF012
CN = GDCATLS OV CA E42 175CF6CE 2%?‘;2;3222;
O = Global Digital Cybersecurity Authority | = 384 |6D73FAO4| L r1302837| GDCATLS
Signing Key | sha384ECDSA 4C3FTETA |5 o ni0m038
Co, Ltd. bits |zp71838C |202FEO%E ROOT E52
0033pp54 | BEBFCCDES4
C=CN SE6F861ES
CN = GDCATLS OV CA E42 335873F9DEC
. _ _ 175CFOCE ) hecsre51E6
O = Global Digital Cybersecurity Authority | 384 |6D73FAO4 | 00638p53| GDCATLS
Signing Key | sha384ECDSA 4C3FTETA | Co ) louncy
Co,, Ltd. bits |zs71838c |2 04C84ECTI ROOT ES2
0033mm54 |J6EACCAIEL6
C=CN DF5F998B2
CN = GDCATLSEV CAE42 9ED918C1 igégigg;;g;
O = Global Digital Cybersecurity Authority | 384 |C15E3D68 | 0 nrascpa| GDCATLS
Signing Key | sha384ECDSA EDED2F57 | ¢ yq 1
Co, Ltd. bits |046E3DE2 DDBEF|  ROOT ES52
19505 |3C67B6ADAEY
C=CN BBD A3BA45AAT
CN = GDCATLSEV CAE42 9ED918C1 ;é?ié;é;gzz
O = Global Digital Cybersecurity Authority | = 384 |CLSE3D68 |, on-rngpor| GDCATLS
Signing Key | sha384ECDSA EDED2F57 TALFO
Co., Ltd. bits |046E3DE2 83?52332;55 ROOT E52
C=CN BBD19592 | ppog1EEAB
CN = GDCATLS DV CAE42 A353DDE7 gg;%égj;;éi
O = Global Digital Cybersecurity Authority | = 384 |18CBE3BB|g1on01p7170| GDCATLS
Signing Key | sha384ECDSA . AD4TEBDS |50 nnncs
Co, Ltd. bits [7395aBC0 678;3]13?685? ROOT E52
C=CN 79F2DADA 55816235
CN = GDCATLS DV CAE42 81E73858ABF
. , , A353DDET )5 aB93D8AB
O = Global Digital Cybersecurity Authority | = 384 |18CBE3BB|,-, 071p0588| GDCATLS
Signing Key | sha384ECDSA . AD4TEBDS |goinensa50
Co, Ltd. bits  [7395aBC0 ROOT E52
79F2DADA 8B6495CO1AF
C=CN 30E46B6ED
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Appendix B

Locations in-scope:

Location

Function

Guangzhou City, Guangdong, China

Administration and Support

Foshan City (West), Guangdong, China

Datacenter Facility

Foshan City (East), Guangdong, China

Datacenter Facility
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