O PrK

INTERNATIONAL

PR E €3 FFF A3 19F.-5, No.171, Songde Rd., Sinyi District,
SUN RISE CPAS’ FIRM Taipei City 110, TW.
DFK INTERNATIONAL Tel : +886 2 2346 6168

Fax : +886 2 2346 6068

INDEPENDENT ASSURANCE REPORT

To the management of BEIJING CERTIFICATE AUTHORITY Co., Ltd. (“BJCA”):

We have been engaged, in a reasonable assurance engagement, to report on BJCA management’s assertion that for
its Certification Authority (CA) operations at locations as enumerated in Appendix B, throughout the period 10
March 2024 to 9 March 2025 for its CAs as enumerated in Appendix A, BJCA has:

. maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — Network Security, v1.7.

Certification authority’s responsibilities

BJCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of

its described services in accordance the WebTrust Principles and Criteria for Certification Authorities — Network
Security, v1.7.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Management (ISQM) 1, Quality Management for Firms that
Perform Audits or Reviews of Financial Statements, or Other Assurance or Related Services Engagements and
accordingly maintains a comprehensive system of quality control including documented policies and procedures
regarding compliance with ethical requirements, professional standards and applicable legal and regulatory
requirements.

Practitioner’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of BJCA’s network and certificate system security to meet the requirements set
forth by the CA/Browser Forum;

(2) testing and evaluating the operating effectiveness of the controls; and

(3) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
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Relative effectiveness of controls

The relative effectiveness and significance of specific controls at BJCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

There are inherent limitations in the effectiveness of any system of internal control, including the possibility of
human error and the circumvention of controls. For example, because of their nature, controls may not prevent,
or detect unauthorized access to systems and information, or failure to comply with internal and external policies
or requirements. Also, the projection to the future of any conclusions based on our findings is subject to the risk
that controls may become ineffective.

Opinion

In our opinion, throughout the period 10 March 2024 to 9 March 2025, BJCA management’s assertion, as referred
to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria for

Certification Authorities - Network Security, v1.7.

This report does not include any representation as to the quality of BJCA’s services beyond those covered by the

WebTrust Principles and Criteria for Certification Authorities — Network Security, v1.7, nor the suitability of any
of BJCA’s services for any customer's intended purpose.

Use of the WebTrust seal

BJCA’s use of the WebTrust Principles and Criteria for Certification Authorities - Network Security Seal constitutes
a symbolic representation of the contents of this report and it is not intended, nor should it be construed, to update
this report or provide any additional assurance.
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Appendix A
The list of keys and certificates covered in the management’s assertion is as follow:
. SHA256
Subject DN Key Type Signature Key Size | Subject Key SHAL Certlflcate Certificate Certificate
Algorithm Identifier Thumbprints Thumbprints | Signed by
F3896F88FE7C
C5SEFEDCCD88|D5SEC8D7BACB0A882766A7F
CN = BICA Global Root CAT  |D21C648E4E3 |A79FAETEBCB |AGAD2749FB5| BJCA Global
S:EEU'NG CERTIFICATE AUTHORITY RootKey | sha256RSA 14096 bitsi7145E07169 ODEBAE77831 [7A7F3E98FB76| Root CAL
3E£59801 003216A 9C1FA7B09C2
CA4D5AE
115A2A45DB5
B8DOA92CCT [6C8COFE05BO [20361A2CDFO
CN = BICAEVSSLCAT o _ |p098F5B5ES9 [7DF3EC60248 |A395C4A4BDS| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsAB48344333C AAEF5B0786 |A18902EAAD | Root CAL
C=CN SDC68EBB  [3D38CB2  [36792825F846
BBD76917
0A6BC3E2024
979E3DDE6F6 [0A22BC3871D |AC462F5D728B
gN=:BE|JJ?|\AIGOgESRSTL|FC|?/lTE AUTHORITY Signing Key | sha2S6RSA 2048 bitg 0. DA\ 9B48 |1402BDDASCDEASBAEGTDO3 | BICA Global
8980BE268DD [BOEA46969F3E[3978EASDDB6|  Root CAL
C=CN D69CD7B  MODCF1 3D4C5D62149
15E690498
D70C597009A
DFBC24E9910 [19B542B7B97 [F3A3A37BDFA
CN = BICAIVSSL CAT o _ |BDD34AC2D2 |422418E28FAE[BEAOC64108C | BICA Global
© = BELING CERTIFICATE AUTHORITY Signing Key | sha236RSA 12048 bits o) eee1Bol255F08F9436E [7B83CD6C204| Root CAL
C=CN B526036 AE49B 2EBFF178A3EE
BFEOCAES
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B408D6C8209
0DBC8F111BA [70B2B43140A [7121694B9B65
CN = BICADVSSLCAT _ loc205422C38 [8209FE368647(48C5B494459 | BJCA Global
O = BEJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsA16A882C993 6E455482E55014C081134F36 | Root CAL
C=CN AF231CF 1FB30 C5BESSD74FA
34759091
D45B753A631
, 234C1318BIC |64D1D686B88|DD7ASA5B0D
CN = BJCA TimeStamp CA1 _ |D20E7DF1337 |A70B2784E43F3E6DFECA459 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA R04Bitsl, oo e o 05ABA [DCTATC3071| Root AL
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
9677A7E2ACB
o 642C5F6D522 [73CFC180589F3F5BA75ADIB
CN = BJCA Code Signing CAT G2 o  |089CCOE6A34 [52980B5265F4{CEE3C18A4CA | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 4096 bitst o o IB4DAF891881 | Root CAL
C=CN 156927D  [16705 7FOAC713923
E4337EA56
418D2B75C8B
o 033DCCDFE44/9B8D9769786 44B3A20FCI3
CN = BICA BV Code Signing CAT G2 o  |04249018EE1C[8141938D1AA|F55D7006158 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 4096 b|tsEB18310A438 5F189AF6344BICC8COF1AICT | Root CAL
C=CN 6F8959 BSF118 ASCSESCI02A
ACF36B308
64FF2BFC836
, BB4F167A205 |BFEFBSES57E5 [D5980F58605F
CN = BJCA TimeStamp CA1 G2 o _ |8F9AC81D1A4[1A7D53AC4B0|D80029F499B | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 4096 b|tsOESS7Ac1 D48 [CB230D25078 805610810467 Root CAL
C=CN 8121EBC B9224C BIDCCCOD32
7EOAF561
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574DF6931E2
D24AB1517F0 [F42786EB6EBS|78039667B720
CN = BICA Global Root CA2 _ |6FOD1821F4E66D88316702F |AFDC1600FC2| BJCA Global
O = BEUING CERTIFICATE AUTHORITY RootKey |sha3B4ECDSA| 384Dbits | oo\ posr a8 [BBAG6A45300 [7EB66DD3092| Root CA2
C=CN D4B09T AATAAG 979FB7385648
7212882
E60147770534
279D5CC4300 925377774599(1270FD12006
CN = BICAEVSSLCA2 o ~ 1030533996499)ACA7417523D|6BBDF26223E | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | "o le0s3caDB0rA | Reot Ca2
C=CN EFA787 30E6C2 7EA197EAFSB
F8343B25
3A1A4BD6A62
CA1C62CFE81 3B87EBE6CO0151468578DBCI1
CN = BICAQV'SSL CA2 o _ |50616C7FE01BEA74BIEF4269DC24705B276 | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA256 bits | ot oo T oo esrccta568| Rt car
C=CN 92E3E8 71D61 EF1FF3F6EDOF
E6326302
DFIF41114DC
6B39D730F3D [07C381DFC16 |[ADC30784E40
CN = BICAIVSSL CA2 o _ 8570AA47F74 [F3CC389F4628FEF7DEEE063 | BICA Global
O = BELING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA| 256 bits | o oed WOBETASE30E | Rt Cao
C=CN 212F0E3 112C33 5737E88FA111
8671505E
3F5CB1531CB
DE37D665C8F [BA0866235B8 [1223AABFB70
CN = BICADVSSLCA2 o _ |CAF8063B2B9 |CA2DAE7ES64(872DC43D2D | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA| 256 bits | = = | eoams DECCID2623E Rt Cas
C=CN 37A25D 67ADDAC  |96BAS8A9FSA
7EC0265946
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AAA04877335
746FBA42408 BECFEB8BI2CFO488832AABD
CN = BJCA Global Root CA3 008EA5D266E [DCC7F3502E1 |A6954B33EE2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Root Key sha256RSA 14096 bits968ADDBF84O 1887C065AD4[8BB2773DD85| Root CA3
C=CN 583D2DF  |6BE798 1AB3C4F6F1D
DFOF37778B
DOFO6D387FB
_ C388COF9798 |57ED82AF334 [129121713B4E
CN = BJCA DocSign CA3 o  |5D4883F9F99 [8C76BF136357F93A82A436F | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA ROABbits oo o b9E615233A3 | Rt (hs
C=CN 89D5FDO 72704 C444891CDAC
BI5DSECT
FD225061F3D
, CC6510A42D4(858802F88DC |AECB3AIEAT4
CN = BICA TimeStamp CA3 o _ l051CC2592F4 |692BDA15D81/9D60AFIACSI| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA (4096 Bits| B5603C7387B UACBAGOAASGIATEF398AA24 | Root CA3
C=CN 357C86B 5B6B3ES 332270031708
7BD48455
AA486528A63
6F40AC08D2D |5860EE6465E8|D0017D2C707
CN = BJCA Global Root CA4 , _ |FSFBAF614A0 [FD28DD37245[7B567FC2875 | BJCA Global
O = BEIING CERTIFICATE AUTHORITY RootKey | SM3WIthSM2| 256 Bits| o | n>7890F 4BB266783C | Reat Cad
C=CN 890238E7  |CDIF64 D8A58B726F9
AC297201F
8109F5D475F
614DC72F2D5 [EEF2D3D6D55 |[DDAFEOD82DS,
gN=:BE|JJT|\/Tc;E\é:F§TL|§|/é‘/:TE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits CO2F77F7EABBOSBE224BBCT S8CFDAF7FBO | BJCA Global
ABC27DF5602 [15AFD15EBO5 [6D98CFOEF36 | Root CA4
C=CN 02E866 C547272 7374FC2D239
COEDC60FD
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B66617BEASB
2B72EBA676D [786B502AAE7 [9EDAD202B0C
CN = BICASSL CA4 o , _ |6E9BACGEDE4 [FEBSEEO6AES3|66585F2F6BF6| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits| o0 e IcA494202538 | Rt s
C=CN 94C5A26  [B08FES DAEASODOA72
06AA53AT
740C7A3532D
o 563EA4BIAAT [8BCT04AA61E [3DCB68DI250
gN;BSJTr\/TGE \éEC:T(T;zf;Em/fuCTﬁArORlTY Signing Key | SM3WithsM2 | 256 Bits [P0 > >-or < 13(c71D2305404 F9A2F22FF22) BICA Global
CC16DECASFE (9987C1F60BFOF0356B43CA4 | Root CA4
C=CN F15B80 7C2F3F 0C3BD17B7F7
2CB4ADOC
3E9C87D3B61
o DF761348EB2F08DEF2549B2 [06A48B78585
CN = BJCA Code Signing CA4 o , _ 14B1D1C9813E [01B111D2081 [6473COF69554| BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 256 Bits| o oo bior 1604320 (CCBISFEBBER et s
C=CN 63CFE6 888F68A 9995A91797F8
4AE6BA
A7AF1DF1294
, 055D6EBF905 [8661CEC355A |C3895AF434A
CN = BICA TimeStamp CA4 o , _ [7E9F2647044Al7AAE0A20AD [EOFOCFC6CBD | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits |0 | 00678 AFSDEET6FEDCE0 | Rt s
C=CN UAAALA 3798A69  |C5AA14289E4
10D6C48BD
A605330C3FB
_ 90756CD78B5 [0ED7BOFD27D|5COEAC3D67E
CN = BICA Generic CA4 o , _ |AFD1CDD9E7388855D85CA3 [F4D87819280 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits JDEFIDA9TE [545F87605BE3(BSBCT1220FD | Root CAY
C=CN C235DAC  |DF409C F4659708C648
45EDASS51
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F339C5073B4F
. B481FESDIE3 [C59E85D3B56 [523350B3BA0
CN = BICA Docsign CA4 o , _ |C11F74A7E2F |A92F31062D7 [4ACFBO99EFE3| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits |, oo o ool 505 20F800DAB0| Rt s
C=CN C99B240  |[E60E229 85D7A30B636
15349C6
FO4AOFF48DA
289F6F939936|D2C115B4584 [02D6224911F
CN = BJCA Global Root CA> G2 _ |16ADFFDE221 [F92801A7778 |61207968DSE | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 4096 Bits, oo e 46DAE23923 CB6COEAI65D | pocs Cas o
C=CN C68B2 OAG37E6 028D794D310
F32F72570
EAC6B385BES
o 53FACE4278C [DBA29BB78AAIDO7A3A6D66
CN = BJCA Code Signing CAS G2 o _ |cc1D411A974/F07DA3C6263 [D5585CEA443 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 4096 BItSDDAEDA121D 808F11CA265 [B1ABIT9DA29| Root CAS G2
C=CN 3F51D8B3  |6B92152 BBEDE847002
CODFA7165
9ABC67B3F50
o 44B9315CD6D[63222E839F5E [C9160BDC36B
CN = BICAEV Code Signing CAS G2 o _ |E59791F1089CIAED73C082B0 [FAF5E2714AD | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (1096 Bits, 2 oo o o CFOMCEFOAFTFE | Rt Cao o
C=CN 0451FD 53BC1 DF8ABCE2569
E23B85712
23D34171369
9677D704208 |6B17C377BBE [197D959B132
CN = BICA Global Root CA6 G2 _ |A71AAC59267/0DB3921CB10 [F8B3DC5B556 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sha2SGRSA (1096 Bits e o0 (b o 1538 CTEDEEOCC1A | Rk Cag o
C=CN 82A64F E6247AF FC699CAB487
E337BOD7F
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67C67EDBF3A
. 5759E2429BF [8B88319A979 [23D515675A2
CN = BJCA TimeStamp CA6 G2 o _ |pC14B7B78DEUBCFEDSF75B [BE391609FSCT| BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (1096 Bits, oo oo 10003 [EDOBERS994H 1 Rk Cag o
C=CN B6AFCD2  |A5D9008  |F1C7691B94F7
E7A37E
76634F73389B
FB13BD85CFD |AAI54A6B2EA|DFCI232E345
CN = BICA Global Root CA7 G2 ~ 1419091690E0 |C935EA36C6D|A369DF48456 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 4096 Bits), o o0 o aEDEABE B203FOBAFEAS Roct A co
C=CN 4C81FF5 7BF614D  |A76E5911991
C2CF14F
B749EDACDO3
o 76C520500C3 |AAOTESDB122|C71ACOE199C
CN = BICA Code Signing CA7 G2 o _ |F6D44E844B1 [976A12E6E9E2[FC4E219012C | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (1096 Bits oo oo 0 611340ACHC | Rok Ca o
C=CN 776FCB6 90B3A6 478C0C130F6
A4OF1A99A
90CE996003C
o 44C03931BC7 33D12F6CFED [C9220417011
CN = BICA BV Code Signing CA7 G2 o _ |F6F785A0BE394CD11830A82 [D61702A6306 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 4096 BItSO1BOE2CDF42 ADSCA2SEOEB [DSFATF2415E | Root CAT G2
C=CN F545F1 8119DE8 3A024CB1DA8
A71884F83
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Location

Function

Beijing (North), China

Datacenter Facility, Administration and Support

Beijing (South), China

Datacenter Facility
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BJCA MANAGEMENT’S ASSERTION

BEIJING CERTIFICATE AUTHORITY Co., Ltd. (“BJCA”) operates the Certification Authority (CA) services known as
CAs in Appendix A and provides CA services.

The management of BJCA is responsible for establishing and maintaining effective controls over its CA operations,
including its network and certificate security system controls. These controls contain monitoring mechanisms, and
actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the circumvention or
overriding of controls. Accordingly, even effective controls can only provide reasonable assurance with respect to
BJCA’s Certification Authority operations. Furthermore, because of changes in conditions, the effectiveness of
controls may vary over time.

BJCA management has assessed its controls over its CA services. Based on that assessment, in providing its
Certification Authority services at locations as enumerated in Appendix B, throughout the period 10 March 2024
to 9 March 2025, BJCA has:

. maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities - Network Security v1.7

s

Mr. Xueyan Lin AN,

CEO of BEIJING CERTIRICATE AUTHORIY Co., Ltd.

1501, No. 68 North Eonrth Ri oadWedt, Haidian District, Beijing, China
: ; e

20 May 2025
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Appendix A

The list of keys and certificates covered in the management’s assertion is as follow:

g SHA256
Subject DN Key Type | Signature Key Size | Subjectkey  |SHAL Certificate| ¢ tificate Certificate
Algorithm Identifier Thumbprints Thumbprints | Signed by
F3896F88FE7C
CSEFEDCCD88|D5EC8D7B4CB|0AS82766A7F
CN = BICA Global Root CAT  |D21C648E4E3 |A79FAETEBCB |AGAD2749FB5| BJCA Global
S:EEU'NG CERTIFICATE AUTHORITY RootKey | sha256RSA 14096 bitsin7142£a7169 l9D6BAE77831 [7ATF3EI8FB76| Root CAL
3E59801 003216A 9C1FA7B09C2
C44D5AE
115A2A45DB5
BSDOA92CC1 [6C8COFE05BO [20361A2CDFO
CN = BICAEVSSLCAT . |D098F5B5E59 [7DF3EC60248 |A395C4A4BDS| BJCA Global
O = BEJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsAB48344333C ALAEF5B0786 |A18902EAAD | Root CAL
C=CN 5DC68EBB  [3D38CB2 36792825F846
BBD76917
0AGBC3E2024
979E3DDE6F6 [0A22BC3871D |AC462F5D72B
gN;BElJJ?NAGOgESRSTLlFCl?;TE AUTHORITY Signing Key | sha256RSA (2048 it 0| DACF9B48 1402BDDABCDEA36AE6TDOS | BICA Global
8980BE268DD [BOEA46969F3E[3978EASDDB6| Root CA1
C=CN D69CD7B  [40DCF1 3D4C5D62149
15E690498
D70C597009A
DFBC24E9910 [19B542B7B97 |F3A3A37BDFA
CN = BICAIVSSL CAT o . |BDD34AC2D2 1422418E28FAE[BEAOC64108C | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 12048 bits| o ) - oo oob o bonco o baoscDeca0a foot CAL
C=CN B526036 AE49B DESFF178A3EE
SFEOCAES
B408D6C8209
ODBC8F111BA[70B2B43140A [7121694B9B65
CN = BICADVSSLCAT o _ [0C205422C38 [8209FE368647}48C5B494459 | BJCA Global
O = BEUJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsA16A882C993 6E455482E55014C081134F36 | Root CAL
C=CN AF231CF 1FB30 CSBESSD74FA
34759D91
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D45B753A631
. 234C1318BIC |64D1D686B88|DD7ASA5B0D
CN = BICA TimeStamp CAT o _ |D20E7DF1337 |A70B2784E43F3E6DFECA459 | BICA Global
O = BEUJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bItSSCB49C6O9CA 74172105484 9C7A1C93D71| Root CAL
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
9677ATE2ACB
o 642C5F6D522 [73CFC180589F3F5BA75ADIB
CN = BJCA Code Signing CAT G2 o  |089CCOE6A34 [52980B5265F4{CEE3C18A4C4 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 4096 bitse - e  loaDAE91881 | Roct CAL
C=CN 156927D  [16705 7FOAC713923
E4337EAS6
418D2B75C8B
o 033DCCDFE44[9B8D9769786 44B3A20FC93
CN = BICAEV Code Signing CAT G2 o  |04249018EE1C8141938D1AA|F55D7006158 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 096 bits " o AFE344BCBCOFIASCT | Root CAL
C=CN 6F8959 BSF118 ASCSESC902A
ACF36B308
64FF2BFC836
. BB4F167A205 [BFEFBSES57E5 |D5980F58605F
0E557AC1D48 [CB230D25078 [805610E10467| Root CAL
C=CN 8121EBC B9224C BIDCCCOD32
7EOAF561
574DF6931E2
D24AB1517F0 |F42786EB6EBS|78039667B720
CN = BJCA Global Root CA2 _ |6FOD1821F4E6)6D88316702F |AFDC1600FC2| BJCA Global
O = BEIING CERTIFICATE AUTHORITY RootKey  [sha384ECDSA| 384 bits o oo © 45300 7EBB6DD3092 | Root A2
C=CN D4B091 AATAAG 979FB7385648
7212882
E60147770534
279D5CC4300 925377774599]1270FD12006
CN = BICAEVSSLCA2 o  |030533996499ACA7417523D|6BBDF26223E | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA| 256 bits [ o~ erebC 16953040B8FA | Root CAn
C=CN EFA787 30E6C2 7EAT97EAF5B
F8343B25
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3A1A4BD6AG2
CA1C62CFES1 3B87EBE6C0015/468578DBCIT
CN = BICAQV'SSL CA2 o _ |50616C7FE01BIEA74BIEF4269)DC24705B276 | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA256 bits | o oo oo earcc16568| oot ca2
C=CN 92E3E8 71D61 EF1FF3F6EDOF
E6326302
DFOF41114DC
6B39D730F3D [07C381DFC16 |[ADC30784E40
CN = BICAIVSSL CA2 o  |8570AA47F74 [F3CC389F4628FEF7D6EEO63 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits | oo B ADCA ROBETAZEINE | Roo CAn
C=CN 212FOE3 112C33 5737E88FAT111
8671505E
3F5CB1531CB
DE37D665C8F [BAO866235B8 [1223AABFB70
CN = BICADVSSLCAZ o _ |CAF8063B2B9 |CA2DAE7E564(872DC43D2D | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA| 256 bits | L L 66438 DECCID2623E| Root CAn
C=CN 37A25D 67ADDAC  |96B458A9F8A
7EC0265946
AAA04877335
746FBA42408 BECFEB8BI2CFO488832AABD
CN = BJCA Global Root CA3 008EA5D266E [DCC7F3502E1 |A6954B33EE2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Root Key sha256RSA 14096 bit5968ADDBF84O 1887C065AD4[8BB2773DD85| Root CA3
C=CN 583D2DF  |6BE798 1AB3C4F6F1D
DFOF37778B
POFO6D387FB
_ C388COF9798 |57ED82AF334 [129121713B4E
CN = BJCA DocSign CA3 o  |5D4883F9F99 [8C76BF136357F93A82A436F | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA ROABbits oo o ab9E615233A3 | Rt (hs
C=CN 89D5FDO 72704 C444891CDAC
BI5DSECT
FD225061F3D
, CC6510A42D4(858802F88DC |AECB3AIEAT4
CN = BICA TimeStamp CA3 o _ l051CC2592F4 |692BDA15D81/9D60AFIACSI| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA (4096 Bits| B5603C7387B ACBAGOAASGITEF398AA24 | Root CA3
C=CN 357C86B 5B6B3ES 332270031708
7BD48455
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AA486528A63
6F40AC08D2D |5860EE6465E8|D0017D2C707
CN = BJCA Global Root CA4 , _ |FSFBAF614A0 [FD28DD37245[7B567FC2875 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | SM3WIthSM2| 256 Bits| o 1 | n>7890F 4BB266783C | Reat (ot
C=CN 890238E7  |CDIF64 D8A58B726F9
AC297201F
3109F5D475F
614DC72F2D5 [EEF2D3D6D55 |[DDAFEOD82DS,
CN = BICAEVSSL CA4 o , _ |co2F77F7E48B|03BE2248BC7 |38CFDAF7FBO | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits ABC27DF5602 [1 SAFD15EBOS [6D9BCFOEF36 | Root CA4
C=CN 02E866 C547272 7374FC2D239
COEDC60FD
B66617BEASB
2B72EBA676D [786B502AAE7 [9ED4D202B0C
gN;BElJJ?lCGS ?;E(R:giICATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits PEIBACGEDEA FEBSEEOGAEB3166585F2F6BF6) BJCA Global
669149C421C [FCOBED3686C |CA49420253B | Root CA4
C=CN 94C5A26  [B08FES DAEASODOAT2
06AA53AT
740C7A3532D
o 563EA4BIAAT [8BCT04AAG61E [3DCB68DI250
CN = BJCA BV Code Signing CA4 o , _ |6675F348FC13|C71D2305404 [4FIA2F22FF22| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits | [ ool ee0BFOF0356B43CA% | Rt s
C=CN F15B80 7C2F3F 0C3BD17B7F7
PCB4ADOC
3E9C87D3B61
o DF761348EB2FO8DEF2549B2 [06A48B78585
CN = BJCA Code Signing CA4 o , _ 14B1D1C9813E [01B111D2081 [6473COF69554| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits| ool 1804320 (CCBIOFBBBERY Ry s
C=CN 63CFE6 B88F68A 9995A91797F8
4AE6BA
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A7AF1DF1294
, 055D6EBFI05 8661CEC355A |C3895AF434A
CN = BICA TimeStamp CA4 o , _ [7E9F2647044Al7AAE0A20AD [FOFOCFC6CBD | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits |0 | 00678 AFSDEET6FEDCE0 | Rt s
C=CN UAAALA 3798A69  |C5AA14289E4
10D6C48BD
A605330C3FB
. 90756CD78B5 [0ED7BOFD27D|5COEAC3D67E
CN = BJCA Generic CA4 o , _ |AFD1CDD9E7388855D85CA3 [F4D87819280 | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WIthsM2 256 Bits | o 0SB BEBCT12207D | Rect s
C=CN C235DAC  |DF409C F4659708C648
45ED4551
F339C5073B4F
_ B481FESDIE3 [C59E85D3B56 [523350B3BA0
CN = BJCA DocSign CA4 o , _ |C11F74A7E2F |A92F31062D7 4ACFBO99EFE3| BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits ATFB24C9C59 [FFAECESDBOS [229F80DDASO| Root CA4
C=CN C99B240 E60E229 85D7A30B636
15349C6
FO4A0FF48DA
289F6F939936|D2C115B4584 [02D6224911F
CN = BJCA Global Root CA> G2 _ |16ADFFDE221 [F92801A7778 |61207968DS8E | BJCA Global
O = BEIING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 4096 Bits, ool 46pAE23923 CB6COEAS65D | mocs Cas o
C=CN C68B2 OA637E6 028D794D310
F32F72570
EAC6B385BES
o 53FACE4278C |DBA29BB78AAIDO7A3AGD66
DDAEDA121D [808F11CA265 [B1ABI19DA29| Root CAS G2
C=CN 3F51D8B3  |6B92152 BBEDE847002
CODFA7165
9ABC67B3F50
o 44B9315CD6D[63222E839F5E [C9160BDC368
CN = BICAEV Code Signing CAS G2 o _ [E59791F1089C/AED73C082B0 [FAF5E2714AD | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (1096 Bits, oo ool 09 CFHOACEFIAFTFE | Roce CAS o
C=CN 0451FD 53BC1 DFSABCE2569
E23B85712
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23D34171369
9677D704208 |6B17C377BBE [197D959B132
CN = BJCA Global Root CA6 G2 _ |A71AAC59267/0DB3921CB10 [F8B3DC5B556 | BICA Global
O = BEIING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 096 Bits . ool o coa1838 KCTEDEGOCC14 | Root CAG o
C=CN 82A64F E6247AF FC699CAB487
E337BOD7F
67C67EDBF3A
, 5759E2429BF [8B88319A979 [23D515675A2
CN = BJCA TimeStamp CA6 G2 o _ |DC14B7B78DEUBCFEDSF75B [BE391609FSCT| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (1096 Bits, oo ool o a00C3 EDOBES999471| Roce g oo
C=CN B6AFCD2  |A5D9008  |F1C7691B94F7
E7A37E
76634F73389B
FB13BD85CFD |AA954A6B2EA|DFCI232E345
CN = BJCA Global Root CA7 G2 ~ 1419091690E0 |C935EA36C6D|A369DF48456 | BICA Global
O = BEIING CERTIFICATE AUTHORITY RootKey | sha2SGRSA (1096 Bits), 3o o ko atDEABD S203F0BAFEAS Rk Co o
C=CN 4C81FF5 7BF614D  |A76E5911991
C2CF14F
B749EDACDO3
o 76C520500C3 |AAOTESDB122|C71ACOE199C
CN = BJCA Code Signing CA7 G2 o  |F6D44E844B1 [976A12E6E9E2[FCAE219012C | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 4096 BItSDD317988C47 >38628CC3DE [611840AC34C | Root CA7 G2
C=CN 776FCB6 90B3A6 478C0C130F6
A4OFTA99A
90CE996003C
o 44C03931BC7 33D12F6CFED [C9220417011
CN = BICAEV Code Signing CA7 G2 o _ |F6F785A0BE394CD11830A82 |D61702A6306 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (1096 Bits o o e APSEOES [DSFATFA1SE | Rock s o
C=CN F545F1 8119DE8  [3A024CB1DAS
A71884F83
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Appendix B

Locations in-scope:

Location

Function

Beijing (North), China

Datacenter Facility, Administration and Support

Beijing (South), China

Datacenter Facility
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DFK INTERNATIONAL Tel : +886 2 2346 6168

Fax : +886 2 2346 6068

INDEPENDENT ASSURANCE REPORT
(CGER : APXRERFSE - EXESRAHEIRE - )

B AEREFNERDBRATEENE

HMERET - WWHERANIEREFNERDABRAT (LUFERR “"BJCA" ) F2024F 3 510 HZE 2025
F 3 A9 Bt BJCA EMHER B TSI Rz EME FAMERFZEEEM RAE T Y S BRIENEIEWS - R
REEMEZEIAE - BICAE :

o ARAUNEHISERILEARE CA/NRREIZMENMNEMEBRALEZEK

PATF & WebTrust Principles and Criteria for Certification Authorities - Network Security, v1.7

BJCA W33 fE

BICA WEEBEMTREREERIAE  BREEKRANENMEMIAESRHEMA BICA FREHNIRSEBGS
WebTrust Principles and Criteria for Certification Authorities - Network Security, v1.7 BHIZE -

WAV IR IT M AN B S A

BIMNRFRUBEHETERERZASHN ST ARKRBNR W ITHITEZEN ( Code of Ethics for
Professional Accountants) € ’J?E BEX  ZENZEUELEE  BW - TWEEHMEE « REMEBRWFT
ANEXRFENZ £ - XEARAEMRREE R E (ISQM) 1 - Bl A 771 5187 #1138 B B M (R IF B 1R AR S
WSHIRGREEERE - HELEFETENRELETTR  BEFESEREKR - TUREMSRERENEK
A ERBERFERE -

Bt E

HMNWIRRZERTELETFREM X BICA WEERBRNEAREL - HMNREEMFRFHSEIDENESS
RMWEREIEWSENE 3000 S "FLMSER Fif 8 FEHUPATEIEWSS NMERIT 7 SIUETAF - If
BENEKFATH AR THNNFHRBFLERINAAEASENNSERAENTERIL - 81

(1) T BICAWMBFEBRAAZEWNERE CA/NRREIRIREREK ;
(2) MEHATEZEGENNTRBENM ; MK
(3) WITEHMINVTAANDENLILERER -

HAMBE - WAVREIEREZR D - A - ARKKREIESICRETEM -
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Fax : +886 2 2346 6068

TR BE M

BICA HIAERERINBMMAMEEM - REX AP RARKE 7 B X LI &R ER R0 - BUR T 1228
HWAEERUREMFEETS MR MBEREBSGNER - HAIF BB NG P STVEsInBE
FEATHEAATIE A TAF -

E B PR

T AEESF 2 A S RIRSE] - BJCA RE LI BRWENTRERR BTN - AW : ZEFICEERERIIY « &
PEMIEER ~ 8 - WRANBERRARENLL - sERAINEHEEMENEK - U6 - XFLAIZEIETIAE
SRR EREERREBNSZENE -

&ie

VAN -BICAT 2024 3 B 10HE 2025 3 B9 HHEMEFINERSHNEEBEANEEFMBEEAAH
55 WebTrust Principles and Criteria for Certification Authorities - Network Security, v1.7 -

KR EFH A EBFEERIE WebTrust Principles and Criteria for Certification Authorities - Network Security, v1.7
PN R EFRAERSRR - XA EF X BJICA RBWSEMFSA -

X Webtrust #RiRA4{EH

£ BJCA M4 £/Y WebTrust B FIMEIMRZARERN S —IPF SRR - EHAZRN 7 TANFINAZII AR
WREWE RN —PRIRIE -

OO

PR E &R AR
SUN RISE CPAS’ FIRM
DFK INTERNATIONAL

20 May 2025
Dk TTERAAT 244 L
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https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-network-security-v1-7_final.pdf
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-network-security-v1-7_final.pdf
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-network-security-v1-7_final.pdf

PRETE § R AT
SUN RISE CPAS’ FIRM

aDrI(

INTERNATIONAL
19F.-5, No.171, Songde Rd., Sinyi District,

Taipei City 110, TW.

DFK INTERNATIONAL Tel . +886 2 2346 6168
Fax : +886 2 2346 6068
iR A
FINERSANEENZASIERIZEW .
Subject DN Key Type Signature Key Size | Subject Key SHAL Certificate CZrHtli-:‘izcsaste Certificate
Algorithm Identifier Thumbprints Thumbprints | Signed by
F3896F88FE7C
CSEFEDCCD88|D5EC8D7B4CB|0AS82766A7F
CN = BICA Global Root CAT  |D21C648E4E3 |A79FAETEBCB |AGAD2749FB5| BJCA Global
S:EE“NG CERTIFICATE AUTHORITY RootKey | sha256RSA 14096 bitsiy7140£A7169 [0DEBAE77831 [7A7F3E98FB76| Root CAL
3E59801 003216A 9C1FA7B09C2
C44D5AE
115A2A45DB5
BSDOA92CC1 [6C8COFE05BO [20361A2CDFO
CN = BICAEVSSLCAT o . |D098F5B5E59 [7DF3EC60248 |A395C4A4BDS| BJCA Global
O = BEUJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bItSAB48344333C AAEF5B0786 |A18902EAAD | Root CAL
C=CN SDC68EBB  [3D38CB2 36792825F846
BBD76917
0AGBC3E2024
979E3DDE6F6 [0A22BC3871D |AC462F5D72B
CN = BICA OV SSLCAT o . |661DACF9B48 [1402BDD48CD[E436AE61D03 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 2048 bitsl o o o 4606OF3E397BEABDDBS| Rt CAL
C=CN D69CD7B  [40DCF1 3D4C5D62149
15E690498
D70C597009A
DFBC24E9910 [19B542B7B97 |F3A3A37BDFA
CN = BICAIVSSL CAT o . |BDD34AC2D2 1422418E28FAE[BEAOC64108C | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 12048 bitsl o ) - oo oob o bonco aebaoscDeco0a foot CAL
C=CN B526036 AE49B DESFF178A3EE
SFEOCAES
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SUN RISE CPAS’ FIRM
DFK INTERNATIONAL

!

Vri(

W T ERNATIONAL
19F.-5, No.171, Songde Rd., Sinyi District,

Taipei City 110, TW.
Tel : +886 2 2346 6168
Fax : +886 2 2346 6068

B408D6C8209
0DBC8F111BA [70B2B43140A [7121694B9B65
CN = BICADVSSLCAT _ loc205422C38 [8209FE368647(48C5B494459 | BJCA Global
O = BEJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsA16A882C993 6E455482E55014C081134F36 | Root CAL
C=CN AF231CF 1FB30 C5BESSD74FA
34759091
D45B753A631
, 234C1318BIC |64D1D686B88|DD7ASA5B0D
CN = BJCA TimeStamp CA1 _ |D20E7DF1337 |A70B2784E43F3E6DFECA459 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA R04Bitsl, oo e o 05ABA [DCTATC3071| Root AL
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
9677A7E2ACB
o 642C5F6D522 [73CFC180589F3F5BA75ADIB
CN = BJCA Code Signing CAT G2 o  |089CCOE6A34 [52980B5265F4{CEE3C18A4CA | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 4096 bitst o o IB4DAF891881 | Root CAL
C=CN 156927D  [16705 7FOAC713923
E4337EA56
418D2B75C8B
o 033DCCDFE44/9B8D9769786 44B3A20FCI3
CN = BICA BV Code Signing CAT G2 o  |04249018EE1C[8141938D1AA|F55D7006158 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 4096 b|tsEB18310A438 5F189AF6344BICC8COF1AICT | Root CAL
C=CN 6F8959 BSF118 ASCSESCI02A
ACF36B308
64FF2BFC836
, BB4F167A205 |BFEFBSES57E5 [D5980F58605F
CN = BJCA TimeStamp CA1 G2 o _ |8F9AC81D1A4[1A7D53AC4B0|D80029F499B | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 4096 b|tsOESS7Ac1 D48 [CB230D25078 805610810467 Root CAL
C=CN 8121EBC B9224C BIDCCCOD32
7EOAF561
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DFK INTERNATIONAL

gt

ori(
W'\\HHIEIUEAL
19F.-5, No.171, Songde Rd., Sinyi District,

Taipei City 110, TW.
Tel : +886 2 2346 6168
Fax : +886 2 2346 6068

574DF6931E2
D24AB1517F0 [F42786EB6EBS|78039667B720
CN = BICA Global Root CA2 _ |6FOD1821F4E66D88316702F |AFDC1600FC2| BJCA Global
O = BEUING CERTIFICATE AUTHORITY RootKey |sha3B4ECDSA| 384Dbits | oo\ posr a8 [BBAG6A45300 [7EB66DD3092| Root CA2
C=CN D4B09T AATAAG 979FB7385648
7212882
E60147770534
279D5CC4300 925377774599(1270FD12006
CN = BICAEVSSLCA2 o ~ 1030533996499)ACA7417523D|6BBDF26223E | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA 256 bits | "o le0s3caDB0rA | Reot Ca2
C=CN EFA787 30E6C2 7EA197EAFSB
F8343B25
3A1A4BD6A62
CA1C62CFE81 3B87EBE6CO0151468578DBCI1
CN = BICAQV'SSL CA2 o _ |50616C7FE01BEA74BIEF4269DC24705B276 | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA256 bits | ot oo T oo esrccta568| Rt car
C=CN 92E3E8 71D61 EF1FF3F6EDOF
E6326302
DFIF41114DC
6B39D730F3D [07C381DFC16 |[ADC30784E40
CN = BICAIVSSL CA2 o _ 8570AA47F74 [F3CC389F4628FEF7DEEE063 | BICA Global
O = BELING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA| 256 bits | o oed WOBETASE30E | Rt Cao
C=CN 212F0E3 112C33 5737E88FA111
8671505E
3F5CB1531CB
DE37D665C8F [BA0866235B8 [1223AABFB70
CN = BICADVSSLCA2 o _ |CAF8063B2B9 |CA2DAE7ES64(872DC43D2D | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA| 256 bits | = = | eoams DECCID2623E Rt Cas
C=CN 37A25D 67ADDAC  |96BAS8A9FSA
7EC0265946
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AAA04877335
746FBA42408 BECFEB8BI2CFO488832AABD
CN = BJCA Global Root CA3 008EA5D266E [DCC7F3502E1 |A6954B33EE2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Root Key sha256RSA 14096 bits968ADDBF84O 1887C065AD4[8BB2773DD85| Root CA3
C=CN 583D2DF  |6BE798 1AB3C4F6F1D
DFOF37778B
DOFO6D387FB
_ C388COF9798 |57ED82AF334 [129121713B4E
CN = BJCA DocSign CA3 o  |5D4883F9F99 [8C76BF136357F93A82A436F | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA ROABbits oo o b9E615233A3 | Rt (hs
C=CN 89D5FDO 72704 C444891CDAC
BI5DSECT
FD225061F3D
, CC6510A42D4(858802F88DC |AECB3AIEAT4
CN = BICA TimeStamp CA3 o _ l051CC2592F4 |692BDA15D81/9D60AFIACSI| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA (4096 Bits| B5603C7387B UACBAGOAASGIATEF398AA24 | Root CA3
C=CN 357C86B 5B6B3ES 332270031708
7BD48455
AA486528A63
6F40AC08D2D |5860EE6465E8|D0017D2C707
CN = BJCA Global Root CA4 , _ |FSFBAF614A0 [FD28DD37245[7B567FC2875 | BJCA Global
O = BEIING CERTIFICATE AUTHORITY RootKey | SM3WIthSM2| 256 Bits| o | n>7890F 4BB266783C | Reat Cad
C=CN 890238E7  |CDIF64 D8A58B726F9
AC297201F
8109F5D475F
614DC72F2D5 [EEF2D3D6D55 |[DDAFEOD82DS,
gN=:BE|JJT|\/Tc;E\é:F§TL|§|/é‘/:TE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits CO2F77F7EABBOSBE224BBCT S8CFDAF7FBO | BJCA Global
ABC27DF5602 [15AFD15EBO5 [6D98CFOEF36 | Root CA4
C=CN 02E866 C547272 7374FC2D239
COEDC60FD
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B66617BEASB
2B72EBA676D [786B502AAE7 [9EDAD202B0C
CN = BICASSL CA4 o , _ |6E9BACGEDE4 [FEBSEEO6AES3|66585F2F6BF6| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits| o0 e IcA494202538 | Rt s
C=CN 94C5A26  [B08FES DAEASODOA72
06AA53AT
740C7A3532D
o 563EA4BIAAT [8BCT04AA61E [3DCB68DI250
gN;BSJTr\/TGE \éEC:T(T;zf;Em/fuCTﬁArORlTY Signing Key | SM3WithsM2 | 256 Bits [P0 > >-or < 13(c71D2305404 F9A2F22FF22) BICA Global
CC16DECASFE (9987C1F60BFOF0356B43CA4 | Root CA4
C=CN F15B80 7C2F3F 0C3BD17B7F7
2CB4ADOC
3E9C87D3B61
o DF761348EB2F08DEF2549B2 [06A48B78585
CN = BJCA Code Signing CA4 o , _ 14B1D1C9813E [01B111D2081 [6473COF69554| BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 256 Bits| o oo bior 1604320 (CCBISFEBBER et s
C=CN 63CFE6 888F68A 9995A91797F8
4AE6BA
A7AF1DF1294
, 055D6EBF905 [8661CEC355A |C3895AF434A
CN = BICA TimeStamp CA4 o , _ [7E9F2647044Al7AAE0A20AD [EOFOCFC6CBD | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits |0 | 00678 AFSDEET6FEDCE0 | Rt s
C=CN UAAALA 3798A69  |C5AA14289E4
10D6C48BD
A605330C3FB
_ 90756CD78B5 [0ED7BOFD27D|5COEAC3D67E
CN = BICA Generic CA4 o , _ |AFD1CDD9E7388855D85CA3 [F4D87819280 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits JDEFIDA9TE [545F87605BE3(BSBCT1220FD | Root CAY
C=CN C235DAC  |DF409C F4659708C648
45EDASS51
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F339C5073B4F
. B481FESDIE3 [C59E85D3B56 [523350B3BA0
CN = BICA Docsign CA4 o , _ |C11F74A7E2F |A92F31062D7 [4ACFBO99EFE3| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits |, oo o ool 505 20F800DAB0| Rt s
C=CN C99B240  |[E60E229 85D7A30B636
15349C6
FO4AOFF48DA
289F6F939936|D2C115B4584 [02D6224911F
CN = BJCA Global Root CA> G2 _ |16ADFFDE221 [F92801A7778 |61207968DSE | BJCA Global
O = BEIING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 4096 Bits, oo e 46DAE23923 CB6COEAI65D | pocs Cas o
C=CN C68B2 OAG37E6 028D794D310
F32F72570
EAC6B385BES
o 53FACE4278C [DBA29BB78AAIDO7A3A6D66
CN = BJCA Code Signing CAS G2 o _ |cc1D411A974/F07DA3C6263 [D5585CEA443 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 4096 BItSDDAEDA121D 808F11CA265 [B1ABIT9DA29| Root CAS G2
C=CN 3F51D8B3  |6B92152 BBEDE847002
CODFA7165
9ABC67B3F50
o 44B9315CD6D[63222E839F5E [C9160BDC36B
CN = BICAEV Code Signing CAS G2 o _ |E59791F1089CIAED73C082B0 [FAF5E2714AD | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (1096 Bits, 2 oo o o CFOMCEFOAFTFE | Rt Cao o
C=CN 0451FD 53BC1 DF8ABCE2569
E23B85712
23D34171369
9677D704208 |6B17C377BBE [197D959B132
CN = BICA Global Root CA6 G2 _ |A71AAC59267/0DB3921CB10 [F8B3DC5B556 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sha2SGRSA (1096 Bits e o0 (b o 1538 CTEDEEOCC1A | Rk Cag o
C=CN 82A64F E6247AF FC699CAB487
E337BOD7F
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67C67EDBF3A
. 5759E2429BF [8B88319A979 [23D515675A2
CN = BJCA TimeStamp CA6 G2 o _ |pC14B7B78DEUBCFEDSF75B [BE391609FSCT| BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (1096 Bits, oo oo 10003 [EDOBERS994H 1 Rk Cag o
C=CN B6AFCD2  |A5D9008  |F1C7691B94F7
E7A37E
76634F73389B
FB13BD85CFD |AAI54A6B2EA|DFCI232E345
CN = BICA Global Root CA7 G2 ~ 1419091690E0 |C935EA36C6D|A369DF48456 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 4096 Bits), o o0 o aEDEABE B203FOBAFEAS Roct A co
C=CN 4C81FF5 7BF614D  |A76E5911991
C2CF14F
B749EDACDO3
o 76C520500C3 |AAOTESDB122|C71ACOE199C
CN = BICA Code Signing CA7 G2 o _ |F6D44E844B1 [976A12E6E9E2[FC4E219012C | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (1096 Bits oo oo 0 611340ACHC | Rok Ca o
C=CN 776FCB6 90B3A6 478C0C130F6
A4OF1A99A
90CE996003C
o 44C03931BC7 33D12F6CFED [C9220417011
CN = BICA BV Code Signing CA7 G2 o _ |F6F785A0BE394CD11830A82 [D61702A6306 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 4096 BItSO1BOE2CDF42 ADSCA2SEOEB [DSFATF2415E | Root CAT G2
C=CN F545F1 8119DE8 3A024CB1DA8
A71884F83
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https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-network-security-v1-7_final.pdf

@ 8

iR A
RINERSENBENBHASIERIZED .
Subject DN Key Type Signature Key Size | Subject Key SHAL Certificate Czngfciie Certificate
Algorithm Identifier Thumbprints Thumbprints | Signed by
F3896F88FE7C
CSEFEDCCD88|DSEC8D7B4CB0AS82766A7F
CN = BICA Global Root CAT  D21C648E4E3 |A79FAETESCB |AGAD2749FB5 | BJCA Global
S:EEIU'NG CERTIFICATE AUTHORITY RootKey | sha256RSA 4096 bitsiy7142£A7169 [ODEBAE77831 [TATF3E98FBT6| Root CAL
3E59801 003216A 9C1FA7B09C2
C44D5AE
115A2A45DB5
BSDOA92CC1 |6C8COFEO5BO [20361A2CDFO
CN = BICAEVSSLCAT . |D098F5B5E59 [7DF3EC60248 |A395C4A4BDS| BJCA Global
O = BEUJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bItSAB48344333C AGAEF5B0786 A18902EAADD | Root CAL
C=CN 5DC68EBB  [3D38CB2 36792825F846
BBD76917
0AGBC3E2024
979E3DDE6F6 [0A22BC3871D |AC462F5D72B
gN=:BE|JJ$|\AIGOgESRSTL|FC|?/lTE AUTHORITY Signing Key | sha256RSA 2048 bitd 0 | D\ 9B48 |1402BDDASCDEA3BAEGTDOS | BICA Global
8980BE268DD [BOEA46969F3E[3978EASDDB6| Root CAL
C=CN D69CD7B  MODCF1 3D4C5D62149
15E690498
D70C597009A
DFBC24E9910 [19B542B7B97 |F3A3A37BDFA
CN = BICAIVSSL CAT o _ |BDD34AC2D2 [422418E28FAE[BEAOC64108C | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | Sha256RSA 2048 bits| o ) ool o conco pacrboas meco0s foot CAL
C=CN B526036 AE49B DESFF178A3EE
SFEOCAES
B408D6C8209
ODBC8F111BA [70B2B43140A [7121694B9B65
CN = BICADVSSLCAT o _ 10C205422C38 [8209FE368647148C5B494459 | BJCA Global
O = BEUJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsA16A882C993 6£455482E5594C081134F36 | Root CAL
C=CN AF231CF 1FB30 C5BESSD74FA
34759D91




@ S

DA5B753A631
, 234C1318BIC 64D1D686B88 [DD7ASA5B0D
CN = BJCA TimeStamp CA1 _ ID20E7DF1337 |A70B2784E43F3E6DFECA4S | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | Sha2S6RSA [204Bbitsl. o oo b1t 05ABA BCTATCO3D71| Root AL
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
9677A7E2ACB
o 642C5F6D522 [73CFC180589F3F5BA75ADIB
CN = BJCA Code Signing CA1 G2 o _ |9089CCOE6A34 [52980B5265F4(CEE3C18A4C4 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (4096 bitse oo 7oA [5aDAFE91881 | Root CAL
C=CN 156927D  [16705 7FOAC713923
E4337EA56
418D2B75C8B
o 033DCCDFE44[9B8D9769786 44B3A20FC93
CN = BICA BV Code Signing CAT G2 o  104249018EE1C[8141938D1AA [F55D7006158 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA (4096 bItSEB1831OA438 5F189AF6344BICCBCOFTAICT| Root CAL
C=CN 6F8959 B5F118 ASCSESC902A
ACF36B308
6A4FF2BFC836
, BB4F167A205 |BFEFBSES57E5|D5980F58605F
CN = BJCA TimeStamp CAT G2 o _ |8F9AC81D1A4[1A7D53AC4B0|D80029F4998B | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA (4096 b|tsOESS7Ac1 D48 (CB230D25078 1805610E10467|  Root CAL
C=CN 8121EBC B9224C BIDCCCOD32
7EOAF561
574DF6931E2
D24AB1517F0 [F42786EB6EBS|78039667B720
gN::BEIJJTNAGGlcitI;a'IEIlljl(é()AtTCIEA:UTHORITY RootKey |shassaEcpsa| 364 bits 6FOD1821F4E6l6D88316702F |AFDC1600FC2 | BJCA Global
ESFABS3FC48 [BBAG6A45300 [7EBE6DD3092| Root CA2
C=CN D4B091 AATAAG 979FB7385648
7212882
E60147770534
279D5CC4300 925377774599(1270FD12006
gN;BElJJTlCGE \éESSTLlslACZATE AUTHORITY Signing Key |sha256ECDSA | 256 bits 030533996499ACA7417523D|6BBDF26223E | BICA Global
7CFDE6F7A96 [B15E8ASESEC [6953C4DB8FA| Root CA2
C=CN EFA787 30E6C2 7EAT97EAFSB
F8343B25




@ S

3ATA4BD6AG2
CA1C62CFEST B87EBE6C00151468578DBCIT
CN = BICAOVSSLCA2 o _ |50616C7FE0TBIEA74BIEF4269|DC24705B276 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA (256 bits |, 0 oo 1760 ABS7CC18868 | Root CAs
C=CN 92E3ES 71D61 EF1FF3F6EDOF
E6326302
DFOF41114DC
6B39D730F3D 07C381DFC16 |ADC30784E40
CN = BICAIVSSL CA2 o _ |8570AA47F74 [F3CC389F4628FEF7DEEE63 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA| 256 bits | oo | oA AOBETABIDE | Root Ao
C=CN >12FOE3 112C33 5737E88FAT11
8671505F
3F5CB1531CB
DE37D665C8F [BAO866235B8 [1223AABFB70
gszBEIJJTI\'?GDXESRSTLIFCICAiTE AUTHORITY Signing Key |sha256ECDSA | 256 bits CAF8063B2B9 (CA2DAE7ES64872DC43D2D | BICA Global
726B0GE75E15/95DEB0664BB [D6CC3D2823E| Root CA2
C=CN 37A25D 67ADDAC  |96B458A9F8A
7EC0265946
AAA04877335
746FBA42408 BECFEBBBI2CF0488832AABD
CN = BJCA Global Root CA3 008EA5D266E [DCC7F3502E1 [A6954B33EE2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sha2SERSA 4096 bitslyes Anprad0|1887C065ADA BBE27730D85| Root A3
C=CN 583D2DF  |6BE798 1AB3C4F6F1D
DFOF37778B
DOFO6D387FB
. C388C0F9798 |57ED82AF334 [129121713B4E
CN = BJCA DocSign CA3 o _ |5D4883FIF99 [8C76BF136357F93A82A436F | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2SeRSA 2048 bits/ o1 s oo ore159333 | Roo ¢ aa
C=CN BODSFDO  [72704 C444891CDAC
B95DSECT
FD225061F3D
. CC6510A42D4/858802F88DC AECB3AIEATA
CN = BICA TimeStamp CA3 o _ 051CC2592F4 |692BDA15D81({9D60AFIACEI| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (096 Bits o= | o e oaAs6lTEF398AR2E | Rt Cas
C=CN 357C86B 5B6B3ES 332270031708
7BD48455




@ S

AA486528A63
6F40AC08D2D [5860EE6465E8|D0017D2C707
gN=:lejJTI\AIGGlcOEZaTllEE(:TCEA:UTHORWY Root Key |SM3WithSM2 | 256 Bits FSFBAFG14A0 FD28DD37245 7B567FC2875 | BICA Global
CDBD6855AA 028AA27BI9F [B4BB266783C | Root CA4
C=CN 890238E7  (CD9F64 D8A58B726F9
AC297201F
8109F5D475F
614DC72F2D5 [EEF2D3D6D55 [DDAFEOD82D6
gN::BEﬁJTr\/TGE\éESsTLgé‘/:TE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits CO2F77F7EASBI03BE2248BC7 38CFDAF7FEO | BJCA Global
ABC27DF5602 [15AFD15EBO5 [6D9SCFOEF36 | Root CA4
C=CN 02E866 C547272 7374FC2D239
COEDC60FD
B66617BEASB
DB72EBAG676D [786B502AAE7 [9OEDAD202B0C
CN = BICASSL CA4 o , _ |6E9BACGEDE4 [FEBSEEO6AES3|66585F2F6BF6| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits| [ 0 e lcAdo1207538 | Ry Cas
C=CN 94C5A26  |BOSFES DAEASODOA72
06AA53AT
740C7A3532D
o 563EA4BIAAT [8BCT04AA61E [3DCB68DI250
CN = BJCAEV Code Signing CA4 o , _ |6675F348FC13|C71D2305404 4FIA2F22FF22| BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WItNSM2 | 256 Bits|_ [ 00 ool o ce0BROF0356B43CAD | Rect s
C=CN F15B80 7C2F3F 0C3BD17B7F7
>CB4ADOC
3E9C87D3B61
o DF761348EB2F08DEF2549B2 [06A48B78585
CN = BJCA Code Signing CA4 o , ~ |4B1D1C9813E [01B111D2081 [6473COF69554| BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WItNSM2 | 256 Bits | oo cconoibon 1604320 (CCBI9FEBBEFY Reck s
C=CN 63CFE6 888F68A 9995A91797F8
4AE6BA
A7AF1DF1294
. 055D6EBF905 [8661CEC355A [C3895AF434A
CN = BICA TimeStamp CA4 o , _ [7TE9F2647044A[7AAEOA20AD [EOFOCFC6CBD | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits | 0 |67 AFIDEET6FEDCE0 | Rt Cas
C=CN UAAALA 3798A69  |C5AA14289E4
10D6C48BD




@ S

A605330C3FB
_ 90756CD78B5 DED7BOFD27D|5COEAC3D67E
CN = BICA Generic CA4 o , _ |AFD1CDD9E73188855D85CA3 [F4D87819280 | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WIthsM2| 256 Bits | oo ol 058E3B8BC112207D | Rect s
C=CN C235DAC  |DF409C F4659708C648
ASEDAS51
F339C5073B4F
_ B481FESDIE3 |C59E85D3B56 [523350B3BA0
CN = BJCA DocSign CA4 o , _ |C11F74A7E2F |A92F31062D7 UACFBO99EFE3| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits ATFB24C9C59 [FFAECESDBOS [229F80DDASO| Root CA4
C=CN C99B240 E60E229 85D7A30B636
15349C6
F94A0FF48DA
289F6F939936|D2C115B4584 02D6224911F
CN = BJCA Global Root CA> G2 _ [16ADFFDE221 [F92801A7778 |61207968DS8E | BJCA Global
O = BEIING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 4096 Bits, osoooo i v aE23023 K66COEAI6BD | Roct Cas oo
C=CN C68B2 9A637E6 028D794D310
F32F72570
EAC6B385BES
o 53FACE4278C |DBA29BB78AAIDO7A3AGD66
CN = BICA Code Signing CAS G2 o _ IcC1D411A974(E07DA3C6263 [D5585CEA443 | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2SERSA (1096 Bits - co ol o Canes B1ABST9DA9) Roct Cas o
C=CN 3F51D8B3  [6B92152 BBEDE847002
CODFA7165
9ABC67B3F50
o 44B9315CD6D|63222E839F5E (C9160BDC36B
CN = BICA EV Code Signing CAS G2 o ~ [E59791F1089C|AED73C082B0 [FAF5E2714AD | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 096 Bits, oo ool P CFHOACEFIAFTFE | Rock Cas o
C=CN 0451FD 53BC1 DF8ABCE2569
E23B85712
23D34171369
9677D704208B |6B17C377BBE [197D959B132
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