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INDEPENDENT ASSURANCE REPORT

To the management of TrustAsia Technologies, Inc. (“TrustAsia”):

We have been engaged, in a reasonable assurance engagement, to report on TrustAsia management’s assertion
that for its Certification Authority (“CA”) operations at locations as enumerated in Appendix C, throughout the
period 1 August 2024 to 31 July 2025 for its CAs as enumerated in Appendix A, TrustAsia has:

. disclosed its Extended Validation SSL (“EV SSL”) certificate life cycle management business practices in
its Certification Practice Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B,
including its commitment to provide EV SSL certificates in conformity with the CA/Browser Forum
Guidelines on the TrustAsia website, and provided such services in accordance with its disclosed
practices

. maintained effective controls to provide reasonable assurance that:

° the integrity of keys and EV SSL certificates it manages is established and protected throughout
their lifecycles; and

° EV SSL certificate subscriber information is properly authenticated (for the registration activities
performed by TrustAsia)

in accordance with the WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL,
v1.8.

TrustAsia has also designed and implemented functions supporting mass TLS certificate revocations in its
Certificate Management Systems during the audit period.

Certification authority’s responsibilities

TrustAsia’s management is responsible for its assertion, including the fairness of its presentation, and the
provision of its described services in accordance with the WebTrust Principles and Criteria for Certification
Authorities - Extended Validation SSL, v1.8.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Management (ISQM) 1, Quality Management for Firms that
Perform Audits or Reviews of Financial Statements, or Other Assurance or Related Services Engagements and
accordingly maintains a comprehensive system of quality control including documented policies and procedures
regarding compliance with ethical requirements, professional standards and applicable legal and regulatory
requirements.
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Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of TrustAsia’s EV SSL certificate lifecycle management business practices,
including its relevant controls over the issuance, renewal, and revocation of EV SSL certificates;

(2) selectively testing transactions executed in accordance with disclosed EV SSL certificate lifecycle management
business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at TrustAsia and their effect on assessments of
control risk for subscribers and relying parties are dependent on their interaction with the controls, and other
factors present at individual subscriber and relying party locations. We have performed no procedures to evaluate
the effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, TrustAsia’s ability to meet the aforementioned criteria
may be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion
In our opinion, throughout the period 1 August 2024 to 31 July 2025, TrustAsia management’s assertion, as

referred to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria
for Certification Authorities - Extended Validation SSL, v1.8.

This report does not include any representation as to the quality of TrustAsia’s services beyond those covered by
the WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL, v1.8, nor the

suitability of any of TrustAsia’s services for any customer's intended purpose.
Use of the WebTrust seal
TrustAsia’s use of the WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL Seal

constitutes a symbolic representation of the contents of this report and it is not intended, nor should it be
construed, to update this report or provide any additional assurance.
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Appendix A

The list of keys and certificates covered in the report is as follow:
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SHA256
Subject DN Key Type Signature Key Size Subject Key Certificate Certificate
Algorithm Identifier Thumbprints Signed by
EOD3226AEB
. 1163C2E48F
CN = TrustAsia Global Root CA G3 40E4AEAF223E | 0o s 0pa TrustAsia
. . Root F38CABOAES7
O = TrustAsia Technologies, Inc. sha384RSA 4096 bits | 7rr22130163|C6431BE7BB | Global Root
C=CN Key ADBBECO2 1EACC5C36B
= 5D5EC50903 CAG3
9208
E0ODD6743D6
CN = TrustAsia DV TLS RSA CA G3 o FrD38BEG29C P e 8% | Trtasia
O = TrustAsia Technologies, Inc. Signing sha384RSA 4096 bits BR6994DES13 p3p9726FFF Global Root
Key fggggg‘;m% A9B1866642
C=CN AEBF266FDA CAG3
2654
573F5F7974
. 82F567EDCT .
CN = TrustAsia OV TLS RSA CA G3 Sioni 22AADBBAZET o)1 699575 | TrUstAsia
. . ignin ) 717
O = TrustAsia Technologies, Inc. gning sha384RSA 4096 bits gggi?;iEéEi C46CI9DFOAC Global Root
Ke
C=CN y 656EF54 FDBCETBIAS CAG3
FB7E2218FA
477B
15DDF98C57
. EOF46E5CSE )
CN = TrustAsia EV TLS RSA CA G3 Siani 22029286315/ p00283Bc4n | TTUStASIa
. . ignin . AC13C7176A
O = TrustAsia Technologies, Inc. gning sha384RSA 4096 bits jF§l§]§257§7 F8FEOE8D2C Global Root
C=CN Key 37CD26A 42151630DE
= FFFA285EA6 CAG3
2D09
BE4B56CB505
CN = TrustAsia Global Root CA G4 foot ASBBAASTCEB|6C0136A526D|  TrustAsia
_ . . 00 . 32B7FA431DE|F444508DAA3
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 97835983066 |6a0p5araspa| Clobal Root
C=CN Y F71CBDE AC38F72AF47 CA G4
0E479654C
C28348740DA
CN = TrustAsia DV TLS ECC CA G4 cani 0C09D741BDF|36CF14DDC49| TrustAsia
_ . . igning . 04CB767E4B0|280CF030AB9
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 56BF7E8DBY1 |CE3B0ACE093| Global Root
C=CN y 433322F BOE1BA18945 CA G4
6F4918B9C
EEE6BAF50B1
CN = TrustAsia OV TLS ECC CA G4 o 76533221F36|4BCA04202B4| TrustAsia
~ . ) igning . F769D585329(96737E676F7
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 33BEF548B9E|1357431FFp4| Global Root
C=CN y 2284FEF FCA1309F661 CA G4
481EC520F
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C261EE3D4BB
CN = TrustAsia EV TLS ECC CA G4 coni EF46439CE9F |DC456FFB678| TrustAsia
_ . . igning . 4121DF11A18|68363FEDSOC
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 1968571D84B |p5coapiap3y| Global Root
C=CN y AAF7D19 SA5DACBE32B CA G4
ECDDD88A7
06C08D7DAFD
CN = TrustAsia TLS RSA Root CA R B80791795C0|876971EB112 T Asia TLS
. . t . t
O = TrustAsia Technologies, Inc. 00 sha384RSA 4096 bits gig:gzgzigi 3F567F847EC rustisia
Key CTALSBD3EA| RSA Root CA
C=CN 52BF853 53CBE940E2E
A9791F4C3
D886C235FAF
CN = TrustAsia EV TLS RSA CA 2024 V2 Signi SB1A314630D|ADD2E473492 TrustAsia TLS
. . . t
O = TrustAsia Technologies, Inc. 'gning sha384RSA 4096 bits g;;?gzgiggg 4CF58BADEFO) TIUSIASIA
Key CB7065F0F54| RoA Root CA
C=CN A4BB826 51B3E1C308F
92EF7B2EB
CO0076B9EF05
CN = TrustAsia TLS ECC Root CA R 2C8553BBB14|31FB1A656D6 TrustAsia TLS
. . t . t
O = TrustAsia Technologies, Inc. 00 sha384ECDSA 384 bits ggggigégigi ;g:ﬁ?;;izg rustisia
Key ECC Root CA
C=CN 693E910 98ACC248987
8C92D8711
D19E1FCD8EL
CN = TrustAsia EV TLS ECC CA 2024 V2 Siani 8EBECB35F18|2747D75B74A T Asia TLS
. . . t
O = TrustAsia Technologies, Inc. 'gning sha384ECDSA 384 bits égg%ﬁgi?g? gg;éfgggggz rustisia
Key ECC Root CA
C=CN 13859C7 5701BBE804C
3CDDA027B
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Appendix B
Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:
Name Version Date
TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service 2.0.2 13 June 2025
TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service 2.0.1 | 22 October 2024
TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service 2.0 23 July 2024

Page6/7


https://repository.trustasia.com/repo/cps/TrustAsia-Global-CP-CPS_EN_V2.0.2.pdf
https://repository.trustasia.com/repo/cps/TrustAsia-Global-CP-CPS_EN_V2.0.1.pdf
https://repository.trustasia.com/repo/cps/TrustAsia-Global-CP-CPS_EN_V2.0.pdf

OOY

PETEE B AR
SUN RISE CPAS’ FIRM
DFK INTERNATIONAL

Appendix C

Locations in-scope:
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Location

Function

Shanghai (Central), China

Administration and Support

Shanghai (West), China

Datacenter Facility, Main Site

Shanghai (East), China

Datacenter Facility, Backup Site
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MANAGEMENT’S ASSERTION

TrustAsia Technologies, Inc. (“TrustAsia”) operates the Certification Authority (CA) services known as CAs in
Appendix A and provides Extended Validation TLS ( “EV TLS” ) CA services.

The management of TrustAsia is responsible for establishing and maintaining effective controls over its EV
TLS CA operations, including its EV TLS CA business practices disclosure on its website, EV TLS CA key lifecycle
management controls, EV TLS certificate lifecycle management controls. These controls contain monitoring
mechanisms, and actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the circumvention
or overriding of controls. Accordingly, even effective controls can only provide reasonable assurance with
respect to TrustAsia’s CA operations. Furthermore, because of changes in conditions, the effectiveness of
controls may vary over time.

TrustAsia management has assessed its disclosures of its EV TLS certificate life cycle management business
practices and controls over its EV TLS CA services. Based on that assessment, in TrustAsia management’s
opinion, in providing its EV TLS CA services at locations as enumerated in Appendix C, throughout the period
1 August 2024 to 31 July 2025, TrustAsia has:

e disclosed its EV TLS certificate lifecycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment to
provide EV TLS certificates in conformity with the CA/Browser Forum Guidelines on the TrustAsia
website, and provided such services in accordance with its disclosed practices

¢ maintained effective controls to provide reasonable assurance that:

o the integrity of keys and EV TLS certificates it manages is established and protected throughout their
lifecycles; and

o EV TLS subscriber information is properly authenticated

in accordance with the WebTrust Principles and Criteria for Certification Authorities - Extended Validation
SSL - Version 1.8.

TrustAsia has also designed and implemented functions supporting mass TLS certificate revocations in its
Certificate Management Systems during the audit period.

Mr. Xinyuan Zhai WV%

CEO of TrustAS|a Technologles Inc

11 October 2025
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Appendix A
The list of keys and certificates covered in the management’s assertion is as follow:
) i SHA256 o
Subject DN Key Type Signature Key Size Subject Key Certificate Certificate
Algorithm Identifier Thumbprints Signed by
E0D3226AEB
. 1163C2E48F
CN = TrustAsia Global Root CA G3 40BAE4F223E | popp3p50pg TrustAsia
. . Root F38CABOAES57
O = TrustAsia Technologies, Inc. sha384RSA 4096 bits | 7rFr22130163|C431BETBB | Global Root
C=CN Key ADBBCO2 1EACC5C36B
= 5D5EC50903 CAG3
9208
E0DD6743D6
CN = TrustAsia DV TLS RSA CA G3 FFD38BE620c| DOCEZABLEE | iasia
. . Signing 8A6994DE519 S AEDIETEAS
O = TrustAsia Technologies, Inc. sha384RSA 4096 bits | cprarrar3oa|B3PI726EFFE | Global Root
Key A9B1866642
C=CN 19D7ED6 AEBF266FDA CAG3
2654
573F5F7974
. 2F567EDCT .
CN = TrustAsia OV TLS RSA CA G3 - ponapEBa2r7 | COTOE 0L | TrustAsia
) ) Signing . F3C183F717E
O = TrustAsia Technologies, Inc. sha384RSA 4096 bits De1FDaEcE4 |C46CODFOAC Global Root
C=CN Key 656EF54 FDECETBLAS CAG3
- FB7E2218FA
477B
15DDF98C57
. EOF46E5CSE
CN = TrustAsia EV TLS RSA CA G3 o 22c29226316( 707 00 | Trustasia
. . nin
O = TrustAsia Technologies, Inc. I?( M9 1 sha384RrsA 4096 bits zéggg;é;g? F8FEOESD2C |  Global Root
B ey 42151630DE
C=CN 37CDz6n FFFA285EAG CAG3
2D09
BE4B56CB505
CN = TrustAsia Global Root CA G4 foot A5BB4A97CEB|6C0136A526D| TrustAsia
B . ) 00 . 32B7FA431DE|F444508DAA3
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 97835983166 |6a0B54Faora| Global Root
C=CN y F71CBDE AC38F72AF47 CA G4
0E479654C
C28348740DA
CN = TrustAsia DV TLS ECC CA G4 con 0C09D741BDF|36CF14DDC49|  TrustAsia
B . . igning . 04CB767E4B0|280CF030AB9
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 56BF7ESDBO1 |CE3BOACEN93| Global Root
C=CN y 433322F BOE1BA18945 CA G4
6F4918B9C
EEE6BAF50B1
CN = TrustAsia OV TLS ECC CA G4 con 76533221F36|4BCA04202B4| TrustAsia
B . . igning . F769D585329(96737E676F7
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 33BEF548B9E |13E7431FFpa| Global Root
C=CN y 2284FEF FCA1309F661 CAG4
481EC520F
C261EE3D4BB
CN = TrustAsia EV TLS ECC CA G4 S EF46439CE9F |DC456FFB678| TrustAsia
~ ) ) igning . 4121DF11A18|68363FEDSOC
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 1968571D84B|p5coap7ar3y| Global Root
C=CN y AAF7D19 5ASDACBE32B CA G4
ECDDD88A7
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06C08D7DAFD
CN = TrustAsia TLS RSA Root CA " B80751795C0(876971EB112 ,
O = TrustAsia Technologies, Inc. oot sha384RSA 4096 bits géigggﬁ?j 4rm67r84TEC Trusthsia TLs
Key 0OC7A158D3EA RSA Root CA
C=CN 52BF853 53CBE940E2E
A9791F4C3
D886C235FAF
CN = TrustAsia EV TLS RSA CA 2024 V2 Sioni SBLA314630D|ADD2E473492 -
O = TrustAsia Technologies, Inc. igning ha384RSA 2096 bits g;;igzgigég 4CF58B4D8FO| TrustAsia TLS
Key CBT065F0F54| Rea Root CA
C=CN M4BB826 51B3E1C308F
92EFTB2EB
CO0076BIEF05
CN = TrustAsia TLS ECC Root CA N 2CB553BBB1431FB1AG56D6 -
O = TrustAsia Technologies, Inc. oot sha384ECDSA 384 bits ;S?;igégi?i 7cazBE97CDS ) TrustAsia TLs
Key DBAA41EF445 ECC Root CA
C=CN 693E910 98ACC248987
8C92D8711
D19E1FCD8E1L
CN = TrustAsia EV TLS ECC CA 2024 V2 Sioni SEBECB3SE18)2747D75B74A -
O = TrustAsia Technologies, Inc. igning cha384ECDSA 384 bits éggﬁégi?g? 28318EEFDD7 | TrustAsia TLS
Key 00F616E2B21| EcC Root CA
C=CN 13859C7 5701BBE804C
3CDDAO27B
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Appendix B
Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:
Name Version Date
TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service 2.0.2 13 June 2025
TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service 2.0.1 | 22 October 2024
TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service 2.0 23 July 2024
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Appendix C

Locations in-scope:

Location

Function

Shanghai (Central), China

Administration and Support

Shanghai (West), China

Datacenter Facility, Main Site

Shanghai (East), China

Datacenter Facility, Backup Site
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HitMRYSRIE
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SRENEFREIEW S AN 3000 S [FLIMFER Fif 28 FEIMIE IS RHERIT 7 EIETAF - It
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E AR
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e M AL IRSELSRNBNSENE -
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H&F S WebTrust Principles and Criteria for Certification Authorities - Extended Validation SSL, v1.8 °

AR EFABIEFE WebTrust Principles and Criteria for Certification Authorities — Extended Validation SSL,
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