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INDEPENDENT ASSURANCE REPORT

To the management of BEIJING CERTIFICATE AUTHORITY Co., Ltd. (“BJCA”):

We have been engaged, in a reasonable assurance engagement, to report on BJCA management’s assertion that for
its Certification Authority (CA) operations at locations as enumerated in Appendix C, throughout the period 10
March 2024 to 9 March 2025 for its CAs as enumerated in Appendix A, BJCA has:

. disclosed its business, key lifecycle management, certificate lifecycle management, and CA
environmental control practices in its Certification Practice Statement (CPS) and Certificate Policy (CP)
as enumerated in Appendix B

. maintained effective controls to provide reasonable assurance that:
° BJCA’s Certification Practice Statement is consistent with its Certificate Policy
° BJCA provides its services in accordance with its Certificate Policy and Certification Practice
Statement
o maintained effective controls to provide reasonable assurance that:
° the integrity of keys and certificates it manages is established and protected throughout their
lifecycles;
° the integrity of subscriber keys and certificates it manages is established and protected throughout
their lifecycles; and
° subscriber information is properly authenticated
. maintained effective controls to provide reasonable assurance that:
° logical and physical access to CA systems and data is restricted to authorized individuals;
° the continuity of key and certificate management operations is maintained; and
° CA systems development, maintenance, and operations are properly authorized and performed to

maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities v2.2.2.

BJCA does not escrow its CA keys and does not provide certificate suspension services. Accordingly, our procedures
does not extend to controls that would address those criteria.

Certification authority’s responsibilities

BJCA’s management is responsible for its assertion, including the fairness of its presentation, and the provision of
its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities v2.2.2.
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Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.

The firm applies International Standard on Quality Management (ISQM) 1, Quality Management for Firms that
Perform Audits or Reviews of Financial Statements, or Other Assurance or Related Services Engagements and
accordingly maintains a comprehensive system of quality control including documented policies and procedures
regarding compliance with ethical requirements, professional standards and applicable legal and regulatory
requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of BJCA’s key and certificate lifecycle management business practices and its
controls over key and certificate integrity, over the authenticity and confidentiality of subscriber and relying
party information, over the continuity of key and certificate lifecycle management operations and over
development, maintenance and operation of systems integrity;

(2) selectively testing transactions executed in accordance with disclosed key and certificate lifecycle
management business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at BJCA and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, BJCA’s ability to meet the aforementioned criteria may
be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion
In our opinion, throughout the period 10 March 2024 to 9 March 2025, BJCA management’s assertion, as referred

to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria for
Certification Authorities v2.2.2.
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This report does not include any representation as to the quality of BJCA’s services beyond those covered by the
WebTrust Principles and Criteria for Certification Authorities v2.2.2, nor the suitability of any of BJCA’s services
for any customer's intended purpose.

Use of the WebTrust seal

BJCA’s use of the WebTrust for Certification Authorities Seal constitutes a symbolic representation of the contents

of this report and it is not intended, nor should it be construed, to update this report or provide any additional
assurance.
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The list of keys and certificates covered in the management’s assertion is as follow:
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SHA256

Subject DN Key Type Signature Key Size | Subject Key SHAL Certificate Certificate Certificate
Algorithm Identifier Thumbprints Thumbprints | Signed by
F3896F88FE7C
C5EFEDCCD88|DSEC8D7BACB|0A882766A7F
CN = BICA Global Root CAT  |D21C648E4E3 |A79FAETEBCB |AGAD2749FB5| BJCA Global
S:SE”'NG CERTIFICATE AUTHORITY RootKey | sha256RSA 14096 bitsin7142£a7169 l9D6BAE77831 [7ATF3EI8FB76| Root CAL
3E59801 003216A  [9CTFA7B09C2
C44D5AE
115A2A45DB5
BSDOA92CC1 |6C8COFEO5BO [20361A2CDFO
CN = BJCAEVSSLCAI o _ |D098F5B5ES9 [7DF3EC60248 [A395C4A4BDS| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA [204Bbitsl, oo |y 4 et 786 [AT8902EAAOD | Root AL
C=CN SDC68EBB  [3D38CB2  [36792825F846
BBD76917
0A6BC3E2024
979E3DDE6F6 0A22BC3871D |AC462F5D728B
gN;BElJJTl\AIGOXEf{STLlFCl?;TE AUTHORITY Signing Key | sha256RSA [2048 pits 0 DACFIB48 1402BDDABCDE436AEE1DO3 | BICA Global
8980BE268DD [BOEA46969F3E[3978EASDDB6| Root CAL
C=CN D69CD7B  MODCF1 3D4C5D62149
15E69049B
D70C597009A
DFBC24E9910 [19B542B7B97 [F3A3A37BDFA
CN = BICAIVSSL CAT o _ |BDD34AC2D2 [422418E28FAE[BEAOC64108C | BJCA Global
O = BEUJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsOIE394C6EE1 BO55FI8F9436E [7BB3CDEC204| Root CAL
C=CN B526036 AE49B DESFF178A3EE
SFEOCAES
B408D6C8209
0DBC8F111BA [70B2B43140A [7121694B9B65
CN = BICADVSSLCAT o _ loc205422C38 [8209FE368647(48C5B494459 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA R04BDits), oo o e 1eeAB2E5504C08T134F36 | Root AL
C=CN AF231CF 1FB30 C5BESSD74FA
34759D91
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D45B753A631
. 234C1318BIC |64D1D686B88|DD7ASA5B0D
CN = BICA TimeStamp CAT o _ |D20E7DF1337 |A70B2784E43F3E6DFECA459 | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 2048 bitsl. oo 1|1 o nsa bCTATCO3D71| Root cal
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
9677A7E2ACB
o 642C5F6D522 [73CFC180589F3F5BA75ADIB
CN = BJCA Code Signing CA1 G2 o _ 1989CCOE6A34 [52980B5265F4CEE3C18A4C4 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 4096 bitst = D  l5aDAFE91881 | Reot AL
C=CN 156927D  [16705 7FOAC713923
E4337EAS6
418D2B75C8B
o 033DCCDFE44/9B8D9769786 44B3A20FC93
CN = BICA BV Code Signing CAT G2 o  |04249018EE1C8141938D1AA|F55D7006158 | BJCA Global
O = BEING CERTIFICATE AUTHORITY Signing Key | sha256RSA K096 bits 1 2310a438 [5F189AF6344BCCBCOFTAICT| Root CAL
C=CN 6F8959 BSF118 ASCSESC902A
ACF36B308
64FF2BFC836
, BB4F167A205 |BFEFBSES57E5 |D5980F58605F
CN = BJCA TimeStamp CA1 G2 o _ |8F9AC81D1A4[1A7D53ACAB0|D80029F499B | BICA Global
O = BEING CERTIFICATE AUTHORITY Signing Key | sha256RSA K096 bitsly e o ) 1 pag (230025078 [805610E10467|  Root CAL
C=CN 8121EBC B9224C BIDCCCOD32
7EOAF561
574DF6931E2
D24AB1517F0 |F42786EB6EBS|78039667B720)
gN=:lejJTI\AIGGlcOEZaTllEE(:TCEAAZUTHORHY RootKey | sha384ECDSA| 384 bits 6FOD1821F4E66D88316702F |AFDC1600FC2| BJCA Global
ESFAB83FC48 [BBA66A45300 [7EBE6DD3092| Root CA2
C=CN D4B091 AATAAG 979FB7385648
7212882
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E60147770534
279D5CC4300 925377774599]1270FD12006
CN = BICAEVSSLCA2 o _ |030533996499ACA7417523D|6BBDF26223E | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA| 256 bits | T erebC 16053040B8rA | Roo CAn
C=CN EFA787 30E6C2 7EAT97EAFSB
F8343B25
3A1A4BD6AG2
CA1C62CFES1 3B87EBE6C0015/468578DBCIT
CN = BICAQVSSL CA2 o _ |50616C7FE01BIEA74BIEF4269)DC24705B276 | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key |sna256ECDSA| 256 bits [ ' o o760 hasvcc1an6h| Root CAn
C=CN 92E3E8 71061 EF1FF3F6EDOF
E6326302
DFOF41114DC
6B39D730F3D [07C381DFC16 |[ADC30784E40
CN = BICAIVSSL CA2 o _ |8570AA47F74 [F3CC389F4628FEF7D6EEO63 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits | oo e ABADCA AIBETAZSIDE | Root CAn
C=CN 212FOE3 112C33 5737E88FAT11
8671505F
3F5CB1531CB
DE37D665C8F [BAO866235B8 [1223AABFB70
CN = BICADVSSLCAZ o _ |CAF8063B2B9 |CA2DAE7E564(872DC43D2D | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA| 256 bits |- L L 66438 DECCID2623E| Root CAn
C=CN 37A25D 67ADDAC  |96B458A9F8A
7EC0265946
AAA04877335
746FBA42408 BECFEB8BI2CFO488832AABD
CN = BICA Global Root CA3 008EA5D266E [DCC7F3502E1 |A6954B33EE2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Root Key sha256RSA 14096 bits968ADDBF84O 1887C065AD4[8BB2773DD85| Root CA3
C=CN 583D2DF  |6BE798 1AB3C4F6F1D
DFOF37778B
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DOFO6D387FB
. C388C0F9798 |57ED82AF334 [129121713B4E
CN = BJCA DocSign CA3 o _ |5D4883F9F99 [8C76BF136357F93A82A436F | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 2048 bits/ o1l r6152333 | R ¢ as
C=CN 8ODSFDO  [72704 C444891CDAC
B95DSECT
FD225061F3D
, CC6510A42D4(858802F88DC |AECB3AIEATA
CN = BICA TimeStamp CA3 o _ l051CC2592F4 |692BDA15D81/9D60AFIACSS| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 1096 Bits oo | 6 oaASETEF398AR2E | Rt Chs
C=CN 357C86B 5B6B3ES 332270031708
7BD48455
AA486528A63
6F40AC08D2D |5860EE6465E8|D0017D2C707
CN = BJCA Global Root CA4 , _ |F5SFBAF614A0 [FD28DD37245[7B567FC2875 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | SM3WIthSM2| 256 Bits| o o | a> 7590k 4BB266783C | Reat (ot
C=CN 890238E7  |CD9F64 D8A58B726F9
AC297201F
3109F5D475F
614DC72F2D5 [EEF2D3D6D55 |DDAFEOD82DS,
CN = BICAEVSSL CA4 o , _ |co2F77F7E48B|03BE2248BC7 |38CFDAF7FBO | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits ABC27DF5602 [1 SAFD15EBOS [6D9BCFOEF36 | Root CA4
C=CN 02E866 C547272 7374FC2D239
COEDC60FD
B66617BEASB
2B72EBAG676D [786B502AAE7 [9ED4D202B0C
CN = BICASSL CA4 o , _ |6GE9BACGEDE4 [FEBSEEO6AES3|66585F2F6BF6| BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits 669149C421C [FCOBED3686C [CA494202538 | Root CA4
C=CN 94C5A26  [B08FES DAEASODOA72
06AA53AT
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740C7A3532D
o 563EA4BIAAT [8BCT04AAG61E [3DCB68DI250
CN = BJCA BV Code Signing CA4 o , _ |6675F348FC13|C71D2305404 [4FIA2F22FF22| BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits CC16DECASFE 9987CTF60BFO[FO356B43CA4 | Root CA4
C=CN F15B80 7C2F3F 0C3BD17B7F7
PCB4ADOC
3E9C87D3B61
o DF761348EB2FO8DEF2549B2 [06A48B78585
CN = BJCA Code Signing CA4 o , _ 14B1D1C9813E [01B111D2081 [6473COF69554| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits| ool 1804320 (CCBIOFBBBEFY Ry s
C=CN 63CFE6 B88F68A 9995A91797F8
4AE6BA
A7AF1DF1294
. 055D6EBFI05 8661CEC355A |C3895AF434A
CN = BJCA TimeStamp CA4 o , _ [7E9F2647044A]7AAEOA20AD [EOFOCFC6CBD | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 256 Bits | el 06 78FAFSDEET6FEDCEO | Rect s
C=CN 4AAASA 3798A69  |C5AA14289E4
10D6C48BD
A605330C3FB
. 90756CD78B5 [0ED7BOFD27D|5COEAC3D67E
gN::BEIJJTI\,?GG?E]Ii:ICFICCAA‘:'E AUTHORITY Signing Key | SM3WithsM2| 256 Bits [ Do+ 5p0082>D85CA3 FADE7819280 | BICA Global
7DEFODA971E [545F87605BE3(B8BCT1220FD | Root CA4
C=CN C235DAC  |DF409C F4659708C648
45ED4551
F339C5073B4F
. B481FESDIE3 [C59E85D3B56 [523350B3BA0
CN = BJCA DocSign CA4 o , _ |C11F74A7E2F |A92F31062D7 [4ACFBO99EFE3| BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 256 Bits |, o occ 505 20FB0DDAB0|  Rect s
C=CN C99B240 E60E229 85D7A30B636
15349C6

Page 8/12




SO

PRETE § R AT

SUN RISE CPAS’ FIRM

DFK INTERNATIONAL

!

Vri(

W T ERNATIONAL
19F.-5, No.171, Songde Rd., Sinyi District,

Taipei City 110, TW.
Tel : +886 2 2346 6168
Fax : +886 2 2346 6068

FO4AOFF48DA
289F6F939936|D2C115B4584 [02D6224911F
CN = BJCA Global Root CA> G2 _ |16ADFFDE221 [F92801A7778 |61207968DSE | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 4096 Bits oo e 46DAE23923 CB6COEA965D | pocs Cas o
C=CN C68B2 OA637E6 028D794D310
F32F72570
EAC6B385BES
o 53FACE4278C |DBA29BB78AAIDO7A3AGDE6
CN = BJCA Code Signing CAS G2 o _ |cc1D411A974/E07DA3C6263 [D5585CEA443 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 4096 BItSDDAEDA121D 808F11CA265 [B1ABIT9DA29| Root CAS G2
C=CN 3F51D8B3  |6B92152 BBEDE847002
CODFA7165
9ABC67B3F50
o 44B9315CD6D[63222E839F5E [C9160BDC36B
CN = BICAEV Code Signing CAS G2 o _ |E59791F1089CIAED73C082B0 [FAF5E2714AD | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (1096 Bits, 2 oo o o CFOMCEFOAFTFE | Rot Cao o
C=CN 0451FD 53BC1 DF8ABCE2569
E23B85712
23D34171369
9677D704208B |6B17C377BBE [197D959B132
CN = BJCA Global Root CA6 G2  |A71AAC59267/0DB3921CB10 [F8B3DC5B556 | BICA Global
O = BEIING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 096 Bits L ool o coa1838 KCTEDEGOCC14 | Rock e o
C=CN 82A64F E6247AF FC699CAB487
E337BOD7F
67C67EDBF3A
. 5759E2429BF [8B88319A979 [23D515675A2
CN = BJCA TimeStamp CA6 G2 o _ |pC14B7B78DEUBCFEDSF75B [BE391609FSCT| BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (1096 Bits, oo oo 10003 [EDOBER9994H1 Rk Cag o
C=CN B6AFCD2  |A5D9008  |F1C7691B94F7
E7A37E
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76634F73389B
FB13BD85CFD |AA954A6B2EA|DFCI232E345
CN = BJCA Global Root CA7 G2  1419091690E0 |C935EA36C6D|A369DF48456 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 096 Bits) o o o0 o oaEDEABE B203FOBAFEAS Roct A co
C=CN 4C81FFS 7BF614D  |A76E5911991
C2CF14F
B749EDACDO3
o 76C520500C3 |AAOTESDB122|C71ACOE199C
CN = BJCA Code Signing CA7 G2 o  |F6D44E844B1 [976A12E6E9E2|FC4E219012C | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 4096 BItSDD317988C47 >38628CC3DE [611840AC34C | Root CA7 G2
C=CN 776FCB6 90B3A6 478C0C130F6
A4OFTA99A
90CE996003C
o 44C03931BC7 33D12F6CFED [C9220417011
CN = BICAEV Code Signing CA7 G2 o _ |F6F785A0BE394CD11830A82 |D61702A6306 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (1096 Bits, o o e AoSEOEB [DSFATF241SE | Rock Cor o
C=CN F545F1 8119DE8  [3A024CB1DAS
A71884F83
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.11 3 March 2025
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.10 27 August 2024
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.9 1 March 2024
Beijing Certificate Authority Co., Ltd. SM2 Global-Trust System Certification Practice Statement 1.0.7 3 March 2025
Beijing Certificate Authority Co., Ltd. SM2 Global-Trust System Certification Practice Statement | 1.0.6 1 March 2024
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.11 3 March 2025
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.10 27 August 2024
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.9 1 March 2024
Beijing Certificate Authority Co., Ltd. SM2 Global-Trust System Certificate Policy 1.0.7 3 March 2025
Beijing Certificate Authority Co., Ltd. SM2 Global-Trust System Certificate Policy 1.0.6 1 March 2024
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https://www.bjca.cn/u4d/%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99%EF%BC%88CPS%EF%BC%89/files/BJCA_Global_CPS.pdf
https://www.bjca.cn/u4d/%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99%EF%BC%88CPS%EF%BC%89/files/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8SM2%E5%85%A8%E7%90%83%E4%BF%A1%E4%BB%BB%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8SM2%E5%85%A8%E7%90%83%E4%BF%A1%E4%BB%BB%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99v1.0.6.pdf
https://www.bjca.cn/u4d/%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%EF%BC%88CP%EF%BC%89/files/BJCA_Global_CP.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.10.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.9.pdf
https://www.bjca.cn/u4d/%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%EF%BC%88CP%EF%BC%89/files/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8SM2%E5%85%A8%E7%90%83%E4%BF%A1%E4%BB%BB%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8SM2%E5%85%A8%E7%90%83%E4%BF%A1%E4%BB%BB%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.6.pdf
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Appendix C

Locations in-scope:

el

T NTERNATIONAL

19F.-5, No.171, Songde Rd., Sinyi District,
Taipei City 110, TW.

Tel : +886 2 2346 6168

Fax : +886 2 2346 6068

Location

Function

Beijing (North), China

Datacenter Facility, Administration and Support

Beijing (South), China

Datacenter Facility
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BJCA MANAGEMENT’S ASSERTION

BEIJING CERTIFICATE AUTHORITY Co., Ltd. (“BJCA”) operates the Certification Authority (CA) services known
as CAs in Appendix A, and provides the following CA services:

e Subscriber registration
e Certificate renewal

e Certificate rekey

e Certificate issuance

e Certificate distribution
e Certificate revocation

e Certificate validation

e Subscriber key generation and management

The management of BJCA is responsible for establishing and maintaining effective controls over its CA
operations, including its CA business practices disclosure on its website, CA business practices management,
CA environmental controls, CA key lifecycle management controls, subscriber key lifecycle management
controls, and certificate lifecycle management controls. These controls contain monitoring mechanisms, and
actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the circumvention
or overriding of controls. Accordingly, even effective controls can only provide reasonable assurance with
respect to BJCA’s Certification Authority operations. Furthermore, because of changes in conditions, the
effectiveness of controls may vary over time.

BJCA management has assessed its disclosures of its certificate practices and controls over its CA services.
Based on that assessment, in BJCA management’s opinion, in providing its Certification Authority (CA) services
at locations as enumerated in Appendix C, throughout the period 10 March 2024 to 9 March 2025, B]JCA has:

e disclosed its business, key lifecycle management, certificate lifecycle management, and CA
environmental control practices in its Certification Practice Statement (CPS) and Certificate Policy
(CP) as enumerated in Appendix B

¢ maintained effective controls to provide reasonable assurance that:

° BJCA’s applicable versions of Certification Practice Statement are consistent
with its applicable versions of Certificate Policy; and

° BJCA provides its services in accordance with its Certificate Policy and
Certification Practice Statement
¢ maintained effective controls to provide reasonable assurance that:

° the integrity of keys and certificates it manages is established and protected
throughout their lifecycles;

° the integrity of subscriber keys and certificates it manages is established and
protected throughout their lifecycles; and

° subscriber information is properly authenticated

¢ maintained effective controls to provide reasonable assurance that:

° logical and physical access to CA systems and data is restricted to authorised
Page 10of11
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individuals;

° the continuity of key and certificate management operations is maintained;
and

° CA systems development, maintenance, and operations are properly

authorised and performed to maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities v2.2.2, including the
following:

CA Business Practices Disclosure
° Certification Practice Statement (CPS)

° Certificate Policy (CP)

CA Business Practices Management
° Certificate Policy Management
° Certification Practice Statement Management

° CP and CPS Consistency

CA Environmental Controls

° Security Management

° Asset Classification and Management

° Personnel Security

° Physical & Environmental Security

° Operations Management

° System Access Management

° System Development and Maintenance
° Business Continuity Management

° Monitoring and Compliance

° Audit Logging

CA Key Lifecycle Management Controls
° CA Key Generation
° CA Key Storage, Backup, and Recovery
° CA Public Key Distribution
° CA Key Usage
° CA Key Archival and Destruction
° CA Key Compromise
° CA Cryptographic Hardware Lifecycle Management

Subscriber Key Lifecycle Management Controls
° CA-Provided Subscriber Key Generation Services
° Integrated Circuit Card (ICC) Lifecycle Management

° Requirements for Subscriber Key Management

Certificate Lifecycle Management Controls
° Subscriber Registration
° Certificate Renewal

Page 2 of 11
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° Certificate Rekey

° Certificate Issuance

° Certificate Distribution
° Certificate Revocation
° Certificate Validation

BJCA does not escrow its CA keys and does not provide certificate suspension services. Accordingly, our assertion
does not extend to controls that would address those criteria.

Caiad

Mr. Xueyan Lin . A
CEO of BEIJING CERTIFICATE ORTY Cb., Ltd.
1501, No. 68 North Fodrt ; i est Hldlan District, Beijing, China

20 May 2025
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Appendix A

The list of keys and certificates covered in the management’s assertion is as follow:

. SHA256
Subject DN Key Type Signature Key Size | Subject Key SHAL Certnflcate Certificate Certificate
Algorithm Identifier Thumbprints Thumbprints | Signed by
F3896F88FE7C
C5EFEDCCD88|D5EC8D7BACB0A882766A7F
CN = BICA Global Root CAT  ID21C648E4E3 |A79FAETESCB |AGAD2749FB5 | BJCA Global
S:EEU'NG CERTIFICATE AUTHORITY RootKey | sha256RSA 14096 bitsin714£a7169 9D6BAE77831 [TATF3EISFBT6| Root CAL
3E59801 003216A 9C1FA7B09C2
C44D5AE
115A2A45DB5
B8D0OA92CC1 |[6C8COFEO5BO [20361A2CDFO
CN = BJCAEVSSLCAT _ |P098F5B5E59 [7DF3EC60248 |A395C4A4BD8| BICA Global
O = BEUJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsAB48344333C AGAEF5B0786 A18902EAAZD | Root CAL
C=CN 5DC68EBB  [3D38CB2 36792825F846
BBD76917
0A6BC3E2024
979E3DDE6F6 [0A22BC3871D |AC462F5D72B
gszBEIJJ?I\AIGOé/ESRSTIIFCI?;TE AUTHORITY Signing Key | sha256RSA [2048 bitsl 0| DACFIB48 1402BDDABCDIEASEAE6TDO3 | BICA Global
8980BE268DD [BOEA46969F3E[3978EASDDB6| Root CAL
C=CN D69CD7B  MODCF1 3D4C5D62149
15E69049B
D70C597009A
DFBC24E9910 [19B542B7B97 [F3A3A37BDFA
CN = BICAIVSSL CAT o _ |IBDD34AC2D2 [422418E28FAEBEAOC64108C | BJCA Global
O = BEUJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsOF394C6EE1 BOR55F98F9436E [7BB3CD6C204| Root CAL
C=CN B526036 AE49B 2ESFF178A3EE
SFEOCAES
B408D6C8209
ODBC8F111BA [70B2B43140A [7121694B9B65
CN = BICADVSSLCAT o _|0C205422C38 [8209FE368647 48C5B494459 | BJCA Global
O = BEUJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsA16A882C993 6E455482E5594C081134F36 | Root CAL
C=CN AF231CF 1FB30 C5BESSD74FA
34759D91
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D45B753A631
, 234C1318B9C [64D1D686B88 [DD7A5A5BOD
CN = BICA TimeStamp CAT o _ |D20E7DF1337 |A70B2784E43F3E6DFECA459 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | Sha2S6RSA 2048 bits <o )0 oo L 105AB4 BCTATCS3D71 | Roct CAL
C=CN UB1F2BE 053C2A CBAO4ED7BCS
1D3986303F
9677ATE2ACB
o 642C5F6D522 [73CFC180589F3F5BA75ADIB
CN = BJCA Code Signing CAT G2 o  |089CCOE6A34 [52980B5265F4{CEE3C18A4C4 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA (4096 bItSB7EEF782CD5 > CEG09BA72A BADAFEITBET | Root CAL
C=CN 1569270 [16705 7FOAC713923
E4337EA56
418D2B75C8B
o 033DCCDFE44[9B8D9769786 [44B3A20FCI3
CN = BICAEV Code Signing CAT G2 o  104249018EE1C[8141938D1AA [F55D7006158 | BJCA Global
O = BENING CERTIFICATE AUTHORITY Signing Key | sha256RSA (1096 bits = o AFEIABCCACOFIASCT | Root CAL
C=CN 6F8959 BSF118 ABCSESCI02A
ACF36B308
64FF2BFC836
. BBAF167A205 BFEFBSES57ES D5980F58605F
CN = BJCA TimeStamp CA1 G2 o _ |8F9AC81D1A4[1A7D53AC4B0|D80029F4998B | BICA Global
O = BENING CERTIFICATE AUTHORITY Signing Key | sha256RSA 4096 bits -\ b o B B05610E10467]  Roct CAL
C=CN 8121EBC B9224C BIDCCCOD32
7EOAF561
574DF6931E2
D24AB1517F0 [F42786EB6EB8(78039667B720
CN = BJCA Global Root CA2 _ |6FOD1821F4E6/6D88316702F |AFDCT600FC2 | BJCA Global
O = BELING CERTIFICATE AUTHORITY RootKey |sha384ECDSA|384bIts | o) posrcag [BRAGGAL5300 [7EBE6DD3092| Root CA2
C=CN D4B091T AATAAG 979FB7385648
7212882
E60147770534
279D5CC4300 9253777745991270FD12006
gN::BEIJJTI\?GE \éESI:'::IEIﬁZATE AUTHORITY Signing Key |sha2S6ECDSA| 256 bits oo 00 CA99ACAT417523D 6BBDF26223E BICA Global
7CFDE6F7A96 [B15E8ASESEC [6953C4DB8FA| Root CA2
C=CN EFA787 30E6C2 7EA197EAFSB
F8343B25
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3A1A4BD6AG2
CA1C62CFEST B87EBE6C0015468578DBCIT
CN = BICAQOV'SSL CA2 o _ |50616C7FE0TBIEA74BIEF4269|DC24705B276 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA (256 bits |, 0 o 1760 ABS7CC18868| Root CAs
C=CN O2E3E8 71D61 EF1FF3F6EDOF
E6326302
DFOF41114DC
6B39D730F3D 07C381DFC16 |ADC30784E40
gN=:BE|JJT|Cc‘i\/ci§LTﬁfATE AUTHORITY Signing Key |sha256ECDSA | 256 bits B570AAA7F74 FSCC3BIFA62BFEF7DEEE0ES | BICA Global
6D8699BF378 B02E64BADCA AIBE7A363DE| Root CA2
C=CN >12FO0E3 112C33 5737E88FAT111
8671505E
3F5CB1531CB
DE37D665C8F [BAO866235B8 [1223AABFB70
gN::BEIJJTI\,?GDXETRS'I'LIFCICAiTE AUTHORITY Signing Key |sha256ECDSA | 256 bits CAF8063B2B9 (CA2DAE7ES64 872DC43D2D | BICA Global
726B0GE75E15/95DEB0664BB [D6CC3D2823E| Root CA2
C=CN 37A25D 67ADDAC  |96B458A9F8A
7EC0265946
AAA04877335
746FBA42408 BECFEB8BI2CF0488832AABD
CN = BJCA Global Root CA3 008EASD266E [DCC7F3502E1 |A6954B33EE2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sna2S6RSA {4096 bitslssapDBFAA0/1337COBSADE BBE2773DD85| Ruct CAs
C=CN 583D2DF  |6BE798 1AB3C4F6F1D
DFOF37778B
DOFO6D387FB
. C388C0F9798 |57ED82AF334 [129121713B4E
CN = BICA Docsign CA3 o _ I5D4883F9F99 [8C76BF136357F93A82A436F | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA ROABbitY oo o oBior 152333 | Rt Cas
C=CN BODSFDO  [72704 C444891CDAC
B95DSECT
FD225061F3D
, CC6510A42D4/858802F88DC AECB3AIEAT4
CN = BJCA TimeStamp CA3 o  |051CC2592F4 |692BDA15D81|/9D60AFIACSY| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (096 Bitgy o= | o 60aASElTEF398AR2E | Rt Cas
C=CN 357C86B 5B6B3ES 332270031708
7BD48455
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AA486528A63
6F40AC08D2D [5860EE6465E8|D0017D2C707
gN::BEIJJTNAGGC?I?IEIlleOCOAtTCEAA‘lUTHORITY Root Key |SM3WithSM2 | 256 Bits FSFBAFG14A0 FD28DD37245 7B567FC2875 | BICA Global
CDBD6855AA 028AA27BI9F [B4BB266783C | Root CA4
C=CN 890238E7  (CD9F64 D8A58B726F9
AC297201F
8109F5D475F
614DC72F2D5 [EEF2D3D6D55 [DDAFEOD82D6
CN = BICAEVSSL CA4 o , _ |c02F77F7E48B|03BE2248BC7 [38CFDAF7FBO | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits | ool o o6 bD9BCFOEF36 | Rt Cas
C=CN 02E866 547272 7374FC2D239
COEDC60FD
B66617BEASB
2B72EBAG676D [786B502AAE7 [9EDAD202B0C
CN = BICASSL CA4 o , _ |6E9BACGEDE4 [FEBSEEO6AES3(66585F2F6BF6| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits 669149C421C [FCOBED3686C [CA494202538 | Root CA4
C=CN 94C5A26  |BOSFES DAEASODOA72
06AA53AT
740C7A3532D
o 563EA4BIAAT [8BCT04AA61E [3DCB68DI250
CN = BICAEV Code Signing CA4 o , _ |6675F348FC13|C71D2305404 4FIA2F22FF22| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits| [ ool e BrOF0356843CA | Rt Cas
C=CN F15B80 7C2F3F 0C3BD17B7F7
>CB4ADOC
3E9C87D3B61
o DF761348EB2F08DEF2549B2 [06A48B78585
CN = BJCA Code Signing CA4 o , ~ |4B1D1C9813E [01B111D2081 [6473COF69554| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits | oo |01 1804320 CCBO9FB88ERS| Ry Cas
C=CN 63CFE6 888F68A 9995A91797F8
4AE6BA
A7AF1DF1294
, 055D6EBF905 [8661CEC355A (C3895AF434A
CN = BICA TimeStamp CA4 o , _ [7E9F2647044A7AAEOA20AD |[FOFOCFC6CBD | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits 89B28BDD585 (CE380678FAFIDEET6FEDCE0 | Root CA4
C=CN UAAALA 3798A69  |C5AA14289E4
10D6C48BD
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A605330C3FB
. 90756CD78B5 DED7BOFD27D|5COEAC3D67E
CN = BJCA Generic CA4 o , _ |AFD1CDD9E73188855D85CA3 [F4D87819280 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits | oo ol 058E3B8BC112207D | Rect s
C=CN C235DAC  |DF409C F4659708C648
ASEDAS51
F339C5073B4F
_ B481FESDIE3 |C59E85D3B56 [523350B3BA0
CN = BJCA DocSign CA4 o , _ |c11F74A7E2F |A92F31062D7 WACFBO99EFE3| BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits ATFB24C9C59 [FFAECESDBOS [229F80DDASO| Root CA4
C=CN C99B240 EGOE229 85D7A30B636
15349C6
FO4AOFF48DA
289F6F939936|D2C115B4584 02D6224911F
CN = BICA Global Root CA> G2 _ [16ADFFDE221 [F92801A7778 |61207968DSE | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 4006 Bits, ooome e aF23023 KE6COEAI6BD | Roct CAs o
C=CN C68B2 OA637E6  [028D794D310
F32F72570
EAC6B385BES
o 53FACE4278C |DBA29BB78AAIDO7A3A6D66
CN = BJCA Code Signing CAS G2 o _ IcC1D411A974(E07DA3C6263 [D5585CEA443 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA (4096 BltSDDAEDA1 21D [808F11CA265 [B1ABS19DA29| Root CAS G2
C=CN 3F51D8B3  [6B92152 BBEDE847002
CODFA7165
9ABC67B3F50
o 44B9315CD6D|63222E839F5E (C9160BDC36B
CN = BICAEV Code Signing CAS G2 o _ [E59791F1089C|AED73C082B0 [FAFSE2714AD | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2SERSA (1096 Bits, ' 2 oo o CFOCEFOAFTFE | roct Cao oo
C=CN 0451FD 53BC1 DF8ABCE2569
E23B85712
23D34171369
9677D704208B |6B17C377BBE [197D959B132
CN = BICA Global Root CA6 G2 _ IA71AAC59267/9DB3921CB10 [F8B3DC5B556 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 4006 Bits Lo "l oo Coa1838 CTEDEGOCCTA| Rock Caq o
C=CN 82A64F E6247AF FC699CAB487
E337BOD7F
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67C67EDBF3A
, 5759E2429BF [8B88319A979 [23D515675A2
CN = BJCA TimeStamp CA6 G2 o _ IDC14B7B78DEUBCFEDSF75B [BE391609FSCT| BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA (4096 BltSEDQEA6CD777 FE5C024D9C3 [EDOSESI994FT| Root CAG G2
C=CN B6AFCD2  |A5D9008  [F1C7691B94F7
E7A37E
76634F73389B
FB13BD85CFD AA954A6B2EA|DFCI232E345
CN = BICA Global Root CA7 G2 _ 419091690E0 |C935EA36C6D|A369DF48456 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 096 Bits) oo oo b oatDEABD B203FOBAFEAS| R Cac o
C=CN 4C81FF5 7BF614D  |A76E5911991
C2CF14F
B749EDACDO3
o 76C520500C3 |AAOTESDB122|C71ACOE199C
CN = BJCA Code Signing CA7 G2 o  F6D44E844B1 [976A12E6E9E2FCAE219012C | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (096 Bts oo oo o CIDE 611840ACHC | noce s e
C=CN 776FCB6 90B3A6 478COCT130F6
A4OFTA99A
90CE996003C
o 44C03931BC7 [33D12F6CFED [C9220417011
CN = BICA BV Code Signing CA7 G2 o _ [F6F785A0BE39}4CD11830A82 [D61702A6306 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA (4096 B|ts01 BOE2CDFA2 ADBCA2SEOEB [DSFATF2415E | Root CA7 G2
C=CN F545F1 8119DES  [BA024CB1DAS
A71884F83
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name Version Date
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.11 3 March 2025
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.10 27 August 2024
Beijing Certificate Authority Co., Ltd. Global Certification Practice Statement 1.0.9 1 March 2024
Beijing Certificate Authority Co., Ltd. SM2 Global-Trust System Certification Practice Statement 1.0.7 3 March 2025
Beijing Certificate Authority Co., Ltd. SM2 Global-Trust System Certification Practice Statement 1.0.6 1 March 2024
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.11 3 March 2025
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.10 27 August 2024
Beijing Certificate Authority Co., Ltd. Global Certificate Policy 1.0.9 1 March 2024
Beijing Certificate Authority Co., Ltd. SM2 Global-Trust System Certificate Policy 1.0.7 3 March 2025
Beijing Certificate Authority Co., Ltd. SM2 Global-Trust System Certificate Policy 1.0.6 1 March 2024
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https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99v1.0.10.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99v1.0.9.pdf
https://www.bjca.cn/u4d/%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99%EF%BC%88CPS%EF%BC%89/files/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8SM2%E5%85%A8%E7%90%83%E4%BF%A1%E4%BB%BB%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8SM2%E5%85%A8%E7%90%83%E4%BF%A1%E4%BB%BB%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99v1.0.6.pdf
https://www.bjca.cn/u4d/%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%EF%BC%88CP%EF%BC%89/files/BJCA_Global_CP.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.10.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.9.pdf
https://www.bjca.cn/u4d/%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%EF%BC%88CP%EF%BC%89/files/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8SM2%E5%85%A8%E7%90%83%E4%BF%A1%E4%BB%BB%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8SM2%E5%85%A8%E7%90%83%E4%BF%A1%E4%BB%BB%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.6.pdf
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Appendix C

Locations in-scope:

Location

Function

Beijing (North), China

Datacenter Facility, Administration and Support

Beijing (South), China

Datacenter Facility
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Tel : +886 2 2346 6168
Fax : +886 2 2346 6068

MIEIERS

(EB : FPXRERESE - EXHSHHARE - )
B BRBFNERDBRASTEEMZ

HNNERET - WHHRANERBFANERDBRAS (LUFER "BJCA" ) T2024F3 510 HZE 2025
F 3 B9 Hit BJCA FEMHR c ARz EME FANERSZEEEMFRAENT Y S BRIENEIEWS - R
EEEMZFINE - BICAE :

o TEMMEERBIZEAVNEAE ZEBFIAEWSAN (cps ) AMNEAERIEHBRE (cp) PIKFE 7=
FINEWSS - ZREmBHEE  IEBEMBAMER - Dk cA KIREZEHIEE

o

o

o
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https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final-(15).pdf?la=en&hash=9355E6E558FE7924BEEAF5FF501B486D6903C339
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INTERNATIONAL

PREEE € 3HFFE AT 19F.-5, No.171, Songde Rd., Sinyi District,
SUN RISE CPAS’ FIRM Taipei City 110, TW.
DFK INTERNATIONAL Tel : +886 2 2346 6168

Fax : +886 2 2346 6068

BJCA W33 E
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EHRAER
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https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final-(15).pdf?la=en&hash=9355E6E558FE7924BEEAF5FF501B486D6903C339
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final-(15).pdf?la=en&hash=9355E6E558FE7924BEEAF5FF501B486D6903C339
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INTERNATIONAL

PREEE € 3HFFE AT 19F.-5, No.171, Songde Rd., Sinyi District,
SUN RISE CPAS’ FIRM Taipei City 110, TW.
DFK INTERNATIONAL Tel : +886 2 2346 6168

Fax : +886 2 2346 6068
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SEMANEREEFRNEBNSENE -
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KIREFH A BE1E T £ WebTrust Principles and Criteria for Certification Authorities v2.2.2 MIMAREMRER
AR - S XERIEF X BJCA lRBEEMRER -
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https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final-(15).pdf?la=en&hash=9355E6E558FE7924BEEAF5FF501B486D6903C339
https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final-(15).pdf?la=en&hash=9355E6E558FE7924BEEAF5FF501B486D6903C339
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ori(
W'\\IIHIEII}'HAL
19F.-5, No.171, Songde Rd., Sinyi District,

Taipei City 110, TW.
Tel : +886 2 2346 6168
Fax : +886 2 2346 6068

itk A
KNERENEFENRASIERBIZEAT:
Subject DN Key Type Signature Key Size | Subject Key SHAL Certificate C::?fizciete Certificate
Algorithm Identifier Thumbprints Thumbprints | Signed by
F3896F88FE7C
C5EFEDCCD88|D5EC8D7B4CBI0A882766A7F
CN = BICA Global Root CAT  |D21C648E4E3 |A79FAETEBCB |AGAD2749FB5 | BJCA Global
S:gﬂ“NG CERTIFICATE AUTHORITY RootKey | sha256RSA 14096 bitsin7142£a7169 9D6BAE77831 [TATF3EISFB76| Root CAL
3E59801 003216A 9C1FA7B09C2
C44D5AE
115A2A45DB5
B8DOA92CC1 |6C8COFEO5BO [20361A2CDFO
CN = BJCAEVSSLCA o _ |D098F5B5E59 [7DF3EC60248 |A395C4A4BD8| BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bItSAB48344333C AGAEF5B0786 |A18902EAAZD | Root CAL
C=CN 5DC68EBB  [3D38CB2 36792825F846
BBD76917
0A6BC3E2024
979E3DDE6F6 |0A22BC3871D |AC462F5D72B
gszBEIJJleGO:ESISII:CA;TE AUTHORITY Signing Key | sha256RSA [2048 pits 0| DACFIB48 1402BDDABCDE436AEETDOS | BICA Global
8980BE268DD [BOEA46969F3E[3978EABDDB6| Root CA1
C=CN D69CD7B  4ODCF1 3D4C5D62149
15E69049B
D70C597009A
DFBC24E9910 [19B542B7B97 [F3A3A37BDFA
CN = BICAIVSSL CAT o _ |BDD34AC2D2 [422418E28FAE[BEAOC64108C | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bltsOF394C6EE1B9255|E98|E9436E 7B83CD6C204| Root CAL
C=CN B526036 AE49B 2ESFF178A3EE
BFEOCAES
B408D6C8209
ODBC8F111BA [70B2B43140A [7121694B9B65
CN = BJCADVSSLCAT o _ 10C205422C38 [8209FE368647/48C5B494459 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bItSA16A882C993 6E455482E5504C081134F36 | Root CAL
C=CN AF231CF 1FB30 C5BE8SD74FA
34759D91
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W T ERNATIONAL
19F.-5, No.171, Songde Rd., Sinyi District,

Taipei City 110, TW.
Tel : +886 2 2346 6168
Fax : +886 2 2346 6068

245B753A631
_ 234C1318BIC |64D1D686B88|DD7A5A5B0D
CN = BICA TimeStamp CAT o _ |D20E7DF1337 |A70B2784E43F3E6DFECA459 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 bItSSCB49C609CA 74172105AB4 9CTA1C93D71| Root CAL
C=CN 4B1F2BE 053C2A CBAO4ED7BC8
1D3986303F
9677A7E2ACB
o 642C5F6D522 [73CFC180589F3F5BA75ADIB
CN = BICA Code Signing CA1 G2 o  |089CCOE6A34 [52980B5265F4{CEE3C18A4C4 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 4096 bltSB7EEF782CD5 > CEG09B472A 84DAF891B81 | Root CAL
C=CN 156927D 16705 7FOAC713923
E4337EAS6
418D2B75C8B
o 033DCCDFE449B8D9I769786 44B3A20FCI3
gNz:BEIJJICI\AIGE\éEC;T(TEIEE:I;TUCTAI—:O?{‘IZTY Signing Key | sha256RSA 4096 bits04249018EE1C8141938D1AA F55D7006158 | BICA Global
EB18310A438 |5F189AF6344B/CC8COF1AICT| Root CAL
C=CN 6F8959 BSF118 ABC5E8CI02A
ACF36B308
64FF2BFC836
, BBAF167A205 |BFEFBSES57E5|D5980F58605F,
CN = BJCA TimeStamp CA1 G2 o _ |8F9AC81D1A4[1A7D53AC4B0|D80029F499B | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 4096 bitsy " b o b B05610E10467] Root CAL
C=CN 8121EBC B9224C BIDCCCOD32
7EOAF561
574DF6931E2
D24AB1517F0 |F42786EB6EBS|78039667B720
CN = BJCA Global Root CA2 _ |6FOD1821F4E6/6D88316702F |AFDC1600FC2 | BJCA Global
O = BEIING CERTIFICATE AUTHORITY RootKey  [sha384ECDSA|384bits o oo © 45300 PEB6EDD3092 | Root A2
C=CN D4B091 AATAAG 979FB7385648
7212882
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19F.-5, No.171, Songde Rd., Sinyi District,

Taipei City 110, TW.
Tel : +886 2 2346 6168
Fax : +886 2 2346 6068

E60147770534
79D5CC4300 925377774599]1270FD12006
CN = BICAEVSSLCA2 o _ 1030533996499ACA7417523D|6BBDF26223E | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits [ o o ereEC B953C4DB8FA | Root CAs
C=CN EFA787 30E6C2 7EAT97EAFSB
F8343B25
3ATA4BD6AG2
CA1C62CFEST B87EBE6C0015468578DBCIT
CN = BICAQOV'SSL CA2 o _ |50616C7FE01BIEA74BOEF4269)DC24705B276 | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits || /0 o o170 h837CC18868 | Root CAn
C=CN O2E3E8 71D61 EF1FF3F6EDOF
E6326302
2FOF41114DC
6B39D730F3D [07C381DFC16 |ADC30784E40
CN = BICAIVSSL CA2 o _ |8570AA4TF74 |F3CC389F4628FEF7DEEEO63 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA | 256 bits | ool B ADCA ROBETAZSIOE | Roct CAn
C=CN »12FOE3 112C33 5737E88FAT11
8671505E
3F5CB1531CB
DE37D665C8F [BA0866235B8 [1223AABFB70
(C)N::BEBIJJICI\AIGDZEis'I'LchlgiTE AUTHORITY Signing Key |sha256ECDSA | 256 bits CAF806382B9 |CAZDAE7ES64 872DC43D2D | BICA Global
726B0GE75E1595DEBO664BB [D6CC3D2823E| Root CA2
C=CN 37A25D 67ADDAC  [96B458A9F8A
7EC0265946
AAA04877335
746FBA42408 3ECFEB8BI2CF0488832AABD
CN = BICA Global Root CA3 008EA5D266E [DCC7F3502E1 |A6954B33EE2 | BICA Global
O = BEIING CERTIFICATE AUTHORITY RootKey | sha2S6RSA 4096 bitslysapDBFa40/1387C085ADA BBE27730085| Rect CAs
C=CN 583D2DF  |6BE798 1AB3C4F6F1D
DFOF37778
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Fax : +886 2 2346 6068

>0F06D387FB
_ C388COF9798 [S7TED82AF334 [129121713B4E
CN = BJCA DocSign CA3 o  |5D4883F9F99 [8C76BF136357F93A82A436F | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 2048 b|tsC5CES41371A 5DE4SF32E928DIEG15233A3 | Root CA3
C=CN 89D5FDO 72704 C444891CDAC
B95DSECT
FD225061F3D
, CC6510A42D4[858802F88DC |AECB3AIEAT4
B5603C7387B WACBAGO4AS6UTEF398AA24 | Root CA3
C=CN 357C86B 5B6B3ES 332270031708
7BD48455
AA486528A63
6F40AC08D2D [5860EE6465E8|D0017D2C707
CN = BICA Global Root CA4 , _ |FSFBAF614A0 [FD28DD37245[7B567FC2875 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | SM3WIthSM2 | 256 Bits| o cic 1 o n 27890k BABB266783C | Reat Cad
C=CN 890238E7  (CDIF64 D8A58B726F9
AC297201F
8109F5D475F
614DC72F2D5 [EEF2D3D6D55 [DDAFEOD82D6
<C)N::BEB|JJ|C£GE \éESsTngg\TE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits (C02F77F7EASBI03BE2248BC7 38CFDAF7FBO | BJCA Global
ABC27DF5602 [15AFD15EBO5 [6D98CFOEF36 | Root CA4
C=CN 02E866 C547272 7374FC2D239
COEDC60FD
B66617BEASB
DB72EBA676D [786B502AAE7 [9ED4D202B0C
CN = BICASSL CA4 o _ _ |6E9BACGEDE4 [FEBSEEO6AES3|66585F2F6BF6| BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits | 0ol e IcAd94202538 | Rt s
C=CN 94C5A26  [BOSFES D4EA50DOA72
06AA53AT
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740C7A3532D
o 563EA4BIAAT [8BCT04AA61E [3DCB68DI250
CN = BJCA EV Code Signing CA4 o _ _ |6675F348FC13|C71D2305404 [4FIA2F22FF22| BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 256 Bits| (100 ol o re0BROFO0356B43CAD | Rect s
C=CN F15B80 7C2F3F 0C3BD17B7F7
>CB4ADOC
3£9C87D3B61
o DF761348EB2F08DEF2549B2 [06A48B78585
CN = BICA Code Signing CA4 o _ _ UB1D1C9813E [01B111D2081 [6473COF69554| BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 256 Bits | .o oonoibion 160320 (CCBI9FEBBEF et s
C=CN 63CFE6 888F68A 9995A91797F8
UAEGBA
A7AF1DF1294
_ 055D6EBFI05 8661CEC355A |C3895AF434A
CN = BJCA TimeStamp CA4 o , _ [7E9F2647044A[7AAE0A20AD [FOFOCFC6CBD | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits | o0 | 0678 AFSDEET6FEDCE0 | Ry s
C=CN UAAASA 3798A69  |C5SAA14289E4
10D6C48BD
A605330C3FB
_ 90756CD78B5 [DED7BOFD27D|5COEAC3D67E
CN = BJCA Generic CA4 o , _ |AFD1CDD9E73(88855D85CA3 [F4D87819280 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits I DEFIDA9TE [545F87605BE3[BSBCT1220FD | Root CA4
C=CN C235DAC  [DF409C F4659708C64B
USEDAS51
F339C5073B4F
_ B481FESDIE3 [C59E85D3B56 [523350B3BA0
CN = BJCA DocSign CA4 o , _ |c11F74A7E2F |A92F31062D7 UACFBO99EFE3| BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits | o ool e 305 p29FB0DDABO| Rt s
C=CN 998240 E60E229 85D7A30B636
15349C6
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FO4AQFF48DA
89F6F9I39936|D2C115B4584 (02D6224911F
CN = BJCA Global Root CA> G2 _ |16ADFFDE221 [F92801A7778 [61207968D8E | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sha2S6RSA (1096 Bits, oocooc b DAE23923 IC66COEA968D | Roct Cas oo
C=CN C68B2 OA637E6  [028D794D310
F32F72570
EAC6B385BES
o 53FACE4278C [DBA29BB78AAODO7A3A6D66
CN = BJCA Code Signing CAS G2 o _ ICC1D411A974|E07DA3C6263 [D5585CEA443 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA 1096 Bits ool e CA%6S B1ABS190AZS Rock CAS oo
C=CN 3F51D8B3  |6B92152 BBEDE847002
CODFA7165
9ABC67B3F50
o 44B9315CD6D [63222E839F5E (C9160BDC36B
CN = BICAEV Code Signing CAS G2 o _ |E59791F1089C|AED73C082B0 [FAFSE2714AD | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 4096 B|ts4F2130A3B61 63BB38602CFEDACEFOAFTFE | Root CAS G2
C=CN 0451FD 53BC1 DFSABCE2569
E23B85712
23034171369
9677D704208B [6B17C377BBE [197D959B132
CN = BJCA Global Root CA6 G2 _ |A71AAC59267/0DB3921CB10 [F8B3DC5B556 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sha2SGRSA (1096 Bits . o0 ' (b o 01838 CTEDEBOCC1A | Rk Cag o
C=CN 82AG4F E6247AF FC699CAB487
E337BOD7F
67C67EDBF3A
_ 5759E2429BF [8B88319A979 [23D515675A2
CN = BJCA TimeStamp CA6 G2 o _ |DC14B7B78DEUBCFEDSF75B [BE391609FSCT| BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (1096 Bitse oo ool 210003 EDOBES99941| Rock g oo
C=CN BGAFCD2  |A5D9008  [F1C7691B94F7
E7A37E

FIRHI2E




C
PR E G R AR

SUN RISE CPAS’ FIRM
DFK INTERNATIONAL

!

ori(
W'\\IIHIEII}'HAL
19F.-5, No.171, Songde Rd., Sinyi District,

Taipei City 110, TW.
Tel : +886 2 2346 6168
Fax : +886 2 2346 6068

76634F73389B
FB13BD85CFD |AA954A6B2EADFCI232E345
CN = BJCA Global Root CA7 G2 ~ 1419091690E0 |C935EA36C6D|A369DF48456 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sha2SGRSA (1096 Bits), o o ko atDEABD B203FOBAFEAS Rk Co o
C=CN 4C81FF5 7BF614D  |A76E5911991
C2CF14F
B749EDACDO3
o 76C520500C3 |AAOTESDB122 IC71ACOE199C
CN = BJCA Code Signing CA7 G2 o _ [F6D44E844B1 [976A12E6E9E2FCAE219012C | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (1096 Bitse oo b oo CIDE 511840ACHC | Rock Caa
C=CN 776FCB6 90B3A6 478C0CT130F6
A4OF1A99A
90CE996003C
o 44C03931BC7 33D12F6CFED [C9220417011
CN = BICAEV Code Signing CA7 G2 o  |F6F785A0BE394CD11830A82 [D61702A6306 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA 4096 B|ts01 BOE2CDF42 ADBCA25EOER [DSFATF2415E | Root CA7 G2
C=CN F545F1 8119DE8 3A024CB1DA8
A71884F83
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SEEWER ZCP/CPSARA:
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ERHEFIMNER DB R QB EIKAUEF R B F AR SN 1.0.11 2025%3H3H
ERHEFIANER DA R QB EIKAUEF R B F AR SN 1.0.10 2024%F8H27H
ERHEFIANER DB R QB EIKIAUEF R B F AR SN 1.09 2024%3H1H
EREANERNDBRATISM2EIKIEE A Z B F AN SN 1.0.7 2025%3H3H
IEREFNER D BRASISM2EIKIEE AR B F AN SN 1.0.6 2024%3H1H
EREANERNDBRA S ZIKINEE R REE 1011 2025%3H3H
EREANERNDBRA S ZIKINEE R REE 1.0.10 2024%8H27H
ERHEANERNBIR AT ZEIAEE RIE B RS 1.09 2024%3H1H
ERBEANERNDBRATISM2EIKEE A S IEH R 1.0.7 2025%3H3H
EREANERNDBIRASISM2EIKEEE IR 1.0.6 2024%F3H1H
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https://www.bjca.cn/u4d/%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99%EF%BC%88CPS%EF%BC%89/files/BJCA_Global_CPS.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99v1.0.10.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99v1.0.9.pdf
https://www.bjca.cn/u4d/%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99%EF%BC%88CPS%EF%BC%89/files/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8SM2%E5%85%A8%E7%90%83%E4%BF%A1%E4%BB%BB%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99.pdf
https://www.bjca.cn/CPS
https://www.bjca.cn/u4d/%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%EF%BC%88CP%EF%BC%89/files/BJCA_Global_CP.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.10.pdf
https://www.bjca.cn/u4d/%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%EF%BC%88CP%EF%BC%89/files/BJCA_Global_CP.pdf
https://www.bjca.cn/u4d/%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%EF%BC%88CP%EF%BC%89/files/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8SM2%E5%85%A8%E7%90%83%E4%BF%A1%E4%BB%BB%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5.pdf
https://www.bjca.cn/u4d/%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%EF%BC%88CP%EF%BC%89/files/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8SM2%E5%85%A8%E7%90%83%E4%BF%A1%E4%BB%BB%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5.pdf
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@ ®EE

BJCA B FIANERRSHEEMBINERS

(FPXRERESE - [ENESHAENRS )

EREANERDABRAT (LUFNEIR " BJCA" ) BEEFIALRSING (LUFER "CA" - MiHER A
BT RBAAEENRIEBMP RIS ) - HIRHUTBEFINERS :

o IIFEM

o IEBER

o IEBEREM

o IEFAR®H

o UEBNK

o IEHmHE

o IEHIIE

o IIFPEHMEHERE

BICA WEEBENTHN CA RIFBIIFLEFAURES - 6115 : CA WSMNIEKE - CA WSHRNEE -
CA RS - CA BHREMBHRER TP BREMBHEE - LRIEBEmBARER - XEZH ERE
FEALEI R 9 IE EAR BRI ER FE P R ERRI U 1S T -

TOERISBEEEBRG - 2R AANKR - DIARE B BIES N oIsEM - EIE - BIEAMAYZERITN
FEXS BJCA BEMEBEFIANERFSREHESERIE - LS - BT EHIFIRRZ(E - ERINA R ol BERERT B M
REZE -

BICA EEECXPTIRHAVE FINMEARSSAIW SN KR K IZFIFITIER - BT UL - BJCA EEEFIN
A1 2024 £ 3 B 10 HZE 2025 F 3 B 9 H#t BJCA MR C Fraltth iR fteB FIANEARSS #AE) -
BICAE :

o  TEMHER B AIEMIEREFINERDBIRATIAIE A ZEFINEWSAN (CPS ) MIEREF
IWERDBRATIANERRIEBRE (CP) BIRE FBFIAEWS - RAEEmBFHREE - iE
PEMBEEE - DUk CA WiEEH &8

o BEAEERINSG - DURHLUT SIERIE
BJCAB) CPS 5 CP M7 ; DK

FIHEH 118



@ ®EE

BJCA i&1& CP A1 CPS IRHtE8 FINIERRSS ;

o BEAERING - DURHELUT SR
BULEFREENBRSIEREEMBRPRTEY ;
B FRIFMEET A BHEMI P IEREEMBRPRTEY ;| MK
T BICA FRTROEM RIS M ERUBRIBEENER ;

o BEAERINSG - DURHELUT SR

Xt CA RGMEIRNZEMYIZHDUIRT RN DA ;
FREBHMEBEERIFOESM ; UK
CA RGN & - P NRFFREINENAMMNT - LR CA AT E

IR A WebTrust Principles and Criteria for Certification Authorities v2.2.2 - 81N TRAZA :

o CAMISSHRMILESE
B FINEM S ( CPS )
UEHZRES (CP)

o CAMSSMNIEIE
IEHREEEE
B FIAEW SAMNEE

CP #0 CPS RO—21%

o CAMIRIEH

BRSEMER

F2HEH 118


https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final-(15).pdf?la=en&hash=9355E6E558FE7924BEEAF5FF501B486D6903C339
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o CAZPLEmMAHERE

CA BIRER

CA BiREFME - EOFKE
CA RAD K

CA BiREH

CA BRVIEMER

CA ZiHMER

CABBREEMEHEE

o ITPZEPEmEAREE
TP BRERMRS
BrES R FEmBRER
1P RA BRI ER

o IEREMmENER
1T FER
IEHEH
P ZR AR
IEH AT
EHD A
IEH A
UEH50IE

BICA RIEEEME - INRRFIEBEEMRS - BUL - HATFOAERSE KL ERRIERN B RIZER -

TN

b BB RIAIE B?r’é‘ *L
hEEETE Eﬂtl 68 ?’iﬁ 15
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Subject DN Key Type Signature Key Size | Subject Key SHA1 Certificate c:::cizcsaie Certificate
Algorithm Identifier Thumbprints Thumbprints Signed by
F3896F88FE7C
C5EFEDCCD88|D5SEC8D7BACBI0AS82766A7F
CN = BJCA Global Root CA1 D21C648E4E3 |A79FAETESCB |AGAD2749FB5 | BJCA Global
o_: BELING CERTIFICATE AUTHORITY RootKey | sha2S6RSA {4096 bitsy 71406 7169 |9DGBAET7831 PATFIEBFETE Rect CAL
c=CN 3E59801 003216A  [9CTFA7B09C2
C44D5AE
115A2A45DB5
BSDOA92CC1 |6C8COFEOSBO [20361A2CDFO
CN = BICAEVSSLCAT _ ID098F5B5ES9 [7DF3EC60248 |A395C4A4BDS| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2SERSA  04BDits) oo s 1aereB0786 [A18902EAMO | Roat AL
C=CN 5DC68EBB  [3D38CB2  [36792825F846
BBD76917
0A6BC3E2024
979E3DDEGF6 0A22BC3871D ACA62F5D728B
gN;BElJJ?r\AJGOgESRSTLchch/lTE AUTHORITY Signing Key | sha256RSA 2048 bitd 0 | D\ 9B48 |1402BDDASCDEA3BAESTDOS | BCA Global
8980BE268DD BOEA46969F3E[3978EASDDB6| Root CAL
C=CN D69CD7B  4ODCF1 3D4C5D62149
15E690498B
D70C597009A
DFBC24E9910 [19B542B7B97 [F3A3A37BDFA
CN = BICAIVSSLCAT o _ |BDD34AC2D2 [422418E28FAE[BEAOC64108C | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | Sha2S6RSA [204Bbitsy 0 o b e oara36E PB83CD6C204| Root AL
C=CN B526036 AE49B DESFF178A3EE
SFEOCAES
B408D6C8209
0DBC8F111BA [70B2B43140A [7121694B9B65
CN = BICADVSSLCAT o _ |0C205422C38 [8209FE368647148C5B494459 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2SERSA R04Bbits, oo ol 155480E 5501081134736 | Root AL
C=CN AF231CF 1FB30 C5BES8D74FA
34759091

FAEH 118




@ S

DA5B753A631
, 234C1318BIC 64D1D686B88 [DD7ASA5B0D
CN = BJCA TimeStamp CA1 _ ID20E7DF1337 |A70B2784E43F3E6DFECA4S | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | Sha2S6RSA [204Bbitsl. o oo b1t 05ABA BCTATCO3D71| Root AL
C=CN 4B1F2BE 053C2A CBAO4ED7BCS
1D3986303F
9677A7E2ACB
o 642C5F6D522 [73CFC180589F3F5BA75ADIB
CN = BJCA Code Signing CA1 G2 o _ |9089CCOE6A34 [52980B5265F4(CEE3C18A4C4 | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (4096 bits, oo L 7oA [5aDAFE91881 | Root CAL
C=CN 156927D  [16705 7FOAC713923
E4337EA56
418D2B75C8B
o 033DCCDFE44[9B8D9769786 44B3A20FC93
CN = BICA BV Code Signing CAT G2 o  104249018EE1C[8141938D1AA [F55D7006158 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA (4096 bItSEB1831OA438 5F189AF6344BICCBCOFTAICT| Root CAL
C=CN 6F8959 B5F118 ASCSESC902A
ACF36B308
6A4FF2BFC836
, BB4F167A205 |BFEFBSES57E5|D5980F58605F
CN = BJCA TimeStamp CAT G2 o _ |8F9AC81D1A4[1A7D53AC4B0|D80029F4998B | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha256RSA (4096 b|tsOESS7Ac1 D48 (CB230D25078 1805610E10467|  Root CAL
C=CN 8121EBC B9224C BIDCCCOD32
7EOAF561
574DF6931E2
D24AB1517F0 [F42786EB6EBS|78039667B720
gN::BEIJJTNAGGlcitI;a'IEIlljl(é()AtTCIEA:UTHORITY RootKey |shassaEcpsa| 364 bits 6FOD1821F4E6l6D88316702F |AFDC1600FC2 | BJCA Global
ESFABS3FC48 [BBAG6A45300 [7EBE6DD3092| Root CA2
C=CN D4B091 AATAAG 979FB7385648
7212882
E60147770534
279D5CC4300 925377774599(1270FD12006
gN;BElJJTlCGE \éESSTLlslACZATE AUTHORITY Signing Key |sha256ECDSA | 256 bits 030533996499ACA7417523D|6BBDF26223E | BICA Global
7CFDE6F7A96 [B15E8ASESEC [6953C4DB8FA| Root CA2
C=CN EFA787 30E6C2 7EAT97EAFSB
F8343B25

E5EH 118




@ S

3ATA4BD6AG2
CA1C62CFEST B87EBE6C00151468578DBCIT
CN = BICAOVSSLCA2 o _ |50616C7FE0TBIEA74BIEF4269|DC24705B276 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key |sha256ECDSA (256 bits |, 0 oo 1760 ABS7CC18868 | Root CAs
C=CN 92E3ES 71D61 EF1FF3F6EDOF
E6326302
DFOF41114DC
6B39D730F3D 07C381DFC16 |ADC30784E40
CN = BICAIVSSL CA2 o _ |8570AA47F74 [F3CC389F4628FEF7DEEE63 | BICA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key |sha2S6ECDSA| 256 bits | oo | oA AOBETABIDE | Root Ao
C=CN >12FOE3 112C33 5737E88FAT11
8671505F
3F5CB1531CB
DE37D665C8F [BAO866235B8 [1223AABFB70
gszBEIJJTI\'?GDXESRSTLIFCICAiTE AUTHORITY Signing Key |sha256ECDSA | 256 bits CAF8063B2B9 (CA2DAE7ES64872DC43D2D | BICA Global
726B0GE75E15/95DEB0664BB [D6CC3D2823E| Root CA2
C=CN 37A25D 67ADDAC  |96B458A9F8A
7EC0265946
AAA04877335
746FBA42408 BECFEBBBI2CF0488832AABD
CN = BJCA Global Root CA3 008EA5D266E [DCC7F3502E1 [A6954B33EE2 | BJCA Global
O = BEIJING CERTIFICATE AUTHORITY RootKey | sha2SERSA 4096 bitslyes Anprad0|1887C065ADA BBE27730D85| Root A3
C=CN 583D2DF  |6BE798 1AB3C4F6F1D
DFOF37778B
DOFO6D387FB
. C388C0F9798 |57ED82AF334 [129121713B4E
CN = BJCA DocSign CA3 o _ |5D4883FIF99 [8C76BF136357F93A82A436F | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | sha2SeRSA 2048 bits/ o1 s oo ore159333 | Roo ¢ aa
C=CN BODSFDO  [72704 C444891CDAC
B95DSECT
FD225061F3D
. CC6510A42D4/858802F88DC AECB3AIEATA
CN = BICA TimeStamp CA3 o _ 051CC2592F4 |692BDA15D81({9D60AFIACEI| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | sha2S6RSA (096 Bits o= | o e oaAs6lTEF398AR2E | Rt Cas
C=CN 357C86B 5B6B3ES 332270031708
7BD48455

FE6EH 11T




@ S

AA486528A63
6F40AC08D2D [5860EE6465E8|D0017D2C707
gN=:lejJTI\AIGGlcOEZaTllEE(:TCEA:UTHORWY Root Key |SM3WithSM2 | 256 Bits FSFBAFG14A0 FD28DD37245 7B567FC2875 | BICA Global
CDBD6855AA 028AA27BI9F [B4BB266783C | Root CA4
C=CN 890238E7  (CD9F64 D8A58B726F9
AC297201F
8109F5D475F
614DC72F2D5 [EEF2D3D6D55 [DDAFEOD82D6
gN::BEﬁJTr\/TGE\éESsTLgé‘/:TE AUTHORITY Signing Key | SM3WithSM2 | 256 Bits CO2F77F7EASBI03BE2248BC7 38CFDAF7FEO | BJCA Global
ABC27DF5602 [15AFD15EBO5 [6D9SCFOEF36 | Root CA4
C=CN 02E866 C547272 7374FC2D239
COEDC60FD
B66617BEASB
DB72EBAG676D [786B502AAE7 [9OEDAD202B0C
CN = BICASSL CA4 o , _ |6E9BACGEDE4 [FEBSEEO6AES3|66585F2F6BF6| BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits| [ 0 e lcAdo1207538 | Ry Cas
C=CN 94C5A26  |BOSFES DAEASODOA72
06AA53AT
740C7A3532D
o 563EA4BIAAT [8BCT04AA61E [3DCB68DI250
CN = BICAEV Code Signing CA4 o , _ |6675F348FC13|C71D2305404 4FIA2F22FF22| BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WItNSM2 | 256 Bits|_ [ 00 ool o ce0BROF0356B43CAD | Rect s
C=CN F15B80 7C2F3F 0C3BD17B7F7
>CB4ADOC
3E9C87D3B61
o DF761348EB2F08DEF2549B2 [06A48B78585
CN = BJCA Code Signing CA4 o , ~ |4B1D1C9813E [01B111D2081 [6473COF69554| BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WItNSM2 | 256 Bits | oo cconoibon 1604320 (CCBI9FEBBEFY Reck s
C=CN 63CFE6 888F68A 9995A91797F8
4AE6BA
A7AF1DF1294
. 055D6EBF905 [8661CEC355A [C3895AF434A
CN = BICA TimeStamp CA4 o , _ [7TE9F2647044A[7AAEOA20AD [EOFOCFC6CBD | BICA Global
O = BEIJING CERTIFICATE AUTHORITY Signing Key | SM3WIthSM2 | 256 Bits | 0 |67 AFIDEET6FEDCE0 | Rt Cas
C=CN UAAALA 3798A69  |C5AA14289E4
10D6C48BD

FIEHIIE
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A605330C3FB
_ 90756CD78B5 DED7BOFD27D|5COEAC3D67E
CN = BICA Generic CA4 o , _ |AFD1CDD9E73188855D85CA3 [F4D87819280 | BJCA Global
O = BEIING CERTIFICATE AUTHORITY Signing Key | SM3WIthsM2| 256 Bits | oo ol 058E3B8BC112207D | Rect s
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https://www.bjca.cn/u4d/%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99%EF%BC%88CPS%EF%BC%89/files/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8SM2%E5%85%A8%E7%90%83%E4%BF%A1%E4%BB%BB%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8SM2%E5%85%A8%E7%90%83%E4%BF%A1%E4%BB%BB%E4%BD%93%E7%B3%BB%E7%94%B5%E5%AD%90%E8%AE%A4%E8%AF%81%E4%B8%9A%E5%8A%A1%E8%A7%84%E5%88%99v1.0.6.pdf
https://www.bjca.cn/u4d/%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%EF%BC%88CP%EF%BC%89/files/BJCA_Global_CP.pdf
https://download.bjca.org.cn/download/help/history/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8%E5%85%A8%E7%90%83%E8%AE%A4%E8%AF%81%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5v1.0.10.pdf
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https://www.bjca.cn/u4d/%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5%EF%BC%88CP%EF%BC%89/files/%E5%8C%97%E4%BA%AC%E6%95%B0%E5%AD%97%E8%AE%A4%E8%AF%81%E8%82%A1%E4%BB%BD%E6%9C%89%E9%99%90%E5%85%AC%E5%8F%B8SM2%E5%85%A8%E7%90%83%E4%BF%A1%E4%BB%BB%E4%BD%93%E7%B3%BB%E8%AF%81%E4%B9%A6%E7%AD%96%E7%95%A5.pdf
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