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G4 IRootCA2 IB42B9EC ion 14:57:30 14:00:39 4E1F 147D97F975A9
O = Cybertrust Japan |O = SECOM Trust
Co., Ltd. Systems CO., LTD. (SHA256)
C =JP C=1JP 8346922CB8730BB6AE71 ABO3BFC4
2462F4160423D9079BE64385621AC
5877672
2 R ICN = Cybertrust OU = Security 22B9B1630CEC [rsaEncr 2048bit [sha256With 20194 20294 62A7TD2DADES5B692F1|(SHA1) 2.23.140.1.2.2
Uapan SureServer CA |Communication B43C2E lyption IRSAEncryptjo § 27 H 5H29H 8SBCFOE8959D75A0FA [F695CS5B4037AESEAES1EA943 A4F5
G4 IRootCA2 ion 10:54:23 14:00:39 4E1F K¥D750E0DA609
O = Cybertrust Japan |O = SECOM Trust
Co., Ltd. Systems CO., LTD. (SHA256)
C =JP C=1JP 0207056D172C80BDFB6DC45BE9ES
808846078D1EGEEF1B6ED70259AB
332A64Cl1




¢

cybertrust

fI¥% B
FEAERY > —
CA CP 4 Version Hff
CA#1-1 | Cybertrust Japan SureServer EV Certificate Policy 2.6 2024/9/13
CA#1-2 | (B A 3— T A b SureServer EV GEAHEAR Y 2 —)
Cybertrust Japan SureServer EV Certificate Policy 2.7 2025/2/14
(A 3= F A | SureServer EV ZEHER I 2 —)
Cybertrust Japan iTrust EV SSL/TLS Server Certificate Policy 2.8 2025/6/1
(YA 78— F A b iTrust EV SSL/TLS H— S —ZERER U 3 —)
Cybertrust Japan iTrust EV SSL/TLS Server Certificate Policy 2.9 2025/7/4
(YA 78— F A b iTrust EV SSL/TLS H—/S—ZERER U 3 —)

CA#2-1 | Cybertrust Japan SureServer Certificate Policy 2.5 2024/9/13

CA#2-2 | (A 3— 7 A | SureServer sFFHEAR Y 3 —)
Cybertrust Japan SureServer Certificate Policy 2.6 2025/2/14
(A 3— b Z A | SureServer siFFAZER U 2 —)
Cybertrust Japan iTrust SSL/TLS Server Certificate Policy 2.7 2025/6/1
(A 73— hF A b iTrust SSL/TLS % —/X—ZEIEAR Y 2 —)
Cybertrust Japan iTrust SSL/TLS Server Certificate Policy 2.8 2025/7/4
(A 73— b F A b iTrust SSL/TLS % —/X—ZFIER Y 2 —)

B

CA CPS 4 Version EED)
CA#1-1 | Cybertrust Japan Certification Practice Statement 1.10 2024/9/13
CA#1-2 | (A x— | T A | FRGEREH )

CA#2-1 | Cybertrust Japan Certification Practice Statement 1.11 2024/12/23
CA#2-2 | (A "— T % EREFE AR
Cybertrust Japan Certification Practice Statement 1.12 2025/6/1

(A 3— 7 R M alabaiE I ER)



https://www.cybertrust.ne.jp/ssl/repository/EVCP_v2.6.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_v2.6.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_v2.7.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_v2.7.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_v2.8.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_v2.8.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_v2.9.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_v2.9.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_v2.5.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_v2.5.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_v2.6.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_v2.6.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_v2.7.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_v2.7.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_v2.8.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_v2.8.pdf
https://www.cybertrust.ne.jp/ssl/repository/CTJCPS_v1.10.pdf
https://www.cybertrust.ne.jp/ssl/repository/CTJCPS_v1.10.pdf
https://www.cybertrust.ne.jp/ssl/repository/CTJCPS_v1.11.pdf
https://www.cybertrust.ne.jp/ssl/repository/CTJCPS_v1.11.pdf
https://www.cybertrust.ne.jp/ssl/repository/CTJCPS_v1.12.pdf
https://www.cybertrust.ne.jp/ssl/repository/CTJCPS_v1.12.pdf

a

cybertrust

AR ) o — BB

CA CP/CPS 4 Version | HfF
CA#1-1 | Cybertrust Japan iTrust EV SSL/TLS Server Certificate 2.0 2025/7/15
CA#1-2 | Policy/Certification Practice Statement

(A3~ F A b iTrust EV SSL/TLS $— S —ZFiHER U o —/8

AiE Jey T )

Cybertrust Japan iTrust EV SSL/TLS Server Certificate 2.1 2025/9/17

Policy/Certification Practice Statement

(%A 23— b Z A b iTrust BV SSL/TLS H— S—ZEH R Y o —/8

aiE e )

Cybertrust Japan iTrust EV SSL/TLS Server Certificate 2.2 2025/10/31

Policy/Certification Practice Statement

(A 3= FF A b iTrust EV SSL/TLS H— N—ZFBHER Y > —/ER

AL mEH HAR)
CA#2-1 | Cybertrust Japan iTrust SSL/TLS Server Certificate Policy/Certification 2.0 2025/7/15
CA#2-2 | Practice Statement

(A 3— FF A b iTrust SSL/TLS H— N—ZEBEARY o~ —/GREEH

R

Cybertrust Japan iTrust SSL/TLS Server Certificate Policy/Certification 2.1 2025/9/17

Practice Statement

(A 3— FF A b iTrust SSL/TLS H— N—ZEBEARY o~ —/GREEH

HEHBE)

Cybertrust Japan iTrust SSL/TLS Server Certificate Policy/Certification 2.2 2025/10/31

Practice Statement
(%A 23— K F A | iTrust SSL/TLS B —/N—FEHER U o —/GREER

I BIAR)



https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_v2.0.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_v2.0.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_v2.0.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_v2.0.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_v2.1.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_v2.1.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_v2.1.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_v2.1.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_v2.2.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_v2.2.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_v2.2.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_v2.2.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_v2.0.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_v2.0.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_v2.0.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_v2.0.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_v2.1.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_v2.1.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_v2.1.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_v2.1.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_v2.2.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_v2.2.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_v2.2.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_v2.2.pdf
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2 | SECOM: Cybertrust Japan's CRL lacks the critical flag in the https://bugzilla.mozilla.or
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https://bugzilla.mozilla.org/show_bug.cgi?id=2007070
https://bugzilla.mozilla.org/show_bug.cgi?id=2007070
https://bugzilla.mozilla.org/show_bug.cgi?id=2007070
https://bugzilla.mozilla.org/show_bug.cgi?id=1975624
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https://bugzilla.mozilla.org/show_bug.cgi?id=1975624
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(Translation)

INDEPENDENT ASSURANCE REPORT
February 27, 2026

To Mr. lori Kondo

Manager

Public Certificate Product Management Department
PKI Product Division

Trust Service Business Unit

Cybertrust Japan Co., Ltd.

KPMG AZSA LLC

Tokyo Office
Partner, Certified Public Accountant
Masatoshi Shigaki

Scope

We have been engaged, in a reasonable assurance engagement, to report on the management’s assertion of
Cybertrust Japan Co., Ltd. (“CTJ”) that for its Certification Authority (CA) operations at Hokkaido and Tokyo,
Japan, throughout the period December 11, 2024 to December 10, 2025 for its CAs as enumerated in Appendix A,
CTJ has:

1. disclosed its SSL certificate lifecycle management business practices in its Certification Practice Statements
and Certificate Policies enumerated in Appendix B, including its commitment to provide SSL certificates in
conformity with the CA/Browser Forum Requirements on the CTJ website, and provided such services in
accordance with its disclosed practices

2. maintained effective controls to provide reasonable assurance that:

- the integrity of keys and SSL certificates it manages is established and protected throughout their lifecycles;
and
- SSL subscriber information is properly authenticated (for the registration activities performed by CTJ)

3. maintained effective controls to provide reasonable assurance that:
- logical and physical access to CA systems and data is restricted to authorized individuals;
- the continuity of key and certificate management operations is maintained; and
- CA systems development, maintenance and operations are properly authorized and performed to maintain

CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline v2.8.

KPMG AZSA LLC, a limited liability audit corporation incorporated under the Japanese Certified Public Accountants Law and a member firm of the KPMG global organization of independent
member firms affiliated with KPMG International Limited, a private English company limited by guarantee.


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-ssl-baseline-v2-8_final.pdf

kPMG

(Translation)

Appendix A, #1-2 CA and #2-2 CA did not issue certificates during the period December 11, 2024 to December
10, 2025 were maintained online to provide revocation status information only.

Certification authority’s responsibilities

CTJ’s management is responsible for its assertion, including the fairness of its presentation, and the provision of
its described services in accordance with the WebTrust Principles and Criteria for Certification Authorities - SSL
Baseline v2.8.

Our independence and quality management

We have complied with the independence and other ethical requirements of the International Ethics Standards
Board for Accountants’ International Code of Ethics for Professional Accountants (including International
Independence Standards) (IESBA Code), which is founded on fundamental principles of integrity, objectivity,
professional competence and due care, confidentiality and professional behavior.

The firm applies International Standard on Quality Management 1, Quality Management for Firms that Perform
Audits or Reviews of Financial Statements, or Other Assurance or Related Services Engagements, which requires
the firm to design, implement and operate a system of quality management including policies and procedures
regarding compliance with ethical requirements, professional standards and applicable legal and regulatory
requirements.

Practitioner’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International
Auditing and Assurance Standards Board. This standard requires that we plan and perform our procedures to
obtain reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of CTJ’s SSL certificate lifecycle management business practices, including its
relevant controls over the issuance, renewal, and revocation of SSL certificates;

(2) selectively testing transactions executed in accordance with disclosed SSL certificate lifecycle management
business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.

The relative effectiveness and significance of specific controls at CTJ and their effect on assessments of control
risk for subscribers and relying parties are dependent on their interaction with the controls, and other factors
present at individual subscriber and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-ssl-baseline-v2-8_final.pdf
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-ssl-baseline-v2-8_final.pdf

kPMG

(Translation)

Inherent limitations

There are inherent limitations in the effectiveness of any system of internal control, including the possibility of
human error and the circumvention of controls. For example, because of their nature, controls may not prevent, or
detect unauthorised access to systems and information, or failure to comply with internal and external policies or
requirements. Also, the projection to the future of any conclusions based on our findings is subject to the risk that
controls may become ineffective.

Opinion

In our opinion, throughout the period December 11, 2024 to December 10, 2025, CTJ management’s assertion, as
referred to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria
for Certification Authorities - SSL Baseline v2.8.

This report does not include any representation as to the quality of CTJ’s services beyond those covered by the
WebTrust Principles and Criteria for Certification Authorities - SSL Baseline v2.8, nor the suitability of any of
CTJ’s services for any customer’s intended purpose.

Use of the WebTrust seal

CTJ’s use of the WebTrust for Certification Authorities — SSL Baseline Seal constitutes a symbolic representation
of the contents of this report and it is not intended, nor should it be construed, to update this report or provide any
additional assurance.

Other Matters

CTJ’s management has disclosed to us the information enumerated in Appendix C, that have been posted publicly
on Bugzilla’s site which is the online forums of individual internet browsers that comprise the CA/Browser
Forum.

(The above represents a translation, for convenience only, of the original report issued in the Japanese
language.)


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-ssl-baseline-v2-8_final.pdf
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-ssl-baseline-v2-8_final.pdf
https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-ssl-baseline-v2-8_final.pdf
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(Translation)

APPENDIX A
List of CAs in Scope

EV SSL Issuing CAs

CA#1: Cybertrust Japan SureServer EV CA G3
OV SSL Issuing CAs

CA#2: Cybertrust Japan SureServer CA G4
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CA Identifying Information for in Scope CAs

(Translation)

CA|Cert [Subject Issuer Serial Key Key [Signature INot INot SKI Fingerprint Policy identifiers
# Algorith [Size  |Algorithm Before  |After
m
1| CN = Cybertrust OU = Security 22B9B1A12 [rsaEncryp[2048bit [sha256WithRS [December [May 29, [826C755D53F54569B(SHAT) 2.23.140.1.1
Japan SureServer EV (Communication ID91F181AD|tion IAEncryption 13,2023 2029 C252DA44C89E6B2BRBC16167A04BA4992918EB6C4444147COFF842D93
CA G3 RootCA2 7ATB6DBE 15:28:45  [14:00:39 [74187A3
O = Cybertrust Japan [O = SECOM Trust |[B38EA7 (SHA256)
Co., Ltd. Systems CO., LTD. B723273A3506C6BEDS5F083DA562734BE09F2C47 ADE47
C=1Jp C=1JP 317831D63AA8BE278A5
1 R ICN = Cybertrust OU = Security 22B9B1648 [rsaEncryp[2048bit [sha256WithRS [September [May 29, [826C755D53F54569B(SHA1) 2.23.140.1.1
Japan SureServer EV [Communication BBCE695FCition IAEncryption 27,2019  [2029 C252DA44C89E6B2BIA88503F53FA02D0B2C4D1437BCD1BD6AA111539D
CA G3 RootCA2 11:04:20  (14:00:39 [74187A3
O = Cybertrust Japan (O = SECOM Trust (SHA256)
Co., Ltd. Systems CO., LTD. FECE9ADA7AA49D4FEA9EFF123542095A880C004FD693
C=1JP C=1JpP 3F9364B02B2E3574EA38
2 N ICN = Cybertrust OU = Security 22B9B1A07 [rsaEncryp[2048bit [sha256WithRS |December [May 29, |62A7D2DADE85B69 (SHA1) 2.23.140.1.2.2
Japan SureServer CA (Communication 4641857F7Altion IAEncryption  |13,2023  [2029 2F185BCF6E8959D7 (0EB4300EA577104A84B0B86DC450147D97F975A9
G4 RootCA2 01332DB42 14:57:30  (14:00:39 |SAOFA4EIF
O = Cybertrust Japan (O = SECOM Trust |[B9EC (SHA256)
Co., Ltd. Systems CO., LTD. 8346922CB8730BB6AE71AB03BFC42462F4160423D9079B
cC=JP cC=JP E64385621AC5877672
2 2 CN = Cybertrust OU = Security 22B9B1630 [rsaEncryp[2048bit [sha256WithRS [September May 29, [62A7D2DADES85B69 (SHA1) 2.23.140.1.2.2
Japan SureServer CA (Communication CECB43C2 [tion IAEncryption 27,2019 2029 2F185BCF6E8959D7 [F695C5B4037AESEAES1EA943A4F54D750E0DA609
G4 RootCA2 IE 10:54:23  [14:00:39 [SAOFA4E1F
O = Cybertrust Japan (O = SECOM Trust (SHA256)
Co., Ltd. Systems CO., LTD. 0207056D172C80BDFB6DC45BE9E5808846078D1EGEEF1
C=1JP C=JP B6ED70259AB332A64C1
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(Translation)
APPENDIX B
Certificate Policy
CA Policy Name Version Date
CA#1-1 | Cybertrust Japan SureServer EV Certificate Policy 2.6 September 13, 2024
CA#1-2
Cybertrust Japan SureServer EV Certificate Policy 2.7 February 14, 2025
Cybertrust Japan iTrust EV SSL/TLS Server 2.8 June 1, 2025
Certificate Policy
Cybertrust Japan iTrust EV SSL/TLS Server 2.9 July 4, 2025
Certificate Policy
CA#2-1 | Cybertrust Japan SureServer Certificate Policy 2.5 September 13, 2024
CA#2-2
Cybertrust Japan SureServer Certificate Policy 2.6 February 14, 2025
Cybertrust Japan iTrust SSL/TLS Server Certificate 2.7 June 1, 2025
Policy
Cybertrust Japan iTrust SSL/TLS Server Certificate 2.8 July 4, 2025
Policy
Certification Practice Statement
CA Policy Name Version Date
CA#1-1 Cybertrust Japan Certification Practice Statement 1.10 September 13, 2024
CA#1-2
CA#2-1 Cybertrust Japan Certification Practice Statement 1.11 December 23, 2024
CA#2-2 Cybertrust Japan Certification Practice Statement 1.12 June 1, 2025
Certificate Policy/Certification Practice Statement
CA Policy Name Version Date
CA#1-1 | Cybertrust Japan iTrust EV SSL/TLS Server 2.0 July 15, 2025
CA#1-2 | Certificate Policy/ Certification Practice Statement
Cybertrust Japan iTrust EV SSL/TLS Server 2.1 September 17, 2025
Certificate Policy/ Certification Practice Statement
Cybertrust Japan iTrust EV SSL/TLS Server 2.2 October 31, 2025
Certificate Policy/ Certification Practice Statement
CA#2-1 | Cybertrust Japan iTrust SSL/TLS Server Certificate 2.0 July 15,2025
CA#2-2 | Policy/ Certification Practice Statement
Cybertrust Japan iTrust SSL/TLS Server Certificate 2.1 September 17, 2025
Policy/ Certification Practice Statement
Cybertrust Japan iTrust SSL/TLS Server Certificate 2.2 October 31, 2025

Policy/ Certification Practice Statement



https://www.cybertrust.ne.jp/ssl/repository/EVCP_English_v2.6.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_English_v2.7.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_English_v2.8.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_English_v2.8.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_English_v2.9.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_English_v2.9.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_English_v2.5.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_English_v2.6.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_English_v2.7.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_English_v2.7.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_English_v2.8.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_English_v2.8.pdf
https://www.cybertrust.ne.jp/ssl/repository/CTJCPS_English_v1.10.pdf
https://www.cybertrust.ne.jp/ssl/repository/CTJCPS_English_v1.11.pdf
https://www.cybertrust.ne.jp/ssl/repository/CTJCPS_English_v1.12.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_English_v2.0.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_English_v2.0.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_English_v2.1.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_English_v2.1.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_English_v2.2.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_English_v2.2.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_English_v2.0.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_English_v2.0.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_English_v2.1.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_English_v2.1.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_English_v2.2.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_English_v2.2.pdf

APPENDIX C

(Translation)

Disclosure

Publicly Disclosed Link

SECOM: Non conformant SCT Encoding Due to SCT Modification by
Cybertrust Japan (CTJ)

https://bugzilla.mozilla.or
g/show bug.cei?id=2007
070

SECOM: Cybertrust Japan's CRL lacks the critical flag in the
issuingDistributionPoint extension

https://bugzilla.mozilla.or
g/show bug.cei?id=1975
624



https://bugzilla.mozilla.org/show_bug.cgi?id=2007070
https://bugzilla.mozilla.org/show_bug.cgi?id=2007070
https://bugzilla.mozilla.org/show_bug.cgi?id=2007070
https://bugzilla.mozilla.org/show_bug.cgi?id=1975624
https://bugzilla.mozilla.org/show_bug.cgi?id=1975624
https://bugzilla.mozilla.org/show_bug.cgi?id=1975624
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(Translation)

CTJ MANAGEMENT’S ASSERTION
February 27, 2026

Iori Kondo

Manager

Public Certificate Product Management Department
PKI Product Division

Trust Service Business Unit

Cybertrust Japan Co., Ltd.

Cybertrust Japan Co., Ltd. (“CTJ”) operates the Certification Authority (CA) services for its CAs as enumerated
in Appendix A and provides SSL CA services.

The management of CTJ is responsible for establishing and maintaining effective controls over its SSL CA
operations, including its SSL CA business practices disclosure on its website, SSL key lifecycle management
controls, and SSL certificate lifecycle management controls. These controls contain monitoring mechanisms, and

actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the circumvention or
overriding of controls. Accordingly, even effective controls can only provide reasonable assurance with respect to
CTJ’s Certification Authority operations. Furthermore, because of changes in conditions, the effectiveness of

controls may vary over time.

CTJ management has assessed its disclosures of its certificate practices and controls over its SSL CA services.
Based on that assessment, in CTJ management’s opinion, in providing its SSL CA services at Hokkaido and

Tokyo, Japan, throughout the period December 11, 2024 to December 10, 2025, CTJ has:

1. disclosed its SSL certificate lifecycle management business practices in its Certification Practice Statements
and Certificate Policies enumerated in Appendix B, including its commitment to provide SSL certificates in
conformity with the CA/Browser Forum Requirements on the CTJ’s website, and provided such services in

accordance with its disclosed practices
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(Translation)
2. maintained effective controls to provide reasonable assurance that:

- the integrity of keys and SSL certificates it manages is established and protected throughout their lifecycles;
and

- SSL subscriber information is properly authenticated (for the registration activities performed by CTJ)

3. maintained effective controls to provide reasonable assurance that:
- logical and physical access to CA systems and data is restricted to authorized individuals;
- the continuity of key and certificate management operations is maintained; and
- CA systems development, maintenance, and operations are properly authorized and performed to maintain

CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline v2.8.

CTJ has enumerated the information to Appendix C, that have been posted publicly on Bugzilla’s site which is the

online forums of individual internet browsers that comprise the CA/Browser Forum.

Appendix A, #1-2 CA and #2-2 CA did not issue certificates during the period December 11, 2024 to December

10, 2025 were maintained online to provide revocation status information only.

(The above represents a translation, for convenience only, of the original assertion issued in the Japanese

language.)


https://www.cpacanada.ca/-/media/site/operational/ms-member-services/docs/webtrust/01618-ms_24-3464_webtrust-for-ca-ssl-baseline-v2-8_final.pdf
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APPENDIX A
List of CAs in Scope

(Translation)

EV SSL Issuing CAs

CA#1: Cybertrust Japan SureServer EV CA G3

OV SSL Issuing CAs

CA#2: Cybertrust Japan SureServer CA G4
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(Translation)
CA Identifying Information for in Scope CAs
CA|[Cert [Subject [ssuer Serial Key Key [Signature INot INot SKI IFingerprint IPolicy identifiers
o IAlgorith [Size  |Algorithm Before  |After
m
1 | ICN = Cybertrust OU = Security 22B9B1A12 rsaEncryp [2048bit [sha256WithRS [December [May 29, [826C755D53F54569B|(SHA1) 2.23.140.1.1
Uapan SureServer EV [Communication ID91F181ADtion IAEncryption 13,2023  [2029 (C252DA44C89E6B2BRC16167A04BA4992918EB6C4444147COFF842D93
ICA G3 RootCA2 7ATB6DBE 15:28:45  [14:00:39 [74187A3
O = Cybertrust Japan O = SECOM Trust [B38EA7 SHA256)
Co., Ltd. Systems CO., LTD. IB723273A3506C6BED85F083DA562734BE09F2C47ADE47
C=1Jp C=1Jp 317831D63AA8BE278A5
1 R ICN = Cybertrust OU = Security 22B9B1648 [rsaEncryp[2048bit [sha256WithRS |September [May 29, [826C755D53F54569B(SHA1) 2.23.140.1.1
Uapan SureServer EV [Communication 8BCE695FCltion IAEncryption 27,2019  [2029 IC252DA44C89E6B2BIA88503F53FA02D0B2C4D1437BCD1BD6AA111539D
ICA G3 RootCA2 11:04:20  [14:00:39 [74187A3
O = Cybertrust Japan [O = SECOM Trust SHA256)
Co., Ltd. Systems CO., LTD. FECE9ADA7AA49D4FEA9EFF123542095A880C004FD693
C=1Ip C=1Ip 3F9364B02B2E3574EA38
2 N ICN = Cybertrust OU = Security 22B9B1A07 frsaEncryp [2048bit [sha256WithRS [December [May 29, |[62A7D2DADES85B69 (SHA1) 2.23.140.1.2.2
Uapan SureServer CA [Communication 4641857F7Attion IAEncryption  [13,2023 2029 2F185BCF6E8959D7 (0EB4300EA577104A84B0B86DC450147D97F975A9
G4 RootCA2 01332DB42 14:57:30  |14:00:39 [SAOFA4EIF
O = Cybertrust Japan (O = SECOM Trust [B9EC SHA256)
Co., Ltd. Systems CO., LTD. 8346922CB8730BB6AE71 AB03BFC42462F4160423D9079B
Cc=1Jp C=1JP [E64385621AC5877672
2 R ICN = Cybertrust OU = Security 22B9B1630 [rsaEncryp[2048bit [sha256WithRS [September May 29, [62A7D2DADES5B69 (SHAL) 2.23.140.1.2.2
Uapan SureServer CA [Communication CECB43C2 (tion IAEncryption 27,2019  [2029 2F185BCF6E8959D7 [F695C5B4037AESEAES1EA943 A4F54D750E0DAG609
G4 RootCA2 IE 10:54:23  [14:00:39 |SAOFA4EI1F
O = Cybertrust Japan (O = SECOM Trust SHA256)
Co., Ltd. Systems CO., LTD. 207056D172C80BDFB6DC45BE9ES5808846078 D1 E6EEF1
C=1Jp C=1Jp IB6ED70259AB332A64C1
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(Translation)
APPENDIX B
Certificate Policy
CA Policy Name Version Date
CA#1-1 | Cybertrust Japan SureServer EV Certificate Policy 2.6 September 13, 2024
CA#1-2
Cybertrust Japan SureServer EV Certificate Policy 2.7 February 14, 2025
Cybertrust Japan iTrust EV SSL/TLS Server 2.8 June 1, 2025
Certificate Policy
Cybertrust Japan iTrust EV SSL/TLS Server 2.9 July 4, 2025
Certificate Policy
CA#2-1 | Cybertrust Japan SureServer Certificate Policy 2.5 September 13, 2024
CA#2-2
Cybertrust Japan SureServer Certificate Policy 2.6 February 14, 2025
Cybertrust Japan iTrust SSL/TLS Server Certificate 2.7 June 1, 2025
Policy
Cybertrust Japan iTrust SSL/TLS Server Certificate 2.8 July 4, 2025
Policy
Certification Practice Statement
CA Policy Name Version Date
CA#1-1 | Cybertrust Japan Certification Practice Statement 1.10 September 13, 2024
CA#1-2
CA#2-1 Cybertrust Japan Certification Practice Statement 1.11 December 23, 2024
CA#2-2 Cybertrust Japan Certification Practice Statement 1.12 June 1, 2025
Certificate Policy/Certification Practice Statement
CA Policy Name Version Date
CA#1-1 Cybertrust Japan iTrust EV SSL/TLS Server 2.0 July 15, 2025
CA#1-2 | Certificate Policy/ Certification Practice Statement
Cybertrust Japan iTrust EV SSL/TLS Server 2.1 September 17, 2025
Certificate Policy/ Certification Practice Statement
Cybertrust Japan iTrust EV SSL/TLS Server 2.2 October 31, 2025
Certificate Policy/ Certification Practice Statement
CA#2-1 | Cybertrust Japan iTrust SSL/TLS Server Certificate 2.0 July 15, 2025
CA#2-2 | Policy/ Certification Practice Statement
Cybertrust Japan iTrust SSL/TLS Server Certificate 2.1 September 17, 2025
Policy/ Certification Practice Statement
Cybertrust Japan iTrust SSL/TLS Server Certificate 2.2 October 31, 2025

Policy/ Certification Practice Statement



https://www.cybertrust.ne.jp/ssl/repository/EVCP_English_v2.6.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_English_v2.7.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_English_v2.8.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_English_v2.8.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_English_v2.9.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCP_English_v2.9.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_English_v2.5.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_English_v2.6.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_English_v2.7.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_English_v2.7.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_English_v2.8.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCP_English_v2.8.pdf
https://www.cybertrust.ne.jp/ssl/repository/CTJCPS_English_v1.10.pdf
https://www.cybertrust.ne.jp/ssl/repository/CTJCPS_English_v1.11.pdf
https://www.cybertrust.ne.jp/ssl/repository/CTJCPS_English_v1.12.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_English_v2.0.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_English_v2.0.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_English_v2.1.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_English_v2.1.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_English_v2.2.pdf
https://www.cybertrust.ne.jp/ssl/repository/EVCPCPS_English_v2.2.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_English_v2.0.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_English_v2.0.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_English_v2.1.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_English_v2.1.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_English_v2.2.pdf
https://www.cybertrust.ne.jp/ssl/repository/OVCPCPS_English_v2.2.pdf
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(Translation)
APPENDIX C

# Disclosure Publicly Disclosed Link
1 | SECOM: Non conformant SCT Encoding Due to SCT Modification by https://bugzilla.mozilla.or
Cybertrust Japan (CTJ) g/show_bug.cgi?id=2007

070
2 | SECOM: Cybertrust Japan's CRL lacks the critical flag in the https://bugzilla.mozilla.or
issuingDistributionPoint extension g/show bug.cei?id=1975

624



https://bugzilla.mozilla.org/show_bug.cgi?id=2007070
https://bugzilla.mozilla.org/show_bug.cgi?id=2007070
https://bugzilla.mozilla.org/show_bug.cgi?id=2007070
https://bugzilla.mozilla.org/show_bug.cgi?id=1975624
https://bugzilla.mozilla.org/show_bug.cgi?id=1975624
https://bugzilla.mozilla.org/show_bug.cgi?id=1975624

