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HABUTIV - EREER

BCELARE

¥II1Ik CN = Japanese Government Root CA
2.5.4.97 = NTRJP-8000012010038

O = Japanese Government

Cc=JP

CN = Japanese Government Root CA
2.5.4.97 = NTRJP-8000012010038

O = Japanese Government

C=JpP
JUTNEBS 311EE08CBA24583B6199AA
F-7IIYRL ECDSA
F-9142 384 Lk
FAIIARTIVTV AL SHA384
BRHABRDFLA 20235 12A13H 0:00:00 JST
BRHABRDET 20485124128 23:59:59 JST
YII17 bR F 76AF9B2EBO116F4F1E430E81COF39FED26FABECT

J4VH-TUVE SHA-1 4DCF7D1B9B2608ED2C96B66B29610FCEE76ACTF4
74VH-TUVk SHA-256 D7A5514D93F7D53BD27DE2051F8E1FF71CAOAC78FACFE46A8BCCA4589984AE64
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SRR SR

CN = OfficialStatus Sub CA
2.5.4.97 = NTRJP-8000012010038
O = Japanese Government
c=1JpP

CN = Japanese Government Root CA
2.5.4.97 = NTRJP-8000012010038

O = Japanese Government

Cc=Jp
JUTNES 38B3C6FDOD1C58CFE4CA9C
F-7ITURL ECDSA
-1 384 Ky
H4ITARTIVIUR L SHA384
BHHROFLE 2023 12H13H 0:00:00 JST
BHHAROIE T 2038 12H12H 23:59:59 JST
YII17 b E-HBIF 8E7AA9C33B31B696727855B410566ADA843D78B7
J4VH-FTUVE SHAA1 A437A572213AEB3EAF15AD5C97E1FFB46C6ATAES
J4YH-TUYL SHA-256 FAD90EB633099ECF2BF227DO0E4A71CD95773E68B21B6F436508D425B39901275
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SRR SR

CN = Organization Sub CA
2.5.4.97 = NTRJP-8000012010038
O = Japanese Government
c=1JpP

CN = Japanese Government Root CA
2.5.4.97 = NTRJP-8000012010038

O = Japanese Government

Cc=Jp
JUTNES 3139CC50BD18014D66750F89
F-7ITURL ECDSA
-1 384 Ky
H4ITARTIVIUR L SHA384
BHHROFLE 20247/ 178 0:00:00 JST
BHHAROIE T 203978168 23:59:59 JST
YII1I b F-HRIF 303C915AF4ADD2421FDFB245D97881ADDFC1B446
J4VH-FTUVE SHAA1 A5C1EDA2EDD661E4DD19CEB947D50B1B1ABD9604
J4YH-TUYL SHA-256 DABBB7DD7C1186D9CF677B559C29DE50FA3DDA252BFB6B134A95659444A01458
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JUTINVES

F-7IIVRL

F-HY42X
H4ITARTIVIUR L
BHEAROFLA
BHEROET
YII17 b E-HBIF
74H-TUVk SHA-1

J4YH-FTUYk SHA-256

HABUTI-EREER

BCELAHE

CN = Japanese Government Root CA
2.5.4.97 = NTRJP-8000012010038

O = Japanese Government

c=1JpP

CN = Japanese Government Root CA
2.5.4.97 = NTRJP-8000012010038

O = Japanese Government

c=JpP

311EEO8CBA24583B6199AA

ECDSA

384 By bk

SHA384

2023F12H 138 0:00:00 JST

2048F 128128 23:59:59 JST

76AF9B2EBO116FAF1E430E81COF39FED26FABECT

4DCF7D1B9B2608ED2C96B66B29610FCEE76ACT7F4

D7A5514D93F7D53BD27DE2051F8E1FF71CAOAC78FACFE46A8BCCA4589984AE64
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BEBYIRR

PR EERAAAE

CN = OfficialStatus Sub CA
2.5.4.97 = NTRJP-8000012010038
O = Japanese Government
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CN = Japanese Government Root CA
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O = Japanese Government
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O = Japanese Government
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A5C1EDA2EDD661E4DD19CEB947D50B1B1ABD9604

DABBB7DD7C1186D9CF677B559C29DES0FA3DDA252BFB6B134A95659444A01458
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Deloitte Touche Tohmatsu LLC
Marunouchi Nijubashi Building
3-2-3 Marunouchi

Chiyoda-ku, Tokyo, 100-8360
Japan

Tel: +81 (3) 6213 1000

INDEPENDENT ASSURANCE REPORT

23 July 2025
To Mr. Hideyuki Chiba
Director for Policy Planning
Group of Common Functions for Digital Society
Government of Japan, Digital Agency
Koji Nosaka
Partner

Tokyo Office
Deloitte Touche Tohmatsu LLC

Scope

We have been engaged, in a reasonable assurance engagement, to report on GPKI management’s assertion that for its
Certification Authority (CA) operations at Tokyo, Japan, throughout the period of 1 June 2024 to 31 May 2025 for its CAs as
enumerated in Appendix A, GPKI has:

. disclosed its business, key lifecycle management, certificate lifecycle management, and CA environmental control
practices in its Certificate Policies / Certification Practice Statements (CP/CPS) as enumerated in Appendix B on
GPKI’s website

. maintained effective controls to provide reasonable assurance that:

- GPKI provides its services in accordance with its CP/CPS
. maintained effective controls to provide reasonable assurance that:
— theintegrity of keys and certificates it manages is established and protected throughout their lifecycles;

—  the integrity of subscriber keys and certificates it manages is established and protected throughout their
lifecycles; and

—  subscriber information is properly authenticated (for the registration activities performed by GPKI)
. maintained effective controls to provide reasonable assurance that:

— logical and physical access to CA systems and data is restricted to authorized individuals;

—  the continuity of key and certificate management operations is maintained; and

—  CA systems development, maintenance, and operations are properly authorized and performed to maintain
CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities v2.2.2.

GPKI does not perform CA keys archiving, escrow, and migration. GPKI does not provide subscriber key recovery services,
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certificate renewal services, suspension services, and third-party subordinate CA or cross-certificate issuance or
management. Accordingly, our procedures did not extend to controls that would address those criteria.

Certification authority’s responsibilities

GPKI’'s management is responsible for its assertion, including the fairness of its presentation, and the provision of its
described services in accordance with the WebTrust Principles and Criteria for Certification Authorities v2.2.2.

Our independence and quality management

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional Accountants
issued by the International Ethics Standards Board for Accountants, which is founded on fundamental principles of integrity,
objectivity, professional competence and due care, confidentiality and professional behaviour.

The firm applies International Standard on Quality Management (ISQM) 1, Quality Management for Firms that Perform
Audits or Reviews of Financial Statements, or Other Assurance or Related Services Engagements and accordingly maintains a
comprehensive system of quality control including documented policies and procedures regarding compliance with ethical
requirements, professional standards and applicable legal and regulatory requirements.

Practitioner’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted our
procedures in accordance with International Standard on Assurance Engagements 3000, Assurance Engagements Other than
Audits or Reviews of Historical Financial Information, issued by the International Auditing and Assurance Standards Board.
This standard requires that we plan and perform our procedures to obtain reasonable assurance about whether, in all
material respects, management’s assertion is fairly stated, and, accordingly, included:

1. obtaining an understanding of GPKI’s key and certificate lifecycle management business practices and its controls
over key and certificate integrity, over the authenticity and confidentiality of subscriber and relying party
information, over the continuity of key and certificate lifecycle management operations and over development,
maintenance and operation of systems integrity;

2. selectively testing transactions executed in accordance with disclosed key and certificate lifecycle management
business practices;

3. testing and evaluating the operating effectiveness of the controls; and
4, performing such other procedures as we considered necessary in the circumstances.
We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.

The relative effectiveness and significance of specific controls at GPKI and their effect on assessments of control risk for
subscribers and relying parties are dependent on their interaction with the controls, and other factors present at individual
subscriber and relying party locations. We have performed no procedures to evaluate the effectiveness of controls at
individual subscriber and relying party location.

Inherent limitations

There are inherent limitations in the effectiveness of any system of internal control, including the possibility of human error
and the circumvention of controls. For example, because of their nature, controls may not prevent, or detect unauthorised
access to systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection to the future of any conclusions based on our findings is subject to the risk that controls may become ineffective.
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Opinion

In our opinion, throughout the period of 1 June 2024 to 31 May 2025, GPKI management’s assertion, as referred to above,
is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria for Certification Authorities
v2.2.2.

This report does not include any representation as to the quality of GPKI’s services beyond those covered by the WebTrust
Principles and Criteria for Certification Authorities v2.2.2, nor the suitability of any of GPKI’s services for any customer’s
intended purpose.

Use of the WebTrust seal

GPKI’s use of the WebTrust for Certification Authorities Seal constitutes a symbolic representation of the contents of this
report and it is not intended, nor should it be construed, to update this report or provide any additional assurance.

(The above represents a translation, for convenience only, of the original report issued in the Japanese language.)
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Appendix A CA Identifying Information for in Scope CAs

CA# Japanese Government Root CA
Cert# Self-signed certificate

Subject CN = Japanese Government Root CA
2.5.4.97 = NTRJP-8000012010038

O =Japanese Government

C=JP

Issuer CN = Japanese Government Root CA
2.5.4.97 = NTRJP-8000012010038

O = Japanese Government

C=JP
Serial 311EEO8CBA24583B6199AA
Key Algorithm ECDSA
Key Size 384bits
Digest Algorithm SHA384
Not Before 13 December 2023, 0:00:00 JST
Not After 12 December 2048, 23:59:59 JST
SKI 76AF9B2EB0116F4F1E430E81COF39FED26FABECL
SHA1 Fingerprint 4DCF7D1B9B2608ED2C96B66B29610FCEE76ACT7F4
SHA256 Fingerprint D7A5514D93F7D53BD27DE2051F8E1FF71CAOAC78FACFEA6A8BCCA4589984AE64
CA# OfficialStatus Sub CA
Cert# Intermediate CA certificate
Subject CN = OfficialStatus Sub CA

2.5.4.97 = NTRJP-8000012010038

O = Japanese Government

C=JP

Issuer CN = Japanese Government Root CA
2.5.4.97 = NTRJP-8000012010038

O = Japanese Government

C=JP
Serial 38B3C6FDOD1C58CFE4CAIC
Key Algorithm ECDSA
Key Size 384bits
Digest Algorithm SHA384
Not Before 13 December 2023, 0:00:00 JST
Not After 12 December 2038, 23:59:59 JST
SKI 8E7AA9C33B31B696727855B410566ADA843D78B7
SHA1 Fingerprint A437A572213AEB3EAF15AD5C97E1FFBA6C6A1AEG
SHA256 Fingerprint FAD90EB633099ECF2BF227D0E4A71CD95773E68B21B6F436508D425B39901275

Member of

Deloitte Touche Tohmatsu Limited
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CA#
Cert#
Subject

Serial

Key Algorithm

Key Size

Digest Algorithm
Not Before

Not After

SKI

SHA1 Fingerprint
SHA256 Fingerprint

Organization Sub CA

Intermediate CA certificate

CN = Organization Sub CA
2.5.4.97 = NTRJP-8000012010038
O =Japanese Government

C=JP

CN = Japanese Government Root CA
2.5.4.97 = NTRJP-8000012010038

O = Japanese Government

C=JP

3139CC50BD18014D66750F89

ECDSA

384bits

SHA384

17 July 2024, 0:00:00 JST

16 July 2039, 23:59:59 JST

303C915AFAADD2421FDFB245D97881ADDFC1B446

ASC1EDA2EDD661E4DD19CEB947D50B1B1ABD9604

DABBB7DD7C1186D9CF677B559C29DE50FA3DDA252BFB6B134A95659444A01458

Member of

Deloitte Touche Tohmatsu Limited
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Appendix B Certification Practice Statements and Certificate Policies

Certificate Policy / Certification Practice Statement Name

Version

Japanese Government Root CA
OfficialStatus Sub CA
Organization Sub CA

Government Public Key Infrastructure (GPKI) 1.03 23 May 2025
Japanese Government Certification Authority CP/CPS

Government Public Key Infrastructure (GPKI) 1.02 27 January 2025
Japanese Government Certification Authority CP/CPS

Government Public Key Infrastructure (GPKI) 1.01 20 June 2024
Japanese Government Certification Authority CP/CPS

Government Public Key Infrastructure (GPKI) 1.00 8 December 2023

Japanese Government Certification Authority CP/CPS

Member of

Deloitte Touche Tohmatsu Limited


https://www.gpki.go.jp/jgca/cpcps/jgca_cpcps_eng.pdf
https://www.gpki.go.jp/jgca/cpcps/jgca_cpcps_eng.pdf

G PKI

GPKI MANAGEMENT’S ASSERTION

23 July 2025

Hideyuki Chiba
Director for Policy Planning
Group of Common Functions for Digital Society

Government of Japan, Digital Agency

Government Public Key Infrastructure (“GPKI”) operates the Certification Authority (CA) services as enumerated in Appendix
A, and provides the following CA services:

. Subscriber registration

. Certificate rekey

. Certificate issuance

. Certificate distribution

. Certificate revocation

. Certificate validation

. Subscriber key generation and management

The management of GPKI is responsible for establishing and maintaining effective controls over its CA operations, including
its CA business practices disclosure on its website, CA business practices management, CA environmental controls, CA key
lifecycle management controls, subscriber key lifecycle management controls, and certificate lifecycle management controls.
These controls contain monitoring mechanisms, and actions are taken to correct deficiencies identified.

There are inherent limitations in any controls, including the possibility of human error, and the circumvention or overriding
of controls. Accordingly, even effective controls can only provide reasonable assurance with respect to GPKI’s Certification
Authority operations. Furthermore, because of changes in conditions, the effectiveness of controls may vary over time.

GPKI management has assessed its disclosures of its certificate practices and controls over its CA services. Based on that
assessment, in GPKI management’s opinion, in providing its Certification Authority (CA) services at Tokyo, Japan, throughout
the period of 1 June 2024 to 31 May 2025, GPKI has:

. disclosed its business, key lifecycle management, certificate lifecycle management, and CA environmental
control practices in its Certificate Policies / Certification Practice Statements (CP/CPS) as enumerated in Appendix
B on GPKI’s website

. maintained effective controls to provide reasonable assurance that:
- GPKI provides its services in accordance with its CP/CPS
. maintained effective controls to provide reasonable assurance that:
—  theintegrity of keys and certificates it manages is established and protected throughout their lifecycles;

—  the integrity of subscriber keys and certificates it manages is established and protected throughout their
lifecycles; and

—  subscriber information is properly authenticated (for the registration activities performed by GPKI)

. maintained effective controls to provide reasonable assurance that:



G PKI

—  logical and physical access to CA systems and data is restricted to authorised individuals;
—  the continuity of key and certificate management operations is maintained; and

—  CA systems development, maintenance, and operations are properly authorised and performed to
maintain CA systems integrity

in accordance with the WebTrust Principles and Criteria for Certification Authorities v2.2.2, including the following:

CA Business Practices Disclosure

. Certification Practice Statement (CPS)
CA Business Practices Management

. Certification Practice Statement Management
CA Environmental Controls

d Security Management

. Asset Classification and Management

. Personnel Security

. Physical & Environmental Security

. Operations Management

d System Access Management

. System Development and Maintenance
. Business Continuity Management

. Monitoring and Compliance

. Audit Logging
CA Key Lifecycle Management Controls

. CA Key Generation

. CA Key Storage, Backup, and Recovery

. CA Public Key Distribution

d CA Key Usage

. CA Key Destruction

. CA Key Compromise

. CA Cryptographic Hardware Lifecycle Management
Subscriber Key Lifecycle Management Controls

. CA-Provided Subscriber Key Generation Services

. CA-Provided Subscriber Key Storage Services

. Integrated Circuit Card (ICC) Lifecycle Management

. Requirements for Subscriber Key Management


https://www.cpacanada.ca/-/media/site/operational/ep-education-pld/docs/mds21216webtrustca-222final-(15).pdf

G PKI

Certificate Lifecycle Management Controls
. Subscriber Registration

. Certificate Rekey

. Certificate Issuance

. Certificate Distribution
. Certificate Revocation
. Certificate Validation

GPKI does not perform CA keys archiving, escrow, and migration. GPKI does not provide subscriber key recovery services,
certificate renewal services, suspension services, and third-party subordinate CA or cross-certificate issuance or
management. Accordingly, our assertion does not extend to controls that would address those criteria.

(The above represents a translation, for convenience only, of the original report issued in the Japanese language.)
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Appendix A CA Identifying Information for in Scope CAs
CA#
Cert#
Subject

Issuer

Serial

Key Algorithm

Key Size

Digest Algorithm
Not Before

Not After

SKI

SHA1 Fingerprint
SHA256 Fingerprint

CA#
Cert#
Subject

Issuer

Serial

Key Algorithm

Key Size

Digest Algorithm
Not Before

Not After

SKI

SHA1 Fingerprint
SHA256 Fingerprint

Japanese Government Root CA

Self-signed certificate

CN = Japanese Government Root CA
2.5.4.97 = NTRJP-8000012010038

O = Japanese Government

C=JP

CN = Japanese Government Root CA
2.5.4.97 = NTRJP-8000012010038

O = Japanese Government

C=JP

311EEO8CBA24583B6199AA

ECDSA

384bits

SHA384

13 December 2023, 0:00:00 JST

12 December 2048, 23:59:59 JST

76AF9B2EB0116F4F1E430E81COF39FED26FABEC1

4DCF7D1B9B2608ED2C96B66B29610FCEE76AC7F4

D7A5514D93F7D53BD27DE2051F8E1FF71CAOAC78FACFE46A8BCCA4589984AE64

OfficialStatus Sub CA

Intermediate CA certificate

CN = OfficialStatus Sub CA
2.5.4.97 = NTRJP-8000012010038
O = Japanese Government

C=JP

CN = Japanese Government Root CA
2.5.4.97 = NTRJP-8000012010038

O = Japanese Government

Cc=JP

38B3C6FDOD1C58CFE4CASC

ECDSA

384bits

SHA384

13 December 2023, 0:00:00 JST

12 December 2038, 23:59:59 JST

8E7AA9C33B31B696727855B410566ADA843D78B7

A437A572213AEB3EAF15AD5C97E1FFB46C6A1AEG

FADSOEB633099ECF2BF227D0E4A71CD95773E68B21B6F436508D425B39901275
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CA#
Cert#
Subject

Serial

Key Algorithm

Key Size

Digest Algorithm
Not Before

Not After

SKI

SHA1 Fingerprint
SHA256 Fingerprint

Organization Sub CA

Intermediate CA certificate

CN = Organization Sub CA
2.5.4.97 = NTRJP-8000012010038
O =Japanese Government

C=JP

CN = Japanese Government Root CA
2.5.4.97 = NTRJP-8000012010038

O = Japanese Government

C=JP

3139CC50BD18014D66750F89

ECDSA

384bits

SHA384

17 July 2024, 0:00:00 JST

16 July 2039, 23:59:59 JST

303C915AFAADD2421FDFB245D97881ADDFC1B446

ASC1EDA2EDD661E4DD19CEB947D50B1B1ABD9604

DABBB7DD7C1186D9CF677B559C29DE50FA3DDA252BFB6B134A95659444A01458
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Appendix B Certification Practice Statements and Certificate Policies

Japanese Government Root CA
OfficialStatus Sub CA

Organization Sub CA

Certificate Policy / Certification Practice Statement Name

Version

Government Public Key Infrastructure (GPKI) 1.03 23 May 2025
Japanese Government Certification Authority CP/CPS

Government Public Key Infrastructure (GPKI) 1.02 27 January 2025
Japanese Government Certification Authority CP/CPS

Government Public Key Infrastructure (GPKI) 1.01 20 June 2024
Japanese Government Certification Authority CP/CPS

Government Public Key Infrastructure (GPKI) 1.00 8 December 2023

Japanese Government Certification Authority CP/CPS



https://www.gpki.go.jp/jgca/cpcps/jgca_cpcps_eng.pdf
https://www.gpki.go.jp/jgca/cpcps/jgca_cpcps_eng.pdf

