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Independent practitioner’s assurance report

To the management of Shanghai Electronic Certificate Authority Co., Ltd. (“SHECA”)

We have been engaged to perform a reasonable assurance engagement on the
accompanying management’s assertion of SHECA for its certification authority
operations at Shanghai (including Facility 1 and Facility 2), China for the period from
May 1, 2021 to March 31, 2022.

Management’s Responsibilities

SHECA’s management is responsible for the management’s assertion, including the
fairness of its presentation, and the provision of its described services in accordance
with the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline
with Network Security v2.5.

Our Independence and Quality Control

We have complied with the independence and other ethical requirements of the
International Code of Ethics for Professional Accountants (including International
Independence Standards) issued by the International Ethics Standards Board for
Accountants, which is founded on fundamental principles of integrity, objectivity,
professional competence and due care, confidentiality and professional behaviour.

Our firm applies International Standard on Quality Control 1 and accordingly
maintains a comprehensive system of quality control including documented policies
and procedures regarding compliance with ethical requirements, professional
standards and applicable legal and regulatory requirements.

Practitioner’s Responsibilities

It is our responsibility to express an opinion on the management’s assertion based on
our work performed.

We conducted our work in accordance with International Standard on Assurance
Engagements 3000 (Revised) “Assurance Engagements Other Than Audits or Reviews
of Historical Financial Information”. This standard requires that we plan and perform
our work to form the opinion.

A reasonable assurance engagement involves performing procedures to obtain
sufficient appropriate evidence whether the management’s assertion of SHECA is fairly
stated, in all material respects, in accordance with the WebTrust Principles and Criteria
for Certification Authorities - SSL Baseline with Network Security v2.5. The extent of
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procedures selected depends on the practitioner’s judgment and our assessment of the
engagement risk. Within the scope of our work we performed amongst others the
following procedures: (1) obtaining an understanding of SHECA’s SSL certificate
lifecycle management business practices, including its relevant controls over the
issuance, renewal, and revocation of SSL certificates, and obtaining an understanding
of SHECA’s network and certificate system security to meet the requirements set forth
by the CA/Browser Forum; (2) selectively testing transactions executed in accordance
with disclosed SSL certificate lifecycle management business practices; (3) testing and
evaluating the operating effectiveness of the controls; and (4) performing such other
procedures as we considered necessary in the circumstances.

The relative effectiveness and significance of specific controls at SHECA and their
effect on assessments of control risk for subscribers and relying parties are dependent
on their interaction with the controls, and other factors present at individual subscriber
and relying party locations. We have performed no procedures to evaluate the
effectiveness of controls at individual subscriber and relying party locations.

We believe that the evidence we have obtained is sufficient and appropriate to provide
a basis for our opinion.

Inherent Limitation

Because of the nature and inherent limitations of controls, SHECA'’s ability to meet the
aforementioned criteria may be affected. For example, controls may not prevent, or
detect and correct, error, fraud, unauthorised access to systems and information, or
failure to comply with internal and external policies or requirements. Also, the
projection of any opinion based on our findings to future periods is subject to the risk
that changes may alter the validity of such opinion.

Opinion

In our opinion, the management’s assertion of SHECA, for the period from May 1, 2021
to March 31, 2022, is fairly stated, in all material respects, in accordance with the
WebTrust Principles and Criteria for Certification Authorities - SSL Baseline with
Network Security v2.5.

Emphasis of Matter

Without modifying our opinion, we draw attention to the fact that this report does not
include any representation as to the quality of SHECA'’s services beyond those covered
by the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline
with Network Security v2.5, nor the suitability of any of SHECA’s services for any
customer's intended purpose.
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Other Matter

SEHCA'’s use of the WebTrust for Certification Authorities Seal constitutes a symbolic
representation of the contents of this report and it is not intended, nor should it be
construed, to update this report or provide any additional assurance.

Purpose and Restriction on Use

The management’s assertion was prepared for obtaining and displaying the WebTrust
Seal on SHECA website! using the WebTrust Principles and Criteria for Certification
Authorities - SSL Baseline with Network Security v2.5 designed for this purpose. As a
result, the management’s assertion of SHECA may not be suitable for another purpose.
This report is intended solely for the management of SHECA in connection with
obtaining and displaying the WebTrust Seal on its website after submitting the report
to the related authority in connection with the WebTrust Principles and Criteria for
Certification Authorities - SSL Baseline with Network Security v2.5. We do not assume
responsibility towards or accept liability to any other person for the contents of this
report.

April 22, 2022

1 The maintenance and integrity of the SHECA website is the responsibility of the management of SHECA; the work
carried out by the assurance provider does not involve consideration of these matters and, accordingly, the assurance
provider accepts no responsibility for any differences between the accompanying management’s assertion of SHECA
on which the assurance report was issued or the assurance report that was issued and the information presented on
the website.
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No.1717, North Sichuan Rd, Shanghai,
China

Tel: (021) 36393199

Fax: (021) 36393200
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11th Floor
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2 Corporate Avenue

202 Hu Bin Road, Huangpu District
Shanghai 200021, PRC

April 22, 2022
Dear Sirs,

Assertion of Management as to the Disclosure to Business Practices and
Controls over the Certification Authority - SSL Operations during the
period from May 1, 2021 through March 31, 2022

Shanghai Electronic Certificate Authority Co., Ltd. (“SHECA”) operates the
Certification Authority (CA) services known as its Root and Subordinate CAs (please
refer to the appendix) for SSL Baseline Requirements and Network Security
Requirements and provides SSL CA services.

SHECA management has assessed its disclosures of its certificate practices and
controls over its SSL. CA services. Based on that assessment, in providing its SSL
Certification Authority (CA) services at Shanghai (including Facility 1 and Facility 2),
China, throughout the period May 1, 2021 to March 31, 2022, SHECA has:

e disclosed its SSL certificate lifecycle management business practices in its:

o UniTrust Certification Practice Statement v3.7.1 (https://assets-
cdn.sheca.com/documents/SHECA-CPS-
v3.71%EF%BC%SSEN%EF%BC%89.pdf);

o UniTrust Certification Practice Statement v3.7;

UniTrust Certification Practice Statement v3.6.9; and
o UniTrust Certificate Policy v1.4.9 (https://assets-
cdn.sheca.com/documents/SHECA-CP-
v1.4.9%20%EF%BC%88EN%20).pdf);
o UniTrust Certificate Policy v1.4.8;
o UniTrust Certificate Policy vi1.4.7,
including its commitment to provide SSL certificates in conformity with the
CA/Browser Forum Requirements on the SHECA website, and provided such
services in accordance with its disclosed practices

o

¢ maintained effective controls to provide reasonable assurance that:
o the integrity of keys and SSL certificates it manages is established and
protected throughout their lifecycles; and
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o SSL subscriber information is properly authenticated (for the
registration activities performed by SHECA)

e maintained effective controls to provide reasonable assurance that:
o logical and physical access to CA systems and data is restricted to
authorized individuals;
o the continuity of key and certificate management operations is
maintained; and
o CA systems development, maintenance, and operations are properly
authorized and performed to maintain CA systems integrity

e maintained effective controls to provide reasonable assurance that it meets the

Network and Certificate System Security Requirements as set forth by the
CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities -
SSL.  Baseline with Network Security v2.5 (https://www.cpacanada.ca/-
/media/site/operational/ms-member-services/docs/webtrust/wtioobwtbr-25-110120-
finalaoda.pdf?la=en&hash=11A5FE85CBF7F0E960E681DFF6FD4592FC135B4C).

2%,

Mr. Cui Jingiang
General Manager of Shanghai Electronic Certificate Authority Co., Ltd.
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Appendix

The list of keys and certificates covered in the management’s assertion is as follow:

. . Certificates .
KeyName | Keor | Smawre | Koy | Suecker | i | Soriene
(SHA256)
9BEA11C976FE014764
UCAGlobal | Root 4096 | BIC48CCCFSEA30F | b x 6F014B5A560 | UCA Global
sha256RSA . FA50C085F8C1567
G2 Root Key bits 217401DFDF 317ABD9988393382E5 G2 Root
74 161AA0493C
C1AFC65B1E813BOE61
UCAGlobal | Root 4096 | BIC48CCCEFSEAZOF | ) (pe \ncasi681070aR | CETTUM
G2 Root Key sha256RSA bits FA50C085F8C1567 E9A38D50F7BD1B27B Trusted
217401DFDF ~99834A0D9C Network CA
SHECA RSA 0A552A65F22FF820E7
Domain Signing | o cpox | 2048 25]73‘:‘3131256FFDE°1A EC3D43BBF88B02ABC | UCA Global
Validation Key 5 bits 3 C F7 557?]3 4 34BD247E0C3505891B G2 Root
Server CA G3 5F53454 6342F16A5F2
SHECA RSA 26FD4C4367E463D39
Organization | Signing sha2=6RSA 2048 %lg(c)ggzoffgzggf: C71796AE4010E53380 | UCA Global
Validation Key 5 bits F le D 70 9 DC93BC132FB019D671 G2 Root
Server CA G3 4+119D4 8A6873E81F4
778C516DAEC700EE5
SHECADV | Signing | o . oo | 2048 lgggg 0010045753 | 8B3581E411E5CODDA7 | UCA Global
Server CA G5 Key 5 bits 1C87 . ‘E%?%D 8663A5163A208053415 | G2 Root
304 07D6E964DD
8AB3A0ACF289E6EF7
SHECAOV | Signing | o oo, | 2048 0%9‘;?1?1)52851:245 54BE449236843D67F4 | UCA Global
Server CA G5 Key 5 bits | © 92F 84%53 51;‘ 50 | '5C191BDDD66484B85 G2 Root
46767 E6E60556A9AF
4216527163AD2CAA82
SHECAEV | Signing | . oo\ | 2048 ﬁg?ﬁgsgg‘gﬁ%fg 5D3BF48F61A7661D0A | UCA Global
Server CA G2 Key S bits B 4 A6FA BC89B58AB76B23A1E1 G2 Root
4BAAB5 0999F0769F
. 074ADD7F1E73EB110E
Tg‘ﬁtﬁféacisf* Signing | ooy | 2048 94%2E8D482AC613(1:D C8E2B78A92C51CF5A4 | UCA Global
o Key 5 bits | 93 E7F51F5%z 9 o 5 | 51135B6F7DEFCO19EE | G2 Root
3r6797 9D74BFA4D6
. D16BA9ACB74FEE4AA
TrustAsia RSA o F575D48E293E17A
OV TLS CA - Slinlng sha256RSA 2948 8A9C49EDCE6DBO 8087EE482E86E7F6F5 | UCA Global
S1 ey bits A344D132AEB F55FAC502563973075 G2 Root
3FE1E705E3C
D43AF9B35473755C96 UCA
U%ﬁﬁ‘;fi%ied Root | oo cpsa | 4096 g?f;géféggg?gog 84FC06D7D8CB70EE5 | Extended
Root Key bits Ea10AF7E11 C28E773FB294EB41EE Validation
349AF7ELL4 71722924D24 Root
SHECA RSA 4FD6FA527157EEA463 UCA
Extended Signing 2048 3B4B252A77372AF 689D7A4C2B934EF22 Extended
I sha256RSA . CB97FEDASBDAF2 cq o
Validation Key bits 500FC=DC=F 2279725413893D98472 Validation
Server CA 99¥L5DL5 4 42C85CAQDF Root
7EF3F89456CE636557 UCA
SHECAEV | Signing | o oo | 2048 5@%%721;%8%6%% B20C5DFB37F98C253 | Extended
Server CA G3 Key 5 bits | O-PF33 o 0]9384 55 | AoB660D2EQE5E7845 | Validation
53739L0554 CAF9C038C7C1 Root
UniTrust Root vog | 3CAOGIBOEFDAC6 BBB%%ETE“EC}?Q;‘@EO UniTrust
Global Root sha384RSA | 499% | E8BBoDE156A2ER | 9070D51B5E7 7 | Global Root
CAR1 Key bits BBB63D232381 8348AE8C4525DC8D4 CAR1
B30289E5385
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Certificates

Key Signature Key Subject Key . Certificate
Key Name . . . Thumbprint .
Type Algorithm Size Identifier (SHA256) Signed by
D3D4A040BB41A695A .
SHECADV | Signing 4096 | 053740E0BBF4390 | \(r. ) \hoogiacryEr | | UmiTrust
g sha384RSA . 5206A8C9CAO0ACB Global Root
erver CA 1A Key bits 3BBD6068CAO 219D5819206E947B44 CAR1
DCC5B8E5E272
9A3DBoFoFBoFF4Fg7 .
SHECAOV | Signing 4096 | SCDO2E8B2008EE2 |\ )k o AscigDgso | UMiTTUSE
sha384RSA . DEFF71F61A105C7 Global Root
Server CA 1A Key bits A826E8=8D1 485B1E6CDF5A899BB CA R1
4 5 24D0F499E9BD
2F1CA1A5C0D7AE58C .
- E36DF62D862F UniTrust
SHECAEV | Signing | og,rsa | 4990 773;)1?69A53687231C5 7ADFC69D4C57EEB1; Glo%lalrllizot
Server CA 1A Key bits 850170216 F39CoF3D1F982E3AC CAR1
76D25AB723995
UniTrust Root g, | E45366B7B7A4EQD ngslngi?ésDég%l5B598A5 UniTrust
Global Root Koy | Sha384ECDSA %it‘s‘ 7CCC121E04ACFCC 2307 7 2%‘% A 955’]’3 9‘,; 115”’2 Global Root
CAR2 ACo01BC72BC F61C4DCC7 CAR2
69201DC24E4127FFA5 .
SHECADY | Signing | .00 nonsa | 384 | ‘6hCBrogCaEDBas | PAIAODDTOAIA00SCO | (It
Server CA 2A Key bits EAQC1FO14D 0F334B003F1008924C CARo
9t1k914 BF998E1827C
8E2CA2825C2039804 .
SHECAOV | Signing | (o0 vonc | 384 225;%?33;2;397 A7A1CC54B002EA1DB Gﬁ%grﬁzg .
Server CA 2A Key bits C683A82 30AC489698F039527B CAR2
59 F1602132F611
93E49170D20F54DA70 .
SHECAEV | Signing | 0o nopsa | 384 | SABanimbsabiy | MSASABDCDDAAFIC | o R0
Server CA 2A Key bits CFA842aD F334CDB2D8D80599A CAR2
43077 B62848C85F80
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AR EIAEFOA R A (Shanghai Electronic Certificate Authority Co., Ltd.,
il Fk “SHECA” ) iz & W 7 IMIEARS LA, FFEE SSL Kk #lve 5 M 4s 22 4 ik 551 4t
SSL Hi-FINIEAR DS, BAEAIR T RES BT dE AR E 5 AT s ik 45

SHECA EFZ O IE P 5 f1 SSL H F IR S5 Hl#E AT i . ST e pefh, 78
2021 F 5 H 1 HE 2022 4 3 H 31 Hut SHECA fE E Fifg CEFREE 1 FiE 2) fF
FEOERT SSL HLF I IEAR S5 1HE], SHECA:

o P FESSLAE 154 Ay A HART HML 55 B T
o UniTrustilf HiAEML - #E] v3.7.1 (https://assets-
cdn.sheca.com/documents/SHECA-CPS-
v3.7.1%EF%BC%8SEN%EF%BC%89.pdf);
o  UniTrustiF HEAIEML S HN va.7;
o UniTrustiE FiAEML S FN v3.6.9; LA
o UniTrustilf 155 m% v1.4.9 (https://assets-
cdn.sheca.com/documents/SHECA-CP-
v1.4.9%20 % EF%BC%88EN%20).pdf);
o UniTrustif 5% v1.4.8;
o UniTrustif 13 5EHE v1.4.7.
f0 4% K G CABIE IE (CA/Browser Forum) [IAH<HE 5142 #LSSLHL T I\ IR
%, FAcHE B R ol 55 ST B AR SRS
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o HIHMIEHINLE], DURMEABLEHRTT A CABRYE (CA/Browser Forum)
RAT I 4% KAE 5 R 48 % 4 M8 (Network and Certificate System Security

Requirements) -

PLFFH WebTrust HLFINIE SSL JEHERLTE 5 W 45 22 2 G 145tk va.5 (WebTrust
Principles and Criteria for Certification Authorities - SSL Baseline with Network
Security v2.5) (https://www.cpacanada.ca/-/media/site/operational/ms-member-
services/docs/webtrust/wtioobwtbr-25-110120-

finalaoda.pdf?la=en&hash=11A5FE85CBF7FOEQ60E681DFF6FD4592FC135B4C).
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WA | BERE | wHE ﬁg #411D B85 (SHA56) | EBERS
9BEA11C976FE014764
81C48CCCF5E430F
UCA Global 4096 C1BE56A6F914B5A560 | UCA Global
G2 Root Root Key sha256RSA bits FA52?C0§15]§I§&1:567 317ABD9988393382E5 G2 Root
74 161AA0493C
C1AFC65B1E813BOE61
81C48CCCF5E430F Certum
UCA Global Root Key sha256RSA 40.96 FA50C085F8C1567 46E6AA5341681272AB Trusted
G2 Root bits 217401DFDF E9A38D59F7BD1B27B Network CA
729834A0D9C
SHECA RSA 0A552A65F22FF820E7
Domain Signing | o pey | 2048 25]7311*31)1256FFD}§1A EC3D43BBF88B02ABC | UCA Global
Validation Key 5 bits 3 C F7 (7:572% 4 34BD247E0C3505891B G2 Root
Server CA G3 553454 6342F16A5F2
SHECA RSA 26FD4C4367E463D39
Organization | Signing sha2=6RSA 2048 2(1160%62)%02?11?\?;&21:]‘3911 C71796AE4010E53380 | UCA Global
Validation Key 5 bits AF C115 D Z) 9 DCg3BC132FB019D671 G2 Root
Server CA G3 411904 8A6873E81F4
778C516 DAEC700EE5
SHECADV | Signing | . oo\ | 2048 133&262645%33{ 8B3581E411E5C0DD47 | UCA Global
Server CA G5 Key 5 bits 1C87 . %%%‘D“‘E 8663A5163A208053415 | G2 Root
304 07D6E964DD
8AB3A0ACF289E6EF7
SHECAOV | Signing | . oo | 2048 ESZ%A??%:;F D‘; 54BE449236843D67F4 | UCA Global
Server CA G5 Key 5 bits o 029F 8431?; %4 5C191BDDD66484B85 G2 Root
50284676b7 E6E60556A9AF
4216527163AD2CAA82
SHECAEV | Signing | . oo | 2048 ﬁg?éésgg‘g;’g%?g 5D3BF48F61A7661D0A | UCA Global
Server CA G2 Key 5 bits 4 BC89B58AB76B23A1E1 | G2 Root
4BAAB5AGEA
0999F0769F
. 074ADD7F1E73EB110E
TrustAsia | gioning 2048 | 9432EOD4BACDID | nopopogr00Cs1CF5A4 | UCA Global
RSA DV TLS sha256RSA ) 93E75C5372960C5
CA-S1 Key bits EF1F2F67972 51135B6F7DEFC019EE G2 Root
316797 9D74BFA4D6
. D16BA9ACB74FEE4AA
TrustAsia o F575D48E293E17A
RSA OV TLS Signing sha256RSA 2948 8A9C49EDCE6DBO 8087EE482E86E7F6F5 | UCA Global
CA-S1 Key bits A344D132AEB F55FAC502563973075 G2 Root
3FE1E705E3C
UucCA D43AF9B35473755C96 ucA
Extended | p oo | oo oo | 4096 1129172“33E€3A03D°F]3 84FCo6D7D8CB70EE5 | Extended
Validation y 5 bits 7E ZF5 B 1159 C28E773FB294EB41EE | Validation
Root 349AL7ELL4 71722924D24 Root
SHECA RSA 4FD6FA527157EEA463 UCA
Extended Signing 2048 3B4B252A77372AF 689D7A4C2B934EF22 Extended
o sha256RSA . CB97FEDASBDAF2 o
Validation Key bits 500FC=DC=F 2279725413893D98472 Validation
Server CA 991L5DL5 4 42C85CAQDF Root
7EF3F89456CE636557 UCA
SHECAEV | Signing | . . oo | 2048 53%%72?8?%696“ B20C5DFB37F98C253 | Extended
Server CA G3 Key 5 bits | O-Pr33 o 0%84 55 | A0B660D2EQE5E7845 | Validation
5373940554 CAF9C038C7C1 Root
UniTrust vog | 3CA0GIBOEFDACG SBB%%Efg“ECEZggé;O UniTrust
Global Root | RootKey | sha384RSA | 499° | ESBB2DE156A2EB | 9070P51BSEY 7 | Global Root
CAR1 bits | " pBRegDogagg: | S348AESC4525DC8D4 CAR1
B30289E5385




wosk | mewse | wems | O 4] ID S (SHA256) | EBERE
D3D4A040BB41A695A .
SHECADV | Signing 4096 | 093740EOBBF4390 | op ) \ngogiacryEr | UniTrust
S sha3g84RSA . 5206A8C9CA0ACB Global Root
erver CA 1A Key bits 3BBD6968CAO 21938?31%280126E1§47B44 CAR1
5 58272
9A3DBOFOFBOFF4F97 .
SHECA OV Signing 4096 8CD02E82008EE2 4A4E0C510A7C13D350 UniTrust
S sha3g84RSA . DEFF71F61A105C7 Global Root
erver CA 1A Key bits 485B1E6CDF5A899BB
4A826E858D1 24DOF499EQBD CAR1
2F1CA1A5COD7AE58C .
SHECAEV | Signing | o .o o0 | 4096 7?1’)131;”66DF6261§862F€ 7ADFC69D4C57EES15 G??)‘Tlrl‘;“
Server CA 1A Key sha3o4 bits | 7PF09A53687231C | Lo paDiFg82E3AC ° 2 oot
85E0170216 76D25AB723995 CAR1
UniTrust 8 E45366B7B7A4E9 ngéﬁ?é5Dég(élE§’98A5 UniTrust
Global Root | Root Key | sha3g84ECDSA %ié D7CCC121E04ACF 2307 24A 25548 6 953}’3 9"; 1F5§ Global Root
CAR2 CCACo01BC72BC F61C4DCC7 CAR2
69201DC24E4127FFA5 .
SHECADV | Signing | 4 .0 pcpsa | 384 ?éﬁzcléfé’fgfgggi B41A0DDF0A1A005C0 Gﬂﬁrﬁiﬂt
Server CA 2A Key bits 8EAQC1F914D 0F33€1§0083§1§)0%924C CA R2
9901627
8E2CA2825C2039804 .
. 98CDEC338767F39 UniTrust
SHECA OV Signing sha384ECDSA 384 422373810B735BA A7A1CC54B002EAIDB Global Root
Server CA 2A Key bits 30AC489698F039527B
7C683A8259 CAR2
F1602132F611
93E49170D20F54DA70 .
SHECAEV | Signing | (o0 bonor | 384 332315%771;31%6893%73 1118A5ABDCDDA4FFC Gﬁ%ﬁr}‘{‘it
Server CA 2A Key bits 4CFA843D77 F3341;212)§358123538D5§2599A CA R2




