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INDEPENDENT ASSURANCE REPORT

To the management of TrustAsia Technologies, Inc. (“TrustAsia”):

We have been engaged, in a reasonable assurance engagement, to report on TrustAsia management’s assertion
that for its Certification Authority (“CA”) operations at locations as enumerated in Appendix C, throughout the
period 1 August 2022to 31 July 2023 for its CAs as enumerated in Appendix A, TrustAsia has:

o disclosed its SSL certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment to
provide SSL certificates in conformity with the CA/Browser Forum Requirements on the TrustAsia
website, and provided such services in accordance with its disclosed practices

o maintained effective controls to provide reasonable assurance that:

° the integrity of keys and SSL certificates it manages is established and protected throughout their
lifecycles; and

° SSL certificate subscriber information is properly authenticated
o maintained effective controls to provide reasonable assurance that:
° logical and physical access to CA systems and data is restricted to authorized individuals;
° the continuity of key and certificate management operations is maintained; and
° CA systems development, maintenance, and operations are properly authorized and performed to

maintain CA systems integrity

o maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network
Security v2.6.

Certification authority’s responsibilities

TrustAsia’s management is responsible for its assertion, including the fairness of its presentation, and the
provision of its described services in accordance with the WebTrust Principles and Criteria for Certification

Authorities — SSL Baseline with Network Security v2.6.

Our independence and quality control

We have complied with the independence and other ethical requirements of the Code of Ethics for Professional
Accountants issued by the International Ethics Standards Board for Accountants, which is founded on fundamental
principles of integrity, objectivity, professional competence and due care, confidentiality and professional
behaviour.
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The firm applies International Standard on Quality Control 1, and accordingly maintains a comprehensive system
of quality control including documented policies and procedures regarding compliance with ethical requirements,
professional standards and applicable legal and regulatory requirements.

Auditor’s responsibilities

Our responsibility is to express an opinion on management’s assertion based on our procedures. We conducted
our procedures in accordance with International Standard on Assurance Engagements 3000, Assurance
Engagements Other than Audits or Reviews of Historical Financial Information, issued by the International Auditing
and Assurance Standards Board. This standard requires that we plan and perform our procedures to obtain
reasonable assurance about whether, in all material respects, management’s assertion is fairly stated, and,
accordingly, included:

(1) obtaining an understanding of TrustAsia’s SSL certificate lifecycle management business practices, including
its relevant controls over the issuance, renewal, and revocation of SSL certificates, and obtaining an
understanding of TrustAsia’s network and certificate system security to meet the requirements set forth by
the CA/Browser Forum;

(2) selectively testing transactions executed in accordance with disclosed SSL certificate lifecycle management
business practices;

(3) testing and evaluating the operating effectiveness of the controls; and

(4) performing such other procedures as we considered necessary in the circumstances.

We believe that the evidence we have obtained is sufficient and appropriate to provide a basis for our opinion.
Relative effectiveness of controls

The relative effectiveness and significance of specific controls at TrustAsia and their effect on assessments of
control risk for subscribers and relying parties are dependent on their interaction with the controls, and other
factors present at individual subscriber and relying party locations. We have performed no procedures to evaluate
the effectiveness of controls at individual subscriber and relying party locations.

Inherent limitations

Because of the nature and inherent limitations of controls, TrustAsia’s ability to meet the aforementioned criteria
may be affected. For example, controls may not prevent, or detect and correct, error, fraud, unauthorized access to
systems and information, or failure to comply with internal and external policies or requirements. Also, the
projection of any conclusions based on our findings to future periods is subject to the risk that changes may alter
the validity of such conclusions.

Opinion

In our opinion, throughout the period 1 August 2022 to 31 July 2023, TrustAsia management’s assertion, as
referred to above, is fairly stated, in all material respects, in accordance with the WebTrust Principles and Criteria

for Certification Authorities — SSL Baseline with Network Security v2.6.
This report does not include any representation as to the quality of TrustAsia’s services beyond those covered by

the WebTrust Principles and Criteria for Certification Authorities - SSL Baseline with Network Security v2.6, nor
the suitability of any of TrustAsia’s services for any customer's intended purpose.
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Use of the WebTrust seal

TrustAsia’s use of the WebTrust for Certification Authorities — SSL Baseline with Network Security Seal constitutes
a symbolic representation of the contents of this report and it is not intended, nor should it be construed, to update
this report or provide any additional assurance.

AKAM

Anthony Kam & Associates Ltd.
2105 Wing On Ctr, 111 Connaught Road, HK SAR, China

18 October 2023

/q\m@mmw»
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Appendix A
The list of keys and certificates covered in the report is as follow:
) ) SHA256 o
Subject DN Key Type Signature Key Size Subject Key Certificate Certificate
Algorithm Identifier Thumbprints Signed by
05F82DE4B4
. A9ED4B7CD1
CN = TrustAsia Global Root CA G1 24€2082CCDC TrustAsia
Root 0B5154F6B6D |F SACEIBT3B
O = TrustAsia Technologies, Inc. < Sha256RSA 4096 bits | paF2r058FEL DgDngDWg Global Root
B ey 16DD38471
C=CN 443DFE4 5CF737ED29 CAGI
51E7
853B06C42E
CN = TrustAsia EV TLS RSA CA 9c95683pD43 |20160305CC 1o i
. . Signing AC03DD2BA2B|SDDOBLETEY
O = TrustAsia Technologies, Inc. Sha256RSA 4096 bits DC6BACS5602 |  Global Root
Key AC3L5CACADS | 0or444708D paiToo
C=CN 3BCI0CD 45ATDEE1F4 CAGT
7CF8
624FD02328
CN = TrustAsia OV TLS RSA CA prp7a580375 | FORE S | Trustasia
. . Signing AsE6ASDEOCE [DA7D184525
O = TrustAsia Technologies, Inc. Sha256RSA 4096 bits RBDDFESOF23 8D70E15BC2 Global Root
C=CN Key 83985EA 81E7DA3EDC CAGT
E06A5712B2
54A1
322C1AFDCC
CN = TrustAsia DV TLS RSA CA Sioni BFIFDED0466 |08 (1) nop | TrustAsia
. . ignin .
O = TrustAsia Technologies, Inc. gning Sha256RSA 4096 bits Eg%gggiggig 6203494199 Global Root
C=CN Key InrBgas 8AFF67E6D7
= 7BCAC560DB CAGT
25B4
1DF7E8B185C
CN = TrustAsia Global Root CA G2 . 4FEB2996F4F |A46578D458D| TrustAsia
_ . . oot . 142DE5AA207|05129854FDE
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 56B2FF59C28 |32EF1EoR36r| Global Root
C=CN y 53EC398 0B96963CE38 CA G2
CAEABE4BC
2126C130F1D
CN = TrustAsia EV TLS ECC CA o 1C72953489D|576FBT0CF3B| TrustAsia
. . ignin . 756FE3D84BD|8ES8COEA2FEE
O = TrustAsia Technologies, Inc. ?(e 9 sha384ECDSA 384 bits AD33B51C1DD|scrrosp7213| Clobal Root
C=CN y 9472536 04EAAA6D898 CAG2
E721029CE
5655EAAFT13
CN = TrustAsia OV TLS ECC CA cani F3118C08803(3936558CADD| TrustAsia
. . ignin . CE2E7D69301|E8F3447615F
O = TrustAsia Technologies, Inc. ?(e 9 sha384ECDSA 384 bits 9F7D422BACT | 759c0c63pEg| Global Root
C=CN y BADE39F 949D4DC3CD7 CAG2
FB71FCBED
C3D06E52712
CN = TrustAsia DV TLS ECC CA o C12D72D0E89|33ED46A538C| TrustAsia
_ . . igning . 25B196052C0|150FDCDCD73
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits DCEE6AT734D2 |FesancEre24| Global Root
C=CN y 1191706 B8D16F981C1 CAG2
3742E924D
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EOD3226AEB
CN = TrustAsia Global Root CA G3 somamer2238 | ot ClEOTL | Trustasia
. . Root F38CABOAES7
O = TrustAsia Technologies, Inc. sha384RSA 4096 bits | 722130163 |C0431BETBB | Global Root
C=CN Key 1DBBCYS 1EACCS5C36B
= 5DSEC50903 CAG3
9208
EODD6743D6
CN = TrustAsia DV TLS RSA CA G3 _ FFD38BRG29C| 0P I e | Trustasia
O = TrustAsia Technologies, Inc. Signing sha384RSA 4096 bits | on0224PEY 0 B3D0726FFF Global Root
Key ?2§3g§2F394 A9B1866642
C=CN AEBF266FDA CAG3
2654
573F5F7974
. 82F567EDCT .
CN = TrustAsia OV TLS RSA CA G3 Sini Z2ZAADBBAZET |51 5794575 |  TTUStASia
ignin
O = TrustAsia Technologies, Inc. gning sha384RSA 4096 bits ggﬁ?;i;é;i C46C9DFOAC | Global Root
C=CN Key 656EF54 FD8CE7B1AS8 CAG3
- FB7E2218FA
477B
15DDF98C57
) EOF46E5CSE
CN = TrustAsia EV TLS RSA CA G3 Sion 2202928631615 50083pc4n | TTUStASia
O = TrustAsia Technologies, Inc. 19NN | ¢ a384RSA 4096 bits Z?ggg;é;gé F8FEOES8D2C | Global Root
C=CN Key 37CD26A 42151630DE
= FFFA285EA6 CAG3
2D09
BE4B56CB505
CN = TrustAsia Global Root CA G4 foot ASBB4A97CEB|6C0136A526D| TrustAsia
) . 00 . 32B7FA431DE|F444508DAA3
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 97835983066 |6a0B54r42r4| Clobal Root
C=CN y F71CBDE AC38F72AF47 CA G4
0E479654C
C28348740DA
CN = TrustAsia DV TLS ECC CA G4 o 0C09D741BDF|36CF14DDC49| TrustAsia
_ . . igning . 04CB767E4B0|280CF030ABY
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 56RF7ESDBO1 |CE3B0ACE093| Global Root
C=CN y 433322F BOE1BA18945 CA G4
6F4918B9C
EEE6BAF50B1
CN = TrustAsia OV TLS ECC CA G4 com 76533221F36|4BCA04202B4| TrustAsia
~ . ) igning . F769D585329(96737E676F7
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 33BEF548B9E|1357431FFp4| Global Root
C=CN y 2284FEF FCA1309F661 CA G4
481EC520F
C261EE3D4BB
CN = TrustAsia EV TLS ECC CA G4 coni EF46439CE9F |DC456FFB678| TrustAsia
_ . . igning . 4121DF11A18|68363FED8OC
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 1968571D84B|B5coap7ar3r| Global Root
C=CN y AAF7D19 5ASDACBE32B CA G4
ECDDD88A7
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Appendix B
Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:
Name Version Date
TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service 1.6.1 | 10 February 2023
1.6 | 15 December 2022

TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service

TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service

24 May 2022
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Appendix C

Locations in-scope:

Location Function
Shanghai (East), China Datacenter Facility
Shanghai (West), China Administration and Support
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MANAGEMENT’S ASSERTION

TrustAsia Technologies, Inc. (“TrustAsia”) operates the Certification Authority (CA) services known as CAs in
Appendix A.

TrustAsia management has assessed its disclosures of its certificate practices and controls over its CA services.
Based on that assessment, in TrustAsia management’s opinion, in providing its CA services at locations as
enumerated in Appendix C, throughout the period 1 August 2022 to 31 July 2023, TrustAsia has:

e disclosed its SSL certificate life cycle management business practices in its Certification Practice
Statement (CPS) and Certificate Policy (CP) as enumerated in Appendix B, including its commitment to
provide SSL certificates in conformity with the CA/Browser Forum Requirements on the TrustAsia
website, and provided such services in accordance with its disclosed practices

¢ maintained effective controls to provide reasonable assurance that:

o the integrity of keys and SSL certificates it manages is established and protected throughout their
lifecycles; and

o SSL certificate subscriber information is properly authenticated

¢ maintained effective controls to provide reasonable assurance that:
° logical and physical access to CA systems and data is restricted to authorised individuals;
° the continuity of key and certificate management operations is maintained; and

o CA systems development, maintenance, and operations are properly authorised and performed to
maintain CA systems integrity

¢ maintained effective controls to provide reasonable assurance that it meets the Network and Certificate
System Security Requirements as set forth by the CA/Browser Forum

in accordance with the WebTrust Principles and Criteria for Certification Authorities — SSL. Baseline with
Network Security v2.6.

Mr. Xinyuan Zhai

CEO of TrustAsia Technologies, Inc.
32/ F, Building B, No.391, Guiping Road, Xuhui District, Shanghai, China

18 October 2023
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Appendix A

The list of keys and certificates covered in the management’s assertion is asfollow:

) ) SHA256 -
Subject DN Key Type Signature Key Size Subject Key Certificate Certificate
Algorithm Identifier Thumbprints Signed by
0SF82DEA4B4
. A9ED4B7CD1
CN = TrustAsia Global Root CA G1 24C20F2CCDC TrustAsia
Root 0B5154F6B6D|F SACEIBT3B
O = TrustAsia Technologies, Inc. Key Sha256RSA 4096 bits | paF2FO58FEL ?ggigzggzg Global Root
C=CN 443DFF4 5CF737ED29 CAGI
51E7
853B06C42E
CN = TrustAsia EV TLS RSA CA - 5956830043 |30 T | Trustsia
O = TrustAsia Technologies, Inc. SIgNing | ¢\ S56RSA 4096 bits | PCO3PP2BA2BIpr chacs602 | Global Root
K AC315C4CADS
~ ey BCo0eD COF444F08D
C=CN 45A7DEELF4 CAGI
7CF8
624FD02328
CN = TrustAsia OV TLS RSA CA Er72080375 | USRS | Trustasia
i i Signing . |nsEeaspeocr [BA7D184525
O = TrustAsia Technologies, Inc. ¢ Sha256RSA 4096 bits Lo FRgoFas |8D70EISBC2 Global Root
_ ey 81E7DA38DC
C=CN 83985EA E06A5T12B2 CAG1
54A1
322C1AFDCC
CN = TrustAsia DV TLS RSA CA BF3FDED0466 | o2 POV | stasia
Signing Daa50cFE2FB| L 80082498
O = TrustAsia Technologies, Inc. Sha256RSA 4096 bits | goops5ag3ac|©203494199 | Global Root
Key 8AFF67E6DT
C=CN 1AFB825 CAG1
7BC4C560DB
25B4
1DF7E8B185C
CN = TrustAsia Global Root CA G2 " 4FEB2996F4F|A46578D458D| TrustAsia
B . . oot . 142DE5AA207|05129854FDE
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 56B2FF59C28 |32EF1EoR36r| Global Root
C=CN y 53EC398 0B96963CE38 CAG2
CAEABE4BC
2126C130F1D
CN = TrustAsia EV TLS ECC CA cani 1C72953489D|576FB70CF3B| TrustAsia
~ ) } igning . 756FE3D84BD|8E8COEA2FEE
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits  |Ap33m51c1DD|3cFR9sp7213| Clobal Root
C=CN y 9472536 04EAAAG6D898 CA G2
E721029CE
5655EAAFT13
CN = TrustAsia OV TLS ECC CA con F3118C08803|3936558CADD| TrustAsia
B . . igning . CE2E7D69301 |E8F3447615F
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 9F7D422BACT | 759coce3prr| Global Root
C=CN y B4DE39F 949D4DC3CD7 CAG2
FB71FCBED
C3D06E52712
CN = TrustAsia DV TLS ECC CA cani C12D72D0OE89|33ED46A538C| TrustAsia
B . . igning . 25B196052C0|150FDCDCDT73
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits DCEE6A734D2 |FesarcEre2a| Global Root
C=CN y 1191706 B8D16F981C1 CAG2
3742E924D
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EOD3226AEB
CN = TrustAsia Global Root CA G3 A40BAE4F223E ﬁégégﬁgégz TrustAsia
: . . Root ) F38CABOREST| ol pronr
O = TrustAsia Technologies, Inc. ¢ sha384RSA 4096 bits | 7FF22130163 Global Root
C=CN ey 1DBBCY2 1EACC5C36B CAG3
5D5EC50903
9208
EODD6743D6
CN = TrustAsia DV TLS RSA CA G3 o FED38BE629C |00 n 80 | i stasia
O = TrustAsia Technologies, Inc. Signing sha384RSA 4096 bits | 220224PEIS g 3n0706prE Global Root
Key fg’gsgg?m% A9B1866642
C=CN AEBF266FDA CAG3
2654
573F5F7974
. 82F567EDCT .
CN = TrustAsia OV TLS RSA CA G3 Siani 22ARDBBAZFT | g1 g99,57p | TTUstAsia
ignin
O = TrustAsia Technologies, Inc. 9gning sha384RSA 4096 bits [ oC 83T TE Ics6coproac | Global Root
CD61FDAECE4
C=CN Key 656EF54 FD8CE7B1AS CAG3
FBTE2218FA
4778
15DDF98C57
' EOF46E5CSE
CN = TrustAsia EV TLS RSA CA G3 Sion 2202928631615 0g3pcan | TTUStASia
O = TrustAsia Technologies, Inc. |?<n|ng sha384RSA 4096 bits Z?ggg;;g? F8FEOE8BD2C | Global Root
_ ey 42151630DE
C=CN 37CDhz6R FFFA285EAG CAG3
2D09
BE4B56CB505
CN = TrustAsia Global Root CA G4 R AS5BB4A97CEB|6C0136A526D| TrustAsia
) . oot . 32B7FA431DE |F444508DAA3
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 97835983266 |6a0B54F42n4| Global Root
C=CN y F71CBDE AC38F72AF47 CAG4
0E479654C
C28348740DA
CN = TrustAsia DV TLS ECC CA G4 S 0CO09D741BDF|36CF14DDC49|  TrustAsia
) . ignin . 04CB767E4B0|280CF030AB9
O = TrustAsia Technologies, Inc. ?(e 9 |sha384ECDSA 384 bits 56BF7ESDBO1 |CE3BOACE93| Global Root
C=CN y 433322F BOE1BA18945 CA G4
6F4918B9C
EEE6BAF50B1
CN = TrustAsia OV TLS ECC CA G4 cani 76533221F36|4BCA04202B4| TrustAsia
_ . . igning . F769D585329(96737E676F7
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 33BEF548BOE |1387431FFpa| Global Root
C=CN y 2284FEF FCA1309F661 CA G4
481EC520F
C261EE3D4BB
CN = TrustAsia EV TLS ECC CA G4 con EF46439CE9F |DC456FFB678| TrustAsia
B . . igning . 4121DF11A18|68363FED8OC
O = TrustAsia Technologies, Inc. e sha384ECDSA 384 bits 19685710848 |B5coap7ar3r| Global Root
C=CN y AAF7D19 SASDACBE32B CA G4
ECDDD88A7
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Appendix B

Applicable versions of Certification Practice Statement (CPS) and Certificate Policy (CP) in-scope:

Name

Version

Date

TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service

1.6.1

10 February 2023

TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service

1.6

15 December 2022

TrustAsia Certificate Policy and Certification Practice Statement for Global Trusted Service

15

24 May 2022
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Appendix C

Locations in-scope:

Location

Function

Shanghai (East), China

Datacenter Facility

Shanghai (West), China

Administration and Support
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MIULIERS

CGEE . AP XRERESE - EXBESRAERE - )
B ITHEERRE (LB) BRAS
RMNBEXZRE - WHHER A 3N THEERRE ( L8 ) BRAE ( TrustAsia Technologies, Inc. -

L]
"TrustAsia” ) T 2022 F£ 8 A1 HE 2023 £ 7 A 31 HHHETHH@R C Fidlit mizENE FAERZEE
BMBEIAERT 7 SEFRIENEIENS - RIBEEMEIATE - TrustAsia & :

I 2?

T cp/cps IKEE 7 SSLUEHEm F RSN - SFEFEETE CA/Browser IEIRRIMHRIESIRH
SSLUEFARSS - A IKIEIR BRI SRR HAERARSS

o BEAUEHING - DURHLIT SEMRILE
B RIFFEERVE AN SSLIEBEEmB R PNTENY ; UK
T TrustAsia FTITROE MR IFIS S £ E SSLIEBRBEENER

o BIUBAMIEHIMNG - DURHEINSELRIL
X CA 2 MEIRRNZEMIIBIR DR T ZNA DA ;
RIEFBHEMLBERRFOESM ; DK
o CA RGN A - HFMNRFERREZIMBRNANT - LU4ER CA 2580573 E

e  BUAMIZEHINBIRESEFRIERSTS CA/Browser 1834 ( CA/Browser Forum ) &AM & KIE+

ZBZEA B ( Network and Certificate System Security Requirements )

PATF & WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security v2.6 °

TrustAsia FIZR(E

TrustAsia WEBEATREEERIATE - SEEKRANENMHELURIAE D HE A TrustAsia FTIR BV IRS BE®
& WebTrust Principles and Criteria for Certification Authorities — SSL Baseline with Network Security v2.6 BIFIXE -

BIEHTE
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BT WA I 14 AR S

BNEFRUIMHBTEMREZEZARHNSTARRMWRW S IHEE AN ( Code of Ethics for
Professional Accountants ) MIERNEREK - ENZEUEIEER - B - TWEHTEE - FREMNRWIT
ANERRN Z £ - BT ASEBEERTEZKRREZES] 1 ( International Standard on Quality Control
1)  HAELEFEENREEGIT:R  SERFSEREXR - TUAAEMEREREME RN H(ERIET
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