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Public key Private key

Unique mathematical 
relationship

Message encrypted 
with the public 

key...
…can only be 

decrypted with the 
private key

...can be verified by 
the public key

Message signed by 
the private key...



Dan’s Private Key

1. Creates hash of message
2. Transforms message with 
private key to create digital 

signature
3. Sends header, message, digital 

signature, and optionally his public 
key (required if Thomas does not 

already have it)

Message

Digital Signature

Header

Dan’s Public Key 
(optional)

Dan

Message

Digital Signature

Header

Dan’s Public Key 
(optional)

Dan’s Public Key

1. Transforms digital signature 
with Dan’s Public Key to return 

hashed value
2. Re-creates hash of message 

using same hash function
3. Compares both hashes. If they 
match, then Thomas knows the 
message did indeed come from 

Dan

Thomas







SUBSCRIBER
Provides proof 

of identiy

RA
Registration function 
performed by CA or 
separate RA, verifies 
subscriber’s identity

Submits cert ificate applicat ion, 
and optionally a CSR

CA
Binds subscriber’s submitted public 

key from CSR (or opt ionally 
generates a key pair for the 

subscriber), issues certificate, and 
posts in repository

Sends verified 
applicat ion to CA

Provides copy of certificate and 
Optionally a copy of the

 public/private
key pair generated

REPOSITORY
May be housed at the 
CA or another entity

RELYING PARTY
Validate’s CA’s 

signature on subscriber 
cert ificate  







Root CA

Issuing CA 1 
(SSL/TLS 

Certificates)
Issuing CA 2 

(S/MIME 
Certificates)

Certificate 
01

Certificate 
02

Certificate 
03

Certificate 
02

Certificate 
03

Certificate 
01

...and Root CA 3

Root CA 2 issues cert ificates
to Root CA 1...

Root CA 1 Root CA 2 Root CA 3

Root CA 1 issues cert ificates to Root  CA 2 and Root CA 3

Root CA 3 issues cert ificates to Root  CA 1 and Root CA 2



Root CA 1

Root CA 1 Issuing 
CA

Certificate 
01

Certificate 
02

Certificate 
03

Root CA 3

Root CA 3 Issuing 
CA

Certificate 
01

Certificate 
02

Certificate 
03

Cross-cert ificate from Root CA 3
to Root CA 1



Root CA 1 Root CA 2 Root CA 3

Bridge CA



 
 

IETF RFC 3647 Internet X.509 Public Key Infrastructure 
Certificate Policy and Certification Practices Framework November 2003 IETF RFC 2527 
Internet X.509 Public Key Infrastructure Certificate Policy and Certification Practices Framework March 
1999 

 
 
 



 
 

 
 
 



 
 
 

A CA may either have separate CP and CPS documents, or a combined 
CP/CPS. If the CA has a combined CP/CPS, or it implements the CP defined by another CA, then 
Criterion 1.2 is not applicable.



 
 



A CA may either have separate CP and CPS documents, or a combined 
CP/CPS. If the CA has a combined CP/CPS, or it implements the CP defined by another CA, then 
Criterion 2.2 is not applicable.



A CA may either have separate CP and CPS documents, or a combined 
CP/CPS. If the CA has a combined CP/CPS, then Criterion 2.3 is not applicable. However, if the 
CA implements the CP defined by another CA, then this criterion is relevant for ensuring the 
CA’s developed CPS is consistent with the provided CP.



 
 
 

 
 
 
 

 
 
 
 







 
 
 
 
 
 
 



 
 



 

 
 
 

‘Dual Custody Control’ requires the CA to have controls in place to 
require at least two trusted people be present during the duration of the authorised activity in 
order to physically access CA systems. An example of this is an access control system requiring 
two people to each present their badges and second factor (i.e. biometrics, PIN) prior to access 
being granted to the facility.



 

 



 
 
 
 
 



 
 
 



 
 
 

 
 
 
 









 
 
 

 

 
 
 
 
 
 
 
 



 

 



 
 
 
 

This Criterion addresses the existence of controls and business processes 
the CA has in place to help ensure it complies with all relevant legal requirements. An example 
would be testing if a framework is in place to help track requirements and monitor compliance. 
However, an auditor would not test if the CA is actually in compliance with its legal 
requirements, and no assurance over the CA’s compliance status can be provided. 

 
 





 
 
 
 

 
 
 
 
 

 
 
 
 
 



 
 
 
 
 
 

 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 



 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 

 





 
 
 
 
 

 
 
 
 
 
 
 
 



 
 

 

 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 

 



 
 
 



 
 
 

 
 
 
 







 
 

 



 
 
 
 

 
 
 

 
 

 

 



 
 
 
 
 

 
 
 



 
 
 

 
 
 
 
 



 
 
 
 





 
 

 
 



 
 



 

 
 



 
 
 

 
 
 
 
 
 

 
 
 
 



 

 





 
 
 





 
 
 
 
 
 
 



 
 
 
 

 
 
 
 
 
 







 
 





 
 
 

 
 

 

 



 
 





Certificate Renewal is the process in which a subscriber can obtain a 
new certificate to replace an old certificate that: 

 Contains the same information (identity, domains, etc.) as the old certificate 
 Has a new validity period ending after the validity period of the old certificate 
 Contains the  public key as the old certificate 





Certificate Rekey is the process in which a subscriber can obtain a new 
certificate to replace an old certificate that: 

 Contains the same information (identity, domains, etc.) as the old certificate 
 Has the same expiry date (notAfter date) as the old certificate 
 Contains a  public key as the old certificate 



 
 
 







 
 
 



Certificate Suspension is the process in which a certificate is effectively 
revoked for a ‘temporary’ period of time. Unlike revocation which is ‘permanent’ and can only 
be ‘undone’ by issuing a new certificate, suspension allows the certificate to be reinstated at a 
later period of time. During the time a certificate is suspended, it will appear on revocation 
lists, typically with a status of ‘Certificate Hold’. CAs may only support Certificate Suspension 
for certain types of certificates. 

 
 
 





 

 



 
 
 

 



 
 
 
 

 
 

A Subordinate CA certificate is a CA certificate issued by the Parent CA 
(typically using a Root CA) to a non-affiliated subordinate CA, typically to be operated under 
the Parent CA’s CP. Cross certificates issued from one PKI to another are addressed are also 
addressed by this criterion. 



 
 
 
























