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Governance issues have been in the spotlight because  
of corporate failures and the 2008 financial crisis. 
The OECD defines enterprise-wide or corporate governance as the system by which  

organizations are directed and controlled. The corporate governance structure specifies the 

distribution of rights and responsibilities among various participants: the board, managers, 

shareholders and other stakeholders. It sets the tone by which the organization is directed 

and managed. It establishes goals, objectives and the culture and values of the organization 

and spells out rules and procedures for making decisions on corporate affairs.

It also provides the structure through which the organization’s objectives are established and 

the means of attaining those objectives. It establishes metrics for monitoring key performance 

and key goal indicators and a process to escalate findings and initiate required changes and 

improvements.

IT governance is designed to ensure that IT resources are effectively employed in a manner 

that enhances value and supports the enterprise in achieving its vision and mission. (IMTAC 

has published a number of IT governance books as part of its 20 Questions series, including 

20 Questions Directors Should Ask About: Information Technology, Major Systems Projects, 

Outsourcing, IT Security, IT Continuity Planning and Privacy.)

IT governance creates an environment in which the enterprise can effectively exploit the benefits 

of IT to effectively support the organization in meeting its strategic goals. Unfortunately, many 

businesses struggle with understanding and governing IT and its processes and activities. As a 

result they do not achieve the benefits derived from the effective and appropriate uses of IT.

IT Governance
TechnoloGy SpoTliGhT

This publication was originally published by The Canadian Institute of Chartered Accountants in 2012.  
It has been reissued by Chartered Professional Accountants of Canada.



2	 IT	Governance	

Frequently, IT strategic and annual tactical 

plans are prepared in isolation from enterprise 

strategic plans and do not effectively support 

new and planned enterprise initiatives. They 

focus on IT operation issues, not strategic 

issues, where IT could perhaps lead corporate 

initiatives and enterprise strategies, not follow. 

An effective IT governance program will ensure 

that the enterprise benefits from its IT expendi-

tures, provides enhanced customer experiences, 

remains competitive within the industry and 

challenges business practices to create new 

business models.

Description
IT governance is the responsibility of the board 

of directors and executive management and 

forms an integral part of enterprise governance. 

IT governance consists of the leadership  

and organizational structures and processes  

that ensure that the organization’s IT sustains 

and extends the organization’s strategy  

and objectives.

importance
Businesses are responsible for setting the  

tone by which organizations are directed and 

managed. They establish goals, objectives  

and the culture and values of the organization.

Many businesses struggle with understanding 

and governing IT and IT processes and activities.

IT governance creates an environment in  

which the enterprise can effectively exploit  

the benefits of IT to effectively support the 

organization in meeting its strategic goals.

Business Benefits
Businesses gain benefits from implementing  

an IT governance program, including:

• More effective use of IT resources in support 

of enterprise-wide objectives;

• More effective IT strategic planning and 

execution of tactical plans;

• More effective alignment of IT and enterprise 

strategies to accomplish enterprise goals 

and objectives.
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issues and Risks possible Mitigation

Lack	of	a	comprehensive	IT	governance	strategy. Develop and adopt an IT governance strategy 
based on a recognized standard or framework. 
Consider ISO/IEC 38500 or ITGI’s Val-IT or CobiT5.

Lack	of	programs	and	plans	to	support	planned		
IT	governance	initiatives.

Once the strategy has been approved develop tac-
tical calendarized IT plans with key milestones to 
ensure enterprise adoption of the IT strategic plan, 
including adoption by IT and the user community.

The	vision	of	IT	and	its	contribution	and	value		
to	the	entity	are	not	well	understood.

Create an IT communication plan, perhaps an IT 
steering committee comprising of major stakehold-
ers and IT experts prominent in enterprise-wide 
communications.

IT	governance	does	not	have	the	appropriate	
scope,	penetration	or	support	throughout	the	
organization.

Ensure all areas of the selected IT governance  
standard or framework have been operationalized.

Create an IT governance awareness campaign.

Provide selected IT governance training for key 
individuals.

Lack	of	alignment	of	IT	initiatives	with	enterprise	
goals	and	objectives.

Align and prioritize the IT strategy and tactical/
annual plans with key enterprise goals, objectives 
and strategic initiatives.

Governance	level	monitoring	practices	have	not	
been	implemented.

Select key goal and performance indicators and 
establish a means to monitor them and report 
accomplishments.

Monitoring	activities	are	not	recorded	and	accord-
ingly	IT	governance	activities	are	not	reported.

Implement a process to record monitored activities 
and provide to appropriate persons through dash-
boards and/or periodic reports.

IT	has	not	adopted	a	portfolio	approach	to		
managing	IT	resources	and	projects.

Review, select and implement an IT portfolio man-
agement approach as part of the IT governance 
initiative.

IT	does	not	have	the	opportunity	or	does	not	take	
advantage	of	opportunities	to	interact	with	the	
board	of	directors.

Ensure that IT makes periodic scheduled reports  
to the board and executive management.

Create a board expectation that they will receive 
regular, periodic information from IT.
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The matrices accompanying each Technology Spotlight are designed to create interest and awareness  

of some of the benefits, risks, issues and risk-mitigation strategies and techniques and are not designed  

to provide an exhaustive list of issues, risks or solutions. Readers are cautioned to seek professional  

assistance when addressing these technologies.  
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issues and Risks possible Mitigation

The	IT	plans	do	not	include	value	and	risk	
management.

Include value management (ISACA Val-IT) and  
risk management (ISO 31000 and ISACA Risk-IT  
or CobiT5) in the scope of the IT strategic plan  
and initiatives.


